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What Departments face

• Obtaining Board Approval
• Drafting surveillance use policies and surveillance impact reports
• Community Meetings

• Obtaining City Council Approval
• Cybersecurity Risks Meetings

• Continual Compliance
• Drafting Annual Surveillance Impact Reports



What the Board faces

• Documenting and assisting with Department’s Progress
• Surveillance Impact Report & Surveillance Use Policy
• Annual Surveillance Report
• Stay connected with departments while they’re drafting them
• Field any inquires related to the TRUST ordinance from City 

departments, escalate if necessary
• Reviewing and decide on surveillance technology procurement

• Other
• Updates inventory of surveillance technology across city
• Stay abreast with other local, state, and national government privacy 

and surveillance news, and emerging technologies



General Privacy Program

• People, Processes, and Tools
• Privacy Leader, Privacy Analysts, Privacy Lawyers, Privacy Champions
• PIAs, Consultation, Contracts, Privacy rights, privacy related Inquiries
• Software for data governance, PIAs, Data Mapping, Risk MGMT

• Build the program with respect to relevant laws and risk appetite
• “Minimum Viable Product” to “Above and Beyond”
• Local governments find themselves not covered by state privacy law 

but may be under others like HIPAA, local public record request laws, or 
contractual obligations. 

• Because of this gap, it's almost necessary for local government to 
develop privacy/surveillance law



Portland’s Program (Overview)

• Privacy Team
• Privacy Resolutions
• Community Presence
• Privacy Impact Assessments
• Surveillance Technology Inventory



Portland’s Program (Privacy Team)

• Core
• 2 privacy professionals
• 2 equity professionals
• 1 attorney 

• Privacy Champions
• Cybersecurity, IT
• Department Heads and team members



Portland’s Program (Privacy Resolutions)

• Surveillance Technologies Resolution
• Calls for a privacy threshold assessment and privacy impact 

assessment on all surveillance technology
• Calls for the creation of a surveillance technology inventory

• Privacy Principles Resolution
• Set privacy principles
• Creates an internal workgroup on upholding these principles

• Face Recognition Ban
• News: Ring cameras in Portland don’t have this new function



Portland’s Program (Community Presence)



Portland’s Program (Community Presence)



Portland’s Model (Surveillance Tech Inventory)



Portland’s Model (Privacy Impact Assessments)

• Structure of PIA: Fact Discovery, Risk ID, Risk Mitigation, Inform Policy
• Important facts: Tech, Data, Use, Location, Problem, Contract Language

• Prospective View
• Given important facts haven’t been decided finally, the prospective view is an Iterative processes 

of proposing facts, identifying risks, and mitigating risks by changing facts.
• Compare risks stemming from decisions; privacy professional acts as a guide.
• Downside: Labor intensive, requires privacy expertise, requires connection throughout to 

mitigate emerging risks
• Like the Surveillance Impact Report and the Surveillance Use Policy

• Retrospective View
• Facts are mostly immovable (dead set)
• PIAs are only able to ID risks, suggest certain mitigations, and create use policy; cannot 

easily change important facts
• Downside: More risks due to the lack of ability to mitigate during the project
• Like the Annual Surveillance Report



Takeaways for San Diego

• What City departments know
• Technology procurement, vendor management, public records requests, data 

governance (data retention schedules, data classification)
• What City departments don’t know

• Cybersecurity, Privacy, and Law
• Privacy risks, mitigations, privacy by design, FIPs, PETs, NIST
• E-discovery, legal analysis/interpretation, privacy torts, civil liberties, civil 

rights



Takeaways for San Diego

• Surveillance Use Policies, Surveillance Impact Reports, and Annual Reports
• Prospective and Retrospective 

• In creating these documents, departments will be asked to make the decisions, and set facts, as they 
think about risks and mitigations; or do this with an eye toward the improvement

• Quality
• It will be the first time departments will be doing assessments; they will be novice at first
• After the first time, annual assessments may become better with time, or stay at a novice level because of 

employee turnover, promotions, shifting job descriptions, etc.
• Process

• Stay connected with departments about their assessments before and between Board review  (if 
possible)

• Bring on City Staff, volunteers, or contractors to divide work appropriately



Thank you
Any questions?
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