| ORIGINAL

( «d HEXAGON

SAFETY & INFRASTRUCTURE

PRINCIPAL CONTRACTING DOCUMENT

This Principal Contracting Document together with the Master Terms referenced below constitutes a Master
Agreement (“Master Agreement”) by and between CITY OF SAN DIEGO, a municipal corporation referred
to herein interchangeably as “Customer” or “City") and INTERGRAPH CORPORATION, a Delaware
Corporation and doing business as HEXAGON SAFETY & INFRASTRUCTURE (‘Intergraph” or
“Hexagon”) and is binding upon the Parties on the Effective Date.

1 This Principal Contracting Document incorporates by reference the Master Agreement Terms and
Conditions (“Master Terms") attached hereto as Attachment |, including Exhibits A though J, Attachment ||
- Pledge of Compliance, and Attachment Ill - Workforce Report.

2 All capitalized terms in this Principal Contracting Document shall have the same meaning as
provided in the Master Terms except as may be otherwise defined herein.

3. Term. The Term of the Master Agreement shall be for an initial term of 3 (three) years beginning
on the Effective Date and remain in effect until three years after the Effective Date or until the Master
Agreement is earlier terminated pursuant to the terms set forth herein or by mutual agreement of the
Parties. Customer may, in its sole discretion, extend this Master Agreement for 2 (two) additional 1 (one)
year period(s). The term of this Master Agreement shall not exceed five years unless approved by the
San Diego City Council by ordinance. To the extent it is reasonably foreseeable that an Order will be
completed after the Term of this Master Agreement, then the Parties shall reasonably work together to
amend the Term of the Master Agreement to ensure the Order is completed within the Term, as
amended.

4. Amount of Compensation. City shall pay Hexagon for goods and performance of all services
rendered in accordance with this Master Agreement in an amount not to exceed $

Any increase in the not to exceed amount will require approval by the San Diego City Council by
ordinance.

5. Forms Required to be Submitted by Hexagon to the Customer. Hexagon is required to submit all
forms and information delineated in Attachments 2 and 3 to the Customer before this Principal
Contracting Document is executed.

6. Any notice to be given pursuant to Section 13 of the Master Terms shall be directed to each Party
at the following address, which reflects the Customer's location, in accordance with the Master Terms.

CUSTOMER: HEXAGON:

Chris Haley Attn: Safety & Infrastructure Legal Department
San Diego Police Department 305 Intergraph Way

1401 Broadway, MS 739 Madison, Alabama 35758

San Diego, CA 92101 victor.vasile@hexagonsi.com
chaley@pd.sandiego.gov (256) 730-2000

(619) 531-2413

DOCUMENT NW 313 2 i
FILED SEP 2 92020

OFFICE OF THE CITY CLERK

Hexagon Principal Contracting Document SAN DIEGO, CALIFORNIA
S108302019PCD
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7. City's Mandatory Provisions

7.1 Contractor Certification of Compliance. By signing this Master Agreement, Hexagon certifies that
Hexagon is aware of, and will comply with, these City-mandated clauses throughout the duration of the
Master Agreement.

7.1.1  Drug-Free Workplace Certification. Hexagon shall comply with City’s Drug Free Workplace
requirements set forth in Council Policy 100-17, which is incorporated into the Contract by this reference.

7.1.2 Contractor Certification for Americans with Disabilities Act (ADA) and State Access Laws and
Regulations: Hexagon shall comply with all accessibility requirements under the ADA and under Title 24 of
the California Code of Regulations (Title 24). When a conflict exists between the ADA and Title 24, Hexagon
shall comply with the most restrictive requirement (i.e., that which provides the most access). Hexagon also
shall comply with the City's ADA Compliance/City Hexagons requirements as set forth in Council Policy
100-04, which is incorporated into this Master Agreement by reference. Hexagon warrants and certifies
compliance with all federal and state access laws and regulations and further certifies that any subcontract
agreement for this contract contains language which indicates the subcontractor's agreement to abide by
the provisions of the City's Council Policy and any applicable access laws and regulations.

7.1.3 ~ Non-Discrimination Requirements.

7.1.3.1 Compliance with City’s Equat Opportunity Contracting Program {(EOCP). Hexagon
shall comply with City's ECCP Requirements. Hexagon shall not discriminate against any
employee or applicant for employment on any basis prohibited by law. Hexagon shall provide
egual opportunity in all employment practices. Hexagon shall ensure that their subcontractors
comply with this program. Nothing in this Section shall be interpreted to hold Hexagon liable
for any discriminatory practice of its subcontractors.

7.1.3.2 Non-Discrimination Ordinance. Hexagon shall not discriminate on the basis of
race, gender, gender expression, gender identity, religion, national origin, ethnicity, sexual
orientation, age, or disability in the solicitation, selection, hiring or treatment of subcontractors,
vendors or suppliers. Hexagon shall provide equal opportunity for subcontractors to participate
in subcontracting opportunities. Hexagon understands and agrees that violation of this clause
shall be considered a material breach of the Master Agreement and may result in contract
fermination, debarment, or other sanctions. Hexagon shall ensure that this language is included
in contracts between Hexagon and any subcontractors, vendors and suppliers.

7.1.3.3 Compliance Investigations. Upon City's request, Hexagon agrees {o provide to
City, within sixty calendar days, a truthful and complete list of the names of all subcontractors,
vendors, and suppliers that Hexagon has used in the past five years on any of its contracts that
were undertaken within San Diego County, including the total dollar amount paid by Hexagon
for each subcontract or supply contract. Hexagon further agrees to fully cooperate in any
investigation conducted by City pursuant to City's Nondiscrimination in Contracting Ordinance.
Hexagon understands and agrees that violation of this clause shall be considered a material
breach of the Contract and may result in contract termination, debarment, and other sanctions.

7.1.4 Contractor Standards. Hexagon shall comply with Contractor Standards provisions codified in the
San Diego Municipal Code. Hexagon understands and agrees that violation of Contractor Standards may
be considered a material breach of the Contract and may result in Contract termination, debarment, and
other sanctions.

7.1.5 Product Endorsement. Hexagon shall comply with Council Policy 000-41 which requires that other
than listing the City as a client and other limited endorsements, any advertisements, social media,
promotions or other marketing referring to the City as a user of a product or service will require prior written
approval of the Mayor or designee. Use of the City Seal or City logos requires City approval.

7.1.6 Business Tax Certificate. Unless the City Treasurer determines in writing that a contractor is
exempt from the payment of business tax, any contractor doing business with the City of San Diego is
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10. Records Retention and Examination. Hexagon shall retain, protect, and maintain in an accessible
location all records and documents, including paper, electronic, and computer records, relating to this
Master Agreement for five (5) years after receipt of final payment by City under this Master Agreement.
Hexagon shall make all such records and dccuments available for inspection, copying, or other
reproduction, and auditing by authorized representatives of City, including the Purchasing Agent or
designee. Hexagon shall make available all requested data and records via email or where the records
ordinarily are kept, and as often as City deems necessary, but in no event more than two times per year. If
records are not made available via email or within the City or County of San Diege, Hexagon shall pay
City's travel costs to the location where the records are maintained and shall pay for all related travel
expenses. Failure to make requested records available for inspection, copying, or other reproduction, or
auditing hy the date requested may result in termination of the Master Agreement. Hexagon must include
this provision in all subcontracts made in connection with this Master Agreement.

10.1 Hexagon shall maintain records of all subcontracts entered info with all firms, all project invoices
received from Subcontractors and Suppliers, all purchases of materials and services from Suppliers, and
all joint venture participation. Records shall show name, telephone number including area code, and
business address of each Subcontractor and Supgplier, and joint venture partner, and the total amount
actually paid to each firm. Project relevant records, regardless of tier, may be periodically reviewed by the
City.

1. Quality Assurance Meetings. Upon City’s request Hexagon's Account Management team shall
schedule quarterly quality assurance meetings with City's Contract Administrator to discuss Hexagon's
performance. If requested, Hexagon's Account Management Team shall schedule the first quality
assurance meeting no later than eight {8) weeks from the date of commencement of work under the Master
Agreement. At the quality assurance meeting(s), City’s Contract Administrator will provide Hexagon's
Account Management team with feedback, will note any deficiencies in Contract performance, and provide
Hexagon with an opportunity to address and correct such deficiencies. The total number of quality
assurance meetings that may be required by City will depend upon Hexagon's performance.

12. Hexagon Employees and Contractors.

12.1  Except as formally approved by the City, the individual serving as Resident Systems Administrator
("RSA") shall not be changed. Changes in staffing must be proposed in writing to the City and
approved, subject to ordinary personnel resignations, terminations, and illnesses. Proposed
replacement personnel must be similarly qualified {absent the knowledge gained by the RSA in
working with the City) to the personnel they are replacing.

12.2  The City of San Diego Police Department may conduct background investigations for any individual
that may require access to Police facilities (this includes direct or remote access fo any of San
Diego Police Department's information technology systems), excluding a polygraph examination
and credit check. The Background Authorization Forms must be signed by each individual.
Fingerprint cards completed by the individual's local law enforcement agency that are acceptable
to California DOJ must be provided to the City. The City will be responsible for direct costs
associated with the background investigations. City has final decision as to who is allowed access
fo police facilities.

12.3  Hexagon shall provide any individual assigned to the City of San Diego, a company photo
identification badge, which must be worn at all times while on the City of San Diego property. The
cosi of the photo identification shall be borne by Hexagon. Hexagon employees who successfully
complete the City's background process to provide ongoing onsite maintenance support of the
system, shall be provided and wear a City identificaticn card within City buildings and work sites.

12.4  The City of San Diego may request Hexagon to immediately remove from assignment to the City
of San Diego any employee found unfit to perform duties at the discretion of the City of San Diego.
Upon receiving notice from the City that a Hexagon employee is deemed by the City to be unfit to
perform such duties, Hexagon will remove the employee from the project.
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13. In consideration of the mutual obligations assumed under this Principal Contracting Document,
Customer and Hexagon agree to the terms and conditions set forth herein and represent that this Principal
Contracting Document has been executed by each Party's duly authorized representative. The signatories
represent that they have the authority to bind their respective organizations to this Principal Contracting
Document. This Principal Contracting Document may be executed in counterparts or in duplicate originals.
Each counterpart or each duplicate shall be deemed an original copy of this Principal Contracting Document
signed by each Party for all purposes.

AGREED TO BY:

CITY OF SAN DIEGO INTERGRAPH CORPORATION
A Municipal Corporation

o DN M&fﬂmw

Name: Chfistiana Gauger T
Tie:  Interim Director e _FT /(O m}ﬂ"u&? {

" Purchasjng and Contracting ‘ NANCL —D fctor
oxe: 1551020 vt O 15,2020

Approved as to form this 13 day of
OUTe e 1202¢
MARA W. ELLIOTT, City Attorney

D?puty City Attorney

Print Namé: ?ﬂlfn@ Z. FCLFM&LI

F. 313223
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(4,‘ HEXAGON

SAFETY & INFRASTRUCTURE

MASTER TERMS AND CONDITIONS

These Master Terms and Conditions (the "Master Terms”) govern transactions and relations between Customer
and Intergraph Corporation doing business as Hexagon Safety & Infrastructure ("Hexagon") (each a “Party”
and collectively the “Parties”).

Hexagon will make available to Customer and Customer's support vendor (currently Enforcement Support
Service) certain proprietary software, including related proprietary documentation, software maintenance
services, and professional services, all of which will be provided to Customer pursuant to these Master Terms
and an Order. Before Hexagon will provide any Software licenses or any Services, Customer must agree to
these Master Terms and to the terms of a corresponding Order. The Parties agree these Master Terms will
govern each Order.

These Master Terms consist of the following:

1

The General Terms and Conditions set forth below

Exhibit A — End-User License Agreement

Exhibit B — Support Terms and Conditions for Software

Exhibit C — Project Deliverable Sign-Off Form

Exhibit D — DELETED

Exhibit E — Subscription Terms and Conditions

Exhibit F — Common Terms Glossary

Exhibit G — Criminal Justice Information Security Standards and Guidelines
Exhibit H — City of San Diego Information Security Standards and Guidelines
Exhibit | — DELETED.

Exhibit J — Product Usage Terms

Schedule 1 - List of Software (as of the Effective Date)

Schedule 2 — Pricing for Maintenance Services for Covered Products listed in Schedule 1 and RSA
Services

GENERAL TERMS AND CONDITIONS

Definitions. All capitalized terms not otherwise defined herein shall have the meaning set forth in Exhibit

F (Common Terms Glossary).

2
2.1

22

Elements of an Order.
Order Composition.
2.1.1 Each Order will be comprised of Order Documents.

2.1.2 From time to time, Customer may request from Hexagon or Hexagon may provide Customer a
draft Quote and/or SOW for Deliverables. Once the Parties mutually agree upon the contents of the
Order Documents, as applicable, the Parties shall accept the Order Documents.

2.1.3 Upon mutual acceptance of the Order Documents, Customer will execute the Order Documents
and/or issue a PO or a notice to commence waork, unless otherwise specified in the Order Documents.
Except as set forth in the Order Documents, Hexagon shall not commence work on the Order until it
receives from Customer a PO or notice to commence work.

2.1.4 Notwithstanding the foregoing, Orders for Maintenance Services shall commence on the date
specified in the Order Documents regardless of whether Customer has issued a PO or notice to
commence work.

Pricing. The following minimum elements shall be included with the Order Documents associated with

the following types of Orders:

2.2.1 For a Software License Sale, a Quote identifying the Software licenses and guantities being
procured and the total price for the Software License Sale.

222 For Time and Materials Project Assignments, a Quote setting forth the numbemrgfe besirs
allocated for each grade of Hexagon resource to be utilized on the assignment and the hourly rate for



each grade of Hexagon. Unless otherwise specified in the Order Documents, the Time and Materials
Project Assignment shall expire and end six {6) months from the date the Order was formed between
the Parties.

2.2.3  For Fixed Price Project Assignments, a Quote and SOW shall set forth the price of the work
to be performed for and the Deliverahles provided for that Order.

2.24 For Orders for Maintenance Services, a Quote identifying the Software to be maintained and
the total price for the associated Maintenance Services.

225 DELETED.

2.2.8 For Subscription License Sales, a Quote identifying the name of the Subscription Licenses, the
quantity of the Subscription Licenses being purchased, and the Subscription Term.

23 Change Control. During the course of Hexagon's performance under an Order, either Party may
request a change in the scope of the Order in writing, delivered to the other Party’s project manager. Any
changes in price, schedule, or other terms must be documented either by an amendment or Change Order. No
change, as contemplated in this paragraph, shall become effective until agreed to by both Parties in a
mutually-executed writing.

2.4 Acceptance. Acceptance will occur based upon the following:

2.41 For Fixed Price Project Assignments, when the applicable Task Acceptance Criteria has been
satisfied in accordance with the Task Acceptance Process as set forth in an SOW.

2.4.2 For Time and Materials Project Assignments, the services are accepted as performed.
2.4.3 For a Software License Sale, once the Software has been electronically delivered.
244 DELETED
2.4.5 For a Subscription License Sale, once the applicable Subscription License(s) has been
delivered or access to the Subscription License has been provided to the Customer.
3 Composition of the Master Agreement.

31 Components. The agreement between the Parties (herein referred to as the "Master Agreement”)
consists of: (1) the Principal Contracting Document, (2) these Master Terms (including the General Terms and
Conditions and all Exhibits), (3) any amendments fo the Master Agreement, (4) Orders, together with any
Change Orders, that may be delivered, prepared, or issued after the Effective Date, and (5} all documents,
incorporated by reference in the documents identified in this Section. For certain Third Party Software,
additional terms and conditions provided with the Crder Documents (“Third Party Terms”) wili also be applicable
and be considered as part of the Master Agreement.

3.2 Order of Precedence. In the event of any conflict or inconsistency among documents forming the
Master Agreement, the following order of precedence shall be used to determine the resolution of the
discrepancy. Provisions of the Master Agreement addressing the same subject which are consistent but have
different degrees of specificity shall not be considered to be in conflict, and the more specific language shall
control, unless the Parties mutually agree in writing to an alternative decision.

(1) Any amendments to the Master Agreement;

(2) The Principal Contracting Document;

(3) These Master Terms (excluding exhibits);

(3) Exhibits to these Master Terms; and

(4) Orders, as amended or modified by a Change Crder.

For only the Third Party Software subject to the Third Party Terms, the Third Party Terms shall have precedence
in the event of a conflict between with the Master Terms and the Third Party Terms.

4 Invoicing and Payment.
4.1 Invoices. Invoices shall be issued based upon the following:

4.1.1 For Software License Sales, Hexagon shall invoice Customer for the amount set forth in the
Quote upon electronic delivery of the Software identified in the Order Documents.

4.1.2 Orders for Fixed Price Project Assignments shall be invoiced and become payable upon
completion of the Task Acceptance Process related to a payment milestone identified in the SOW.
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4.1.3 Time and Materials Project Assignments shall be billed and invoiced on a monthly basis as the
hours are expended and Onsite Fees are incurred, or after all hours set forth in the Order Documents
have been expended, whichever occurs first.

4.1.4 Orders for Maintenance Services shall be billed and invoiced in accordance with Exhibit B.
415 DELETED

4.1.8  Orders for Subscription License Sales shall be billed and invoiced in accordance with Exhibit
E.

42 Payment. Customer shall make payment for any invoices issued by Hexagon within thirty (30) calendar
days of the date the invoice was issued.

4.3 Late Payment. If Customer does not make payment within sixty (60) days after the invoice was issued,
an interest charge of one percent (1%} per Month (or the maximum allowed by law, whichever is less), which
shall be compounded en a monthly basis, will be due on any unpaid and overdue amounts. To the extent the
Customer Is the subject of an applicable prompt pay act statute or ordinance, the Customer shall be subject to
the terms set forth in that statute(s) and/or ordinance(s} in lieu of the prior sentence.

4.4 Taxes. The purchase price is exclusive of all Federal, State, or Local taxes. The City will furnish
Exemption Certificates for Federal Excise. The City represents maintenance services are not taxable and taxes
on Maintenance Services should not be included to the net amount invoiced unless applicable law otherwise
requires. Applicable taxes may be invoiced at any time such taxes become fixed and certain.

5 Termination.

5.1 Termination for Convenience. Except for Orders for Maintenance Services and Subscription License
Sales, Customer may terminate the Master Agreement or an Order in its sole discretion at any time upon
providing Hexagon with at least thirty (30) days written notice, and Hexagon may terminate: (i) the Master
Agreement in its sole discretion at any time upon providing the City with one (1) year written notice or (ii} an
Order in its sole discretion upon providing the City with ninety (90) days written notice. The Coverage Period
or Subscription Term, (if applicable} shall survive termination if the Master Agreement is terminated for
convenience, In the event of a termination pursuant to this paragraph, an equitable adjustment in the Master
Agreement price shall be made and Customer agrees to pay Hexagon for Auditable Costs, plus the Auditable
Cost of any labor, equipment, or materials ordered in good faith prior to notice of termination that could not be
canceled, less amounts previously paid by Customer for such Work and/or Software. No amount shall be
allowed for anticipated profit on unperformed services. To the extent a Party exercises its right to terminate a
specific Order, that termination shall have no effect upon the remaining Master Agreement, which, along with
any other active Orders, shall remain in full force and effect. If a Party desires to terminate the Master
Agreement, Hexagon will continue to provide services (only if pursuant to an active Order or other transaction
for such work) and the Parties shall proceed as provided in Section 5.4.

52 Termination for Cause. Either Party may terminate the Master Agreement or a specific Order, as the
case may be, including Orders for Maintenance Services and Subscription License Sale, in the event that other
Party materially breaches a material term of the Master Agreement or any Crder.

52.1 Inthe event a Party has materially breached an Order, the non-breaching Party may terminate
the Order only after providing a sixty (60) calendar day cure period to cure such breach and the breach
has not been cured, except for material breaches arising from non-payment. During the sixty (60) day
cure period, the Parties shall try to determine a mutually agreeable plan to cure such breach. [f such
breach cannot be cured or an acceptable plan is not provided within the sixty (60) day cure period, the
non-breaching Party may, but does not have the obligation to, terminate the Crder.

5.2.2 Inthe event a Party has materially breached the Master Agreement or multiple Crders, the non-
breaching Party may terminate the Master Agreement or those Orders which a Party has materially
breached, only after providing a sixty (60) calendar day cure period to cure such breach and the breach
has not been cured except for material breaches arising from non-payment. During the sixty (60) day
cure pericd, the Parties shall iry to determine a mutually agreeable plan to cure such breach. If such
breach cannot be cured or an acceptable plan is not provided within the sixty (80) day cure period, the
non-breaching FParty may, but does not have the obligation to, terminate the Master Agreement. If the
Master Agreement is terminated pursuant to this paragraph, by the termination date, Hexagon will stop
alt Work pursuant to any Orders arising under the Master Agreement. Hexagon shall also continue fo
petform on other Crders not terminated, In the event the Master Agreement is terminated for cause, an
equitable adjustment in the Master Agreement price shall be made based upon Auditable Costs, and
Customer agrees to pay Hexagen, for the Work performed and Software provided, that are not the
subject of the breach, on all ongoing Orders up to the termination date, less amounts previously paid
by Customer under the affected Orders and less amounts related to the cause of the breach. No amount
shall be allowed for anticipated profit on unperformed services. By accepting payment,PPPé@ﬁon




discharges City of all of City's payment obligations and liabilities under this Master Agreement with
regard to the affected performance.

5.2.3 If City terminates this Master Agreement, in whole or in part, for cause, City may procure, upon
such terms and in such manner as the Purchasing Agent may deem appropriate, equivalent goods or
services. If, after notice of termination, it is determined that Hexagon had not so failed, the termination
shall be deemed to have been affected for the convenience of the City of San Diego pursuant to Section
5.1. In such event, adjustment in the Master Agreement price shalt be made as provided in Section 5.1.

524 Notwithstanding the foregoing, Customer may not exercise a termination pursuant to the terms
of Section 5.3 if Hexagon's material breach of the terms and conditions of the Master Agreement or
any Order thereunder is proximately caused by Customer's negligence or failure to perform its
obligations. .

5.3 Rights and Remedies. The rights and remedies of the Parties provided in Section 5 are in addition to
any other rights and remedies provicded by law or under this Master Agreement. The Parties’ remedies are
cumulative and are not intended to be exclusive of any other remedies or means of redress to which a Party
may be lawfully entitied in case of any breach or threatened breach of any provision of this Master Agreement.
This section is subject to Section 8 below.

5.4 DISENTANGLEMENT

5.4.1 Notwithstanding anything to the contrary within Section 5.4, Hexagon’s obligations to provide any
Services, information, or work as described in this Section 5.4 is expressly conditioned upon the existence of
an active and valid Order or other contract {which remains active and has not otherwise terminated) for such
Services, information, and/or work. Additionally, nothing in Section 5.4 shall grant any additional or extend
rights in and to Hexagon IP not otherwise granted in these Master Terms, including its Exhibits. Moreover, all
limitations pertaining to Hexagon IP shall remain in full force and effect.

5.4.2 General Obligations.

In connection with-any expiration or termination of the Agreement, or with termination of Hexagon's
performance of the Services, or any portion thereof then being provided hereunder, Hexagon shall take all
necessary and appropriate actions to accomplish a complete, timely, and seamless transition from Hexagon to
City, or to any Third Party service providers designated by City, of the Services being terminated or expiring,
without material interruption or material adverse impact on the Services, or any other services provided to City
by third parties (all such actions, collectively, a “Disentanglement”).

Hexagon shall promptly cooperate with City and any designated service providers, and take all steps necessary
and appropriate, or reasonably requested, to assist City in effecting a complete and timely Disentanglement,
including the provision to City and any designated service providers of all information necessary to effect the
transition. Hexagon shall also provide for the prompt and orderly conclusion of all work related to the Services
being terminated, as City may direct, including completion or partial completion and documentation of all work
in progress, and other appropriate measures to assure and effect an orderly transition to City or its designated
service-providers.

5.4.3 Disentanglement Process. The Disentanglement Period will commence as of the earlier of (&) the specified
termination date in a notice of termination given by a Party hereunder if the Agreement is terminated earlier
than the end of the Term, or (b) twelve {12) months prior to the Expiration Date (subject to City providing
written notice within 30 days prior to the start of the final Contract Year) (the “Disentanglement
Commencement Date”), and shall continue for date up to twelve {12) months therefrom (collectively, the
“Disentanglement Period™). No later than thirty (30) days following the Disentanglement Commencement Date,
Hexagon and City, and any Third Party service-providers, shall reach mutual agreement on and document a
wrilten plan (a “Disentanglement Transition Plan™) that: (i) allocates responsibilities for Disentanglement and
transition of the Services among the Parties and, to the extent applicable, such Third Party service-providers;
and (i1) sets forth in reasonable detail the respective services to be provided by each of the Parties and such
Third Party service providers, including all Disentanglement Services to be performed by Hexagon, Flexagon
shall update such Disentanglement Transition Plan from time to time, as appropriate and subject to City’s
reasonable approval, in order to address any impact of any unexpected changes in the services as such
Disentanglement progresses. For clarity, Hexagon’s obligation to provide such Disentanglement Services shall
terminate on the earlier of {1) completion of Disentanglement satisfactory to City, including performance by
Hexagon of all of its obligations pursuant to this Section, or (2} twelve (12) months following the termination
date of the Agreement, or upon the Expiration Date of the Aprecment. Page 009




5.4.4 Preparation for Successor to this Agreement. At any time or times during the Term, at the written
request of City, Hexagon shall provide City with any information that City is entitled to receive under this
Agreement that City desires to use in preparing a request for proposal to solicit responses, or responding to
proposals, for the purpose of entering into an agreement that would constitute the successor to this
Agreement. Such requested information may include, among other things, cutrent and projected transactional
or other relevant volumes, resource utilization and performance statistics and trends, forms utilization, and
such other information, statistics, and materials related to the provision of the Services ot the use, operation,
support, and maintenance of the Systems as City shall reasonably deem necessary or appropriate.

6 [P Ownership.

Customer acknowledges Hexagon will retain ownership and fitle of Hexagon IP made or provided pursuant to
any Order. All Hexagon Software provided under the Master Agreement is licensed to Customer in accordance
with Exhibit A (End User License Agreement) except as it is inconsistent with the terms set forth herein. Third
Party Software is licensed to Customer pursuant to the software license agreement delivered with such Third
Party Software product.

Pursuant to that certain Contract between the City and Hexagon for the Design, Implementation, and
Maintenance of a Computer Aided Dispatch System dated December 23, 2015 (the “2015 Agreement”), the
City received licenses for all Hexagon Software Products identified in Schedule 1 hereto. See Attachment H
{End User License Agreement) of the 2015 Agreement. In an effort to clarify the duration of the licenses and
80 as to continue to facilitate continued use of Hexagon Software Products by the City and compliance with
applicable law, upon execution of this Master Agreement, all Hexagon Software Praoducts licensed to the City
in the 2015 Agreement as identified in Schedule 1 shall be licensed pursuant to this Master Agreement for no
additional licensing fees on a perpetual basis and in accordance with Exhibit A (End User License Agreement)
hereto. Any licensing rights derived from the 2015 Agreement are terminated upon the Effective Date. This
provision does not modify or alter any licenses to Third Party Software provided by Hexagon in the 2015
Agreement, which shall be licensed in accordance with the Third Party Software manufacturer's license
provided through the 2015 Agreement.

7 Warranties.

7.1 Software. The Software provided under the Orders is warranted to substantially conform to the user
documentation for a period of sixty (60) days from the initial installation. This warranty only applies to Software
products that are not already covered by a Support Contract between Customer and Hexagon.

7.2 Subsystem Warranty Coverage. For, and only for, new Subsystems procured/implemented pursuant
to an Order under these Master Terms, the warranty coverage shall be set forth in the applicable SOW, which
shall be in lieu of the warranty coverage set forth in Section 7.1.

7.3 Third-party Warranty Coverage. To the extent third-party products are supplied by Hexagon, those
products are provided with a pass-thru-warranty from the original manufacturer, if any.

7.4 Disclaimer. Any product information Hexagon has shared with Customer during the proposal and/or
contract activities to date was to provide an understanding of Hexagon’s current expected direction, roadmap,
or vision and is subject to change at any time at Hexagon's sole discretion. Hexagon specifically disclaims all
representations and warranties regarding future features or functionality to be provided ih any Software or
Deliverable. Hexagon does not commit to developing the future features, functions, and/or products discussed
in this material beyond that which is specifically committed to being provided by Hexagon pursuant to a valid
Order. Customer should not facter any future features, functions, or products into its current decisions since
there is no assurance that such future features, functions, or products will be developed. When and if future
features, functions, or products are developed, they will be made generally available for licensing by Hexagon.

7.5 Warranty Disclaimer. EXCEPT AS SPECIFICALLY SET FORTH IN THIS ARTICLE, HEXAGON
DISCLAIMS (TO THE FULLEST EXTENT PERMITTED BY LAW) ALL WARRANTIES ON PRODUCTS
FURNISHED PURSUANT TO THE MASTER AGREEMENT, INCLUDING ALL WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE WARRANTIES SET FORTH IN
THIS ARTICLE 7 IS IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED, AND, EXCEPT AS
SET FORTH IN ARTICLE TITLED “INDEMNIFICATION PROVISIONS" BELOW, REPRESENTS THE FULL
AND TOTAL WARRANTY OBLIGATION AND/OR LIABILITY OF HEXAGON.

8 LIMITATION OF LIABILITY

OTHER THAN THE INDEMNIFICATION OBLIGATIONS SET FORTH IN SECTION 9, IN NO EVENT WILL
HEXAGON BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR SPECIAL
DAMAGES, LOST PROFITS, LOSS OF USE OR PRODUCTION, LOSS OF REVENUE, LOSS OF DATA, OR
CLAIMS OF THIRD PARTIES, EVEN IF HEXAGON HAS BEEN ADVISED OF THE POSSIBILITY S#8e3UCH




DAMAGES. OTHER THAN THE INDEMNIFICATION OBLIGATIONS SET FORTH IN SECTION 9, UNDER
NO CIRCUMSTANCE WILL HEXAGON'S LIABILITY UNDER THIS MASTER AGREEMENT EXCEED TWO
MILLION DOLLARS ($2,000,000).

9 Indemnification Provisions.

9.1 Hexagon (with legal counsel reasonably acceptable to City) will defend, indemnify, protect, and hold
harmiess, at its expense, a third party action, suit, or proceeding (“Claim") against Customer and its elected
officiats, officers, employees, agents, and representatives (“Indemnified Parties®), and indemnify the
Indemnified Parties from any and alt ¢laims, losses, costs, damages, injuries (including, without limitation, injury
to or death of an employee of Hexagon or its subcontractors), expense, and liability of every kind, nature and
description (including, without limitation, incidental and consequential damages, court costs, and litigation
expenses and fees of expert consultants or expert witnesses incurred in connection therewith and costs of
investigation), judgments, settlements, and reasonable attorney's fees resulting therefrom, to the extent such
Claim is (i) retated to, arises out of, or pertains, directly or indirectly, in whole or in part to bodily injury, death,
or physical damage to tangible property caused by Hexagon's willful or negligent acts or omissions arising
under the Master Agreement; (ii) based upon an ailegation that a Software Product, Customized Software, or
Services Deliverable as of its delivery date under the Master Agreement, infringes a valid United States: patent,
copyright, or trademark, or misappropriates a third party's trade secret ("Infringement Claim™); or {iii) is related
to, arises out of, or pertains, directly or indirectly, in whole or in part to a breach by Hexagon of the confidentiality
or data security provisions set forth in this Agreement.

9.2 Hexagon's defense and indemnification obligations are conditioned upon:
8.2.1 Customer providing reasonably prompgt written notice to Hexagon in writing of any Claim;

9.2.2 Hexagon having primary control of the defense of any actions and negotiations related to the
defense or settlement of any Ciaim, understanding Hexagon may not settie a claim without first
obtaining Customer’s written consent if such settlement assigns fault or culpability to Customer or
involves injunctive or equitable relief affecting City;

9.2.3 Customer cooperating fully in the defense or setflement of any Claim; and

9.2.4 Customer has the right to participate in the defense of the Claim at its own expense, and in any
negotiations and settlement.

9.3 Hexagon will have no obligation to defend Customer or to pay any resulting costs, damages, or
attorneys' fees for any Infringement Claims alleging direct or contributory infingement of the Software Product
or Service Deliverable (i) by the combination of or integration with a product, process, or system not supplied
by Hexagon; {ii} by material alteration by anyone other than Hexagon or its subcontractors; (iii} by use after
Customer has been notified of possibie infringement; {iv) by use after a return for refund as described below is
ordered by Hexagon; (v) if the creation of which was pursuant to specifications provided by Customer; or (vi}
by use other than as specified in the documentation associated with the Software Product.

94 In connection with any Infringement Claims, Hexagon, at its own expense and option, may either (i)
obtain rights for Customer to continue using the allegedly infringing Hexagon supplied item; (i} replace the item
with a non-infringing alternative, or modify the allegedtly infringing elements of the item, while maintaining
substantially similar software functionality or data/informational content; or (iii} refund to Customer a prorated
portion of the license fees paid by Customer for the infringing item(s); provided that proration for perpetually
licensed software shall be based on a five (5)-year, straight-line depreciation basis beginning from the initial
date of delivery. Inthe event of a prorated return, Customer will uninstall, cease all use of and return to Hexagon
the infringing item(s).

9.5 In no event will the indemnification for Infringement Claims apply to any Beta Software, or sample, hot
fix, royalty-free, or evaluation software delivered pursuant to the Master Agreement.

10 Insurance.

10.1  Policies and Coverage Amounts. Hexagon agrees to procure and maintain in force during the term of
the Master Agreement, at its own cost, the following policies and amounts of coverage:

10.1.1 Workers' Compensation Insurance as required by the State of California, with Statutory Limits,
and Employer's Liability Insurance with limit of no less than ONE MILLION DOLLARS ($1,000,000) per
accident for bodily injury or disease.

10.1.2 Commercial General Liability Insurance written on an Insurance Services Office Form CG 00
01 covering CGL on an “occurrence’ basis, with minimum combined single limits of ONE MILLION
DOLLARS ($1,000,000) each occurrence and TWO MILLION DOLLARS ($2,000,000) general
aggregate. The policy shall be applicable to all premises and operations. The policy shall include
coverage for products and completed operations, bodily injury, broad form property darragesiand
personal and advertising Injury. There shall be no endorsement or maodification of the Commercial




General Liability insurance limiting the scope of coverage for either insured versus insured claims or
Contractual liability. All defense costs shall be outside the limits of the policy.

10.1.3 Automobile Liability Insurance written cn an Insurance Services Office Form Number CA 0001
covering Code 1 {any auto) or, if Contractor has no owned autos, Code 8 (hired) and 9 (non-owned),
with minimum combined single limits for bodily injury and property damage of not less than ONE
MILLION BOLLARS ($1,000,000) for any one occurrence, with respect to each of Hexagon's owned,
hired or non-owned vehicles assigned to or used in performance of the services or work under the
Master Agreement.

10.1.4 Umbrelia/Excess Coverage with minimum combined single limits of ONE MILLION DOLLARS
($1,000,000) per occurrence.

10.1.5 Cyber Liability Insurance with & minimum combined single limits of not less than ONE MILLION
DOLLARS ($1,000,000) for each claim and an annual aggregate of TWO MILLION DOLLARS
{$2,000,000) covering claims resulting from a failure of computer security including liability caused by
theft, and disclosure of confidential information, unauthorized access and use of electronic information,
unintentional release of private information, and extortion. Such coverage is required only if any
products and/or services related to information technology (including hardware and/or software) are
provided to Insured and for ¢laims involving any professional services for which Hexagon is engaged
with Insured for such length of time as necessary to cover any and all claims.

10.1.6 Professional Liability with limits of at least ONE MILLION DOLLARS {$1,000,000) per
occurrence and TWO MILLION DOLLARS ($2,000,000) aggregate, covering the risk of errors and
omissions, negligent acts and costs of claims/litigation, including investigation and court costs. If the
coverage is written on a "claims-made" form, Hexagon must ensure that the policy retroactive date is
before the Effective Date, that coverage is maintained during the duration of performance of this Master
Agreement or the term period (whichever is longer} and the policy will be renewed for at least three (3)
years following completion or terminaticn of the performance of professional services under this
Contract.

10.2  Policy Maintenance. Hexagon shall procure and maintain, and shall cause any subcontractor of
Hexagon to procure and maintain, the minimum insurance coverages listed herein. Hexagon shall be
responsible for providing the insurance coverage reflected herein on its behalf and on behalf of any
subcontractors. Subcontractors shall not be required to provide any separate or corresponding insurance to
the City in addition to what is already provided by Hexagon. All policies shall be continuously maintained for
the term of the Master Agreement. Hexagon shall not modify any policy or endorsement thereto which
increases the City's exposure to loss for the duration of this Master Agreement.

10.3  Certificate of Insurance. A Certificate of Insurance shalt be completed by Hexagon's insurance agent(s)
as evidence that policies providing the required coverage amounts, conditions, and minimum limits are in full
force. The completed Certificate of Insurance shall be sent to the contact person identified in the Principal
Contracting Document. Hexagon shall furnish City with original certificates and amendatory endorsements or
copies of the applicable policy language effecting coverage required by this clause. All certificates and
endorsements are to be received and approved by City before work commences. However, failure to obtain the
required documents prior to the work beginning shali not waive Contractor’s obligation to provide them. City
resarves the right to require complete, certified copies of all required insurance policies, inciuding endorsements
required by these specifications, at any time.

10.4  Insurance Deductible. Hexagon shall be sclely responsible for any deductible losses under the policies
required above. All deductibles on any policy shall be disclosed to the City at the time the evidence of insurance
is provided.

10.6  Other Insurance Provisions. The insurance policies are f{o contain, or be endorsed to contain, the
following provisions:

10.5.1 Additional Insured Status. The City, its officers, officials, employees, and volunteers are to be
covered as additional insureds on the CGL policy with respect to liability arising out of work or
operaticns performed by or on behalf of Hexagon including materials, parts, or equipment furnished in
connection with such work or operations. General liability coverage can be provided in the form of an
endorsement to Hexagon’s insurance (at least as broad as ISO Form CG 20 10 11 85 or if not available,
through the addition of both CG 20 10, CG 20 26, CG 20 33, or CG 20 38; and CG 20 37 if a later
edition is used).

10.5.2 Primary Coverage. For any claims related to this contract, Hexagon's insurance coverage shall

be primary coverage at least as broad as ISO CG 20 01 04 13 as respects the City, its ofﬁcer% offi&igls,
age




employees, and volunteers. Any insurance or self-insurance maintained by City, its officers, officials,
employees, or volunteers shall be excess of Hexagon's insurance and shall not contribute with it.

10.5.3 Notice of Cancellation. Hexagon shall provide prompt notice if a policy is prematurely terminated
and provide evidence of its new policy having the coverages reflected herein.

10.5.4 Waiver of Subrogation. Hexagon hereby grants to City a waiver of any right to subrogation which
the Workers’ Compensation insurer of Hexagon may acquire against City by virtue of the payment of
any loss under such insurance. Hexagon agrees to obtain any endorsement that may be necessary to
affect this waiver of subrogation, but this provision applies regardless of whether or not the City has
received a waiver of subrogation endorsement from the insurer.

10.5.5 Claims Made Policies (applicable only to professional liability). The Retroactive Date must be
shown, and must be before the date of the contract or the beginning of contract work. Insurance must
be maintained and evidence of insurance must be provided for at least five (5) years after completion
of the contract of work. If coverage is canceled or non-renewed, and not replaced with another claims-
made policy form with a Retroactive Date prior to the contract effective date, Hexagon must purchase
“extended reporting” coverage for a minimum of five (5) years after completion of work.

106  Acceptability of Insurers. Insurance is to be placed with insurers with a current A.M. Best's rating of no
- less than A-VI, unless otherwise acceptable to City.

City will accept insurance provided by non-admitted, “surplus lines” carriers only if the carrier is authorized to
do business in the State of California and is included on the List of Approved Surplus Lines insurers (LASLI
list). All policies of insurance carried by non-admitted carriers are subject to all of the requirements for policies
of insurance provided by admitted carriers described herein.

10.7  Special Risks or Circumstances. City reserves the right to modify these requirements, including limits,
based on the nature of the risk, prior experience, insurer, coverage, or other special circumstances.

10.8  Additional Insurance. Hexagon may obtain additional insurance not required by this Contract.

10.8  Excess Insurance. All policies providing excess coverage to City shall follow the form of the primary
policy or policies including but not limited to all endorsements.

11 Security and Breach Notification.

111 Hexagon shall take reasonable industry action to prevent, detect, identify, report, track and respond to
Security Incidents. In the event of a Security Incident, Hexagon will promptly notify the customer in writing via
email and provide a Security Incident report to the Customer or its Affiliates via the support website. The report,
including access and system logs, shall be provided as soon as practical following discovery and investigation
of a Security Incident. If a Security Breach occurs, or if Hexagon determines or is notified that there is any
security vulnerability, Hexagon will promptly notify Customer in writing via email and aiso by telephone at a
phone number {or phone numbers) provided by Customer, provide to Customer a Security Breach report,
including access and system logs, via the support website, and apply any remedial workaround immediately
and apply necessary patches within thirty {(30) days of discovery of the Security Breach or the security
vulnerability.

12 Dispute Resolution.

12.1  Resolution Protocol. The Parties shall exercise their best efforts to negotiate and settle promptly any
dispute that may arise with respect to the Master Agreement or Order made pursuant to the Master Agreement
("Dispute”) in accordance with the provisions set forth herein. if either Party disputes any provision of the Master
Agreement (the “Disputing Paity”), or the interpretation thereof, or any conduct by the other Party under the
Master Agreement, that Party shall bring the matter to the attention of the other Party at the earliest possible
time in order to resolve the Dispute except for Disputes for non-payment. If such dispute is not promptly
resolved by the employees responsible for the subject matter of the dispute, the Disputing Party shall be
permitted to deliver to the non-Disputing Party contact person identified in the Principal Contracting Document
a written notice of the dispute, whereupon the Parties shall endeavor in goed faith to escalate the dispute to
appropriate executives for each Party for resolution within fifteen {15) business days, or such longer period as
to which the Parties may mutually agree.

12.2  Mediation. To the extent a dispute is not resolved through the process outlined in the previous section
and remains unresolved, the Parties agree to enter into non-binding mediation to resolve the dispute. Within
sixty (60) calendar days, of the issuance of the Dispute Notice, or such longer period that is mutually agreeable
to the Parties, the Parties agree to identify a mutually acceptable mediator who shall mediate the dispute. The
mediator will be knowledgeable in the subject matter of this Master Agreement, if possible. If after making
reasonable efforts to identify a mutually acceptable mediator and no later than fifty (50} calendar days after the
issuance of the Dispute Notice, the Parties are unable to identify such a mediator, the Disputing Party shalt
provide the non-disputing party with a list of five (5} proposed mediators. The non-disputing Party ERgM Have




five (5) business days from receipt of such list from the Disputing Party to identify one proposed mediator on
the list to use as a mediator. If the non-disputing Party fails to identify and communicate its choice to the
Disputing Party in the time allotted, then the Disputing Party shall be permitted to unilaterally identify the
mediator from the list of five (5) mediators previously given who shall mediate the Dispute. The mediator shall
be an attorney licensed to practice law in the state courts identified in section below titled “Governing Law” of
California. Subject to the mediator's availability, the Parties agree to mediate the dispute within thirty (30) days
after the Parties have identified a mediator who has agreed to mediate the dispute. To the extent the mutually
identified mediator is unavailable, unwilling, or unable to mediate the Dispute, the Parties shall utilize the same
steps listed above to identify a new mutually agreeable mediator. To the extent the Disputing Party had to
prepare a list of proposed mediators previously, it shall prepare and transmit a revised list within five (5)
business days of receiving notice of the proposed mediator's unavailability. Subject to the mediator's
requirements, the Parties agree they shall be permitted to attend the mediation via telephone or video
conferencing. The expenses of witnesses for either side shall be paid by the Party producing such witnesses.
The Parties agree to pay in equal shares all other expenses of the mediation, including the mediator's fee,
required traveling and expenses of the mediator, and the cost of any proofs or expert advice produced at the
direct request of the mediator unless otherwise agreed to pursuant to a settiement agreement.

12.3  Conduct of Mediation Sessions. Mediation hearings will be conducted in an informal manner and
discovery will not be allowed. The discussions, statements, writings and admissions will be confidential to the
proceedings (pursuant to California Evidence Code sections 1115 through 1128) and will not be used for any
other purpose unless otherwise agreed by the parties in writing. The Parties may agree to exchange any
information they deem necessary. Both Parties shall have a representative attend the mediation who is
authorized to settle the dispute, though City's recommendation of settlement may be subject to the approval of
the Mayor and City Council. Either Party may have attorneys, witnesses or experts present.

124  Mediation Results. Any agreements resulting from mediation shall be memorialized in writing. The
results of the mediation shall not be final or binding unless otherwise agreed to in writing by the Parties.
Mediators shall not be subject to any subpoena or liability, and their actions shall not be subject to discavery.

12.5  Prerequisites to Litigation. Except for disputes for non-payment, only after the Parties have endeavared
to resolve the dispute through the processes outlined in the immediately preceding four sections may a Party
commence litigation to resolve the dispute.

12.6  Injunctive Relief. Notwithstanding the foregoing, either Party may, before or during the exercise of the
informal dispute resolution procedures set forth above, apply to a court identified in the section titled "Governing
Law” for a temporary restraining order or preliminary injunction where such relief is necessary to protect its
interests pending completion of such informal dispute resolution procedures.

13 Notices.

All notices given between the Parties shall be in writing and shall be considered properly sent by postage
prepaid United States Mail or overnight carrier to the Customer and/or Hexagon representative, as applicable
and identified in the Principal Contracting Document, or such substitutes as may hereafter be disclosed by
proper nhotification.

14 Force Majeure.

Neither Party shall be deemed to be in default of any provision of the Master Agreement or an Order or be liable
for any delay, failure in performance, or interruption of service resulting from acts of war, acts of terrorism, acts
of God, acts of civil or military authority, labor disruption, civil disturbance, imposition of government (federal,
state, or City) restrictions that prevents performance, government imposed quarantine that prevents
performance, or other specific reasons reasonably agreed to by the Parties. Notwithstanding the foregoing,
Hexagon shall promptly notify the City in writing if there is, or it is anticipated, that there will be, a delay in
performance. The written notice shall include an explanation of the cause for, and a reasonable estimate of the
length of the delay. If in the opinion of the City, the delay is material, and the circumstances are within the
control of Hexagon, the City may terminate this Agreement as provided in Section 5.2.

15 Piace of Performance.

To the extent necessary, Customer, in its sole discretion will provide appropriate work space for the Resident
Systems Administrator and other Hexagon resources as may be specified in an Order.

To the extent necessary or as otherwise provided in the Order Documents, Customer at its sole discretion will
provide access to relevant data, documents, plans, reports, and analyses; and necessary access to Hexagon
personnel to perform work on an Order. To the extent work is performed remotely, and subject to the
background provisions outlined in the Principal Contracting Document, Customer will allow secured remote
connectivity to all servers and workstations requiring installation/configuration by Hexagon. Hexagon will

abide by the remote access guidelines provided in the City’s Information Security Standards and G”,iade"’}ﬁﬁ'
age




including use of Privileged Access Management (PAM) services when applicable. Hexagon must notify
Customer via email when accessing the Customer's system or network, and the purpose of such access.

16 Amendments.

Any and all amendments to the Master Agreement shall specifically reference the fact the amendmaent is
intended to alter these Master Terms. No Order or Change Order shall affect these Master Terms.

17 Confidential Information.

This Master Agreement is not Confidential Information. The Parties agree not to disclose Confidential
Information provided to it by the Disclosing Party to the maximum extent allowable under applicable law unless
it first obtains the Disclosing Party’s written consent to such disclosure. [t is further understood and agreed that
money damages may not be a sufficient remedy for any breach of this provision of the Master Agreement by
the Receiving Party and the Disclosing Party may be entitled to seek equitable relief, including injunction and
specific performance, as a remedy for any such breach. Such remedies shall not be deemed to be the exclusive
remedies for a breach of this provision of the Master Agreement but will be in addition to all other remedies
available at law or equity. The covenants set forth herein and the rights and obligations related thereto shall
continue for a period of five (5) years from the date of disclosure. Notwithstanding the foregoing, nothing in this
Master Agreement creates any obligation on the part of the City to notify Hexagon or obtain the Hexagon's
approval or consent before releasing information subject to disclosure under the California Public Records Act
(CPRA) except if Hexagon provides the City with information that is clearly marked as confidential or proprietary,
and the City receives a CPRA requesting such information, then the City agrees to inform Hexagon of the
request so that Hexagon may seek an appropriate protective order or other appropriate remedy to safeguard
the confidentiality of its information. If Hexagon does not provide a specific and legal detailed basis for
withholding the requested information within a reasonable time specified by the City, the City will release the
information as required by the CPRA (unless ordered by a court of competent jurisdiction not to do so), and
Hexagon will hoid the City harmless for the release of this information. If the City withholds public records
requested pursuant to the CPRA at Hexagon's direction and the City is the subject of litigation requiring the
production of such public records, then Hexagon agrees to defend, indemnify, and to hold harmless the City for
its withholding of those public records giving rise to such litigation. [t is Hexagon’s obligation tc defend, at
Hexagon's expense, any legal actions or challenges seeking to obtain from the City any information requested
under the CPRA withheld by the City at Hexagon's request.

18 Personal Data.

18.1  Customer represents and agrees it shall not knowingly provide Hexagon any data pertaining to a citizen
of the European Union. Hexagon and Customer agree that they will each comply with all applicable data
protection laws and regulations with respect to dealing with, disclosing and exchanging and Personal Data in
connection with this Agreement. Hexagon shall at all times comply with the Criminal Justice Information
Services (CJIS) Security Policy (Exhibit G} and the City of San Diego Information Security Standards and
Guidelines (Exhibit H). For purposes of clarity, Hexagon is obligated to comply with oniy those portions of
Exhibit H that are expressly applicable to it. Hexagon also agrees that: {i) to the extent it has access to Personal
Informaticon, it will keep and maintain all Personal Information in strict confidence, using such degree of care as
is appropriate to avoid unauthorized access, use or disclosure, (i} it will use and disclose Personal Information
solely and exclusively for the purposes for which the Personal Information, or access to it, is provided pursuant
to the terms and conditions of this Master Agreement, and not use, sell, rent, transfer, distribute, or otherwise
disclose or make available Personal information for Hexagon's own purposes or for the benefit of anyone other
than Customer, in each case, without Customer’s prior written consent; and, (iif) will not, directly or indirectly,
disclose Personal Information to any person other than its authorized employees who comply with the security
requirements of this Master Agreement, including any subcontractors or agents (an "Unauthorized Third
Party™}, without express written consent from Customer unless and to the extent expressly reguired, by
applicable law , in which case, Hexagon shall (i) notify Customer before such disclosure or as soon thereafter
as reasonably possible; (ii) be responsible for and remain liable fo Customer for the actions and omissions of
such Unauthorized Third Party concerning the treatment of such Personal Information as if they were Service
Provider's own actions and omissions; and {jii) require the Unauthorized Third Party that has access to Personal
Information to execute a written agreement agreeing {o comply with the terms and conditions of this Master
Agreement relating to the treatment of Personal Information.

182  Where Customer is responsible for providing Personal Data on behalf of Users directly to Hexagon,
Customer will, to the extent possible, secure and malintain all necessary consents and make all necessary
disclosures before including Perscnal Data in Customer Data input to, or otherwise supplied to Hexagon. In
the event Customer, including all its Users, does not consent to Personal Data heing processed as a result of
the Master Agreement, Customer acknowledges Hexagon may be unable to provide Services, Scftware
Preducts, and/or Maintenance Services (or part thereof).

18.3  Hexagon will only process Customer supplied Personal Data in accordance with the Customgg lawful
instructions and to the extent and as necessarily required to provide the applicable goods and services under




the Master Agreement and for no other purpose. Except as may be otherwise required by law, contract, or
judicial order, after expiration or earlier termination of the Master Agreement, Hexagon will either destroy all
Customer-supplied Personal Data in accordance with applicable data protection laws, or upon Customer's
request, Hexagon will immediately provide to the designated Contract Administrator electronic copies of any
data collected and recorded, including Personal Data. Data format will be agreed upon by both Customer and
Hexagon.

18.4  If Hexagon supplies maintenance, support, or subscription services to Customer with respect to third-
party products, and if the third-party supplier or proprietor of such requires Customer be party to any data
processing agreement in connection therewith, and if Customer has not separately executed an instrument to
satisfy such requirement, then Customer and Hexagon agree that the terms of the applicable third-party data
processing agreement detailed in Exhibit |, shall apply.

18.5  Hexagon will comply with the City of San Diego Information Standards and Guidelines detailed in
Exhibit H.

19 Assignment.

Neither Party shall assign, sublet, or transfer all or any portion of the Master Agreement, nor any interest in the
Master Agreement, without the express written consent of the non-assigning Party, which consent may be
granted or withheld in the sole discretion of the non-assigning Party. Any assignment in violation of this
paragraph shall constitute a default by Hexagon and is grounds for termination of this Contract at the City's sole
discretion. In no event shall any putative assignment create a contractual relationship between City and any
putative assignee.

20 Export.

Hexagon IP, including any technical data related to Software, Services, or Maintenance Services is subject to
the export control laws and regulations of the United States. Diversion contrary to United States law is
prohibited. Hexagon IP, including any technical data related to Software, Services, or Maintenance Services
shall not be exported or re-exported, directly or indirectly (including via remote access), under the following
circumstances:

e To Cuba, Iran, North Korea, Syria, the Crimean region of Ukraine or any national of these countries or
territories.

= To any person or entity listed on any United States government denial list, including, but not limited to,
the United States Department of Commerce Denied Persons, Entities, and Unverified Lists, the United
States Department of Treasury Specially Designated Nationals List, and the United States Department
of State Debarred List (http://fexport.gov/ecr/eg_main_023148.asp).

e« To any entity if Customer knows, or has reason to know, the end use is related to the design,
development, production, or use of missiles, chemical, biological, or nuclear weapons, or other
unsafeguarded or sensitive nuclear uses.

e« To any entity if Customer knows, or has reason to know, that a reshipment contrary to United States
law or regulation will take place.

Customer agrees to hold harmless Hexagon and its Affiliates for any causes of actions, claims, costs, expenses
and/or damages resulting to Hexagon from a breach of the export restrictions set forth in the Master Agreement
by Customer or any User. Any questions regarding export or re-export of the Software should be addressed to
Hexagon's Export Compliance Department at 305 Intergraph Way, Madison, Alabama, 35758, USA or at
exportcompliance@intergraph.com. If the Software Customer received is identified on the media as being ITAR-
controlled, the Software has been determined to be a defense article subject to the U.S. International Traffic in
Arms Regulations ("ITAR"). Export of the Software from the United States must be covered by a license issued
by the Directorate of Defense Trade Controls (‘DDTC") of the U.S. Department of State or by an ITAR license
exemption. The Software may not be resold, diverted, or transferred to any country or any end user, or used
in any country or by any end user other than as authorized by the existing license or ITAR exemption. Subject
to the terms of the EULA included herein, a Software Product may be used in other countries or by other end
users if prior written approval of DDTC is obtained.

If Customer is located outside the United States, Customer is responsible for complying with any local laws in
Customer's jurisdiction which might impact Customer's right to import, export or use the Software, and
Customer represents that Customer has complied with any and all regulations or registration procedures
required by applicable law related to the use and importation of the Software Products.

21 Non-Solicitation of Employees.

Customer agrees it will not, without the prior written consent of Hexagon, solicit any Hexagon employee to leave
Hexagon's employment and be employed by the City during the Term and for a period of twelve (12) Months
after the Master Agreement expires or is terminated. Notwithstanding the foregoing, Hexagon ackrﬁvgéenqges



and agrees that nothing herein precludes a Hexagon employee from responding to and being hired from a
general solicitation of Customer.

22 Miscellaneous.

22.1 Authority. Each Party represents and certifies to the other Party it has the requisite legal authority to
enter into and be bound by the Master Agreement and all Orders arising from the Master Agreement.

22.2  Survival. In addition to other provisions that are specifically identified as surviving termination of this
Master Agreement, the rights and obligations in sections titled *IP Ownership®, “Limitation of Liability”, “Dispute
Resolution”, “Confidential Infermaticn”, “Export”, and the terms of any license or access granted pursuant to
the Master Agreement (including, but not limited to, Exhibit A, Exhibit D, and/or Exhibit E), shall survive and
continue after expiration or termination of the Master Agreement, shall remain in effect until fuifilled, and shall
apply to any permitted successors and assigns. Upon termination of the Master Agreement, the provisions of
the Master Agreement, including those in the preceding sentence, which by their express terms survive
termination, shall remain in full force and effect.

22.3  Waiver. The waiver by either Party of any of its rights or remedies in enforcing any action or breach
under the Master Agreement in a particular instance shail not be considered as a waiver of the same or different
rights, remedies, or actions for breach in subsequent instances.

224  Severability. If any provision of the Master Agreement or an Order is void, voidable, unenforceable, or
iHegal in its terms, but would not be so if it were rewritten to eliminate such terms that were found to be voidable,
unenforceable, or illegal and such rewrite would not affect the intent of the provision, then the provision must
be rewritten to be enforceable and legal. The unenforceability, invalidity, or illegality of any provision of this
Contract shall not render any other provision of this Contract unenforceable, invalid, or illegal.

22.5 Headings. Numbered topical headings, articles, paragraphs, subparagraphs or titles in the Master
Agreement are inserted for the convenience of organization and reference and are not intended to affect the
interpretation or construction of the terms thereof.

226  Governing Law. The Master Agreement shall for all purposes be deemed to be made under, construed
in accerdance with, and governed by the laws of the State of California. The Parties agree that the venue for
any legal action or proceeding relating to the Master Agreement, the interpretation of application of any of its
terms and conditions, or any related disputes shall be in the County of San Diego, State of California. The
Parties agree to submit to the jurisdiction of and agree that venue is proper in these courts in any such legal
action or proceeding. The Parties waive the application of the United Nations Commission on International
Trade Law and United Nations Convention on Contracts for the International Sale of Goods as to the
interpretation or enforcement of the Master Agreement.

227 Independent Contractor. The Parties agree that Hexagon is an independent contractor, that nothing in
the Master Agreement shall be construed as establishing or implying a relationship of master and servant
between the Parties, or any joint venture or partnership between the Parties, and that nothing in the Master
Agreement shall be deemed to constitute either of the Parties as the agent of the other Party or authorize either
Party to incur any expenses on behalf of the other Party or to commit the other Party in any way whatsoever.
Hexagon and its agents, employees, or subcontractors shall at no time be deemed to be agents, employees,
or subcontractors of Customer, or be deemed to be under the control or supervision of Customer when carrying
out the performance of its obligations in the Master Agreement. Without the prior written consent of Customer,
Hexagan shall not carry on any activity that could be construed as being on behalf of Customer.

22.8  Anti-Bribery. Hexagon hereby certifies it shail comply with all applicable laws in carrying out its duties
under the Master Agreement, including, but not limited to, the United States Foreign Corrupt Practices Act
("FCPA"). In particular, Hexagon agrees that it is familiar with the FCPA and its purposes and agrees to comply
with the acts. Specifically, Hexagon is aware of and will comply with the FCPA’s prohibition of the payment or
the gift of any item of value, either directly or indirectly, fo an official of a government, political party or party
official, candidate for political office, or official of a public international organization, for the purpose of
influencing an act or decision in his/her official capacity, or inducing him/her to use histher influence with the
government to assist a company in obtaining or retaining business for, with, or in that country or directing
business to any person; Hexagon has not made, and will not make, payments to third parties which such party
knows or has reason to know are illegal under the FCPA, or the laws of any applicable jurisdiction; The method
of making payment to Hexagon as provided hereunder is not in violation of the law of any applicable jurisdiction.

Customer has the right to terminate the Master Agreement upan any violation of the FCPA or similar
laws by Hexagon. ’

229 Hexagon Authority. BY ISSUANCE OF A QUOTE TO CUSTOMER WITHOUT THE WORD “DRAFT”
OR SIMILAR MARKINGS OR DISCLAIMERS THEREON, HEXAGON REPRESENTS IT HAS THE
REQUISITE LEGAL AUTHORITY TO ENTER INTO AND BE BOUND BY THE MASTER AGREEMENT AND
THE ORDER INTENDED TO RESULT FROM THE QUOTE. THE QUOTE SHALL REFERENGE, giHIS
MASTER AGREEMENT AND BY EXECUTING THE QUOTE AND RETURNING T TO HEXAGON,




CUSTOMER REPRESENTS AND CERTIFIES TO HEXAGON IT HAS THE REQUISITE LEGAL AUTHORITY
TO ENTER INTC AND BE BOUND BY THE MASTER AGREEMENT AND THE ORDER ASSOCIATED WITH
THE EXECUTED QUOTEHEXAGON AGREES AND ACKNOWLEDGES THAT AN ORDER MAY NOT
MODIFY THE SUBSTANTIVE TERMS AND PROVISIONS OF THE MASTER AGREEMENT WITHOUT THE
WRITTEN CONSENT OF CUSTOMER IN THE FORM OF AN AMENDMENT TO THE MASTER AGREEMENT
OR IN WHICHEVER FORM CUSTCMER, IN {TS SOLE DISCRETICON, DETERMINES {S NECESSARY TO
COMPLY WITH ITS LEGAL REQUIREMENTS.

23 Entire Agreement.

The Master Agreement constitutes the entire agreement between the Parties with regard to the subject matter
hereof. Except as otherwise provided in the Principal Contracting Document, the Master Agreement
supersedes any and all prior discussions and/or representations, whether written or oral, and no reference to
prior dealings may be used t¢ in any way modify the expressed understandings of the Master Agreement. Any
future representations, promises and oral agreements related to the products, product features, future product
enhancements, product functionality, or services covered by the Master Agreement will be of no force or effect
uniess reduced in writing and made a part of the Master Agreement or an Order thereto. The Master Agreement
may not be amended or modified unless so done in a writing signed by authorized representatives of both
Parties. The pre-printed terms and conditions of Customer’s PO or any other terms and conditions of a
Customer PO shall be void, even if issued subseguent to the effective date of the Master Agreement, and shall
not be deemed to constitute a change to the Master Agreement.
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¥ 4 HEXAGON

SAFETY & INFRASTRUCTURE
EXHIBIT A

END-USER LICENSE AGREEMENT

IMPORTANT—READ CAREFULLY: This EULA is a legal agreement by and between User and Hexagon
for the Software Product. Software Products are also subject to the Use Terms. Any software, including,
without limitation, any open source components and/or Upgrades, associated with a separate end-user
license agreement is licensed to User under the terms of that license agreement. All use of the Software
Product is subject to applicable Order Documents.

1.0

2.0

3.0

LICENSE GRANT. Provided User is not in breach of any term or condition of this EULA, Hexagon
hereby grants User and its support vendor (currently Enforcement Support Service) a limited, non-
exclusive license up to the quantity of Software Product licenses purchased by User to: (i) install and
use the Software Product, in object code form only; (ii) use, read, and modify documentation prepared
by Hexagon and delivered to User pursuant to the Order Documents; and/or (iii) view and/or use
Hexagon audio-visual training materials provided to User pursuant to the Order Documents; provided
all of the foregoing shall be strictly for User's internal use and strictly in accordance with this EULA and
the applicable Order Documents. The license is non-transferable, except as specifically set forth in this
EULA.

UPDATES AND UPGRADES. If the Software Product is an Update to a previous version of the
Software Product, User must possess a valid license to such previous version to use the Update.
Except as otherwise provided for herein, Neither the Software Product nor any previous version may
be used by or transferred to a third party. All Upgrades are provided to User on a license exchange
basis and are subject to all of the terms and conditions of the EULA provided with the Upgrade provided
that User expressly consents to the terms of the new EULA. . Hexagon acknowledges this EULA will
not be altered for version 9.4 Upgrade. By using an Update, User agrees to voluntarily terminate User's
right to use any previous version of the Software Product, except to the extent that the previous version
is required to transition to the Update or Upgrade; and (ii) acknowledges and agrees that any obligation
that Hexagon may have to support the previous version(s) of the Software Product will end upon City's
Cutover to the Update or Upgrade. If an Update is provided, User will take prompt action to install such
Update as directed by Hexagon. If User fails to do so, User acknowledges that the Software Product
may not wark correctly or that User will not be able to take advantage of all of the Software Product’s
available features. In such event, Hexagon will not be liable for additional costs User incurs because
of User's failure to install such Update. Hexagon will continue to support and allow Customer to use
Version 9.3 and Version 9.4 of Software Product for Term of the Agreement subject to the terms herein,
including Exhibit B (Support Terms).

RIGHTS AND LIMITATIONS
3.1 The Following are Permitted for User’s License:

User may make one copy of the Software Product media in machine readable or
printed form and solely for backup purposes. Hexagon retains ownership of all User
created copies. User may not transfer the rights to a backup copy unless User
transfers all rights in the Software Product and license as provided for in Section 3.2.1.
Any other copying of the Software Product, any use of copies exceeding the number
of copies User has been authorized to use and has paid for, and any distribution of the
Software Product not expressly permitted by this EULA, is a violation of this EULA and
of federal and/or applicable governing law.

Notwithstanding anything else to the contrary, Enforcement Support Services (‘ESS")
is permitted to use Software Products licensed to the Customer, for, and only, for
Customer’s internal business use. ESS shall be, and Customer shall ensure ESS is,
bound to the same limitations pertaining to Software Products reflected herein as if
ESS was a User. Additionally, ESS may not: (1) market or sell services pertaining to
Hexagon Software Products in any way, (2) copy or modify Software Products; or (3)
install Software Products on workstations owned by ESS. The Customer and ESS
shall keep confidential in the strictest manner possible under applicable law and shall
not disclose the limited rights granted herein to ESS. The confidentiality of E¥84'9



use of the Software Products and the limited rights provided hereunder to ESS for the
exclusive benefit of the Customer is a material term of this Master Agreement.

3.2 The Following are Prohibited for User's License:

3.2.1 Usershall not sell, rent, license, lease, lend or otherwise transfer the Software Product,
or any copy, modification, or merged portion thereof without Hexagon's express written
consent for such transfer, which consent may not be unreasonably withheid. Any such
unautherized transfer wil result in automatic and immediate termination of the license.

3.2.2 The Software Product is licensed as a single product. Without Hexagon’s consent,
User shall not, and User shall nat authorize anyone else to: (i) decompile,
disassemble, or otherwise reverse engineer the Software Product; (i} work around
any technical limitations in the Software Product that were not otherwise directed by
Hexagon; (iii) publish the Software Product for others to copy or use; (iv) use, copy,
modify, distribute, disclose, license or fransfer the Software Product, or any copy,
modification, or merged portion, in whole or in part, except as expressly provided for
in this EULA; (v) re-use the component parts of the Software Product with a different
software product from the one User is licensed to use or on different computers; (vi)
circumvent any license mechanism or in the Software Product or the licensing policy;
(vii) publish to a third party any results of benchmark tests run on the Software
Product (viii) use or view the Scftware Product for any purposes competitive with
those of Hexagon; (ix} use the Software Product except as expressly set forth in this
EULA; and {x) unless otherwise specifically permitted in writing by Hexagon, use the
Software Product outside the country in which it is licensed.

3.3 Fault Tolerance

The Software Product is not one hundred percent (100%;) fault-tolerant. Unless the Software Product's
documentation expressly provides the contrary: Software Product is not designed or intended for use
in any situation where failure or fault of any kind of the Software Product could lead to death or serious
bodily injury of any person, or to severe physical, property or environmental damage {"High-Risk Use”);
and, User is not licensed to use the Software Product in, or in conjunction with, any High-Risk Use.
High-Risk Use is STRICTLY PROHIBITED. High Risk Use includes, for example, the following:
operation of aircraft or other modes of human mass transportation, nuclear or chemicai facilities, and
Class lll medical devices. Notwithstanding the foregoing, Hexagon agrees and acknowledges that User
may use the product in its owned or |leased helicopters and such use (but not for aviation or navigation
of the aircraft) will not be considered a High-Risk Use. User hereby agrees not to use the Software
Product in, or in connection with, any High-Risk Use. High Risk Use shall not mean use of the Software
Product for purposes for which it is regularly marketed and sold {e.g. public safety and utility dispatch
software may be used to dispatch police, fire, emergency medical services, and emergency utility
services).

34 Licensing Mechanism Disclaimer.

Without waiver of any of its rights herein, Hexagon may at its sole discretion provide User who is
operating public safety Software Products a licensing mechanism to allow such Software Products to
be available for use even when User has accessed all of its purchased licenses. Regardless of
whether it receives the licensing mechanism, User acknowledges it is permitted to use the Software
Products only up to the amount of licenses it has purchased. Any usage of Software Products
beyond the amount purchased by User will be subject to the payment of additional fees by User to
Hexagon at then current prices for the Software Products in like manner as provided in Section 6.2
{Audit).

4 USER OBLIGATIONS

4.1 The Software Product may require User's System to comply with specific minimum software,
hardware and/or Internet connection requirements. The specific minimum software, hardware
and/or Internet connection requirements vary by Software Product and type of license and are
available from Hexagon upon request.

4.2 User is responsible, and bears the sole risk, for backing up all systems, software, applications,
and data, as well as properly using the Software Product.

4.3 At all times, User must keep, reproduce and include all copyright, patent, trademark and
attribution notices an any copy, modification or portion of the Software Product, including,
without limitation, when installed, used, checked out, checked in and/or merged into another
program. Page 020




4.4

5 TERN.

6.

5.1

52

AUDIT.
8.1

6.2

User shall comply with the Use Terms, including limitations that apply to specific types of
licenses identified therein.

For a Perpetual License, this EULA is effective until terminated (a) by User, by returning to
Hexagon the original Software Product or by permanently destroying the Software Product,
together with all copies, modifications and merged portions in any form; (b) by Hexagon, upon
User’'s breach of any of the terms hereof or User's failure to pay the appropriate license or
subscription fee(s}); {c) upon User's installation of an Upgrade that is accompanied by a new
license agreement covering the Software Product Upgrade, provided that the User expressly
consents, in writing, to use of the new license agreement, which it must do before using the
Upgrade; or (d) by expiration of the applicable license files, if this is a tempcrary license. User
agrees upon the termination of this EULA to cease usihg and fo permanently destroy the
Software Product (and any copies, modifications and merged portions of the Software Product
in any form, and all of the compaonent parts of the Software Product).

For a Subscription License, this EULA is effective until the User's Subscription Term expires
without being renewed; by Hexagon upon User’s breach of any of the terms hereof or User’s
failure to pay the appropriate Subscription License fee(s); or the Subscription is otherwise
terminated. User agrees upon the termination of this EULA or expiration of User’'s Subscription
to cease using and to permanently destroy the Software Product (and any copies, modifications
and merged portions of the Software Product in any form, and all of the component parts of the
Software Product).

Hexagon shall have the right to:

6.1.1  Audit User's use of the Scoftware Product and User's compliance with the provisions of
this EULA during User’s normal business hours. Hexagon will provide User with thirty
(30) days prior written notice of an audit under this Section. Hexagon'’s right to conduct
this type audit shall be timited to once per calendar year. Prior to the start of an audit,
Hexagon's personnel will sign a reascnable non-disclosure agreement provided by
User. During the audit, User shall allow Hexagon's personnel to be provided
reasonable access to both User’s records and personnel.

6.1.2  Obtain certain documentation from User, as follows. If the Software Product includes
logging mechanisms intended to track usage volume or quantity, User shail transmit
log files associated therewith to Hexagon upon Hexagon’s demand and in accordance
with Hexagon’s reasonable transmission instructions. Hexagon will not demand the
transmission of usage tracking log files more frequently than two (2) times in any
calendar year.

In the event the results of the audit in Section 6.1.1 or the documentation provided by User in
Section 6.1.2 indicate LUser has used unlicensed Software Products or quantities thereof, User
agrees to promptly pay Hexagon(i) the lesser of the negotiated price, which would have to be
negotiated within ten days of Hexagon of notifying the Customer of the audit results or current
list price (which will be the payment required if the parties do not finalize a negotiated price in
the time prescribed) for each unlicensed Software Product(s) used by User.

END OF EXHIBIT A
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SAFETY & INFRASTRUCTURE
EXHIBIT B

SUPPORT TERMS AND CONDITIONS FOR SOFTWARE

These terms and conditions (“Support Terms") govern the provision of maintenance and support services by
Hexagon with respect to Covered Products.

1. DEFINITIONS

All capitalized terms not otherwise defined herein shall have the meaning set forth in the associated Exhibit
titted “Common Terms Glossary.”

2. TERM

2.1. Term. The Support Contract shall begin, retroactively (if applicable), on the first calendar day of the
first Month of the Coverage Period and shall expire on the last calendar day of the last Month of the
Coverage Period. The Coverage Period shall be for whole Months only.

2.2. Renewal. Prior to expiration of the Coverage Period, Hexagon may submit to Customer a renewal
quote with pricing for extension of the Coverage Period. The Parties may extend the Coverage Period
pursuant to Order Documents.

2.3. Lapse. Inthe event of a Lapse: (i) Hexagon shall, at any time, be entitled to discontinue Maintenance
Services, in whole or in part, for the affected Covered Products; (ii) Hexagon shall be relieved of any
previously provided pricing commitments or options for Maintenance Services, if any, related to time
periods following the Lapse; and, (iii) Hexagon may permit Customer to reinstate support for Covered
Products pursuant to Hexagon's then current policies and practices, including any policies or
practices related to payment of reinstatement fees.

3. SCOPE OF COVERAGE FOR COVERED SOFTWARE PRODUCTS

Maintenance Services described in this Section apply to Covered Software Products only. Maintenance
Services for Covered Third Party Products are separately stated.

Hexagon offers three levels of Maintenance Services for Covered Software Products, dependent upon the
Software Product and other factors. Under all levels of Maintenance Service, Hexagon shall provide reasonable
commercial efforts to aid in the diagnosis and correction of Defects within the Defect resolution targets defined
in Exhibit F. For I/CAD version 9.3, Hexagon will provide reasonable commercial efforts to resolve Defects,
including P1 issues (Level One Defect) except as follows. Subject to the Customer implementing and using
I/CAD 9.3 MR8, Hexagon will address Level One Defects even if it is a Source Code Defect for which a patch
or other source code modification is necessary. However, Source Code Defects to COTS Software for 9.3 MR6
that are Level Two Defects may be addressed through a separate Order. If the Customer desires Hexagon to
develop a patch or source code modification to resolve a Level 2 Defect that is a Source Code Defect, it will
submit a request for a quote for such Order, and Hexagon shall provide a Quote and SOW for such a resolution
so long as the patch or source code modification is reasonably feasible. To the extent the Customer agrees to
the Quote and SOW, it may contract with Hexagon for such work in same manner as any other Order for a
Fixed Price Project Assignment. Level 3 Defects or lower (including enhancements) within I/CAD 9.3 (any
maintenance release) and requiring patches or other source code modifications will only be addressed in future
versions of Hexagon's computer aided dispatch Software (e.g. I/CAD 9.4).

Upon Cutover of I/CAD version 9.4, Hexagon will provide reasonable commercial efforts to resolve Defects
until the Covered Product as installed by Customer reaches Version Limitation | or Version Limitation 2. The
Version Limitation will reset upon Customer's Cutover of an Update, which includes an incremental release of
I/CAD 9.4, or Upgrade. Upon reaching Version Limitation |, Hexagon will continue to provide commercially
reasonable efforts to resolve Defects, except Source Code Defects. After the Covered Product reaches Version
Limitation 2, all Defects will continue to be addressed except Source Code Defects will only be addressed in
future Updates, including an incremental release of I/CAD 9.4, or Upgrades. e ot



Hexagon agrees, at a minimum, it will provide Updates to I/CAD 9.4 through the Term, September 30, 2025 of
the Master Agreement.

Levels of Maintenance Services are as follows:

3.1.

3.2.

3.3.

Advantage Support. Advantage Support will include and be limited to the diagnostic and Defect

correction support as described above, and the following: Out-of-the-box functionality support via

the support help desk (telephone or eService via Hexagon’s support website; and, access to any
applicable Hexagon problem knowledge base online self-help tool. Phone support is available

Monday through Friday from 8AM — 5PM at Customer's locai time, excluding Hexagon-observed

holidays. Local variances in support hours will be posted on the Customer Support Web Site or

applicable local support website or can be determined by contacting Customer’s local Hexagon office.

Standard Support. Standard Support will include and be limited to the following:

3.2.1. All features of Advantage Support.

3.2.2. Access to available Updates of Covered Software Products. Hexagon will notify Customer
when Updates are made available for any Covered Software Products for which Maintenance
Service have been purchased, by way of posting notices of such to the “Support Notices and
Announcements” section on the Customer Support Web Site or applicable local support
website or via direct notification by Hexagon. Updates are shipped to Customer upon
Customer request, logged in the Customer Support Web Site. Hexagon is not obligated to
produce any Updates. For avoidance of doubt, a Customer’s entitlement to Updates shall
not include entitlement to any therein embedded or otherwise related module or function
which is licensed and priced separately from Covered Product(s) for which Customer has
purchased an entitlement to Updates.

Premium Support. Premium Support will include all features available under Standard

Support(subject to Version Limitations and other provisions set forth in Section 3 above).

Additionally, for a Level 1 Defect, phone support is also available after-hours and on Hexagon-

observed holidays,

3.4 Product Change Requests (also referred to as CR-E) will be reported in like manner as set forth in
Section 3.1. Hexagon will review Product Change Requests and at its sole discretion decide whether to
make the reguested change to the Covered Product(s) through an Update. Product Change Requests not
accepted may be the subject of a separate contract between the Parties. For the avoidance of doubt, to the
extent Hexagon agrees to make a requested change to a Covered Product pursuant to a Product Change
Request, any and all IPR resulting from the Update including the change or modification is and shall remain
the property of Hexagon.

4. MINIMUM PERFORMANCE SPECIFICATIONS

Subject to Version Limitations, I/CAD versions 9.3 and 9.4 shall substantially perform at a minimum
as follows:

I/CAD Subsystem

For the I/CAD subsystem, performance standards are based on the following assumptions:

The I/CAD System is configured and maintained according to Hexagon recommendations for
workstation, system, and application configuration, as well as for database maintenance

Anti-virus scanning software installed by the City on the [/CAD System must be configured
according to Hexagon's Best Pracfice Guide for Anti-Virus Settings for CAD

Minimum network speed between |/{CAD Database Server #1 and /CAD Database Server #2 =
100Mb/sec

A maximum average round-trip latency exists (as measured by "ping") of < 10ms between I/CAD
Database Server #1 and I/CAD Database Server #2, and < 30ms between call taker/dispatcher
workstations and the database servers

Subject to the City meeting the above performance assumptions, Hexagon is generally able to meet
the following CAD subsystem response times:

Less than 1 second for 90 percent of the following Dispatcher commands:

=  Accept Event Page 023




»  Unit Status Change
»  Add Event Comment
= Dispatch Unit
= (lose Event
¢ Less than 2 seconds for 80 percent of the CAD transactions that require geographic validation
+ Less than 5 seconds for 80 percent of amplifying information:
= Unit and incident history queries
= Premise history queries
» Status queries
« Less than 5 seconds for 80 percent of queries performed as background operations
e Seconds to minutes for reports performed as background operations
Many factors can impact response time, including network latency, complexity of the map display,
interaction with external systems, and data voiumes retained on the production database servers. For
example, Hexagon recommends the City retain a maximum of 30 days of query response text on the

Production database and move response data older than 30 days to the separate Archive/Report
server.

The majerity of I/CAD application commands will meet the criteria stated above. However, commands
reguiring responses from external data sources, such as queries to external systems, may take
longer based on the responsiveness of the external system and network speedfiraffic.

Compound commands that perform muitiple operations for the call taker or dispatcher upon seiection
of a single command might not meet the stated response times. An example of a compound
command is a Traffic Stop command configured to automatically spawn Create Event, Dispatch Unit,
and Add Supplemental Information commands.

With regard to external database queries, the system will meet the performance requirement in most
cases. However, due to factors such as network latency and extemal system responsiveness, it is not
possible to commit to response times for ad hoc external database query requests.

Please note that Hexagon cannot guarantee response times where that response time depends an
the performance of the network, system load, and any external systems (e.g., queries to state
databases).

5. MINIMUM SYSTEM REQUIREMENTS; CUSTOMER'S OBLIGATIONS

Performance of Maintenance Services by Hexagon is specifically conditioned upon the following minimum

system

requirements and fulfiliment by Customer of the following obligations (collectively, minimum system

requirements and customer obligations hereinafter referred to as "Customer Obligations”):

5.1.

5.2.

System Requirements. Customer is responsible for ensuring: the System Equipment and network
infrastructure meet minimum system requirements specified by Hexagon and made available to
Customer upon request; its System Equipment and network infrastructure are adjusted as required
to accommodate Updates of Covered Products; compatibility of non-Hexagon provided products with
products provided by Hexagon; and, its systems, software, and data are adequately backed up.
Hexagon is not liable for lost data.

Hexagon Access and Customer Cooperation. Customer's system and/or System Equipment must
have input and output devices that enable the use of Hexagon's diagnostic programs and
supplemental tests. Customer will permit Hexagon employees authorized by the City to electronically
access Customer’s system via Securel.ink™, a tool providing secure, auditable remote access to
Customer’s system for Hexagon to effectively render Maintenance Services. Hexagon will notify the
City prior to accessing the City's system, specify the reason for the access, and mutually agree with
the Customer on the time to perform the maintenance. Notwithstanding the foregoing, If the City
reports a Priority 1 Defect, such reporting shall constitute the City’s consent for Hexagon to access
the City’s System in the manner described above for the limited purpose of diagnosing and
addressing the reported Defect. Customer wilt ensure availability of its own system technical support
personnel so that Hexagon can fulfill its Maintenance Services obligations. When reportingraeliems
to Hexagon's support help desk, Customer will provide a complete problem description, along with




all necessary documents and information that is available to Customer and required by Hexagon to
diagnose and resolve the problem. Customer will grant all necessary access to all required systems
as well as to the Covered Products, and any other reascnable assistance needed. Customer will
carry out any reasonable instructions and will install any necessary patches, Defect corrections, or
Updates. Customer will appoint a minimum of two and a maximum of three contact people who are
each authorized to make use of the Maintenance Services {"Authorized Contacts”). Customer must
assure Authorized Contacts have adequate expertise, fraining, and experience to provide
professionally accurate descriptions of malfunctions and facititate Hexagon's efficient response.
Subject to the Customer having contracted for and continuing to contract for a Resident System
Administrator, Authorized Contacts may contact Hexagon without having first undergoing Hexagon
training for System Administrators; however; within three (3) years of the Customer resource being
designated as an Authorized Contact, that person shall have received formal Hexagon product
training for System Administrators.

6. EXCLUDED SOFTWARE SERVICES

Services for the following are outside the scope of the Support Contract and may be available under
separate Order at an additional charge (collectively “Excluded Services"):

6.4.
6.5.
6.6.
8.7.
6.8.

6.9.

Installation of any Covered Product, Update, or interface software.

Network configuration.

Creation of configurations or customizations of Covered Products to Customer or other third party
requirements, except as necessary to remedy a Defect with an existing Covered Product. For
purposes of clarity, if an Order expressly states a customization or configuration is included as part
of an Order, then it will not be subject to this exclusion.

System-level tuning and optimization and system administration support.

Training.

Services required because the Authorized Contact is not available.

On-site services (unless waived by Hexagon, in its sole discretion).

Services required due to modifications of Covered Products by Customer unless otherwise directed
by Hexagon

Services required due to use other than in the ordinary manner intended for the Covered Products,
or use in a manner that contravenes terms hereunder, or Customer's disregard of the installation and
operating instructions according to the Documentation provided with the Covered Products.

. Services required due to failure of software or hardware that is not a Covered Product.
. Services required due to Customer's use of hardware or software that does not meet Hexagon

specifications or failure of Customer to maintain or perform industry standard maintenance on
Customer’s hardware or software.

. Services required due to software or portions thereof that were incorrectly installed or configured

{other than by Hexagon) or use in an environment inconsistent with the support environment specified
by Hexagon, or used with peripherals, operational equipment or accessories not conforming to
Hexagoen's specifications.

Services required due to cases of force majeure, especially lightning strikes, fire or flood, third-party
criminal acts, or other events not caused through Hexagon's faulit.

. Services required due to Customer's failure to fulfill the Customer Obligations.
. Services required due to faulty or incomplete Customer data.

7. COVERED THIRD PARTY PRODUCTS

Support and Updates of Covered Third Party Products shall be provided in the fashion and to the extent or
duration that Hexagon is authorized to provide such by the third party manufacturer of the Covered Third Party

Products,

and such Covered Third Party Products and related services may be subject to additional terms and

conditions of the third party manufacturer of the Third Party Software.

Services and updates for any Third Party Software that are not listed in the Order Documents as Covered
Products must be obtained from the third party owner of the products or their designated representative.

8. REQUIRED COVERAGE

8.1.

Multiple or Interdependent Licenses. If Customer holds multiple licenses for any Covered Product,
all held licenses must be included as Covered Products in the Support Contract. Page 025




8.2.

Prerequisite Licenses, All prerequisite licenses for Software Products necessary to operate the
Covered Products, together with all licenses of Software Products interoperating with Covered
Products in a single solution, must be included as Covered Products in the Support Contract.

9. ADDITIONS AND REMOVALS OF COVERED PRODUCTS

9.1.

9.2.

9.3.

Additions of Covered Products. Software Products licensed from Hexagon during the term of the
Support Contract may be added as Covered Products, if such addition is addressed through
additional related Order Documents. if Software Products are not added as Covered Products by
commencement of Production use thereof, Hexagon may permit Customer to add support, buf
subject to additional fees payable pursuant to Hexagon’s then current policies or practices.
Removal of Covered Products from Maintenance The Customer may provide written notice to Hexagon
at least sixty (60) calendar days prior to the end of any Coverage Period Anniversary of its intent to
remove any individual Covered Products from the Support Contract at the end of the then current
and contracted Coverage Period or any Coverage Period Anhiversary. The Customer may remove
Covered Products only at Coverage Period renewal or extension or Coverage Period Anniversary,
Customer may not remove from the Support Contract individual software licenses of a Covered
Product for which Customer has multiple copies under Maintenance Services or for Covered Products
that are being used interdependently, unless Customer has first certified to Hexagon on a "“Software
Relinquishment Agreement” that it surrenders and relinquishes all rights in and to the applicable
Software licenses and the copies of the Covered Product for which Customer desires to cease
Maintenance Services (the "Relinquished Licenses”) for the renewal Coverage Pericd have been
uninstalled and removed from its system(s). Should Customer desire to resume usage of the
Relinquished Licenses at a later date, Customer must re-purchase the licenses at the then current
list price.

To the extent Hexagon elects to remove a product from Maintenance and does not offer a
replacement product with a comparable purpose, then Hexagon shall provide thirty (30) months
advance notice to the Customer of such intention. For Covered Products that will be removed from
maintenance but which it offers a replacement product with a comparable purpose and the Customer
receives rights to the replacement product hereunder, then Hexagon may remove the Covered
Product upon providing the City eighteen {18) months notice. For purposes of clarity, removal of
maintenance in the context listed above means removal of all versions of the Covered Product and
not a particular version of the Covered Product. Hexagon may rename Covered Products (the
Software remains the same but the name has changed) and notify the Customer of the renaming
when it provides the Quote for Maintenance Services.

10. PAYMENT

10.1.

10.2.

10.3.

Terms of Payment. Charges for Maintenance Services are due and payable annually and in advance.
Invoices will not be issued until after the City enters into an Order for Maintenance or at applicable
anniversary date as specified in the Order. Services, or prior to the beginning of the apglicable
Coverage Period, whichever is earlier. Charges for Covered Software Products added during a
Coverage Period shall be prorated to the remaining Months of the Coverage Period, in whole Month
increments only, and such charges shall be due and payable in full upon receipt of invoice. Covered
Third Party Products added during a Coverage Period are subject to Section 7 of these Support
Terms.

Past Due Accounts. HEXAGON RESERVES THE RIGHT TO REFUSE SERVICE TO ANY
CUSTOMER WHCSE ACCCUNT IS PAST DUE. At the discretion of Hexagon, Customers who have
not paid any charges when due (i) under the Support Contract, (i) under any other agreement
between the Parties, or (iii) under any agreement between Hexagon and Customer’s parent and/or
subsidiary, may not be rendered Maintenance Services until all past due charges are paid in full. The
start of the Coverage Period shall not be postponed due to delayed payment of any charges.
Customer’s Responsibilities Concerning Invoice Questions. Subject to applicable law, if Customer
intends to dispute a charge or request a credit, Customer must contact Hexagon within fifteen (15)
calendar days of the date on the invoice. Customer waives any right to dispute a charge or receive a
credit for a charge for Maintenance Services that Customer does not report within such period.
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11. CUSTOMER ACKNOWLEDGEMENTS

During the Coverage Period, Customer commits to the following:

11.1.
11.2.

11.4.

Customer shall have reviewed the Order Documents and by executing the Order Documents confirms
the Order Documents accurately reflects all Hexagon software in its possession or control

Customer acknowledges and confirms that for all Covered Products supported under the Support
Contract, all licenses of a Covered Product for which Customer has multiple copies in its possession
and all prerequisite licenses necessary to operate Covered Products, are accounted for in the Order
Documents. [f all like Covered Products or prerequisite software licenses are not accounted for in
the Order Documents, Customer agrees to notify Hexagon so that Hexagon may issue a revised
Quote to Customer.

. Customer acknowiedges and confirms Maintenance Services provided herein shall be utilized only

for the quantity of Covered Products licenses listed in the Order Documents.

Customer shall, and Customer shall cause each of Customer’'s employees and representatives to,
comply with each and every term and condition of the EULA applicable to the Covered Products
supported under the Support Contract.

12. ADDITIONAL TERMS

12.1.

12.2.

12.3.

12.4.

12.5.

Software License. Any Updates furnished hereunder shall remain the property of Hexagon,
Hexagon's Affiliate, or applicable third party, and are licensed in accordance with the then current
Hexagon EULA, EULA of Hexagon'’s Affiliate, or third party SLA, which shall supersede any EULA or
SLA asscciated with prior releases of the Covered Software Products or Covered Third Party
Products, provided that User expressly consents, in writing to stich agreement. Upon Customer's
request, Hexagon shall provide Customer with such EULA or SLA. Upon Hexagon’s request,
Customer agrees, subject to the requirements described in this Section. 12.1, to execute a EULA or
SLA, as applicable, for Covered Products,

Pass-Through Third Party Warranties. Covered Third Party Products are only warranted pursuant o
a pass-through warranty to Customer from the applicable Third Party Software manufacturer and
only to the extent warranted by the applicable Third Party Software manufacturer.

Remedies. In the event a warranted Maintenance Service, Covered Product, or Update provided
pursuant to the Support Contract does not substantially comply with the limited warranties sef farth
in the Support Contract, Hexagon's entire liability and Custemer's exclusive remedy shall be, in
Hexagon’s sole and absolute discretion, either (f} providing of a Service, Covered Product, or Update
which conforms substantially with the warranty; or (i) a refund of the purchase price of the particular
warranted Service, Covered Product, or Update for the period of lime that the warranted Service,
Covered Product, or Update did not substantially conform to the limited warranties set forth in the
Support Contract.

Hexagon is acting on behalf of its suppliers for the sole purpose of disclaiming, excluding and/or
limiting obligations and liability as provided in the Support Contract, but in no other respects and for
no other purpese.

WARRANTY DISCLAIMERS. In additicn to the Warranty Disclaimer provided in the Master Terms,
except as otherwise provided herein Hexagon does not warrant that any Services, Covered Products,
and Updates will operate uninterrupted or error or Defect free,

Third Party Providers. Hexagon reserves the right to provide Maintenance Services through a third
party provider, provided that Customer expressly consents to use of such third party provider.
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HEXAGON

SAFETY & INFRASTRUCTURE

EXHIBIT C

PROJECT DELIVERABLE SIGN-OFF FORM

CUSTOMER NAME, CUSTOMER CITY — PROJECT NAME

Submission Date: Month/Day/Year Sign-Off Target Date: Month/Day/year
Submitted By: Hexagon Contact Name Submitted To: Customer Contact Name
Customer Contract #: Customer Contract Number Customer/Project #: Hexagon Project Number

TYPE OF DELIVERABLE

[0 SOW Tasks 0 Payments [0  Plans/Designs OO0 Training [0 Other

DELIVERABLE INFORMATION

DELIVERABLE DESCRIPTION SAMOUNT OF PYMT
THIS SECTION DESCRIBES THE DELIVERABLE (If applicable)

With the deliverable described above complete, the Customer shall have ten(10) business days after receipt of a written request from
Hexagon, to either sign-off that the deliverable has been met or state in writing to Hexagon the reason the deliverable has not been
met.

Sign-off of the deliverable shall be based solely upon the deliverable meeting the requirements stated in the Contract between
Hexagon and CUSTOMER NAME dated Month/Day/Year and shall be indicated by the Customer signing the Project Deliverable Sign-off
Form. If the Customer does not provide such sign-off or rejection within the ten (10) business day period then the deliverable will be
deemed to have been signed off.

The signature below acknowledges that the deliverable described in the Contract and listed above meets all of the appropriate criteria
and supersedes all prior requirements for this item.

Customer acknowledges completion of this payment milestone according to the Contract Payment Milestone Schedule and provides
authorization to invoice this milestone.

Authorized Customer Representative
Customer Contact Name

SIGNATURE DATE
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ﬁ 4 HEXAGON
SAFETY & INFRASTRUCTURE
EXHIBIT D
CLOUD PROGRAM CONDITIONS

INTENTIONALLY DELETED
END OF EXHIBIT D
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ﬂj HEXAGON

SAFETY & INFRASTRUCTURE

EXHIBIT E
SUBSCRIPTION TERMS AND CONDITIONS

These Subscription Terms and Conditions (“Subscription Terms”), govern the licensing and support for the
Subscription.

1.

2.2

2.3

42

DEFINITIONS. All capitalized terms not otherwise defined herein shall have the meaning set forth in
Exhibit F (Common Terms Glossary).

SERVICES PROVIDED.

Access. Subject to an Order for a Subscription License Sale and these Master Terms, including Exhibit
A (End User License Agreement), Hexagon will make the Subscription Licenses available to Customer
for Customer's use during the Subscription Term. Any renewal or extension of the Subscription Term
shall be subject to such terms and product components as reflected in the applicable renewal or
extension Quote issued by Hexagon and expressly agreed to in writing by the Customer (the "“Renewal
Quote").

Customer acknowledges and agrees that Customer shall compensate Hexagon for Customer’s
continued use of a Subscription after expiration or termination of a Subscription Term, at a rate
equitably and proportionately calculated based upon the Renewal Quote and based upon the period
of such extended use; provided that if no Renewal Quote is issued prior to expiration or termination of
the Subscription Term, the initial Quote shall be substituted in the calculations set forth in this Section
2:1.

211 Asit pertains to Metered Licenses, the Customer's right to use the Metered Licenses shall
end upon the earlier of: (i) expiration of the Subscription Term, or (ii) Customer's use of the its
allotment of units of service as set forth in the Quote.

Maintenance and Support. During the applicable Subscription Term, Hexagon will provide
maintenance services and support to the Customer for the Subscription Licenses in accordance with
Exhibit B (Support Terms and Conditions) of these Master Terms.

Services. These Subscription Terms only provide for the licensing and support of the Subscription. If
the Customer desires for Hexagon to provide Services for implementation, configuration, training, or
other work in relation to the Subscription, then Customer may contract with Hexagon pursuant to these
Master Terms for Services under a separate Order.

INVOICES. Hexagon shall invoice Customer for the amount set forth in the Quote upon delivery of or
access having been provided to the Subscription Licenses identified in the Quote. To the extent the
Quote includes multiple types of Subscription Licenses, Hexagon shall invoice the Customer once the
first type of Subscription License is allowed to be invoiced as provided in this section. The Order must
be approved by the City's Contract Administrator identified in the Master Agreement prior to invoicing.
The Order shall only be binding upon the City upon the acknowledgment described in Section 22.9 of
the General Terms within this Master Agreement.

CUSTOMER OBLIGATIONS.

Customer Control. Customer's and its authorized Users of the Subscription shall at all times comply
with Exhibit A (End User License Agreement). Customer will be solely responsible for administering
and monitoring the use of login IDs and passwords provided by Customer to authorized Users pursuant
to the Subscription, or by Hexagon on behalf of Customer. Upon the termination of employment of any
authorized User, Customer will terminate that individual's login ID and password. Hexagon is not
responsible for any damages resulting from Customer’s failure to manage the confidentiality of its login
ID and passwords and Customer is responsible for any actions arising out of use or misuse of
Customer's login IDs.

Security. Customer shall take commercially reasonable security precautions to prevent unauthorized
or fraudulent use of Hexagon IP by Customer, Customer’'s employees, consultants, agents, or any other
third parties authorized by Customer to access the Subscription on Customer's behalf.
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END OF EXHIBIT E

(41 HEXAGON

SAFETY & INFRASTRUCTURE

EXHIBIT F
COMMON TERMS GLOSSARY

“Activity” or “Activities” means a single work activity/event or collection of work activities/events by a Party
or by both Parties under a specified Task.

“Affiliate” means, for business entities, the parent business entity of a Party and any business entities in which
a Party or its parent company directly or indirectly holds a controlling ownership interest. “Affiliates” means, for
government entities which are Customers, an entity which has entered into an intergovernmental agreement
with Customer which: (i) relates to or addresses the subject matter of the Principal Contracting Document; and
(i) was disclosed to, and acknowledged by, Hexagon (A) prior to the Effective Date for any existing
intergovernmental agreements, and (B) prior to any renewal date of such Principal Contracting Document for
any intergovernmental agreements entered into after the Effective Date. "Control” for the purposes of this
definition means that Customer owns in excess of fifty percent (50%) of the ownership interest of the Affiliate
or owns a majority of the voting shares of the Affiliate.

“Auditable Cost” means the documented amount corresponding to the price of the Software delivered and/or
Services performed, which in the case of a Fixed Price Project Assignment will be calculated by multiplying the
hours worked by the Hexagon's employee's billable rate for all Hexagon and subcontractor resources not to
exceed the Purchase Order value of the Fixed Price Project Assignment..

“Background Authorization Forms” means those certain documents provided by the Customer to Hexagon
prior to the Effective Date of this Agreement to facilitate compliance with CJIS and CLETS requirements titled
(i)_*Authorization to Conduct a Criminal Background Investigation” (1 page), (ii) “Background Investigations
Confidential Applicant Control Sheet” (2 pages), and (iii) “Fingerprint Validation Statement" (1 page) , and which
were specifically developed by the parties for its relationship.

“Beta Software” means any version of Software prior to a generally available commercial release of such
Software.

“Business Day” means any day other than a weekend or public holiday in the country listed on the Quote.

“Catastrophic Event” means a rare circumstance in which mass casualties and/or significant property
damage has occurred or is imminent (e.g. September 11th, hurricanes, earthquakes greater than 6.1 on the
Richter scale)

“Change Order” means a document executed or accepted in writing by both Parties that modify the scope,
price, milestones, and/or project schedule of an Order

“Confidential Information” means any data or information, tangible or intangible, disclosed or made available
by either Party (the "Disclosing Party") to the other Party (the "Receiving Party") that the Disclosing Party
considers confidential or proprietary and is not generally known in the industry or to competitors of the
Disclosing Party and which shall include: (i) tangible information marked by the Disclosing Party with the word
"Confidential" or otherwise identified by an appropriate stamp or legend indicating its confidential nature; (ii)
Confidential Information disclosed orally or visually and identified by the Disclosing Party as confidential when
disclosed, and confirmed by the Disclosing Party in a written notice within thirty (30) days following disclosure,
which notice shall include markings similar to those outlined above; and (iii) all other information that,
notwithstanding the absence of markings or designations, would be understood by the Parties, exercising
reasonable business judgment, to be confidential. The term Confidential Information does not include
information that: (i) is or becomes available in the public domain through no act of the Receiving Party; (ii) has
been received on a non-confidential basis from a third party without breach of the Principal Contracting
Document, where the Receiving Party has no reason to believe that such third party is bound by any
confidentiality obligation to the Disclosing Party; (iii) was developed independently by the Receiving Party
without reliance on the disclosed Confidential Information, provided that such independent development can be
substantiated; (iv) is confirmed by the Disclosing Party as not being confidential in writing; or (v) or the is
otherwise subject to release under the California Public Records Act and is not otherwise exempted under the
Act.
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“Core” means a physical processor on a computer server that can respond to and execute the -basic
instructions that drive the computer. A Central Processing Unit ("CPU") may have one or more Cores, and a
given server may have muitiple CPU sockets that may each contain multiple Cores.

“COTS” means commercial off the shelf Intellectual Property in the form generally released and distributed to
Hexagon's customers and not including any functionality or features requiring source code changes.

“COTS Documentation” means commercial off the shelf Documentation in the form generally released and
distributed to Hexagon’s customers and not including or reguiring changes thereto.

“Coverage Period” means the period of performance of Maintenance Services with respect to a Covered
Product, as stated in the Order Documents. Coverage Periods may differ for discrete Covered Products.

“Coverage Pericd Anniversary” means, in the case where the Coverage Period is greater than one (1) year,
the anniversary of the date on which the Coverage Period commenced.

“Covered Products” means collectively, Covered Software Products and Covered Third Party Products.

“Covered Software Product(s)’ means Scftware Product(s}) identified in the Order Documents as software
for which Maintenance Services are to be provided by Hexagon. Covered Software Products shall not include
Third Party Software.

“Covered Third Party Products” means Software Product(s) identified in the Order Documents as Third Party
Software for which Maintenance Services are to be provided by Hexagon. Covered Third Party Products shall
not include Software Products.

*Customer” means the City of San Diego, a municipal corporation.

“Customer Data” means all electronic data or information: (i} provided by Customer to Hexagon in connection
with the Deliverables provided pursuant to an Order. “Customer Data” shall not mean data which (i) is in the
public domain, and/or (ii) is of value to the general implementation, develcpment, operaticn, or use of Hexagen
products or services for the benefit of other customers. For the avoidance of doubt, Customer Data shall not
include the, Software Products, Documentation written by Hexagon, and any other data and information
constituting a Hexagon Deliverable.

“Customized Software” means those Services Deliverables that are software or computer code, whether in
source code or object code.

“Cutover” means the pointin time in which a Software Product(s) is first used by User for its generally marketed
purpose.

“Defect” means a reproducible instance of an adverse and incorrect functioning of a Software Product that
impacts the ability to use functionality intentionally integrated in the design of the Software Product, assuming
proper usage of the Software Product in its required cperating environment. Defects are further classified into
four levels as follows:
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otherwise substantially impair
productive use.

» Defects not qualitying as M-F, 7:00AM-7:00PM Central Time ~ » One week - Procedural
Level One, Two. or Three, ~ Immediate* or within workaround
» Level including defects of'a eight hours of notification during » Program code correction in a
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not materially limiting
complete productive use

Customer shall classify a Defect in accordance with the foregoing; provided that, Hexagon shall reclassify the
Defect as appropriate following its review thereof.

“Deliverable(s)” means all Services Deliverables, software, hardware, , and other items delivered or to be
delivered by Hexagon to Customer and identified in the Order.

“Documentation” means, whether in electronic or printed form, User's Guides, Reference Guides,
Administrator's Guides, Configuration Guides, and Help Guides made available at the support website
(hitps://support.hexagonsafetyinfrastructure.com) for Software provided by Hexagon to the Customer.
Documentation will be provided for all Software Applications as part of and after Upgrade to |/CAD version 9.4.

“Effective Date” means the later of the date and time the last Party signs the Principal Contracting Document
and it is approved by the City Attorney in accordance with San Diego Charter Section 40, or the expiration date
of the existing agreement between the Parties.

“EULA" means that certain End-User License Agreement set forth in these Master Terms as Exhibit A.

“Fixed Price Project Assignment” means a type of Order where Hexagon will provide Services and/or
Software licenses for a fixed price.

“Hexagon IP” means Hexagon or Hexagon Affiliate developed, created, or prepared Intellectual Property.

“Installation Guide” means a computer file in a Microsoft Word or Adobe PDF document or a text file that
contains information a User may need to install or operate a Software Product.

“Intellectual Property” or "IPR” means all forms of intellectual property including, but not limited to, patents,
trademarks, copyrights, trade secrets, methodologies, logos, techniques, processes, know-how, formulae,
algorithms, logic designs, screen displays, schematics, source and object code computer programs or software,
documentation, mask work rights, design, ideas, product information, inventions and improvements thereto
(whether or not patentable), and all works of authorship fixed in any medium of expression (including any form
of online, digital, or electronic medium), whether or not copyrightable and whether registered or not.

“Lapse” means an occurrence of any period of time, regardless of duration, during which (i) a Covered Product
is not the subject of an active Order for Maintenance Services or other Support Contract and an active Coverage
Period, and/or (ii) payment is past due to Hexagon under a Support Contract. Extension of a Coverage Period
and/or payment to Hexagon after the occurrence of a Lapse shall not negate a Lapse, absent Hexagon's
express written waiver.

“Maintenance Services” means only those services described in the document titled “Support Terms and
Conditions for Software” provided by Hexagon with respect to Software and other Deliverables licensed to
Customer and identified in the Order Documents as the subject of Maintenance Services.

“Metered License” means a specific type of Subscription License that allows the Customer to use the
Subscription License up to the number of hours set forth in the Quote during the Subscription Term. For
reference, a Subscription License that is a Metered License shall have the word “Metered” in the Software
Product name and/or have the letters “MTR" at the end of the product number for the Software Product instead
of the other identifiers corresponding to an unmetered Subscription License referenced in its definition.

“Month” means, unless otherwise stated in the applicable provision, a calendar month.

“Onsite Fee” means a fixed fee encompassing Hexagon's travel expenses for an individual trip (an individual
trip means to travel from the Hexagon resource's primary duty station in furtherance with Order and lasting no
more than five (5) consecutive days).

“Order” means Order Documents that have been executed and/or accepted by both Parties documenting the
purchase of any item or service and referencing the Principal Contracting Document.
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“Order Documents” shall mean written documents, the terms of which include Hexagon’s commitment to
provide products, licenses, andfor services at a specified price, subject to the terms and conditions of the
Principal Contracting Document. Order Documents may consist of a single document executed by the parties
or a combination of documents that together form an Order.

“Perpetual License” means a type of ficense for a Software Product which allows the User to use the Software
Product in perpetuity so long as the User does not otherwise violate the terms of the EULA. For reference, a
Perpetual License on a Quote is denoted by its absence of either the terms “Subscription,” “Saa8,” cr “Metered”
and/or the absence of the letters "SU” or "MTR” at the end of the Software Product number or the letters “HCL”
at the beginning of the Software Product number.

“Personal Data” means data, including but not limited to criminal justice information, and other information
which corresponds to a living individual person defined tc be Personal Data under the applicable Personal Data
protection laws of the Customer's jurisdiction. Personal Data shall also include any information relating to an
identified or identifiable naturat person and an “identifiable person” is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity, including but not limited to social security numbers,
government-issued identification card numbers, financial account numbers (including credit or debit card
numbers and any related security codes or passwords), health-related or medical information, health insurance
identification humbers, and information in a health insurance application or claims history.

“Primary License” means the license(s) of the Software Product provided to Customer for general production
use as authorized by the EULA. :

“Principal Contracting Document” means the contract document accepted by the Parties which references
and incorporates this Terms Glossary and/or references and incorporates a document to which this Terms
Glossary is an exhibit or attachment.

“Production” means, as applicable, where a Subsystem is used in productionfoperation with an aim to
accomplish one or more of its ultimate intended purposes. Operation solely for testing or training is not
Production.

“Purchase Order” or “PO” means a document issued by Customer to Hexagcn to authorize the delivery of
certain Services or Deliverables.

“Quote” means a document issued by Hexagon reflecting Services, Maintenance Services, and/or
Deliverables, which Hexagon offers to provide Customer, as well as the prices and fees therefor, the Customer's
name and location, and references the Principal Contracting Document. To the extent any document or
information is identified in the Quote with the intention of it being incorporated into the Quote, it will form part of
the Quete.

"Security Breach® means: (i) any act or omission that compromises either the security, confidentiality or
integrity of Personal Information, Customer Data or the physical, technical, administrative or organizational
safeguards put in place by Hexagon or a Third Party Service Provider that relate tc the protection of the
security, confidentiality or integrity of Personal Information or Customer Data or, (ii) a breach or an alleged
breach of this Agreement relating to such privacy practices.

“Security Incident’ means an event or set of circumstances resulting in a compromise of the security,
confidentiality, or integrity of Customer Data under Hexagon's control. Examples of Security [ncidents include:
(i) Security Breaches to Hexagon's network perimeter or to internal applications resulting in compromise of
Customer’s Data; and (i) material vulnerability of Hexagon’s security controls, methods, processes or
procedures that result in compromise of the security, confidentiality or integrity of Customer Data, including, but
not limited to, security vulnerabilities that Hexagon discovers or is notified of by Customer, the FBI, or any other
law enforcement organization; and (iii) the unauthorized disclosure of Customer Data.

“Services” means the work, services, projects, assignments, or tasks Hexagon shall perform pursuant to an
Order. Services do not include Maintenance Services.

“Services Deliverable” means any data, document, information, Customized Software, Third Party Software,
or material provided to Customer as a product of Hexagon's performance of Services pursuant to the Principal
Contracting Document.

“Software” means the software owned by Hexagon or an Affiliate and Third Party Software that is licensed to
Customer.

“Software License Sale” means a type of an Order that involves only the sale of Perpetual Licenses from
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“Software Product” means the Hexagon scftware produci(s) identified in the Order Documents, which
includes (i) any associated Hexagon files or media with which the software is provided, (i) any associated
templates, data, printed materials, and “online” or electronic Documentation, and (iii) any Updates or Upgrades
of such Software Products not made the subject of a separate license agreement. The term Software Products
shall not include, and no rights of use are granted to User for, Third Party Compenents, Hexagon products, or
dependencies unnecessary to operate products made the subject of the Order Documents, but incidentally
delivered within the same files or media. Software Product shall not mean any Third Party Software. Software
Products are subject to all of the terms and conditions of the End-User License Agreement which the Parties
agree will apply to the same; and in the absence of such agreement, then the terms of the End-User License
Agreement provided with the Software Product.

“Source Code Defect” a type of Defect that can be resolved only through a patch, Update, or other modification
to the source code of the COTS Software.

“SOW” means a statement of work setting forth the scope of Services being provided pursuant to an Order.

“Subscription” means the collection of Subscription License(s) identified on the Quote and or purchased by
the Customer.

“Subscription License” means a particular type of license to a Software Product that allow s a Customer to
use the Software Product for a specified period of time identified in the Quote. For reference, a Software
Product that is a Subscription License shall have the word “Subscription” in the Software Product name andfor
have the letters "SU” at the end of the product number for the Software Product.

“Subscription License Sale” means a type of an Order that involves only the sale of Subscription Licenses
from Hexagon to Customer. This type of Order does not include Services.

"Subscription Term” means the period of time during which Users are authorized to use the Subscription
License as set forth on the appiicable Quote beginning on the date the Subscription Licenses are provided to
the User or the User is provided license keys or access to the Subscription License, unless otherwise noted in
the Qrder Documents.

“Subsystem” means a Hexagon solution that is designed to provide a specific capability independent of the
procurement of any other Subsystem. Hexagon's computer aided dispatch system (“I/CAD"), records
management system (*RMS”), field based reporting {"FBR"), G/Technology (G/Tech), In/Service and mobile for
public safety (“MPS") are each an example of a Subsystem.

“Supplementary License” means a license(s) of the Software Product which is made available by Hexagon
far select Software Preducts to augment Primary Licenses for special purposes. Each Supplementary License
requires a Primary License and the term of the Supplementary License shall not exceed the term of the
applicable Primary License.

“Support Contract” means a contract under which Hexagon provides Maintenance Services to Customer in
relation to Covered Products and under which Custcmer is to compensate Hexagon therefor.

“System” means a physical or operational location where the Software Product resides and operates on an
individual server or where a single operational identification number {*Site ID") has been assigned by Hexagon.

"System Equipment” means all computer-related hardware, including but not limited to, servers, workstations,
cables, mice, keyboards, cameras, and SAN’s; operating system software; database software; and othsr third
party software.

“Task” means an Activity or combination of Activities of any nature whether tangible or intangible, whether
onsite or remote, or an event, as further identified in an SOW.

“Task Acceptance” means the event when the Task Acceptance Criteria has been satisfied in accordance
with the Task Acceptance Process.

“Task Acceptance Criteria” means the criteria by which a Task will be evaluated for completion as described
in an SOW.

"Task Acceptance Process” means the process by the Customer and Hexagon verify completion of the Task
Acceptance Criteria as further described below. Once Hexagon believes the Task Acceptance Criteria has been
successfully completed, Hexagon shall submit for execution by Customer's project manager a sign-off form in
substantial conformity with Exhibit C, “Project Deliverable Sign-off Form.” Within ten (10) business days of
receipt of the applicable Project Deliverable Sign-off Form for the completed milestone or Task, Customer's
project manager will either: (i} execute the Project Deliverable Sign-coff Form provided by Hexagon, or (i) provide
a written description of all deficiencies to Hexagon. [f Customer fails to perform either action identi,ﬁgéie ipthe
preceding sentence within ten {10) business days, or if the Deliverable, including the Software contained in the




Fixed Price Project Assignment Order, is placed into production or utilized in a live environment, then the Task
or milestone shall be deemed accepted.

“Term” means the duration of performance under the contract into which this Terms Glossary is incorporated
by reference.

“Third Party Software” means computer software or other technology in which any person or entity, other
than Hexagon or Hexagon's Affiliate, has any right, fitle or interest, including any restrictions or obligations
(such as obligations to obtain consents or approvals and restrictions that may be eliminated only by abtaining
such consents or approvals) applicable to the computer software or technology, but does not include software
embedded in the Software Products by license from third parties. The use of Third Party Software is subject
to all of the terms and conditions of the third party’s software license or similar agreement (*SLA") provided
with the Third Party Software. “Third Party Software Products” also means, where applicable, pre-requisite
third party software products used by Hexagon in order for Customer to receive other components licensed by
Hexagon and used by the Customer to use the Software Product.

“Time and Materials Project Assignment” means Hexagon will perform the Services set forth in an Order on
an hourly basis until the project is either completed or the authorized hours are exhausted, whichever comes
first.

“Update” means any Upgrade, modified version, fix, patch and/or update of the Software Product. Updates
not meeting the definition of Upgrades are subject fo all of the terms and conditions of the EULA provided with
User's then current version of the Software Product.

“Upgrade” means each new release of the Software Product. Upgrades require a full instaliation and may be
provided with a separate EULA, provided that User expressly consents to the terms of the hew EULA.

“User” means Customer or an individual employed by Customer and authorized by Hexagon to use a
particular Software Product or Third Party Software Product on behalf of the Customer. A User may also
include Customer’s contractor who requires temporary use in order to provide services on Customer’s behalf.
A person can only be authorized and a User if the person is an employee or designee of Customer and
Customer has purchased the requisite number of licenses to provide Credentials for that User.

“Use Terms” means the Hexagon Product Usage Policy and Product Specific Terms that are at Exhibit J to
these Master Terms.

(including an incremental release for IfCAD 9.4) on the third anniversary of the Customer’s first operation of
that version in a live production environment.

“Version Limitation II” is a status reached by a Software Product version (including an incremental release
for IfCAD 9.4) on the fourth anniversary of the Customer’s first operation of that version in a live production
environment, or upon the Customer’s failure to commence live operation prior to the availability of two newer
versions of the Software Product.

“Version Limitations”” means, separately and collectively, limitations on Services to be provided hereunder
based upon a Covered Product reaching Version Limitation | and/or Version Limitation II.

“Virus” means any thing or device (including any software, code, file or program) which may: (i) prevent, impair
or otherwise adversely affect the operation of any computer software, hardware or network, any
telecommunications service, equipment or network or any other service or device; (i) prevent, impair or
otherwise adversely affect access to or the operation of any program or data, including the reliability of any
program or data (whether by rearranging, altering or erasing the program or data in whole or part or otherwise};
or (iii) adversely affect the user experience or security, including worms, Trojan horses, viruses and other similar
things or devices.

“Work” means, as applicable, the performance or providing of Services or Maintenance Services.

END OF EXHIBIT F
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate security is
provided for criminal justice systems while (1) under the control or management of a private
entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity (contractor).
Adequate security is defined in Office of Management and Budget Circular A-130 as “security
commensurate with the risk and magnitude of harm resulting from the loss, misuse, or
unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a security
program consistent with federal and state laws, regulations, and standards (including the CJIS
Security Policy in effect when the contract is executed), as well as with policies and standards
established by the Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the installation
and maintenance of adequate internal controls within the contractual relationship so that the
security and integrity of the FBI's information resources are not compromised. The security
program shall include consideration of personnel security, site security, system security, and data
security, and technical security.

The provisions of this Security Addendum apply to all personnel. systems. networks and support
facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is

N-2
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executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00 Security Violations.

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02 Security violations can justify termination of the appended agreement.
4.03 Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The FBI will
provide the CSO with timely written notice of the suspension. Access and services will be
reinstated only after satisfactory assurances have been provided to the FBI by the CGA and
Contractor. Upon termination, the Contractor's records containing CHRI must be deleted or
returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after termination
of the Security Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI.

6.02 The following documents are incorporated by reference and made part of this agreement:
(1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS Security Policy;
and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also subject to applicable
federal and state laws and regulations.

6.03 The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified by the
parties to the appended Agreement without the consent of the FBI.

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306

N-3
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Purpose

11

Scope
2

22

The purpose of this document, in conjunction with other referenced security
policies, regulations and documentation, is to provide security, confidentiality,
integrity and accountability within the City of San Diego.

The City of San Diego Information Security Policy document encompasses all data,
devices and information systems that exist in or interact with any environment or
resources owned, operated or utilized by the City of San Diego.

City employees, third-party contractors or other entities utilizing internal City
resources or services, hereby referred to as “users”, shall read, understand and
carry out the policies outlined in this document.

Responsibilities

3.1.

B2

34.

()
1

37.

3.8.

3.10.

3.11.

The City of San Diego Cyber Security Team shall review and update this document
on at least an annual basis.

The City of San Diego Cyber Security Team reserves the right to change, modify or
otherwise adjust this document at any time to satisfy modern technologies,
manage new threats, adhere to industry regulations or better comply with best
practices.

The City of San Diego Cyber Security Team reserves the right to shut down,
remove or disable systems, services, applications, accounts or devices that pose a
security risk to the City of San Diego, its employees, its partners or its residents.
The City of San Diego Cyber Security Team reserves the right to monitor all
systems, services, applications, accounts, data and devices used for City business,
or connected to City systems, services, applications, accounts, data or devices.
The City of San Diego Cyber Security Team reserves the right to obtain and retain
root access to any City system at any time in the interest of auditing, incident
response or secure implementation.

Modifications or additions to City information systems that affect security
controls must be explicitly approved by the City of San Diego Cyber Security Team
prior to being implemented.

New or modified information technology contracts between the City and third
parties must be explicitly reviewed and approved by the City of San Diego Cyber
Security Team.

Third party contracts pertaining to information technology software and/or
services are expected to contain adequate security controls, service definitions and
service delivery levels.

Department Directors, Information Systems Analysts and Information Security
Liaisons are responsible for assisting the City of San Diego Cyber Security Team in
carrying out the policies outlined in this document.

Supervisors are responsible for notifying their department’s Information Systems
Analysts of staff changes such as new hires, transfers or departures within one
day of awareness.

Information Systems Analysts are responsible for notifying the Department of
Information Technology of staff changes within one day ofawareness.

Page 6 of 20 Date:1/21/2020
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3.12.  Department Policies, performance plans, and work standards as applicable, must
include requirements for compliance with information security policies and
standards.

3.13.  Questions regarding terms, policies or details of this document may be directed to
the City of San Diego Cyber Security Team.

4, Document and Policy Approval Process

4.1. The following steps outline the general process to be taken by the City of San Diego
Cyber Security Team when updating this document:
411. New or changing technologies, threats, industry regulations or best practices
are identified.
412, Research is conducted to target effective response strategies.
413. New policy, process or is decided upon and written into this document.
414,  Deputy CISO reviews and approves new policy.
415, CISO reviews and approves new policy.
416. CIlO reviews and approves new policy.
4.17. Policy update iscommunicated to relevantstakeholders.
418. Updated document is uploaded to [T Cyber Security Site.

5. Security Exceptions

5.1. Exceptions to Security Policies
51.1. Departments must employ all security controls as outlined in this document
unless specific, documented exceptions are explicitly granted by the City of San
Diego Cyber Security Team.
512. Policy violations that haven’t been formally documented as an exception will be
treated as security incidents.

6. Users Acceptable Use

6.1. General Use and Ownership

6.1.1. City of San Diego business data stored on devices whether owned or leased by
the City of San Diego, an employee or a third party, remains the sole property
of the City of San Diego.

6.1.2. Users are responsible for reporting potential security incidents per Incident
Response and Management - User Responsibilities.

6.1.3. Users may access, use or share City of San Diego sensitive information only to
the extent it is authorized by Federal, State and Local laws and regulations, City
policy and only as necessary to fulfill assigned job duties.

6.14. Users that are not City employees must sign an NDA and be sponsored by a
Deputy Director (or above) with the City prior to use of City systems.

6.1.5. Users are responsible for exercising good judgment regarding the
reasonableness of personal use outside of the unacceptable use statement.

6.1.6. Users are responsible for securing their devices when not in use.

6.1.7. Workstations are to be locked behind a password when not in use.

6.1.8. Service Owners are responsible for the security of their systems unless
otherwise designated in the Service Design Package.

6.1.9. The City of San Diego Cyber Security Team reserves the right to audit or
perform penetration testing on networks and systems at any time.

Rew: 3.1.0 Page 7 of 20 Date:1/21/2020
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6.1.11.
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Information Technology systems must be reviewed and approved by the City of
San Diego Cyber Security Team prior to development, implementation or use,
Service delivery reports and other records from third party providers
outsourced IT services must be reviewed by the City of San Diego Cyber Security
Team at least annually to ensure compliance with contract requirements
related to information security.

6.2. Unacceptable Use

6.2.1.

Users may not use City information technology resources for non-job-related
functions.

Mechanisms that circumvent the authorized access control mechanisms found
in operating systems, access control packages, or network devices are not
permitted and shall not be used.

The City of San Diego Cyber Security Team may not conduct cyber
investigations unrelated to potential security incidents without the express
knowledge and approval of the Human Resources Department.

7. Hardware Inventory and Control

7.1. City-Owned Devices

711

An inventory of City-owned hardware must be maintained and updated
regularly by the Department of Information Technology.

7.1.1.1. Departments must maintain the accuracy and currency of all hardware

T

assets within their business control.
Non-information/data assets within the city’s information systems
environment (computer equipment, peripheral devices, etc.) shall be owned by
the Department of Information Technology.

7.2. Personal Devices

721
722,
723

Individuals must not use their personally owned systems in any City facility.
Personal devices are not permitted to be attached to any City network.
Personal devices accessing non-network City resources must be in compliance
with all standards outlined in this document.

8. Software Inventory and Control

8.1. Gold Images and Templates

8.1.1.

8.1.2.

8.1.3.

8.1.4.

Cold images and templates are defined as master images or base images used
for initial system installation or for system re-installations. The use of golden
images can save time and ensure security and consistency by eliminating the
need for repetitive configuration changes and performance tweaks. Gold
Images must be reviewed and updated on at least a quarterly basis.

Gold images and templates must be scanned, reviewed and approved by the
City of San Diego Cyber Security Team prior to production deployment.

Gold images and templates mustinclude endpoint protection, detection and
response agents.

Gold images and templates are required to be used.

8.2. Citywide Applications

8.21

Citywideapplications mustretain fulland proper documentation regarding
policies, procedures and security points of contact.

8.21.1. This documentation must be reviewed and updated at least annually by the

Rewv: 3.1.0
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8.3. Departmentwide Applications
83.1. Departmentwide applications must be supported by a designated service owner
and security contact within their department.
832 Departmentwideapplications must retain fulland proper documentation
regarding policies, procedures and security points of contact.
8.3.21. This documentation must be reviewed and updated at least annually by the
document owner or department.
84. Unsupported Applications
84.1. Applications not supported by the Department of Information Technology or
the department of the user, must be explicitly approved for use by the City of
San Diego Cyber Security Team.
§4.1.1. Unsupported applications discovered are subject to immediateremoval.
8.5. Vendor-supported Applications
85.1. Applications supported by third parties and associated vendor third party must
be explicitly approved by the City of San Diego Cyber Security Team.

9. Physical Security

9.1. Physical Data Protection

9.1.1. Physical copies of Protected data must not be visible in plain sight.

9.1.2. Removeable media such as diskettes, zip drives, tapes, CDs, DVDs, USB or

memory cards containing Protected data must be secured at all times.

913. Workstations must be locked when not in use.

9.2. Physical Access

921.  Systems with access to City networks must be physically secured via room
locks, facility controls or being physically controlled by the user of the
system(s) at all times.

9.22.  Facilities housing Protected data must have physical barriers such as walls or
fences controlled with entry gates, access card entry doors, cipher logs,
security guards or manned reception desks.

923. Rooms housing Protected data must be restricted to authorized personsonly.

924, Access to areas housing Protected data must be traceable.

9.25. Smoke/fire alarm and suppression systems are required for all data centers,
server rooms and telecommunication closets.

926. Environmental controls such as temperature, humidity, and ventilation
control measures must be in place for all data centers and server rooms.

927.  Physical and electronic keys (such as RSA or YubiKey) must be tracked and
issued to authorized users and not be shared with other users.

10. Vulnerability Management

10.1. Patch Management
10.1.1.  Systems must be patched on at least a monthly basis.
10.2. Vulnerability Scanning
1021,  Workstation scans must be performed on at least an annual basis.
10.2.2.  Server scans must be performed on at least a monthly basis.
10.23.  New or modified servers must be scanned, and security vulnerabilities
remediated before being connected to the network.
1024, Vulnerabilities discovered on existing systems must be remediated within at
least 30 days of discovery.
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1025. Discovered vulnerabilities shall be assigned a risk ranking such as High,

Medium, and Low.
10.25.1.  High rated vulnerabilities must be patched/remediated within 24 hours.

10.26.  All Application, Service and Systems must be scanned, and security
vulnerability remediated prior to product deployment and/or external
exposure.

103. Vulnerability Assessment

103.1.  Vulnerability assessments must be performed on at least an annual basis.

1032 Vulnerability assessments on production systems must include a
communication plan with said system owners.

1033.  Vulnerability assessments may only be managed by the City of San Diego
Cyber Security Team.

1034. The City of San Diego Cyber Security Team reserves the right to perform
vulnerability assessments at any time without notice to end users.

11. Configuration Management

11.1. Governance
11.1.1.  New or significant changes to systems must go through the Department of
Information Technology governance process and be approved by the City of
San Diego Cyber Security Team.
11.1.1.1. This includes the following;:
11.1.1.2. New service or product including new module implementation.
11.1.1.3. New system feature implementation.
11.1.1.4. Application upgrades greater than n-1.
1112, Changes that may impact security of City systems need to be approved by the
City of San Diego Cyber Security Team prior to being made.
11.2. Change Management
11.21.  Changes to enterprise-wide systems must go through the City’s Change
Management process.
1122, Changes that result in significant security risks, as designated by the City of San
Diego Cyber Security Team, must be rolled back immediately or otherwise

mitigated.

11.23. Changes intended to remediate significant security risks, as designated by the
City of San Diego Cyber Security Team, must be made “Urgent” or
“Emergency” changes.

11.3. Configuration Modifications

11.31.  Configuration modifications that do notqualify for change management must
be documented and include communications to stakeholders.

1132, Configuration modifications that result in significant security risk, as
designated by the City of San Diego Cyber Security Team, must be rolled back
immediately.

12. Log Management and Monitoring

12.1. Security Information and Event Management
1211. Systems storing or transferring Protected data must have logs that permit
traceability.
121.1.1.  Said logs must have a retention policy of at least 90 days.
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121.2.  Security, audit, and activity logs must be sent to the City’s Security

Information Event Management (SIEM) tool.

13. Malware Defenses

13.1. Endpoint Protection
13.1.1.  City-owned workstations, mobile devices and servers must have City-standard
Anti-Virus and Endpoint Detection and Response agents installed and running.
131.11.  City-standard Anti—Virus and Endpoint Detection and Response agents
are determined by the City of San Diego Cyber Security Team.
131.2.  If a device does not have endpoint protection such as Anti-virus or Advance
Endpoint protection it may be removed from the City's Network.

14. Network Management

14.1. External Connections to City Network
1411, External connections and any modifications to the City’s network must be
explicitly approved by the City of San Diego Cyber Security Team prior to being
activated.
142. Remote Access
1421. Remote access to the City’s network must be explicitly approved by the City of
San Diego Cyber Security Team prior to use.
14211.  Client VPN connections are required for remote access.
14212 VPN for non-City employees requires City sponsorship froman
appointing authority or higher.
14213, Site-to-site VPN connections with the City’s network are not permitted.
1422,  Remote access authentication and access logs must be monitored.
1423.  Individual remote access sessions must not exceed 24 hours.
1424.  User are not permitted to access the City’s network, systems or service from
outside of the USA without formal approval from the City of San Diego Cyber
Security Team.
14.25.  The City of San Diego Cyber Security Team reserves the right to revoke remote
access at any time.
143. Domain Name System
143.1. Changes to the City's external DNS records must be approved by the City of San
Diego Cyber Security Team.
1432, New internal or external DNS zones must be approved by the City of San Diego
Cyber Security Team.
1433. DNS records inoperative for 30 or more days must be removed promptly.
14.4. Network Equipment
1441. Network equipment on the City’s network must be approved by the City of San
Diego Cyber Security Team and installed and configured by the City of San
Diego Network Team.
1442, Different parts of the City defined by unique functions and/or data must be
logically segmented.
145. DMZ
145.1.  Any new systems or services as well as all changes to the City’s DMZ
environment must be explicitly approved by the City of San Diego Cyber
Security Team, in advance of being implemented.
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1452, External services connecting internal web services, APls, and web applications
shall use reverse proxies.
1453. Reverse Proxy Standards
1453.1. Must use modern encryption methodologies (such as TLS 1.2)
14532,  All URLs shall be case-insensitive, this shall not be achieved via redirect.
14533, All subdomains must have a separate SSL. certificates for that subdomain,
and must not use the wildcard sandiego.gov certificate (IE *.sandiego.gov
not allowed, {subdomain}.sandiego.gov)
145334 Proxies shall be Linux and Apache based
535. Remote Administrators and user connections to proxy via SSH or other
remote access protocol shall not be accessible from outside of SANNET.
145.36. Only port 443 with HTTPS shall be allowed to connect to a proxy from
outside of SANNET.
14.6. Firewall Rules
14.6.1. Firewall rule changes must be explicitly approved by the City of San Diego
Cyber Security Team prior to implementation.

15. Media Disposal

15.1. Document Shredding
15.1.1. The disposal of all business-related paper documents which contain Protected
data must involve cross-cut or ‘confetti” shredding.
15.2. Computer Destruction

15.2.1. Computers or external storage devices no longer needed must have their
storage drives erased or overwritten. Using secure data destruction
technologies (either physical or via software “wiping”).

16. Data Protection

16.1. Data Classification
16.1.1. Confidential - The loss of confidentiality, integrity, or availability could be

expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, or individuals. A severe or catastrophic
adverse effect means that, for example, the loss of confidentiality, integrity, or
availability might cause a severe degradation in or loss of mission capability to
an extent and duration that the organization is not able to perform one or more
of its primary functions, result in major damage to organizational assets, result
in major financial loss, or result in severe or catastrophic harm to individuals
involving loss of life or serious life-threatening injuries. Examples include but
are not limited to:

16.1.1.1.  Health Insurance Portability and Accountability Act (HIPAA) data

16.1.1.2.  Protected Health Information (PHI)

16.1.13. California Law Enforcement Telecommunication System(CLETS)

16.1.14.  Attorney-client data

16.1.15. Payment Card Industry (PCI)

16.1.1.6. Personally Identifiable Information (PII)

16.1.1.7. City IT system data

16.1.18. Per California Assembly Bill No. 375, now know as the California

Consumer Privacy Act, vendors must be pursuing compliance or be
compliant with this bill.
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16.1.2.  Private - The loss of confidentiality, integrity, or availability could be expected
to have a serious adverse effect on organizational operations, organizational
assets, or individuals. A serious adverse effect means that, for example, the
loss of confidentiality, integrity, or availability might cause a significant
degradation in mission capability to an extent and duration that the
organization is able to perform its primary functions, but the effectiveness
of the functions is significantly reduced, result in significant damage to
organizational assets, result in significant financial loss, or result in
significant harm to individuals that does not involve loss of life or serious life-
threatening injuries. Examples include but are not limited to:

16.1.21. Financial Reports
16.1.22.  Audit Reports
16.1.23. Configuration files

16.1.3.  Sensitive (FOUO) - The loss of confidentiality, integrity, or availability could
be expected to have a limited adverse effect on organizational operations,
organizational assets, or individuals. A limited adverse effect means that, for
example, the loss of confidentiality, integrity, or availability might cause a
degradation in mission capability to an extent and duration that the
organization is able to perform its primary functions, but the effectiveness of
the functions is noticeably reduced, result in minor damage to organizational
assets, result in minor financial loss, or result in minor harm to individuals.
Examples include but are not limited to:

16.1.3.1. Sensitive Emails
16.1.3.2.  Draft Documents
16.1.33. Contract Evaluations

16.14.  Protected - Sensitive, Private or Confidential data as defined above.

16.15.  Public - The loss of confidentiality, integrity, or availability could be expected
to have a minimal effect on organizational operations, organizational assets,
or individuals only to the degree that data might have been exposed in a
manner not initially intended. This includes the following:

16.1.5.1. Data that has been explicitly approved for public release by an appropriate
authority
16.2. Data Storage and Transfer

16.21. Data classified as Protected must be clearly marked as such.

1622,  Different types and classifications of data must be logically segregated.

16.23. Data must be automatically backed up on a continual basis.

16.23.1. Backups must be tested on at least a biannual basis.

1624, Data stored or transmitted by the City of San Diego or on the behalf of the City
must be encrypted at rest and in transit.

1624.1. Data must be encrypted utilizing an approved cypher at 256 bits or higher.

16.25.  The location of any data at rest must be shared with the City of San Diego
Cyber Security Team.

1626. Data leaving the City of San Diego’s intranet must be approved by the City of
San Diego Cyber Security Team prior to being shared or exposed.

1627.  All applications, systems, and services with the capability to share with 3rd
parties must be reviewed and approved by the City of San Diego Cyber Security
Team.
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1628.  All new or modified data storage must be configured to allow the City’s data
classification and auditing tools.
16.28.1. A ticket must be submitted for the security team to configure the
storage so that the necessary tools are compatible.
16.28.2. Until approval from the City of San Diego Cyber Security Team, the
storage cannot be used in a production environment.
16.3. Data Access
163.1.  Access to data must be limited to those who have job requirements facilitating
the need to view it.
163.2.  Access to data classified as Protected must have access logging.
1633. Changes to data access in which the data is classified as Protected must have
audit logs.
1634. Sensitive data is not to leave the City environment without prior written
approval by the City of San Diego Cyber Security Team.

17. Identity Access Management

17.1. Principle of Least Privilege

1711, Users must be assigned ‘Least Privilege access’ to all data storage,
applications, systems and systems access as required by their assigned work
responsibilities.

17.12.  Individuals responsible for performing system or user accountadministration
functions shall not have the authority to approve system or user account
changes.

17.13.  Access to systems containing Protected data must be audited on at least an
annual basis.

17.2. User Accounts and Access
17.21.  Users must have a unique 1D for authentication.
17.22.  User account passwords must meet the following complexity requirements:
17.221.  Passwords must be at least 12 characters
17222, Passwords must contain characters from at least 3 of the following
categories:
17.2221. Upper-case alpha letters (A-Z)
17.2.2.2.2. Lower-case alpha letters (a-z)
17.2.2.2.3. Base-10 (Arabic) numerals (0-9)
17.2.2.2.4. The following symbols: ~,!,@,#,5,%,”,&,*,(,),~, _
17.223.  Users cannot repeat their last 24 passwords
17224, Passwords cannot contain 3 or more of the same characters in a single
sequence.

17.23.  User account passwords must expire every 90 days.

1724, Non-City employee user accounts and access must be approved by the City of
San Diego Cyber Security Team.

1725, User account access must be revoked immediately when a user no longer
requires said access.

17.26.  Account and access provisioning and deprovisioning procedures for City
systems must be documented.

1727, San Diego Cyber Security Team requires access to any City system upon
request.

17.3. Applications and Services
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173.1.  Authentication credentials must be encrypted in transit using modern
encryption methodologies.

1732.  Audit logs must be maintained and made available to the City of San Diego
Cyber Security Team.

17.33.  Administrative logins and actions must be monitored, log and sent the City’s
SIEM.

1734, Access must be regularly audited on at least an annual basis by the application
owner.

1735, User Access to applications shall follow the model of least privilegedaccess

17351,  Users shall not have access that is higher than theirresponsibilities
require.

17352, Users shall not have access to data not required by workresponsibilities.

17353, When users change job roles, function or responsibilities their user
access must be reviewed and changed to their new responsibilities,

17.3.54.  Departments are responsible for notifying the City of San Diego Cyber

Security Team and other stakeholders of changes to users’
responsibilities, roles or functions within 24 hours.
1736. Applications or Services are not permitted to connect directly to the Active
Directory LDAP from outside of City’s Internal Network.
1737.  Simple authentication shall not be used with City applications orServices.
17.3.8. Web applications and Services must be authenticated to through the City’s
Single Sign-on solution with Security Assertion Markup Language version 2.0
(SAML 2.0) or higher,
1739. Services or Applications thatare available outside of the City Internal Network
that contain Protected data must have at least 2-factor authentication setup.
17.310. Applications or Services that have Administrative activities thatare accessible
from outside of the City’s internal network must require admin users use 2-
factor authentication.

18. Service Accounts

18.1. Service accounts must have a documented owner and description.

18.1.1. The owner will be responsible for managing the account and will serve as the
primary point of contact for the account.
18.1.2. The description should entail what the account will be used for.
18.2. Service accounts may only have a single application or service use.

18.3. Service accounts must not have the ability to perform interactive logins.
183.1. Service accounts must not have normal user login abilities enabled.

184. Service account passwords must expire every 180 days.

18.5. Service accounts cannot have domain administrator permissions.

18.6. Service accounts must only be shared with users who are responsible for the

account.
18.7. Service accounts must be audited on at least an annual basis.

19. Key Management

19.1. Cryptographic keys (hereby referred to as “key” or “keys”) and key access must be
audited on at least an annual basis.

19.2. City access keys must be centrally managed and maintained by the City of San Diego
Cyber Security Team.
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19.3. Key access must be logged and monitored.

19.4. Keys must have an expiration date that is no greater than 2 years from the creation
date.

20. Security Awareness and Training

20.1. Cyber Security Training
20.1.1.  Cryptographic keys and key access must be audited on at least an annual basis.
20.1.2.  City access keys must be centrally managed and maintained by the City of San
Diego Cyber Security Team.

21. Application Software Security

21.1. Software Development Lifecycle

21.1.1.  Production systems must have at least one mirrored non-production system:.
21.1.2. Non-production and production environments must be logically separated.
21.1.3. Only system administrators may move software from non-production to
production.
21.2. Software Updates
21.21. Software must be no more than 1 version behind the current security patch
level.
21.22. Software patches labeled critical by the software vendor must be applied within
24 hours of release.
21.23. Applications must be built on a supported platform that receives regular
security updates.
21.24. Softwaremustbedeveloped withmodules, packages, APls, SDKs,and/or
libraries that receive regular security updates.
Software modules, packages, APls, SDKs,and /orlibraries mustbe updated
within 30 days of a security update release.
21.26. Software must be able to run on no more than 1 major version behind the
latest host operating system release version, web browser, firmware or
workstation operating System.

22. Cloud Providers and Services

19
—_
o
o

22.1. Cloud Service Solutions

22.1.1. Cloud tenants must be securely architected using industry standards.

22.1.2.Cloud solutions must rest on the City’s standard tenant.

22.1.3. Infrastructure as a Service (laaS), Platform as a Service (PaaS) and Software as
a Service (SaaS) solutions must be proposed to and approved by the City of San
Diego Cyber Security Team during planning and prior to being implemented.

22.13.1. Proposals must include documentation which shall be created and
maintained by the proposing entity. At minimum, documentation should

include the following information:
221311, Network Diagrams
221312 Access Lists
2213.13. Firewall Rules
22.1.3.14. IAM Information
22.1.3.1.5. Data Classification Usage
22.1.3.1.6. Overall Security Plan
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22132, Modifications to documentation presented at time of proposal must be
recorded and approved by the City of San Diego Cyber Security Team
during planning and prior to being implemented.

22.14. The City of San Diego Cyber Security Team shall receive and retain root
administrative access to any cloud hosting services.

221.5. The City of San Diego Cyber Security Team shall receive and retain full read
access to real-time logs of any PaaS or SaaS systems.

23. Incident Response and Management

23.1. Reporting Policies

23.1.1.  User reports must be discrete and will be classified as Confidential data.

2312,  Users must comply and cooperate with the City of San Diego Cyber Security
Team during an incident relevant to their system(s).

2313.  Any attempt to interfere with, prevent, obstruct or dissuade an employee or
other user in their efforts to report potential security-related concerns is
strictly prohibited.

2314, Any attempt to destroy incident related materials is strictly prohibited.

23.2. User Responsibilities

2321. Supervisors must report subordinates believed to be potential security risks to
their Information Security Liaison and the City of San Diego Cyber Security
Team in a timely manner.

232.2.  Users must report theft, loss or unauthorized disclosure of City of San Diego
Protected data to their Information Security Liaison and the City of San Diego
Cyber Security Team in a timely manner.

23.23. Users must report unauthorized access to physical areas housing Protected
data to their Information Security Liaison and the City of San Diego Cyber
Security Team in a timely manner.

2324, Users must reportidentified system flaws, misconfigurations or vulnerabilities
to their Information Security Liaison and the City of San Diego Cyber Security
Team immediately.

2325, Users must report anomalous or suspicious activities to their Information
Security Liaison and the City of San Diego Cyber Security Team immediately.

23.26. Users must report lost or stolen devices to their Information Security Liaison
and the City of San Diego Cyber Security Team immediately.

23.27. Users must send suspicious emails as an attachment to anti-
spam@sandiego.gov.

23.28. Users found to be involved in or associated with incidents must retake the
Cyber Security Training.

23.3. Incident Management
233.1. Incidentinformation is classified as Confidential data and must be handled and
protected as such.
233.1.1. Incident information is distributed at the sole discretion of the City of San
Diego Cyber Security Team.
2332, Incident priority levels are determined and modified at the sole discretion of
the City of San Diego Cyber Security Team.
2333. Incident managementstandard operating procedures must be reviewed on at
least an annual basis.
234. Incident Response Plan
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2341.  The Incident Response Plan shall be maintained by the City of San Diego Cyber
Security Team.
2342, The Incident Response Plan shall be reviewed on at least an annual basis.
2343.  The Incident Response Plan shall be tested as follows:
23431,  Incident Response Team will engage in a tabletop exercise that would
simulate the appropriate response to a theoretical Cyber Security
Incident on at least an annual basis.
23432 Designated staff will participate in any testing of the Incident Response
Plan at the discretion of the City of San Diego Cyber Security Team.
2344, Further detail can be found in the Incident Response Plan document.

24. Compliance

24.1. Legal Regquirements

24.1.1.  The City shall conduct or cause to be conducted, at least annually, a formal
compliance audit of the information security controls for those information
and communications systems which are governed by state or federal laws or
regulations.

2412, City records and other information assets shall be protected from loss,
destruction, tampering or falsification by following the City Clerk’s policies
and procedures, and applicable statutes, by implementing information
security controls and measures commensurate with the security classification
of such information.

2413. By using City information systems, Individuals acknowledge that any
information they store on City systems will be released to law enforcement
when appropriate or when subpoenaed.

24.2. Compliance Policies

2421, Policies relevant to specific compliance regulations shall be created and
maintained in separate documents by the City of San Diego Cyber Security
Team.

25. References

25.1. External Resources
25.1.1. https://www.cisecurity.org/controls/
251.2. https://www.sans.org/security—resources/policies
25.2. Internal Resources
2521. https://citynet.sandiego.gov/it/services/it—security
2522, https://www.sandiego.gov/humanresources/resources/ ar
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Appendix A — Security Objectives

Objective
~ Confidentiality

' Intégrit)}'

' Availability

f
\
|

Definition
Preserving authorized restrictions on

% Information
DJ Technology

Effect
- The unauthorized

| information access and disclosure, including  disclosure of information.

' means for protecting personal privacy and

| proprietary information.

Guardingagainstimproperinformation
modification or destruction, and
includes ensuring information
nonrepudiation and authenticity.
Ensuring timely and reliable access to and
use

of information.
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|
The unauthorized
modification or
destruction of information.

- The disruption of access to
' or use of information or an
| information system.
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Appendix B - Contacts

Cyber Security Team

- Chief Information ' Darren Bennett | dbennett@sandiego.gov | (619) 533-4840
Security Officer | st imisio: Vet i e o g
Deputy CISO Jim Luther jfluther@sandiego.gov (619) 533-3419
Cyber Security ' Kyle Smith | smithk@sandiego.gov | (619) 533-3413
Architect i S == e SR Sl i e ket RSl
Senior Cyber Security = Ryan Ermert rermert@sandiego.gov (619) 533-3418

LERRIDEEr e _ | —
Cyber Security - Jonathan Mui | jmui@sandiego.gov | (619) 533-3020

 Engineer . imi e el el i s

' Cyber Security Rebecca Trott rtrott@sandiego.gov (619) 236-7212

| Coluptiusee | | | —

' Cyber Operations | John Bortscheller | jnbort@sandiego.gov | (619) 533-4807

| Manager | | | Si |
User Account Kamal Scott kscott@sandiego.gov (619) 533-4886
AdminiStrator ! " — N — | g S e S e ——- . " ——

| Information Systems  Matthew Alger ' malger@sandiego.gov | (619) 533-3489

| Analyst | 1
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EXHIBIT J
PRODUCT USAGE TERMS

These Use Terms, including Product-Specific Terms included in this document, apply to Software
Product(s) licensed to User by Hexagon pursuant fo the EULA, including any version of EULA that
is part of any other agreement between User and Hexagon that references the Use Terms. Some
Product-Specific Terms for Software Products sublicensed to User by Hexagon do not modify the
EULA, but instead supersede the EULA and are identified as such. Separately, other product terms
included herein are for software products sold by Hexagon, but not licensed to user by Hexagon.

1.0 PRODUCT USAGE POLICY

11 DEFINITIONS. As used in the Use Terms, the following terms are defined as follows, and
other capitalized terms set forth in the EULA shall have the meaning ascribed io them in the EULA:

111, “Auxiliary System License” means a license(s) of Software Product made
available by Hexagon for select Software Products to augment Production System Licenses. Each Auxiliary
System License requires a corresponding Production System License and the term of the Auxiliary System
License shall not exceed the term ¢f the applicable Production System License.

1.1.2. “Client” means computing devices connected to a Server

1.1.3. “Core” means a physical processor on a computer server that can respond to and
execute the basic instructions that drive the computer. A Central Processing Unit {CPU} may have one or
more Cores, and a given server may have multiple CPU sockets that may each contain multiple Cores.

1.1.4. “Production System License” means the license(s) of Software Product provided
to User for general preduction use.

1.1.5. “Product-Specific Terms" modify or supersede the EULA, and (i) in the event of
a conflict between the EULA and Product-Specific Terms, Product-Specific Terms shall govern for the
applicable Software Product. Inthe event of a conflict of terms between the EULA, any prior Product-Specific
Terms (including any product-specific terms delivered in the form of an addendum to the EULA), and these
Product-Specific Terms, these Product-Specific Terms shall take precedence over the EULA and any prior
Product-Specific Terms regarding the subject Software Product.

1.1.6. ‘Server-based Software Product’ means server-based software that is accessed
by one or.more Clients.

1.4.7. “XNL Files” means the XML {Extensible Markup Language) files generated by the
Software Product, where applicable.

1.1.8. “XSL Stylesheets” means the XSL (Extensible Stylesheet Language) presentation
of a class of XML Files which, when included with the Software Product, describe how an instance of the
class is transformed into an XML (Extensible Markup Language) document that uses the formatting
vocabulary.

2.0 LICENSING METRICS. Software Products are licensed as either Production System Licenses or
Auxiliary System Licenses. There are two (2) types of Production System Licenses and six (6) types of
Auxiliary System Licenses as described below. Depending on User’s license, a license may be used in either
Concurrent-Use mode or Node-Locked mode. if an electronic license manager tool is incorporated in the
Software Product, the license type will be verified by the Hexagon license system. If not otherwise indicated,
User's Client license type and mode will be a Concurrent-Use Production System License. Each license of
the Software Product is subject to the EULA, Use Terms, and Order Documents.

2.1 Production System Licenses are identified, and applicable terms described, below:

211 Concurrent-Use mode (CC) a type of Client license that allows for the checking in
and checking out of the total available licenses of the Software Product for Users. At any point, User may
run as many copies of the Software Product as User has Client licenses. If the Software Product is enabled
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to be run in a disconnected mode, as set forth in the Instatiation Guide, a User may check out a license
from the System for disconnected use, thus reducing the total number of licenses available in the license
pool until the license is checked back in to the System. User is responsible for assuring the number of
Users using the Software Product concurrently does not exceed the number of licenses User has
purchased, User consents to the use of a license mechanism, license files, hardware keys, and other
security devices in connection with the Software Product.

21.2  Node-Locked mode (NL) a type of license that allows a single copy of either a
Client or Server-based Software Product Software Product to be stored on a hard disk and loaded for
execution on a single designated workstation, device, or server.

22 Auxiliary System Licenses are identified, and applicable terms described, below:

2.21 Passive Disaster Recovery License (BCK) is licensed solely for temporary
use when manual switchover of the Software Product to the Auxiliary System License is required in the
event of failure of the Production System License. This license may be used in the production system
only during the period of failure of the Production System Licenses.

2.2.2 Development System License {(DEV) is a license of a Server-based Software
Product that is delivered solely in connection with the Production System License of such Software
Product for the purposes of developing and testing User's website built only with the Software Product.
Development System Licenses shall not be used for production purposes (i.e. a fully deployed website).

2.2.3 Active Disaster Recovery License (RDT) is licensed solely for temporary use
when automatic switchover of the Software Product to the Auxiliary System License is required in the
event of failure of the Production System License. This license may be used in the production system
only during the period of failure of the Production System License.

2.24 Test System License (TST) is licensed solely for testing and development
purposes. Test licenses may not be used for training purposes.

2.2.5 Training System License (TRN) is licensed solely for training purposes.

2.286 Load Balancing License (LOB]) is licensed solely to distribute the traffic evenly
among multiple servers.

3.0 RIGHTS AND LIMITATIONS.
3.1 THE FOLLOWING ARE PERMITTED FOR USER’S LICENSE:

311 Unless otherwise stated in the Installation Guide, for Software Products that are
delivered with an Application Programming interface {"API") andfor configuration set-up, User may use
the API(s) to write User's own extensions to the Software Products, and User may use configuration
setup to configure the Software Product, but only to the extent permitted by the API(s) and/or
configuration setup. Insofar as Hexagon does not transfer to User any rights in its Intellectual Property
(as that term is defined in Exhibit E) by allowing User to write User’'s own extensions using the APi(s} or
to configure the software via the configuration set-up, User hereby agrees and acknowledges that
Hexagon retains all rights in its Software Product, API(s), and configuration setup. Hexagon does not
make any representations or warranties with respect to such extensions and/or configurations and to the
maximum extent permitted by applicable law, Hexagon and its suppliers disclaim all warranties, either
express or implied, relating to such extensions and/or configurations, including, but not limited ta, implied
warranties of merchantability, fitness for a particular purpose, high risk use, and non-infringement. User's
use of such extensions andfor configurations is solely at User's own risk, and subject to applicable law,
User hereby agrees to indemnify and hold harmless Hexagon and its suppliers with respect to such
extensions and/or configurations.

3.1.2 For Server-based Software Product(s):

(i} User may run multiple Websites and provide muitiple
Webservices to User’s client users with a single license provided all websites and
webservices reside on the licensed server.

(i} User may load a Server-based Software Product on

Hexagon Master Terms and Conditions
S1092019-MT
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muitiple machines within a cluster that is acting as a single web server, provided User has
obtained the applicable number of licenses or number of Cores from Hexagon, and the total
number of Cores deployed do not exceed the quantity licensed.

(iii) User may not use the Software Product’s java script code for
any purpose other than the application for which it was written.

{iv) Unless otherwise stated in the Installation Guide, for Software
Products which contain XSL Stylesheets for presenting XML Files, User may only use the
XSL Stylesheets and derivative works thereof for the purpose of presenting XML Files and
derivative works thereof (collectively, “XML Products”) for User's enterprise. User may not
distribute the XSL Stylesheets or XML Products on a stand-alone basis. XSL Stylesheets may
not be used in the production of libelous, defamatory, fraudulent, {ewd, cbscene or
pornographic material, or any material that infringes upon any third party intellectual property
rights, or otherwise in any illegal manner. All XSL Stylesheets supplied with the Software
Product are and will remain the property of Hexagon.

3.2 THE FOLLOWING ARE PROHIBITED FOR USER’S 1.ICENSE:
3.21 Fora Soffware Product that is Node-Locked:

User may not allow the Software Product to be used by multiple Users on a single workstation
at the same time; provided, however, if a Node-Locked license with remote access allows
uncounted clients to connect to the application server, that does not count number of
connections.

3.2.2 For Server-hased Software Product:

0] User may not use the Server-based Software Product to
operate software as a service or hosting without the prior written consent of Hexagon.

{in) User may not, and User may not authorize or allow anyone
else to, use the Developer’s License for production purposes {i.e., a fully-deployed website).

4.0 DELETED.

5.0 PRODUCT-SPECIFIC TERMS. Product-Specific Terms are applicable to User if User has
licensed from Hexagon Software Product(s) identified in this section.5.0.

5.1 Product-Specific Terms That Modify the EULA
One or more of the following addenda (evidenced by the following hyperlinks) shall be
applicable to Customer in the event that certain Software Products provided to
Customer also make use of the products identified in such addenda.

[Map Editor for ArcGIS If User has obtained |/Map Editor for ArcGIS, this addendum
(“Addendum”} is applicable to User. With regard only to i/Map Editor for ArcGIS, (i) this
Addendum modifies the End User License Agreement or other applicable software
license agreement ("EULA") between User and Intergraph Corporation doing business
as Hexagon Safety & Infrastructure ("Hexagon”) related to /Map Editor for ArcGIS, and
(i) in the event of a conflict between the EULA and this Addendum, this Addendum shall
govern specifically with regard to |/Map Editor for ArcGIS. The EULA and this
Addendum together constitute the “License” applicable to [/Map Editor for ArcGIS.
Hexagon grants to User a license and permission tc use, copy, and reproduce the Esri
Character Marker Symbol font files taken from a licensed copy of Esri's ArcGIS Desktop
software to use in Hexagon'’s Intergraph [/CAD product suite for User’s own internal use.
For clarification, User may distribute the Character Marker Symbal font files to User’s
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workstations, servers, tablets, and/or mobile devices that contain a copy of the I/Map
Editor for ArcGIS-created .MAP file solely for the purpose of properly rendering the map.
No other use of the Esri Character Marker Symbol fent file is permitted.
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SCHEDULE 1
LIST OF SOFTWARE PRODUCTS AS OF THE EFFECTIVE DATE

Part # Product Description Qty
IPSO001HA I/Executive for High Avaitability 1
[PSCO0THABCK I/Executive for High Availability - Backup License 1
[PSCO0THATRN I/Executive for High Availability - Training License 1
IPSO001HATST I/Executive for High Availability - Test License i
IPS0002 I/Dispatcher CC 71
IPSO002TRN I/Dispatcher CC - Training License 10
IPS0002TST [/Dispatcher CC - Test License 11
IPS0004 Hinformer CC 1
IPS0004BCK I/Informer CC - Backup License 1
IPS0004CAC [/CAD Message Ste for CA State Switch CC 1
IPS0004RDT I/Informer CC - Redundant License 1
IPS0008 I/Push To Talk NL 1
IPS0008BCK I/Push To Talk NL - Backup License 1
1PS0008RDT [/Push To Talk NL - Redundant License 1
IPS0009 I/Mobile Data Terminal NL 2
IPS0009BCK I/Mobile Data Terminal NL - Backup License 2
IPSO009RDT I/Mobile Data Terminal NL - Redundant License 2
[PSO009TRN I/Mobile Data Terminal NL - Training License 1
IPS0009TST I/Mobile Data Terminal NL - Test License 1
1PS0012 I/Page NL 1
IPS0012BCK I/Page NL - Backup License 1
IPS0012RDT {/Page NL - Redundant License 1
[PSO012TRN I/Page NL - Training License 1
IPS0015 I/Tracker - I/CAD NL 2
IPS0015BCK [/Tracker - HCAD NL - Backup License 2
IPS0015RDT [fTracker - /CAD NL - Redundant License 2
IPS0015TRN I/Tracker - I/CAD NL - Training License 1
IPS0015TST l/Tracker - l/CAD NL - Test License 1
IPSO035NC i/Backup - {No Charge) 2
IPS0042| I/NetViewer CC 150
1PS0042IBCK I/NetViewer CC - Backup License 150
IPS0042ITRN I/NetViewer CC - Training License 150
IPSQ042ITST I/NetViewer CC - Test License 150
[PS0051 I/CADLink CC 1
IPS0051BCK I/CADLink CC - Backup License 1
IPS0051RDT I/CADLink CC - Redundant License 1
IPS0061TST I/CADLink CC - Test License 1
IPS0080 Mobile for Public Safety CC 400
IPS0082 Map Administration Utility CC 1
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iPS1163

I/Map Editor CC

1
1PS3042 Xalt Runtime Engine NL 1
[P83042-BCK Xalt Runtime Engine NL - Backup License 1
1PS3042-RDT Xalt Runfime Engine NL - Redundant License 1
IPS3042-TRN Xalt Runtime Engine NL - Training License 1
IPS3042-TST Xalt Runtime Engine NL - Test License 1
GSPX5007 GeoMedia Professional CC 1
IPSCUSTOMO3 informer to CLETS/NCIC 1
IPSCUSTOMO3 Alarm Interface (/ABL-CryWolf) 1
IPSCUSTOMO3 Interface for LOI(Mobile) Requirements 1
IPSCUSTOMO3 Interface for Dashboard Functionality 1
IPSCUSTOMO3BCK  lfInformer to CLETS/NCIC - Backup License 1
IPSCUSTOMO3BCK  Alarm Interface {YABL - CryWolf) - Backup License 1
IPSCUSTOMO3BCK  Interface for LCI (Mobile) Requirements - Backup License 1
IPSCUSTOMO3BCK  Interface for Dashboard Functionality - Backup License 1
IPSCUSTOMO3RDT  Ifinformer to CLETS/NCIC-Reduntant License 1
IPSCUSTOMO3RDT  Alarm interface (I/ABL - CryWolf) - Redundant License 1
IPSCUSTOMO3RDT  Interface for LOI (Mobile} Requirements - Redundant License 1
IPSCUSTOMO3RDOT  Interface for Dashboard Functionality - Redundant License 1
[PSCUSTOMO4 Auto Returns Interface 1
IPSCUSTOMO4 EdgeFrontier Interface for Juvenile/Adult Missing Persons 1
PSA1026 Axon CAD EF Interface 1
EFCUSTOMI186 EdgeFrontier Aero Computers Moving Map Interface 1
*EFCUSTOM16 EdgeFrontier Interface to CRMS 1
EFCUSTOM16 EdgeFrontier Omega Dashboard Interface 1
EFCUSTOM16 EdgeFrontier ARJIS interface 1
EFCUSTOM16 EdgeFrontier GIS Data Layer Interface 1
*EFCUSTOM16 EdgeFrontier for NextGen Incident Command Sys Interface 1
EFCUSTOM16BCK EF Aero Computers Moving Map Interface - Bcokup Lic 1
EFCUSTOM1BBCK  EdgeFrontier Omega Dashboard Interface - Backup License 1
EFCUSTOM16BCK  EdgeFrontier ARJIS Interface - Backup License 1
EFCUSTOM16BCK  EdgeFrontier GIS Data Layer Interface - Backup License 1
EFCUSTOM18BCK  EdgeFrontier Interface for On Body Camera Reqgs -Backup Lic 1

EdgeFrontier for NextGen Incident Command System Interface-Bekup

*EFCUSTOM16BCK Lic 1
EFCUSTCONM16RDT EdgeFrontier Omega Dashboard Interface - Redundant License 1
EFCUSTOM16RDT EdgeFrontier ARJIS Interface - Redundant License 1
EFCUSTOM16RDT EdgeFrontier GIS Data Layer Interface - Redundant Lic 1
EFCUSTOM16RDT EdgeFrontier Interface for On Body Camera Req - Rdnt Lic 1
“EFCUSTOM16RDT EdgeFrontier for NextGen Incident Comm Sys Intrfce - Rdnt Lic 1
EFCUSTOM16RDT EF Aerc Computers Moving Map Interface-Rdndnt Lic 1

Third Party SW
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*x7NQ-00853 Microscft SQL Server 2016 Std Edition Full-Use - 2 Core Pack 1
*1PS21178C Intergraph Business Intelligence Direct - CAD Bundle 10 NUL 1
*1PS21006C Intergraph Business Intelligence Direct - CAD Bundle 10 NUL 1
**PS21006TSTC Intergraph Business Intelligence Direct - CAD Bundle 10 NUL 1
**|PS21048C Intergraph Business Intelligence Direct - CAD Bundle 10 NUL 1
*#+7LQ-00001 Microsoft SQL Server 2012 ENT Edition RUNTIME - 2 core pack 26
HTRQ-00003 Microsoft SGL Server 2012 STD Edition RUNTIME - 2 core pack 1
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SCHEDULE 2
PRICING FOR ORDERS 1 {(MAINTENANCE SERVICES) AND 2 (RSA SERVICES)

The following reflects the pricing for Maintenance Services for the Covered Products listed in Schedule 1
hereto except for those Software Products denoted with “*** for the following periods. The products
denoted with “**" will not be included in this Order for Maintenance Services. The products denoted with
‘e will be included in this Order for Maintenance Services for Year 1 and are then intended to be
upgraded to MS SQL 2019 following Year 1. Pricing for Maintenance Services is subject to change if the
Customer purchases additional Software and desires to include them in the Crder for Maintenance
Services, updates third party software, or otherwise changes the composition of the System.

ORDER 1 MAINTENANCE SERVICES
YEAR 1 (Nov. 1, 2020 — Oct. 31, 2021) $596,578.56
YEAR 2 (Nov. 1, 2021 — Oct. 31, 2022) $672,723.48
YEAR 3 (Nov. 1, 2022 — Oct. 31, 2023) $745,907.76
YEAR 4 (Nov. 1, 2023 — Oct. 31, 2024) $783,204.36
YEAR 5 (Nov. 1, 2024 — Oct. 31, 2025) $822,371.88

The following reflects the pricing for RSA services as described in the SOW for RSA services.

ORDER 2 Resident System Administrator Services
YEAR 1 (Oct 18, 2020- Oct 17, 2021) $286,377
YEAR 2 (Oct 18, 2021- Oct 17, 2022) $294 968
YEAR 3 (Oct 18, 2022- Oct 17, 2023) $303,817
YEAR 4 (Oct 18, 2023- Oct 17, 2024) $312,932
YEAR 5 (Oct 18, 2024~ Oct 17, 2025) $322,320
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City of San Diego
CONTRACTOR STANDARDS
Pledge of Compilance Aftachment il

The City of San Diege has adopled a Contractor Standards Ordinance (CSO) codified in section 22.3004 of the San Diego
Municipal Code (SDMC). The City of San Diego uses the criteria sef forth In the CSO lo determine whether a contractor {bidder or
proposer) has the capacity to fully perform the confract requirements and the business integrity to justify the award of public funds.
This compleled Pledge of Compliance signed under penally of perjury must be submitted with sach bid and proposal, If an informal
goficitation process is used, {he bidder must submiit this completed Pledge of Compliance to the Cily prior fo execution of the contract.
All responses must be typewritten or printed in ink. If an explanation is requested or additional space is required, Confractors must
provide responses on Altachment A {o the Pledge of Compliance and sign each page. Failure to submit a signed and completed
Pladge of Compliance may render a bid or proposal non-responsive. In the case of an informal solicitation or cooperative
procurement, the contract will not be awarded unless & signed and completed Pledge of Compliance is submitted. A submitled
Pledge of Compliance is a public record and information contained within will be available for public review except to the extent
that such information is exempt from disclosure pursuant io applicable law.

By signing and submilting this form, the confractor i certifying, to the best of lheir knowledge, thal the contractor and any of ils
Principals have not within a five (5) year perlod - preceding this offer, been convicted of or had a civil judgement rendered
against them for commission of a fraud or a criminal offense in connection with eblaining, attempling to oblain or performing a public
(Federal, State or focal) contract or subcontract.

"Principal’ means an officer, director, owner, pariner or a person having primary management or supervisory responsibilities within
the firm. The Contractor shail provide immediale writlen notice to the Procurement Contracting Officer handling the soliitation, at any
time prior to award should they leam thal this Representations and Certifications was inaccurate or incomplete.

This form contains 10 pages, additional information may be submitted as part of Affachment A.

A. BID/PROPOSAL/SOLICITATION TITLE:

Computer Aided Dispatch Support

B. BIDDER/PROPOSER INFORMATION:

Intergraph Corporation Hexaaon Safety & Infrastrugy
Legal Name DBA

306 Intergraph Way Madison AL 35758
Slreef Address Gity State Zip

Vicior B, Vaslle, Regional Divisional Counsel {266) 730-1516
Contact Person, Title Phone Fax

Provide the name, identily, and precise nature of tha interest® of all persons who are directly or indireclly involved** in this proposed
transaction (SDMC § 21.0103). Use additional pages if necessary,

* The precise nature of the interast includes:

the percentage ownership interest in a party to the transaction,

» the percentage ownership interest in any firm, corporation, or partnership that will recelve funds from the
{ransaction,

» the value of any financial interest in the transaction,
any contingent Interest in the transaction and the valus of such interast should the conlingency be satisfied, and
any philanthropic, scientific, arlistic, or properly interest in the lransaction.
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* Directly or indirectly invoived means pursuing the transaction by:

communicaling or negoliating with City officers or employees,
submilting or preparing applications, bids, proposals or other documents for purposes of cantracting with the City,
or

» directing or supervising the actions of parsons engaged in the abave aclivity,

Haxagon AB Cotporation
Name - ) Title/Positinn
Stockholm, Sweden
Cily and Btate of Resldance Employer {if diffarent than Bidder/Praposer)

Wholly owns {ntergraph Corparation
Interast In the transaction

Tammy Heaton Yice President
Name Title/Position
High Point, NG
City and State of Residence Ernployer {if different than Bidder/Proposer)

Account Menagement Yice President and supervisor of Danfel Tartkowskl
Interast in the fransaction

Wictor Vaslie Regional Divisional Counss!
Name ) Title/Position
Huntsville, AL .
City and State of Residence Ernployer (if different than Bidder/Proposer)
Counset

interest in the iransaction

Benjamin Emisgt Vice Pregidont and Goneral Manager
Name Title/Position

Columbug, O
Clly and State of Residence Employer (if different than Bidder/Proposer)

Gonaral Manager of U3, Fublic Safely and Suparvisor of Tammy Hazton
Interest in the fransaciion

William Camphell Senior Vice Prasident, Americas
Nams Titla/Position
City and State of Residence Erplayer (1 different than Bidder/Proposer)

SVP of North Amertea and supervisor of Benjamin Erns! and Kristy Humaldeh
Inferestin the transaciion

Steven Cosl Prasident
Namg Title/Position
Hunisville, AL
City and State of Residence Employar (I different than Bidder/Proposer)

Presigant of Intergraph Corporation and supsrvisar of William Campbell
Inferest in the trangaction
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Krigty Humgidah Director

Nams Title/Position
Hurdsvitle, Al
City and State of Residence Employer {if different than Bldder/Proposer)

Bids and Proposals Managsr
Interesl in the transaction

Danisl Tarkowskl Account Manager
Name Title/Position
Huntavilie, AL »
Chy and State of Residence Employer (if different than Blddsr/Praposer)

Account Manager for Szn Disgo
interest in tha transaction

Name Title/Position

City and Slate of Residence Employer {if different than Bidder/Proposer}

interast in the kransaction

G. OWNERSHIP AND NAME CHANGES:

1. In the past five ten ‘Sg‘years, has your firm changed its name?
Yes o

If Yes, use Attachment A fo list all prior legal and DBA names, addresses, and dates each firm name was used. Explain the
specific reasons for sach name change.

2. is your firm a non-profit?
Yes %do

If Yes, attach proof of status fo this submission.

3. Inthe past five (B) years, has a firm owner, partner, or officer operaled a similar business?
(IYes [No

If Yes, use Attachment A {o list names and addresses of all businesses and the person who operated the business.
Include information about a similar business only if an owner, pariner, or ofticer of your firm holds or has held a simitar
positicn In another firm.

0. BUSINESS ORGANIZATION/STRUCTURE:
Indicate the organizational structure of your firm. Fill in only one section on this page. Use Attachment A if more space is
regudred.
Corporation Date Incorporated: 02/02/1969 Stale of incorporation: Deleware

List corporation's current officers:  President:  Sleven Cost
Vice Pres:  Richard Blar Jacks
Secr Gtaryi Tony Zana
Treasurer:

Type of corporation: C[7]  Subchapter S
s the corporation authorized 1o do business in California:[y) Yes ["}No
if Yes, after what dale; 09/24/1984
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Is your firm a publicly traded corporation? [JYes WINo
If Yes, how and where is the stock traded?
If Yes, list the name, title and address of those who own ten percent (10 %) or more of the corporation's stocks:

Da the President, Vice President, Secretary and/or Treasurer of your corporation have a third party interest or other financial
interests in a businsss/enterprise that performs similar work, services ar provides similar goods™ [Yes [¢INo

If Yes, please use Atachment A to disclose.

Please list the following: Authorized Issued Quistanding

a.  Number of voting shares:

b, Number of nonvoting shares:

¢.  Number of shareholders: _

d.  Value per share of common stock: Par $ ,
Book $__
Market §____

Limited Liability Company Date formed: State of formation;

List the name, title and address of members who own ten percent {10%) or more of the company:

[JPartnership Dateformed: ______ Siate of formation:

List names of all firm pariners:

[I8ole Proprietorship Date started:

List all firms you have been an owner, partner or officsr with during the past five (5) years, Do not include ownership of stock in
a publicly traded company:

(1Jolnt Venturs Date formed:
List each firm in the joint venture and its percentage of ownership:

Contractor Standards Form
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Note: To be responsive, each member of a Joint Venture or Parinership must complete a separate Contractor Standards form.
E. FINANCIAL RESOURCES AND RESPONSIBILITY:

1. Is your firm preparing to be sold, In the process of being sold, of in negefiations te be sold?
Yes [¥INo

If Yes, use Attachment A to explain the circumstances, including the buyer's name and principal contact information.

2. Inthe past five (5) years, has your firm baen denied bonding?
[I¥es [INo

If Yos, use Attachment A to explain specific circumstances; include bonding company name,

3. In the past five {5) years, has a bonding company made any payments to safisfy claims made against a bond lssued on your
firm's hehalf or a firm where you were the principal?
[JYes ViNo

If Yes, use Aftachmant A to explain specific circumslances.

4, In the past five (5) years, has any insuranca carrier, for any form of insurance, refused to renew the insurance policy for your
firm? '
[T Yes (ZINo

If Yes, use Attachment A to explain spesific circumstances.

5. Within the last five years, has your firm filed & voluntary petition in bankruptey, been adjudicated bankrupt, or mads a general
assignment for the benafil of creditors?

(Yes [¥INo
If Yes, use Attachment A to explain specific circumstances.

6. Are there any claims, liens or judgemenlts that are oulstanding against your firm?
[1Yes [ZINo

If Yes, please use Attachment A fo provide detailed information on the action,

7. Please provide the name of your principal financial institution for financial reference. By submitting a response to this
Solicitation Contractor authorizes a release of credil information for verification of financial responsiility.

Name of Bank: PNC Bank, NA

Point of Contagt: Lopkbox Group, Product Cllont Strvicag

Addrass: Plitsburgh, PA 18222

Phone Nuinber: {800) 8245001

8. By submitting a response o a Clty solicitation, Coniractor certifies that he or she has sufficient operating capital andfor financial
reservas to properly fund the requirements Identified in the solicitation. At City's request, Contractor will promptly provide to Gity
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a copy of Contractor's most recent balance sheet andfor other necessary financial stalements to substantiate financial ability 1o
perform.

9. Inorder to do business in the City of San Diego, a current Business Tax Certificate is required. Business Tax Cedificates are
issued by the Cily Treasurer's Office. [f you da nof have one at the lime of submission, ong must be obtained prior fo award.

B2012024460 2019

Business Tay Cerlificate No.: Year lssued;

F. PERFORMANCE HISTORY:

1. Inthe past five (5) years, has your firm been found civilly liable, either in a court of law or pursuant to the terms of a settiement
agraement, for defaulting or breaching a contract with a government agency?
[JYes [¥INo

if Yes, use Attachment A to explain specific circumstances.

2. Inlhe past five (5) years, has a public entity terminated your firm's contract for cause prior fo contract completion?
[¢]Yes (o

If Yes, use Attachment A lo explain specific circumstances and provide principal contact information.
3, In the past five (5) years, has your firm entered intt any seltlement agreement for any lawsuit that alleged contract default,

breach of contract, or fraud with or against a public entity?
[(Yes ¥INo

If Yes, use Attachment A to explain specific circumstances.
4, s your firm currently involved In any lawsuit with a government agency in which it Is alleged that your firm has defaulted on &

gontract, breached a contract, or committed fraud?
/1Yes [ No

If Yes, use Attachment A to explain specific circumstances.
5. Inthe past five (5} years, has your firm, or any firm with which any of your fim’s owners, partners, or officers is or was associated,
been debarred, disqualified, removed, or otherwise prevented from bidding on or completing any government or public agency

conteact for any reason?
[Wes i¥INo

[f Yes, use Aftachment A to explain specific ciroumstances.

6. In the past five (5) years, has your firm received a notice to cure or a notice of default on a contract with any public agency?
[71Yes CiNo |
If Yes, use Attachiment A ta explain specific clrcumstances and how the matter resolved.

7. Performance References:

Please provide a minimum of three (3) references familiar with work parformed by your firm which was of a similar size and nature
to the subject solicitation within the last five (5) years,

Please nole thal any references required as part of your bidfproposal submittal are in addition {o those references required as part

of this form.
South Sound 911

Company Name:
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Contaat Name and Phone Number: 1M1 Hannah (2563) 798-6213
contact Emai. HM-NANNah@southsound911.org

address: 249 Tacoma Ave S Tacoma, WA 98402
February 26, 2014

$4,572,386.00

Implementation and support of I/CAD

Contract Date;

Contract Amount:

Requirements of Contract:

Washington D.C Office of Unified Communications
Contact Name and Phone Number: Teddy Kavaleri (202) 714-3701
contact Emat t€0dy.kavaleri@dc.gov .
Address: 27 20 Martin Luther King Jr. Ave, Washington D.C. 20032
(.‘,ontraz:’lDate:‘-’lme 11, 2019
$3,629,836.40
Reguiremants of Contract: SUDPDH‘ for I/CAD
San Jose, CA
Contact Name and Phone Number: Judith Torrico (408) 537”"1 745
contact ema: YUt .torrico@sanjoseca.gov
Adaress: 500 N. San Pedro 8t, San Jose CA 85100
June 28, 2016

Comparny Name:

Confract Amount;

Company Name:

Contract Date:
Contract Amount,__Ho1041:893.32
Requirements of Contract: SUpFBOrt and services for [/CAD

G, COMPLIANCE:

1. In the past flve (5) vears, has your firm or any firm owner, pariner, officer, exacutive, or manager been criminally penalized or
found civilly fiable, either in & courd of law or pursuant lo he terms of a settlemenl agreement, for violating any federal, state, or
local law in performance of a contract, Including but not limited {o, laws regarding health and safely, fabor and employment,
permitling, and licensing laws?

[Yes [7iNo

if Yes, use Atfachment A to explain specific circumstances surrounding sach instance, Include the name of the entity involved,
the specific infraction(s} or viclation(s), dales of inslances, and outcome with current stalus.

2. Inthe pasl five (5) years, has your firm been determined lo be non-responsible by a public entity?
ClYes VINo
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If Yas, use Attachment A 1o explain specific clrcumstances of each instance. Include the name of the entily involved, the
specific infraction, dates, and ouicome.

H. BUSINESS INTEGRITY:

1. In the past five (5) years, has your finn been convicted of or found liable in a civil suit for making a false claim or material
misrepresentation to a private or public entity?
[T¥es [/INo

If Yes, use Attachment A to explain specific circumstances of each instance. Include the entity involved, specific violation(s),
dates, outcome and current status.

2. Inthe past five (5) years, has your firm or any of its executives, management personnel, or owners been convicted of a crime,
including misdemeanors, or been found lfable in a civil suit involving the bidding, awarding, or performancs of a governmeni
confracl?

[IYes [¥INo

If Yes, use Attachmeni A fo explain spacific circumstances of each instance; include the enlily involved, specific infraction(s),
dates, outcome and current status.

3. Inthe past five {5) years, has your firm or any of ifs executives, management personnel, or pwners been convicted of a federal,
state, or local crime of fraud, theft, or any other act of dishonesty?

CYes ¥INo

If Yes, use Altachment A 1o explaln specific circumstances of each instance; include the entity involved, specific infraction(s),
dates, outcome and currant status,

4. Do any of the Principals of your firm have refatives that are sither currently employed by the City or were employed by the
Glly in the past five (5) years?

[Yes ¥iNo
If Yes, please disclose the names of those relatives in Altachment A,

I. BUSINESS REPRESENTATION:

1, Are you a local business with a physical address within the County of San Diego?

[CYes [¢INe

2. Are you a cerlified Small and Local Business Enterprise cerfified by the City of San Diego?
[IYes [ZINo

Certification #

3. Are you cerfified as any of the following:
a. Disabled Veleran Business Enterprise Cartification #
b.  Woman or Minority Owned Business Enterprise  Certification #
¢. Disadvantaged Business Enlerprise Cerlification #

J. WAGE COMPLIANCE:
Int the past five (G)years, has your firm been required to pay back wages or penalfies for fallure to comply with the federal, state or
local prevailing, minlmum, or living wage laws? [ [Yes [VINo ff Yes, use Aftachmenl A to explain the specific
gircumstances of each instance. Include the entity involved, the spacific infraction(s), dates, outcome, and current status,

By signing this Pledge of Compliance, your firm Is certifying fo the City that you will comply with the requirements of the Equal Pay
Orcinance sef forth in SDMC sections 22,4801 through 22,4809,
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K. STATEMENT OF SUBCONTRACTORS & SUPPLIERS:
Please provide the names and informalion for all subcontraciors and suppliers used in the performance of the proposed confract,

and what pottion of work will be assigned to each subcontractor. Subconiractors may not be substifuted without the written consent
of the City. Use Altachment A if additional pages are necessary. If no subcontractors or suppliers wili be used, pleasa write “Not

Applicable.”
Company Name: SDI Presence, LL.C
address: 200 East Randolph, Suite 3550 |
Contact Name: Sharee Wolff Phone: (312) 580-7521 ... swolli@sdipresnce.com

Contractor License No.: DIR Registration No.:

Sub-Contract Dollar Amount: § {peryear} § {total contract term)

Scope of work subcontractor will perform; Resident System Administrator

Identify whather company is a subcontractor or suppier: Subcontractor

Certification lype (check all that apply):[_JDBE {ZJOVBE {TELBE [MBE [ISLBECWBE [[Not Certified

Contractor must provide valid proof of certification with the response 1o the bid or proposal to receive

participalion credit,

Company Name:

Address:

Contact Name; Phone: Email:

Contractor License No.; DIR Registration No.:

Sub-Contract Dolfar Amount: § (peryear) $ {total contract term)

Scope of work subcontractor will perform:

Identify whether company is a subconiractor or supplier:

Certification type (check all that applyy:["DBE [TDVBE [JELBE [[MBE [JSLBELJWBE [ Not Certified

Contractar must provide valid proof of cerfification with the response fo the bid or proposal (o recelve
pariicipation credit.
L. STATEMENT OF AVAILABLE EQUIRMENT:

A full Invenioried list of all nacessary equipment to complete the work specified may be a requirement of the bid/proposal
submission.

By signing and submitting this form, the Contractor cerifies that all required equipment included in this bid or proposal wilt be
made avallable one weel {7 days) before work shall commence. In instances where the required aquipmant is nol owned by the
Confractor, Confractor shall explain how the equipment will be made available before the commencement of work. The City of San
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Diego reserves the right fo reject any response, in its opinion, if the Contractor has not demonstrated he or she will be properly
equipped to perform the work in an efficient, effective matter for the duration of the contract period.

M. TYPE OF SUBNISSION: This document is submitled as:

[linitial submission of Confracior Standards Pledge of Compliance

[tnitial submisslon of Contractor Standards Pledge of Compliance as parl of a Cooperative agreement
[Clinitial submission of Confracfor Standards Pledge of Compllance as part of a Sole Source agreement
[Z)Update of prior Contractor Standards Pledge of Compliance dated 02/14/2019

Contractor Standands Form
Revised: Apei) 35,2018
Docyment No, 841283 4 Page Wrof 12




Complete all questions arnd sign below,

Under penalty of perjury under the laws of the State of California, | cerlify that | have read and understand the questions
contained in this Pledge of Compliance, that | am responsible for completeness and accuracy of the responses conteined
hereln, and that all information provided is true, full and complete to the bast of my knowledge and belief, | agree fo provide
written nofice to the Purchasing Agent within five (5) business days If, at any time, [ Jearn that any portion of this Pledge of
Compliance is inaccurate. Failure to timely provide the Purchasing Agent with written notice is grounds for Contract
fermination.

I, on behalf of the firm, further certify that | and my firm will comply with the foflowing provisions of SDMC segtion 22.3004;
{a) | and my firm will comply with all applicable local, State and Federal faws, Including health and safety, labor and

employment, and licensing laws thal affect the employees, worksite or performance of the contract.

(b} Iand my firm will notify the Purchasing Agent in writing within fifteen (15) calendar days of receiving notice that a
government agency has begin an investigation of me or my firm that may result in a finding that | or my firm 5 or was not
in compliance with laws staled In paragraph (a).

{c} | and my firm will notlfy the Purchasing Agent in writing within fiteen (15) calendar days of a finding by a government
agency or court of competent jurisdiction of a violation by the Contractor of [aws stated in paragraph (a).

{d) | and my firm will notify the Purchasing Agent in writing within fifteen (15) calendar days of becoming aware of én
investigation or finding by a government agency or court of competent jurisdiction of a violation by a subconlracior of laws
stated in paragraph (g).

{e) 1and myfirm will cooperate fully with the City during any invesfigafion and to respond lo a request for information within
ten (10} working days.

Failure to sign and submit this form with the bidiptoposal shall make the bid/proposal non-responsive. In the case
of an informal solicitation, the contract will not be aw unless iilﬁnd completed Pledge of Compliance

s submitted. “
Viclor 8. Vasila, Regional Divisional Counsel / l ”»
AS. Y Qs /aD

Name and Tille ” Signature Date

Contvaglor Standlards Form
Revised: Apeil 5, 2018
Document No, 841283 4 Pape 11 ol 12




City of San Diego
CONTRACTOR STANDARDS
Attachment "A"

Provide additional information in space below. Use additional Altachment "A” pages as needed. Each page must he signed.
Print in ink or type responses and indicate question being answered.

With respect to:

Question F.2:

Intergraph’s contracts with Howard County, City of Elk Grove, and Louisville/Jefferson
County Metro Government were terminated In the manner described in the question.
Hexagon disputes the basis for the terminations. Those customers continue to use
Hexagon CAD and RMS software despite thelr actions. Due to confidentiality provisions
included within those contracts, Intergraph Is not in a position to provide additionat
details.

Question F.6 i

In addition to the circumstances listed above, Intergraph has received a notice of default
and cure from the City of Westminster, Colorado; the City of Huntsville, Alabama; Fairfax
County, Virginia; City of Elk Grove in relation to projects to implement WebRMS. Those
projects ended for each party's convenience. The customers continue to use
Intergraph’s ILEADS RMS and CAD. Intergraph Corporation received notices to cure
from the City of Glendale, Arizona in relation to a contract to implement WebRMS. That
project was ultimately completed and the Customer uses the software. The City of
Tucson Issued a notice to cure in relation fo a completed project to implement ILEADS
RMS and CAD. The City took no further aclion and ihe City remains an Intergraph
customer for CAD and ILEADS. The City of Louisville has issued a notice of default in
relation to its project to implement WebRMS. Due to confidentiality provisions in those
contracts and other contracts between it and its customer, Intergraph is not in a position
to provide additional details.

I have read the matters and statements made In this Contractor Standards Pledge of Compliance and attachments therato
and | know the same to be true of my own knowledge, except as to those matters stated upon information or belief and as to
such matters, | believe the same to be true. | certify undgefienally of perju the foregoing is true and correct.

% 3 ,)fs‘/go

Print Name, Title | Slgnature Date

Victor 8. Vaslie, Regional Divisionat Counsel

Contractor Standards Farn
Revised: April 5, 2018 ’
Document Mo, 841283 4 Page 120012




The City of

SAN DIE

EQuAL OrPORTUNITY CONTRACTING (EOC)
1200 Third Avenue, Suite 200 « San Diego, CA 92101
Phone: (619) 236-6000 » Fax: (619) 236-5904

Attachment I1I
WORK FORCE REPORT

The abjective of the Equal Employment Opportunity Outreach Program, San Diego Munlclpal Code Sections 22,3501 through
22.3517, Is to ensure that contractors doing business with the City, or receiving funds from the City, do not engage in
unlawful discriminatory employment practices prohibited by State and Federal law. Such employment practices include,
but are not limited to unlawful discrimination in the following: employment, promotion or upgrading, demotion or
transfer, recruitment or recruitment advertising, layoff or termination, rate of pay or other forms of compensation, and
selection for training, including apprenticeship. Contractors are required to provide a completed Work Force Report (WFR).

NO OTHER FORMS WILL BE ACCEFTED
CONTRACTOR IDENTIFICATION

Type of Contractor: [ Construction ™ Vendor/Supplier [J Financial Institution O Lessee/Lossor
O Consultant [ Grant Recipient [ Insurance Company 0 Other
Name of Company: NteIgraph Corporation

ADA/DBA:  Hexagon Safety & Infrastructure

Address (Corporate Headquarters, where applicable): 305 Intergraph Way
city: Madison county: Madison State; Alsbama 7, 35758

Telephone Number: 256-730-2000 Fax Number:

Name of Company CRO:  Steven Cost
Address{es), phone and fax number(s) of cumpdny facilities located in San Diego County (if different from above):
Address: N/A

City: County: Stale: Zip;
Telephone Number; Fax Numbaee: Ematl:
Type of Business: COrporation Type of License:

The Company has appointed: Jay Cobb
As its Equal Employraent Opportunity Officer (EEOC), The EEOQ has been given authority to establish, disserinate and enforce equal

employment and affirmative action policies of this company, The EEO{ may be contacted at:
address: 305 Intergraph Way, Madison, Alabama 35758

TeIephone Number: 256 730-2000 Fax Number: Emall: Jay.cobb@hexagonsi.com

(d One 8an Dmga {'aunty (or Moat Lecal County) Work Forae Mandatory ":
[l Branch Work Force *
M Managing Office Work Force

Check the box ahove that applies to this WER.
*Submit a separate Work Force Report for all participating branches. Combine WERS if more than one branch per county.

1, the undersigned representative of INtergrapt Corporation

{Firtn Name}
Madison , Alabama hereby cettify that information provided

(County) (tate) M D{/.A
herein fs/ ' This dacyjﬁbud on this / day of . ) 20. &D

/ }/fém < l//%"/ié

MUthartzed st gnﬂ‘f';re} : (Print Authorized Signature Namc)

EOC Work Farce Report {rev, c8/2018) 1of 7 Porm Number: BBos




- Pag 2

WORK FORCE REPO

]NAME oF FIRM:  Intergraph Corporaiton DATE:
OFEICE({S) or BRANCH(ES): _Madison, Alabama CcOUNTY: Madison

INSTRUCTIONS: For each otcupational categary, indicate number of males and females in every ethulc group. Total columns in row
provided. Sum of all totals should be equal to vour total work force. Include all those employed by your company on either a full or part-
The following groups are te be included in ethnic categories listed in columns below: )

(1) Black or African~American {5} Native Hawaitan or Pacific Istander
(2) Hispanic or Latino (6) White
(3} Asian (7) Other race/ethnicity; not falling into other groups

{4) American Indian or Alaska Native

Definitions of the race and ethnicity categories can be found on Page 4

Blzfgl)t or (2 (3) Am(el;i)cau (5) () 7

ADMINISTRATION African | FISPRAICOT | agian | rngian/Nat. | P2I0¢ ) white | Other Race/

OCCUPATIONAL CATEGORY American | _ Alaskan : Ethnicity
Mmi®lmielmelmi®[mle]eie| o] e

Management & Financial 210 1 0|1 3]0} 040710 7101580138} 0 1
Professional 6 8 4 2 1141 8 0 2 0 0 11231 88 | 1 0
AKE, Scienge, Computer Q 0 010 0 0 g 0 0 0 0 0 0 0
Technical 1 1 0 1 0 0 0t 0 Q 0117 6 | 0 0
Sales 0 0t 0 010 010107370 0 30180 0
Administrative Support 00410y 010101070]0}00} 41071
Services 0 ¢l 0 G410 0 0410 0 0y0)]07107]0
Crafts pjo0o/0i{0|0t0l0D{0}0 C {6 1 0 0
Operative Workers 0 0 0 0 0 0 0 0 0 0 c 10 0 0
Tratisportation 0 0 0 0|0 0 0 Q 0 {040 0 0
Laborers* oio|lolololololojoio0otlololoio
*Canstruction laborers and other fleld employees are not to be included on this page
Totals Each Column 9 9 (5 |3 1718 [0 2 [0 10 (199i137{1 12

Grand Total All Employees 302

Indicate by Gender and Ethnicity the Number of Above Employees Who Are Disabiled:

Disahled 0 10 10 {0 10 (0 |0 (0 (0 10 18 {5 0 |0

Non-Profit Organizations Quily:

Board of Directors

Yolunteers N/A

Artists

EOC Work Force Repart (rev. 08/2018) 2of7 Formi Number: 88og




WORK FORCE REPORT ~ Page 3
NAME OF FIR:  (olergraph Corporation DATE:

QPFICE(S) or BRANCH(ES): COUNTY: Madison

INSTRUCTIONS: For each occupational category, Indicate number of males and females in every ethnic group. Total colurmns in row
provided, Sum of all totals should be equal to your total work force. Include all those employed by your company on elther a full ov part-

time basls. The fol!owiué: éfr(!ugs are to he included in ethnic cateéories listed It colurnns below:

{1} Blark or African-American {5) Native Hawallan or Pacific Islander
(2) Hispanic or Latino (6) White
{3) Asian (7) oOther racefethnicity; not falling inta other groups

{4) American Indian or Alaska Native

Definitions of the race and ethnicity categorles can be found an Page 4

4) :
W @ 3) “ (5) ) @
. rican s
Blackor | Hispanic Asian Aﬁdléni Pacific White | Other Race/
TRADE African or Latino Nat Islander Ethnicity
OCCUPATIONAL CATEGDRY American .
: Alaskan _

Myl EIeIE Wi E M IE M ) E M) (R
Brick, Block ar Stone Masons
Carpenters
Carpet, Floor & Tile Installers
Finishers
Cement Masons, Concrete Finishers )\
Construction Laborers _
Drywall Installers, Ceiling Tile Inst ]
Electricians
Elevator Installers )

First-Line Supervisors/Managers

Glazlers

Helpers; Constructior Trade
Millwrights

Misc. Const. Bquipment Operators

Painters, Counst. & Mainlenance

Fipelayers, Plamboers, Pipe & Steam
Titters

Plasterars & Stuces Masons

Rooters

Seeurlty Guards & Survelllance
Offleers
Sheet Metal Workers

Structural Metal Fabricators &
Iitters

Welding, Soldering & Brazing
worlers

Waorkers, Extractive Crafts, Miners

Totals Each Column

Grand Total All Employees 0
_ Tindicate By Sender and Ethnicity the Number of Above Employees Who Are Disabled:
Disahled

EOC \Work Force Report {rep, n8/2018} zof¥ Form Nuniber: BBas




The Cxty 0f =

The Work Force Report (WFR) is the document
that allows the City of San Diego to analyze the
work forces of all firtns wishing to do business
with the City. We are able to compare the firm’s
work force data to County Labor Force Availability
(CLEA) data derived from the United States
Census. CLFA data is a compilation of lists of
occupations and includes the percentage of each
ethnicity we track (American Indian or Alaska
Native, Asian, Black or African-American, Native
Hawaiian or Pacific Islander, White, and Other)
for each occupation. Currently, our CLFA data is
taken from the 2010 Census. In order to compare
one firm to another, it is important that the data
we receive from the consultant firm is accurate
and organized in the manner that allows for this
fair comparison.

When submittmg :a WFR espemally if the WER is
for a specific project or act;ivity, we would like to
have information about the firm's work force that
is actually participating in the project or activity.
That Ig, if the project is in San Diego and the work
foree is from San Diego, we want a San Diego
County Work Force Reportt, By the same token, if
the project is in 8an Diego, but the work force is
from another county, such as Orange or Riverside
County, we want a Work Force Report from that
county?, If participation in a 8an Diego project is
by work forces from San Diego County and, for
example, from Los Angeles County and from
Sacramento County, we ask for separate Work
Force Reports representing your firm from each
of the three counties.

Equal Oppo:rtumty Contractmg may occasionally
ask for a Managing Office Work Force (MOWE)
Report. This may occur in an instance where the
firm involved is a large national or international
firm but the S8an Diego ox other local work force is
very small. In this case, we may ask for both a
local and a MOWF Report® 3, In another case,
when work {s done only by the Managing Office,
only tha MOWT Report may be necessary.’

EOC Work Force Repord (rev. 08/2mR) Page 4 of 7

Please note, throughout the preceding text of this
page, the superscript numbers one !, two * & three
3, These numbers coincide with the types of work
force report required in the example. See below:

' One San Diego County (or Most Local County)
Work Force ~ Mandatory in most cases

2 Branch Work Force *

3 Managing Office Work Force

#Subrmit a separate Work Force Report for all participating
branches. Combine WFRs if more than ang branch per county,

American Indian or Alaska Native ~ A person
having origins in any of the peoples of North and
South Amerlca (including Central America) and
who maintains tribal affiliation or community
attachment,

Asian ~ A person having origins in any of the
peoples of the Far East, Southeast Asia, or the
Indian subcontinent including, for example,
Cambodia, China, India, Japan, Kerea, Malaysia,
Pakistan, the Philippine Islands, Thailand, and
Vietnarn,

Black or African American - A person having
origins in any of the Black raclal groups of Africa.

Native Hawaiian or Pacific Islander — A person
having origins in any of the peoples of Hawalli,
Guam, Samoa, or other Pacific Islands.

White ~ A person having origins in any of the
peoples of Europe, the Middle East, or North
Africa.

Hispanic or Latino ~ A person of Cuban, Mexican,

Puerte Rican, South or Central American, or other
Spanish culture ot origin.

Form Number: Bos




Exhibit A: Work Force Report Job Categories — Administration

Refer to this table when completing your firm's Work Force Report form(s).

Management & Financial

Advertising, Marketing, Promotions, Public
Relations, and Sales Managers

Business Operations Specialists

Financial Specialists

Operations Specialties Managers

Other Management Occupations

Top Executives

Professional

Art and Design Workers

Counselors, Social Workers, and Othet Community
and Social Service Specialists

Entertainers and Performers, Sports and Related
Workers

Health Diagnosing and Treating Practitioners
Lawyers, Judges, and Related Workers

Librarians, Curators, and Archivists

Life Scientists

Media and Communication Workets

Other Teachers and Instructors

Postsecondary Teachers

Primary, Secondary, and Special Education School
Teachers

Religious Workers

Social Scientists and Related Workers

Architecture & Engineering, Science, Conmputer
Architects, Surveyors, and Cartographers
Computer Specialists

Engineers

Mathematical Science Occupations

Physical Scientists

Technical

Drafters, Engineering, and Mapping Technicians
Health Technologists and Technicians

Life, Physical, and Social Science Technicians
Media and Communication Equipment Workers

Sales

Other Sales and Related Workers
Retail Sales Workers

Sales Representatives, Services

Sales Representatives, Wholesale and
Manufacturing

Supervisors, Sales Workers

Administrative Support
Financial Clerks
Information and Record Clerks

Legal Support Workers

EOC Wark Force Report (rev, 08/2018) Pagesafg

Material Recording, Scheduling, Dispatching,
and Distributing Workers

Other Education, Training, and Library
Occupations

Other Office and Administrative Support
Workers

Secretaries and Administrative Assistants
Supervisors, Office and Administrative Support
Workers

Services

Building Cleaning and Pest Control Workers
Cooks and Food Preparation Workers
Entertainment Attendants and Related
Workers

Fire Fighting and Prevention Workers
First-Line Supervisors/Managers, Protective
Service Workers

Food and Beverage Serving Workers

Funeral Service Workers

Law Enforcement Workers

Nursing, Psychiatric, and Home Health Aldes
Occupational and Physical Therapist Assistants
and Aides

Other Food Preparation and Serving Related
Workers

Othet Healthcare Support Occupations
Other Personal Care and Service Workers
Other Protective Service Workers

Personal Appearance Workers

Supervisors, Food Preparation and Serving
Workers

Supervisors, Personal Care and Service
Waorkers

Transportation, Tourlsmm, and Lodging
Attendants

Crafts

Construction Trades Workers

Electrical and Electronic Equipment

Mechanics, Installers, and Repairers

Extraction Workers

Material Moving Workers

Other Construction and Related Workers

Other Installation, Maintenance, and Repair

Occupations

Plant and System Operators

Supervisors of Installation, Maintenance, and

Repair Workers

Supervisors, Construction and Extraction

Workers -

Vehicle and Mobile Equipment Mechanics,
Form Number: BBos




Installers, and Repairers
Woodworkers

Operative Workers

Assemblers and Fabricators
Communications Equipment Operators
Food Processing Workers

Metal Workers and Plastic Workers

Motor Vehicle Operators

Other Production Qccupations

Printing Workers

Supervisors, Production Workers

Textile, Apparel, and Furnishings Workers

Transportation

Air Transportation Workers

Other Transportation Workers

Rail Transportation Workers

Supervisors, Transportation and Material
Moving Workers

Water Transportation Workers

Laboreys

Agricultural Workers

Animal Care and Service Workers

Fishing and Hunting Workers

Forest, Conservation, and Logging Workers
Grounds Maintenance Workers

Helpers, Construction Trades

Supervisors, Building and Grounds Cleaning
and Maintenance Workers

Supervisors, Farming, Fishing, and Forestry
Whorkers

Exhibit B: Work Forxce Report Job Categories-Trade

Brick, Block or Stone Masons Electricians

Brickmasons and Blockmasons

Stonemagons Elevator Installers and Repairers

Carpenters First-Linie Supervisors/Managers
First-line Supervisors/Managers of

Carpet, floor and Tile Installers and Finishers Construction Trades and Extraction Workers

Carpet Installers

Floor Layers, except Carpet, Wood and Hard Glaziers

Tiles

Floor Sanders and Finishers Helpers, Construction Trade

Tile and Marble Setters Brickmasons, Blockmasons, and Tile and
Marble Setters

Cement Masons, Concrete Finishers Carpenters

Cement Masons and Concrete Finishers Electricians

Terrazzo Workers and Finishers Painters, Paperhangers, Plasterers and Stucco
Pipelayers, Plumbers, Pipefitters and

Construction Laborers Steamifitters
Roofers

Drywall Installers, Ceiling Tile Inst All other Construction Trades

Drywall and Celling Tile Installers

Tapers

EOC Work Force Report (rev. 0872018} Prgafiof7 Form Number: BBog




Millwrights

Heating, Air Conditioning and Refrigeration
Mechanics and Installers

Mechanical Door Repairers

Control and Valve Installers and Repairers

Other Installation, Maintenance and Repair
QOccupations

Misc, Const. Equipment Operators

Paving, Surfacing and Tamping Equipment
Operators

Pile-Driver Operators

Operating Engineers and Other Construction
Equipment Operators

Painters, Const. Maintenance

Painters, Construction and Maintenance
Paperhangers

Pipelayers and Plumbers

Pipelayers

Plumbers, Pipefitters and Steamfitters
Plasterers and Stucco Masons

Roofers

Security Guards & Surveillance Officers
Sheet Metal Workers

Structural Iron and Steel Workers
Welding, Soldering and Brazing Workers
Welders, Cutter, Solderers and Brazers
Welding, Soldering and Brazing Machine
Settet, Operators and Tenders

Workers, Extractive Crafts, Miners

EOU Work Force Heport (rev, 08/2018) Page 7af7
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(R-2021-106)

RESOLUTIONNUMBER R- 313223

DATE OF FINAL PASSAGE 0CT § 8 2020

A RESOLUTION OF THE COUNCIL OF THE CITY OF

SAN DIEGO APPROVING AN AGREEMENT BETWEEN THE
CITY OF SAN DIEGO AND INTERGRAPH CORPORATION,
d/b/a HEXAGON SAFETY & INFRASTRUCTOR
CORPORATION FOR THE COMPUTER AIDED DISPATCH
SYSTEM.

WHEREAS, in December of 2015, by Resolution (R-310149) the City Council
authorized the award and execution of an agreement with Intergraph Corporatioh d/b/a Hexagon
Safety & Infrastructure Corporation (Contractor) for the purchase, implementation, design, and
maintenance of a new Computer Aided Dispatch (CAD) system RFP 10047867-15-E; and

WHEREAS, implementation of the CAD system is complete, and the contract expires in
October of 2020; and

WHEREAS, for the Police Department to continue using the CAD system, the City
wishes to enter into a Master Agreement (Agreement) with Contractor for ongoing annual
maintenance, proprietary software licensing, and resident systems adminisirator services; and

WHEREAS, the Agreement will allow the Police Department to continue to use the |
system, and perform necessary software upgrades and change orders to ensure the system
continues to provide critical dispatching functions; and

WHEREAS, the Agreement is for a three (3) year term with two (2) additional one (1)
year options to extend the Agreement for a total term of five (5) years for an amount not to
exceed $5,878,244.48; and

WHEREAS, the Agreement meets the sole source requirements set forth in San Diego

Municipal Code section 22.3016; NOW, THEREFORE
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(R-2021-106)

BE IT RESOLVED, by the City Council of the City of San Diego, that the Mayor or his
designee is authorized to execute the Agreement with Contractor for CAD system services,
including software upgrades and change orders, with a contract duration of three (3) years with
the option to exercise two (2) one (1) year optional to extend the Agreement for a total term of

five (5) years under the terms and conditions set forth in the Agreement on file in the Office of

the City Clerk as Document No. RR~ 3 1 3 2 2 3

BE IT FURTHER RESOLVED, that the Chief Financial Officer is authorized to expend
an amount not to exceed $5,878,244.48 over the full term of the Agreement, including any
option terms and as needed change orders, contingent upon the adoption of the Annual
Appropriation Ordinance for the applicable fiscal year, and contingent upon the Chief Financial
Officer first furnishing one or more certificates certifying that funds necessary for expenditure

are, or will be, on deposit with the City Treasurer.,

APPROVED: MARA W. ELLIOTT, City Attorney

/s/ Paige E. Folkman
Paige E. Folkman
Chief Deputy City Attorney

PEF:hm

Aungust 28, 2020
Or.Dept:PSE

Doc. No.: 2464264
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(R-2021-106)

I certify that the foregoing Resolution was passed by the Council of the City of San Diego, at this

meeting of __ 9/29/2020

Approved: ’0/ 9 / 2‘7;20

(date)

Vetoed:

(date)

ELIZABETH S. MALAND
City Clerk

By __/s/ Matthew R. Hilagjps=~ _
Deputy 1ty(gﬁrlff

KEVIN L. FAULCONER, Mayor
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Passed by the Council of The City of San Diego on SEP 2 92020 , by the following vote:

Councilmembers Yeas Nays Not Present  Recused
Barbara Bry
Jennifer Campbell
Chris Ward
Monica Montgomery
Mark Kersey
Chris Cate
Scott Sherman
VMan Moreno

Georgette Gomez

NENNENNNNN
I Y N Y Y O
I Y N N I
I I I Y Y

0cT 632020

Date of final passage

(Please note: When a resolution is approved by the Mayor, the date of final passage is the
date the approved resolution was returned to the Office of the City Clerk.)

KEVIN L. FAULCONER

AUTHENTICATED BY: Mayor of The City of San Diego, California,

ELIZABETH S. MALAND

(Seal) ' City Clerk of The City of San Diego, California.

By/é:w/ ,%Z%’//’WM«J , Deputy
Sor JP7a A e M liaso

Office of the City Clerk, San Diego, California

Resolution Number R- 3 1 3 22 3




Passed by the Council of The City of San Diego on September 29, 2020, by the following vote:

YEAS: BRY, CAMPBELL, WARD, MONTGOMERY, KERSEY, CATE, SHERMAN
MORENO & GOMEZ.

NAYS: NONE.

NOT PRESENT: NONE.

RECUSED: NONE.

AUTHENTICATED BY:
KEVIN L. FAULCONER
Mayor of The City of San Diego, California
ELIZABETH S. MALAND
City Clerk of The City of San Diego, California

(Seal)

By: _ Connie Patterson , Deputy

| HEREBY CERTIFY that the above and foregoing is a full, true, and correct copy of
RESOLUTION NO.___R-313223 , approved on __September 29, 2020 . The date of final

passage is __October 2, 2020

ELIZABETH S. MALAND
City Clerk of the City of San Diego, California

(Seal)

By: (_ &2/ \ rJ81—, Deputy




