




mailto:CoxTJ@sandiego.gov
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































   

SUBSCRIPTION SERVICE AGREEMENT EFFECTIVE DATE: NOVEMBER 4, 2014 

SERVICENOW CONFIDENTIAL Page 3 (version 11/4/2014) 

 

 

 

2.4. RESTRICTIONS. Customer shall not (and shall not permit others to) do the  following with 
respect to the ServiceNow Core Technology: (i) use the Subscription Service with external programs in a manner 
that intentionally circumvents contractual usage restrictions; (ii) license, sub-license, sell, re-sell, rent, lease, 
transfer, distribute or time share or otherwise make any of it available for access by third parties except as 
otherwise expressly provided in a Use Authorization; (iii) access it for the purpose of developing or operating 
products or services intended to be offered to third parties in competition with the Subscription Service; (iv) 
disassemble, reverse engineer or decompile it; (v) copy, create derivative works based on or otherwise modify it 
except as permitted in this Agreement; (vi) remove or modify a copyright or other proprietary rights notice in it; (vii) 
use it to reproduce, distribute, display, transmit or use material protected by copyright or other intellectual property 
right (including the rights of publicity or privacy) without first obtaining the permission of the owner; (viii) use it to 
create, use, send, store or run viruses or other harmful computer code, files, scripts, agents or other programs or 
otherwise engage in a malicious act or disrupt its security, integrity or operation; or (ix) access or disable any 
ServiceNow or third party data, software or network (other than Customer’s instance of the Subscription Service 
in accordance with this Agreement). Before Customer exercises any of the foregoing actions that Customer 
believes it is entitled to, Customer shall provide ServiceNow with thirty (30) days’ prior written notice to 
legalnotices@servicenow.com (or, if applicable law or the relevant court order does not allow for such notice, then 
the maximum amount of notice allowable), and provide reasonably requested information to allow ServiceNow to 
assess Customer’s claim and, at ServiceNow’s sole discretion, provide alternatives that reduce adverse impacts 
on ServiceNow’s intellectual property and other rights. 

3. ORDERING 

3.1. RESELLER ORDERS. Customer shall order and purchase the Subscription Service and 
Professional Services directly from Reseller pursuant to a separate agreement specifying price, payment and 
other commercial terms. ServiceNow is not a party to such separate agreement but will provide the purchased 
services pursuant to this Agreement. For each order, Reseller or ServiceNow will provide Customer with a Use 
Authorization for Customer to sign and return to ServiceNow. ServiceNow will have no obligation to provide 
services unless and until it has received a Use Authorization signed by Customer. Reseller is not authorized to 
make any changes to this Agreement (including any Use Authorizations issued hereunder) or bind ServiceNow to 
any additional or different terms or conditions. Additional orders for ServiceNow products or services may be 
placed either through Reseller or ServiceNow, provided that if Customer places an order directly through 
ServiceNow, Customer shall sign an addendum to this Agreement setting forth pricing, payment and other 
commercial terms between Customer and ServiceNow. 

3.2. USE VERIFICATION. ServiceNow or Reseller may remotely review Customer’s use of the 
Subscription Service, and upon ServiceNow or Reseller’s written request Customer shall provide any reasonable 
assistance, to verify Customer’s compliance with the Agreement. If ServiceNow determines that Customer has 
exceeded its permitted use of the Subscription Service then ServiceNow will notify Customer and within thirty (30) 
days thereafter Customer shall either: (i) disable any unpermitted use or (ii) purchase additional subscriptions 
commensurate with Customer’s actual use. If Customer fails to regain compliance within such thirty (30) day 
period or fails to make payment as provided in its agreement with Reseller, ServiceNow may suspend Customer’s 
use of the Subscription Service or terminate this Agreement for cause in accordance with Section 9 (Term and 
Termination), in addition to any other rights or remedies ServiceNow may have. 

4. INTELLECTUAL PROPERTY 

4.1. SERVICENOW OWNERSHIP. As between ServiceNow and Customer, all rights, title, and 
interest in and to all intellectual property rights in the ServiceNow Core Technology are owned exclusively by 
ServiceNow notwithstanding any other provision in this Agreement. Except as expressly provided in this 
Agreement, ServiceNow reserves all rights in the ServiceNow Core Technology and does not grant Customer any 
rights, express or implied or by estoppel. 

4.2. CUSTOMER OWNERSHIP. As between Customer and ServiceNow, Customer shall retain all of 
its rights, title, and interest in and to its intellectual property rights in Customer Data and Customer Technology. 
Customer hereby grants to ServiceNow a royalty-free, fully-paid, non-exclusive, non-transferable (except as set 
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forth in Section 10.1 (Assignment)), sub-licensable, worldwide right to use Customer Data and Customer 
Technology solely for the purpose of providing the Subscription Service and Professional Services to Customer. 

4.3. FEEDBACK. ServiceNow encourages Customer to provide suggestions, proposals, ideas, 
recommendations or other feedback regarding improvements to ServiceNow’s services and related resources. To 
the extent Customer provides such feedback, Customer grants to ServiceNow a royalty-free, fully paid, sub- 
licensable, transferable (notwithstanding Section 10.1 (Assignment)), non-exclusive, irrevocable, perpetual, 
worldwide right and license to make, use, sell, offer for sale, import and otherwise exploit feedback (including by 
incorporation of such feedback into the ServiceNow Core Technology) without restriction. 

4.4. PROFESSIONAL SERVICES. Subject to the provisions of this Section 4.4, ServiceNow shall 
assign to Customer any Newly Created IP (as defined below) in Deliverables upon payment in full by Customer of 
all amounts due for the Professional Service under which the Deliverable was created. A “Deliverable” is a 
deliverable that is identified in the applicable SOW or Service Description and that is created by ServiceNow for 
Customer in the performance of the Professional Services. “Newly Created IP” means intellectual property in any 
inventions or works of authorship that are made by ServiceNow specifically for Customer in the course of 
performing Professional Services for Customer that is identified as “Newly Created IP” in an SOW, excluding the 
ServiceNow Core Technology. To the extent (if at all) any ServiceNow Core Technology is incorporated into a 
Deliverable, ServiceNow grants to Customer a non-exclusive, royalty-free, non-transferable, non-sublicensable 
worldwide license to use the ServiceNow Core Technology solely to use the Deliverable in connection with the 
Subscription Service as contemplated under this Agreement during the Subscription Term. Nothing in this 
Agreement shall be deemed to restrict or limit ServiceNow’s right to perform similar Professional Services for any 
other party or to assign any employees or subcontractors to perform similar Professional Services for any other 
party or to use any information incidentally retained in the unaided memories of its employees providing 
Professional Services. 

5. WARRANTIES 

5.1. LIMITED SUBSCRIPTION SERVICE WARRANTY. ServiceNow warrants that during the 
Subscription Term Customer’s production instances of the Subscription Service shall materially conform to the 
Product Overview. To submit a warranty claim under this Section, Customer shall (1) reference this Section; and 
(2) submit a support request to resolve the non-conformity as provided in the Subscription Service Guide. If the 
non-conformity persists without relief more than thirty (30) days after written notice of a warranty claim provided to 
ServiceNow under this Section 5.1, then Customer may terminate the affected Subscription Service and submit to 
Reseller a claim for refund of any prepaid subscription fees covering the remainder of the Subscription Term of 
the affected Subscription Service after the date of termination. Notwithstanding the foregoing, this warranty shall 
not apply to any non-conformity due to a modification of or defect in the Subscription Service that is made or 
caused by any person other than ServiceNow or a person acting at ServiceNow’s direction. THIS SECTION 5.1 
SETS FORTH CUSTOMER’S EXCLUSIVE RIGHTS AND REMEDIES (AND SERVICENOW’S SOLE LIABILITY) 
IN CONNECTION WITH THIS WARRANTY. 

5.2. LIMITED PROFESSIONAL SERVICES WARRANTY. ServiceNow warrants that the Professional 
Services will be performed in a competent and workmanlike manner in accordance with accepted industry 
standards and practices and all material requirements set forth in the SOW or Service Description. Customer shall 
notify ServiceNow in writing of any breach within thirty (30) days after performance of the non-conforming 
Professional Services. Upon receipt of such notice, ServiceNow, at its option, shall either use commercially 
reasonable efforts to re-perform the Professional Services in conformance with these warranty requirements or 
shall terminate the affected Professional Services, in which case Customer may submit to Reseller a claim for a 
refund of any amounts paid for the nonconforming Professional Services. THIS SECTION 5.2 SETS FORTH 
CUSTOMER’S EXCLUSIVE RIGHTS AND REMEDIES (AND SERVICENOW’S SOLE LIABILITY) IN 
CONNECTION WITH THIS WARRANTY. 

5.3. DISCLAIMER OF WARRANTIES. EXCEPT FOR THE WARRANTIES EXPRESSLY STATED IN 
THIS AGREEMENT, TO THE MAXIMUM EXTENT ALLOWED BY LAW, SERVICENOW DISCLAIMS ALL 
WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, ORAL OR WRITTEN, INCLUDING WARRANTIES 
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ARISING UNDER STATUTE, WARRANTIES OF MERCHANTABILITY, ACCURACY, TITLE, NON- 
INFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE OR ANY WARRANTIES ARISING FROM 
USAGE OF TRADE, COURSE OF DEALING OR COURSE OF PERFORMANCE. WITHOUT LIMITING THE 
GENERALITY OF THE FOREGOING, SERVICENOW SPECIFICALLY DOES NOT WARRANT THAT THE 
SUBSCRIPTION SERVICE, SOFTWARE, PROFESSIONAL SERVICES, DEVELOPMENT TOOLS, 
DOCUMENTATION OR DELIVERABLES WILL MEET THE REQUIREMENTS OF CUSTOMER OR OTHERS OR 
THAT THEY WILL BE ACCURATE OR OPERATE WITHOUT INTERRUPTION OR ERROR. CUSTOMER 
ACKNOWLEDGES THAT IN ENTERING THIS AGREEMENT IT HAS NOT RELIED ON ANY PROMISE, 
WARRANTY OR REPRESENTATION NOT EXPRESSLY SET FORTH HEREIN. 

6. CONFIDENTIAL INFORMATION 

6.1. CONFIDENTIALITY OBLIGATIONS. The recipient of Confidential Information shall: (i)  at all 
times protect it from unauthorized disclosure with the same degree of care that it uses to protect its own 
confidential information, and in no event using less than reasonable care; and (ii) not use it except to the extent 
necessary to exercise rights or fulfill obligations under this Agreement. Each party shall limit the disclosure of the 
other party’s Confidential Information to those of its employees and contractors with a need to access such 
Confidential Information for a party’s exercise of its rights and obligations under this Agreement, provided that all 
such employees and contractors are subject to binding disclosure and use restrictions at least as protective as 
those set forth herein. Each party’s obligations set forth in this Section 6 shall remain in effect during the term and 
three (3) years after termination of this Agreement. The receiving party shall, at the disclosing party’s request or 
upon termination of this Agreement, return all originals, copies, reproductions and summaries of Confidential 
Information and other tangible materials and devices provided to the receiving party as Confidential Information, 
or at the disclosing party's option, certify destruction of the same. Provisions for the return of Customer Data are 
set forth in Section 9.3 (Return of Customer Data). 

6.2. REQUIRED DISCLOSURES. A party may disclose the disclosing party’s Confidential Information 
to a court or governmental body pursuant to a valid court order, law, subpoena or regulation, provided that the 
receiving party: (a) promptly notifies the disclosing party of such requirement as far in advance as possible to the 
extent advanced notice is lawful; and (b) provides reasonable assistance to the disclosing party in any lawful 
efforts by the disclosing party to resist or limit the disclosure of such Confidential Information. 

6.3. EQUITABLE REMEDIES. The parties agree that the receiving party’s disclosure of Confidential 
Information except as provided herein may result in irreparable injury for which a remedy in money damages may 
be inadequate. The parties further agree that in the event of such disclosure or threatened disclosure, the 
disclosing party may be entitled to seek an injunction to prevent the breach or threatened breach without the 
necessity of proving irreparable injury or the inadequacy of money damages, in addition to remedies otherwise 
available to the disclosing party at law or in equity. 

7. INDEMNIFICATION 

7.1. SERVICENOW OBLIGATION. Subject to the exclusions set forth below, ServiceNow shall: (i) 
defend Customer, its officers, directors and employees against any third party suit, claim, action or demand (each 
a “Claim”) to the extent alleging: (A) that the Subscription Service used in accordance with this Agreement 
infringes any third party patent, copyright or trademark, or misappropriates any third party trade secret; or (B) that 
ServiceNow’s personnel when onsite at Customer’s premises caused death, bodily harm or damage to tangible 
personal property due to their negligence or willful misconduct; and (ii) pay any court-ordered award of damages 
or settlement amount to the extent arising from any such Claims. If any portion of the Subscription Service 
becomes the subject of a Claim under Section 7.1(i)(A), ServiceNow may: (a) contest the Claim; (b) obtain 
permission from the claimant for Customer’s continued use of the Subscription Service; (c) replace or modify the 
Subscription Service to avoid infringement, if such replacement or modification has substantially the same 
capabilities as the Subscription Service; or, if the foregoing (a), (b), and (c) are not available on commercially 
reasonable terms in ServiceNow’s judgment, then (d) terminate Customer’s use of the affected Subscription 
Service upon sixty (60) days’ written notice, whereupon Customer may submit to Reseller a claim for a refund of 
any prepaid subscription fees covering the remaining portion of the applicable Subscription Term for the affected 
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Subscription Service after the date of termination. Notwithstanding the above, ServiceNow shall have  no 
obligation or liability for any Claim under Section 7.1(i)(A) arising in whole or in part from: (1) any use of the 
Subscription Service which exceeds the authorized use permitted under this Agreement or not in accordance with 
the Documentation; (2) Customer Data or Customer Technology; (3) use of the Subscription Service by Customer 
in violation of applicable law; (4) use of the affected Subscription Service after termination in accordance with 
clause (d) of this Section 7.1; (5) modifications to the Subscription Service made to Customer’s specifications or 
otherwise made by any person other than ServiceNow or a person acting at ServiceNow’s direction if the Claim 
would have been avoided by use of the unmodified Subscription Service; or (6) use of the Subscription Service in 
combination with any hardware, software, application or service that was not provided by ServiceNow, if the Claim 
would have been avoided by the non-combined or independent use of the Subscription Service. 

7.2. CUSTOMER OBLIGATION. Customer shall: (i) defend ServiceNow, its officers, directors and 
employees against any Claim alleging that: (A) Customer Data, (B) Customer Technology or (C) a modification to 
the Subscription Service made to Customer’s specifications or otherwise made by or on behalf of Customer by 
any person other than ServiceNow or a person acting at ServiceNow’s direction (but only if the Claim would have 
been avoided by use of the unmodified Subscription Service), infringes any patent, copyright or trademark, 
misappropriates any third party trade secret, or violates any third party privacy rights; and (ii) pay any court- 
ordered award of damages or settlement amount to the extent arising from such Claim. 

7.3. PROCESS. All of the foregoing indemnity obligations of ServiceNow and Customer are 
conditioned on the indemnified party notifying the indemnifying party promptly in writing of any actual or 
threatened Claim, the indemnified party giving the indemnifying party sole control of the defense thereof and any 
related settlement negotiations, and the indemnified party cooperating and, at the indemnifying party’s request 
and expense, assisting in such defense. SECTION 7 STATES EACH PARTY’S ENTIRE LIABILITY AND THE 
OTHER PARTY’S EXCLUSIVE REMEDY FOR THIRD PARTY CLAIMS AND ACTIONS. 

8. LIMITATIONS OF LIABILITY 

8.1. LIMITATIONS OF LIABILITY. SERVICENOW SHALL HAVE NO LIABILITY FOR ANY REFUND 
THAT, IN ACCORDANCE WITH THE TERMS OF THIS AGREEMENT, IS TO BE PAID BY RESELLER. TO THE 
EXTENT PERMITTED BY LAW, THE TOTAL, CUMULATIVE LIABILITY OF EACH PARTY ARISING OUT OF 
OR RELATED TO THIS AGREEMENT OR THE PRODUCTS OR SERVICES PROVIDED HEREUNDER 
WHETHER BASED ON CONTRACT, TORT (INCLUDING NEGLIGENCE) OR ANY OTHER LEGAL OR 
EQUITABLE THEORY, SHALL BE LIMITED TO THE AMOUNTS PAID BY CUSTOMER FOR THE PRODUCTS 
OR SERVICES GIVING RISE TO THE CLAIM DURING THE TWELVE (12) MONTH PERIOD PRECEDING THE 
FIRST EVENT GIVING RISE TO LIABILITY. THE EXISTENCE OF MORE THAN ONE CLAIM SHALL NOT 
ENLARGE THIS LIMIT. THE FOREGOING LIMITATION OF LIABILITY SHALL NOT APPLY TO: 
(1) CUSTOMER’S OBLIGATION TO PAY FOR PRODUCTS, SERVICES OR TAXES; (2) A PARTY’S 
OBLIGATIONS IN SECTION 7 (INDEMNIFICATION); AND (3) INFRINGEMENT BY A PARTY OF THE OTHER 
PARTY’S INTELLECTUAL PROPERTY RIGHTS. 

8.2. EXCLUSION OF DAMAGES. TO THE EXTENT PERMITTED BY LAW, NEITHER 
SERVICENOW NOR CUSTOMER SHALL BE LIABLE TO THE OTHER OR ANY THIRD PARTY FOR LOST 
PROFITS (WHETHER DIRECT OR INDIRECT) OR LOSS OF USE OR DATA, COVER, SUBSTITUTE GOODS 
OR SERVICES, OR FOR INCIDENTAL, CONSEQUENTIAL, PUNITIVE, SPECIAL OR EXEMPLARY DAMAGES 
(INCLUDING DAMAGE TO BUSINESS, REPUTATION OR GOODWILL), OR INDIRECT DAMAGES OF ANY 
TYPE HOWEVER CAUSED, WHETHER BY BREACH OF WARRANTY, BREACH OF CONTRACT, IN TORT 
(INCLUDING NEGLIGENCE) OR ANY OTHER LEGAL OR EQUITABLE CAUSE OF ACTION EVEN IF SUCH 
PARTY HAS BEEN ADVISED OF SUCH DAMAGES IN ADVANCE OR IF SUCH DAMAGES WERE 
FORESEEABLE. THE FOREGOING EXCLUSIONS SHALL NOT APPLY TO: (1) PAYMENTS TO A THIRD 
PARTY ARISING FROM A PARTY’S OBLIGATIONS UNDER SECTION 7 (INDEMNIFICATION); AND (2) 
INFRINGEMENT BY A PARTY OF THE OTHER PARTY’S INTELLECTUAL PROPERTY RIGHTS. 

8.3. GROSS NEGLIGENCE; WILFUL MISCONDUCT. AS PROVIDED BY LAW, NOTHING HEREIN 
SHALL BE INTENDED TO LIMIT A PARTY’S LIABILITY IN AN ACTION IN TORT (SEPARATE AND DISTINCT 
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FROM A CAUSE OF ACTION FOR BREACH OF THIS AGREEMENT) FOR THE PARTY’S GROSS 
NEGLIGENCE OR WILFUL MISCONDUCT. 

9. TERM AND TERMINATION 

9.1. TERM AND TERMINATION. This Agreement continues until terminated under the terms of this 
Agreement. Each party may terminate this Agreement in its entirety either: (i) upon thirty (30) days’ prior written 
notice to the other party, if at the time of notice there are no Use Authorizations in effect; or (ii) upon written notice 
if the other party becomes the subject of a petition in bankruptcy or any proceeding related to its insolvency, 
receivership or liquidation, in any jurisdiction, that is not dismissed within sixty (60) days of its commencement or 
an assignment for the benefit of creditors. Either party may terminate a Subscription Service or Professional 
Services upon written notice if the other party materially breaches this Agreement or the applicable Use 
Authorization for the affected service and does not cure the breach within thirty (30) days after receiving written 
notice thereof from the non-breaching party. Professional Services are separately ordered from the Subscription 
Service, and are not required for the Subscription Service. A breach by a party of its obligations with respect to 
Professional Services shall not by itself constitute a breach by that party of its obligations with respect to the 
Subscription Service even if the services are enumerated in the same Use Authorization. 

9.2. EFFECT OF TERMINATION OF SUBSCRIPTION SERVICE. Upon termination of the 
Subscription Service for any reason, Customer shall stop using, and ServiceNow shall stop providing, the 
Subscription Service and all rights granted to Customer in this Agreement shall terminate. If the Subscription 
Service is terminated by Customer due to ServiceNow’s breach, then Customer may submit to Reseller a claim 
for refund of all prepaid fees for the remaining portion of the Subscription Term for the terminated Subscription 
Service after the effective date of termination. Within thirty (30) days following the effective date of a termination 
by ServiceNow for Customer’s breach, Customer shall pay all remaining amounts for the Subscription Term 
applicable to the Subscription Service covering the remainder of the Subscription Term regardless of the due 
dates specified in Reseller’s order form to Customer. 

9.3. TRANSITION SERVICES. At least thirty (30) days prior to either the expiration of  the 
Subscription Term (where Customer elects not to renew) or in connection with the termination by Customer of the 
Subscription Service in accordance with Section 9.1, provided that Customer signs an addendum to this 
Agreement setting forth payment and other commercial terms between Customer and ServiceNow, Customer 
may purchase the following services from ServiceNow: (i) one (1) extension of the Subscription Service for up to 
six (6) months (“Transition Subscription Service”); and (ii) Professional Services. Prior to the commencement 
of any Transition Subscription Service or Professional Services, Customer shall sign an ordering document and 
shall pay in advance for the Transition Subscription Service and any Professional Services plus verifiable travel 
and expenses. 

9.4. RETURN OF CUSTOMER DATA. ServiceNow shall provide Customer Data in its standard 
database export format, excluding the ServiceNow Core Technology, to Customer upon Customer’s written 
request and at no additional cost to Customer, provided that ServiceNow receives such request from Customer 
within forty-five (45) days following the expiration or termination of this Agreement for the Subscription Service 
(including any Transition Subscription Service term, if applicable).If ServiceNow has not received a request within 
the foregoing time frame, ServiceNow shall have no obligation to maintain or provide any Customer Data and 
shall thereafter, unless legally prohibited, have the right to delete all Customer Data in its systems or otherwise in 
its possession or under its control and delete Customer’s instances of the Subscription Service. 

9.5. SURVIVAL. Sections 2.4 (Restrictions), 4.1 (ServiceNow Ownership), 4.2 (Customer 
Ownership), 4.3 (Feedback) and 6 (Confidential Information) through 10 (General Provisions) of this Agreement, 
together with any other provision required for their construction or enforcement, shall survive termination of this 
Agreement for any reason. 

10. GENERAL PROVISIONS 

10.1. ASSIGNMENT. Neither party may assign its rights or obligations under this Agreement, whether 
by operation of law or otherwise, without the prior written consent of the other party. Notwithstanding the 
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foregoing, either party may, upon notice and without the other party’s consent: (i) in connection with a merger, 
reorganization or sale of all or substantially all of the assets or equity of such party, assign this Agreement in its 
entirety to such party’s successor; and (ii) assign this Agreement in its entirety to any Affiliate. “Affiliates” shall 
mean any person or entity directly or indirectly Controlling, Controlled by or under common Control with a party to 
the Agreement, where “Control” means the legal power to direct or cause the direction of the general 
management of the company, partnership or other legal entity. Any attempted or purported  assignment in 
violation of this Section 10.1 will be null and void. Subject to the foregoing, this Agreement shall bind and inure to 
the benefit of the parties, their respective successors and permitted assigns. 

10.2. COMPLIANCE W ITH LAWS. ServiceNow shall comply with any statutes and regulations that 
apply to its provision of the Subscription Service, Professional Services, Software, Documentation, Development 
Tools and Deliverables, under the Agreement, including but not limited to those applicable to the privacy and 
security of personal information, including trans-border data transfers and data breach notification requirements 
as required of ServiceNow by law. Customer shall comply with all laws that apply to its use of the Subscription 
Service, Professional Services, Software, Documentation, Development Tools and Deliverables, under the 
Agreement, including but not limited to those applicable to collection and processing of Customer Data in 
ServiceNow systems through the Subscription Service. Customer agrees to provide any required disclosures to 
and obtain any required consents for the transfer of Customer Data to ServiceNow. ServiceNow shall not be 
responsible for compliance with any laws applicable to Customer and its industry that are not generally applicable 
to information technology service providers. 

10.3. EXPORT COMPLIANCE. Each party shall comply with United States and foreign export control 
laws and regulations. Customer acknowledges that the Subscription Service, Professional Services, Software, 
Documentation, Development Tools and Deliverables are subject to the U.S. Export Administration Regulations 
(the “EAR”) and that Customer shall comply with the EAR. Without limiting the foregoing, Customer represents 
and warrants that: (i) Customer is not located in, and shall not use the Subscription Service, Professional 
Services, Software, Documentation, Development Tools and Deliverables from, any country that is subject to U.S. 
export restrictions (currently including, but not necessarily limited to, Cuba, Iran, North Korea, Sudan and Syria); 
(ii) Customer shall not use the Subscription Service, Professional Services, Software, Documentation, 
Development Tools and Deliverables in the design, development or production of nuclear, chemical or biological 
weapons, or rocket systems, space launch vehicles, sounding rockets or unmanned air vehicle systems; and 
(iii) Customer is not prohibited from participating in U.S. export transactions by any federal agency of the U.S. 
government. In addition, Customer is responsible for complying with any local laws which may impact Customer’s 
right to import, export or use the Subscription Service, Professional Services, Software, Documentation, 
Development Tools and Deliverables. 

10.4. US GOVERNMENT RIGHTS. All ServiceNow software (including Software) is commercial 
computer software and all services are commercial items. “Commercial computer software” has the meaning 
set forth in Federal Acquisition Regulation (“FAR”) 2.101 for civilian agency purchases and the Department of 
Defense (“DOD”) FAR Supplement (“DFARS”) 252.227-7014(a)(1) for defense agency purchases. If the software 
is licensed or the services are acquired by or on behalf of a civilian agency, ServiceNow provides the commercial 
computer software and/or commercial computer software documentation and other technical data subject to the 
terms of this Agreement as required in FAR 12.212 (Computer Software) and FAR 12.211 (Technical Data) and 
their successors. If the software is licensed or the services are acquired by or on behalf of any agency within the 
DOD, ServiceNow provides the commercial computer software and/or commercial computer software 
documentation and other technical data subject to the terms of this Agreement as specified in DFARS 227.7202-3 
and its successors. Only if this is a DOD prime contract or DOD subcontract, the Government acquires additional 
rights in technical data as set forth in DFARS 252.227-7015. This U.S. Government Rights clause is in lieu of, and 
supersedes, any other FAR, DFARS or other clause or provision that addresses Government rights in computer 
software or technical data. 

10.5. NOTICE. Except as otherwise provided herein, all notices shall be in writing and deemed given 
upon: (i) personal delivery; (ii) when received by the addressee if sent by a recognized overnight courier (receipt 
requested); (iii) the second business day after mailing; or (iv) the first business day after sending by email with 
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confirmation of receipt, except that email shall not be sufficient for notices regarding a Claim. Notices shall be 
sent to the parties as set forth on the signature page of this Agreement or as subsequently updated in writing. 

10.6. FORCE MAJEURE. No party shall be liable or responsible to the other party, nor be deemed to 
have defaulted under or breached this Agreement, for any failure or delay in fulfilling or performing any term of 
this Agreement (excluding Customer’s failure to pay amounts owed when due), when and to the extent such 
failure or delay is caused by or results from acts beyond the affected party’s reasonable control, including without 
limitation: strikes, lock-outs or other industrial disputes (whether involving its own workforce or a third party’s), 
trespassing, sabotage, theft or other criminal acts, failure of energy sources or transport network, acts of God, 
export bans, sanctions and other government actions, war, terrorism, riot, civil commotion, interference by civil or 
military authorities, national or international calamity, armed conflict, malicious damage, breakdown of plant or 
machinery, nuclear, chemical or biological contamination, explosions, collapse of building structures, fires, floods, 
storms, earthquakes, epidemics or similar events, natural disasters or extreme adverse weather conditions (each 
a “Force Majeure Event”). The party suffering a Force Majeure Event shall use reasonable efforts to mitigate 
against the effects of such Force Majeure Event. 

10.7. HIGH RISK ACTIVITIES. Customer shall use the ServiceNow Core Technology within the 
intended business purposes described in the Documentation, and not for any purpose that requires fail-safe 
performance including, but not limited to, stock trading, financial transaction processing, management of 
hazardous facilities or applications for which failure could result in death, personal injury, or severe physical or 
environmental damage (“High Risk Activity”). ServiceNow, its licensors and suppliers expressly disclaim all 
warranties of fitness for any such use and Customer shall release and hold ServiceNow, its  licensors and 
suppliers harmless from liability arising out of the use of the ServiceNow Core Technology for High Risk Activity. 

10.8. USE OF AGGREGATE DATA. Customer agrees that ServiceNow may collect, use and disclose 
quantitative data derived from the use of the Subscription Service for industry analysis, benchmarking, analytics, 
marketing, and other business purposes. All data collected, used, and disclosed will be in aggregate form only 
and will not identify Customer or its users. 

10.9. ENTIRETY. This Agreement, together with the Use Authorizations, Product Overviews, SOWs, 
Service Descriptions, and the Subscription Service Guide (including the Customer Support Policy, the Upgrade 
Policy and the Data Security Guide), is the final and entire agreement between the parties regarding the products 
and services provided hereunder and supersedes all prior or contemporaneous oral or written agreements, 
representations, understandings, undertakings and negotiations with respect to the subject matter hereof. The 
terms of this Agreement apply to the exclusion of any other terms that Customer seeks to impose or incorporate, 
or which are implied by trade, custom, practice or course of dealing. Customer acknowledges that it has not relied 
on any statement, promise or representation made or given by or on behalf of ServiceNow that is not set out in 
this Agreement. Customer’s orders are not contingent on, and Customer has not relied on, the delivery of any 
future functionality regardless of any verbal or written communication about ServiceNow’s future plans. This 
Agreement may be executed in counterparts, each of which shall be deemed to be an original. 

10.10. WAIVER AND AMENDMENT. A waiver of any right is only effective if it is in writing and only 
against the party who signed such writing and for the circumstances given. Any modification of this Agreement 
must be in writing and signed by authorized representatives of both parties. 

10.11. RELATIONSHIP OF THE PARTIES. The parties are independent contractors. Nothing in this 
Agreement shall be construed to create a partnership, joint venture or agency relationship. Neither party shall 
have any right or authority to assume or create any obligation of any kind expressed or implied in the name of or 
on behalf of the other party. 

10.12. GOVERNING LAW; JURISDICTION AND VENUE. This Agreement shall be governed by the 
laws of the state of California, without regard to its conflict of laws principles. The parties hereby irrevocably 
consent to the exclusive jurisdiction of, and venue in, any federal or state court of competent jurisdiction located in 
Santa Clara County, California, for the purposes of adjudicating any dispute arising out of this Agreement. Each 
party hereto expressly consents to service of process by registered mail. To the extent permitted by law, choice of 
law rules and the United Nations Convention on Contracts for the International Sale of Goods shall not apply. 
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Notwithstanding the foregoing, either party may at any time seek and obtain appropriate legal or equitable relief in 
any court of competent jurisdiction for claims regarding such party’s intellectual property rights. 

10.13. CONSTRUCTION. Products and services shall be provided in the English language unless 
agreed otherwise. The parties confirm that they have requested that this Agreement and all related documents be 
drafted in English at the express wishes of the parties. Les parties confirment avoir expressément exigé que le 
présent contrat et les documents de ServiceNow qui y sont attachés soient rédigés en anglais. Section headings 
are for convenience only and are not to be used in interpreting this Agreement. 
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SUBSCRIPTION SERVICE GUIDE 

 
Capitalized terms not defined herein shall have the meaning set forth in the ordering agreement or the use 
agreement between Customer and ServiceNow. 

 
1. SUPPORT 

During the Subscription Term, ServiceNow or its authorized reseller, as applicable, shall provide support 
for the Subscription Service as set forth in the Customer Support Policy attached hereto, and incorporated 
herein by reference. 

2. UPGRADES 

ServiceNow determines whether and when to develop, release and apply any Upgrade (as defined in the 
Upgrade Policy attached hereto, and incorporated herein by reference) to Customer’s instances of the 
Subscription Service. 

3. DATA SECURITY 

ServiceNow shall implement and maintain security procedures and practices appropriate to information 
technology service providers to protect Customer Data from unauthorized access, destruction, use, modification, 
or disclosure, as described in the Data Security Guide attached hereto, and incorporated herein by reference. 

4. INSURANCE 

ServiceNow agrees to maintain in effect during the Subscription Term, at ServiceNow’s expense, the 
following minimum insurance coverage: 

(i) (a) Workers’ Compensation Insurance, in accordance with applicable statutory, federal, and other 
legal requirements and (b) Employers’ Liability Insurance covering ServiceNow’s employees in an 
amount of not less than $1,000,000 for bodily injury by accident, $1,000,000 policy limit for bodily 
injury by disease, and $1,000,000 each employee for bodily injury by disease; 

(ii) Commercial General Liability Insurance written on an occurrence form and including coverage for 
bodily injury, property damage, products and completed operations, personal injury, advertising injury 
arising out of the services and/or products provided by ServiceNow under this Agreement with 
minimum limits of $1,000,000 per occurrence/$2,000,000 aggregate; 

(iii) Commercial Automobile Liability Insurance providing coverage for hired and non-owned automobiles 
used in connection with this Agreement in an amount of not less than $1,000,000 per accident 
combined single limit for bodily injury and property damage; 

(iv) Combined Technology Errors’ & Omission Policy with a $5,000,000 per Claim limit, including: (a) 
Professional Liability Insurance providing coverage for the services and software in this Agreement. 
Such coverage to be maintained for at least two (2) years after the termination of this Agreement; and 
(b) Privacy, Security, and Media Liability Insurance providing liability coverage for unauthorized 
access or disclosure, security breaches or system attacks, as well as infringements of copyright and 
trademark that might result from this Agreement; and 

(v) Excess Liability over Employers’ Liability, Commercial General Liability and Commercial Automobile 
Liability with a $5,000,000 aggregate limit. 

For the purpose of this Section, a “Claim” means a written demand for money or a civil proceeding which is 
commenced by service of a complaint or similar pleading. 

5. AVAILABILITY SERVICE LEVEL 

5.1. DEFINITIONS 

(a) “Available” means that the Subscription Service can be accessed by authorized users. 
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(b) “Excused Downtime” means: (i) Maintenance Time of up to two (2) hours per  month; 
and (ii) any time the Subscription Service is not Available due to circumstances beyond ServiceNow’s control, 
including without limitation modifications of the Subscription Service by any person other than ServiceNow or a 
person acting at ServiceNow’s direction, a Force Majeure Event, general Internet outages, failure of Customer’s 
infrastructure or connectivity (including without limitation, direct connectivity and virtual private network (VPN) 
connectivity to the Subscription Service), computer and telecommunications failures and delays, and network 
intrusions or denial-of-service or other criminal attacks. 

(c) “Maintenance Time” means the time the Subscription Service is not Available due to 
service maintenance. 

(d) “Availability SLA” means the percentage of total time during which Customer’s 
production instances of the Subscription Service are Available during a calendar month,  excluding 
Excused Downtime. 

5.2. AVAILABLITY 

If Customer’s production instances of the Subscription Service fall below the Availability SLA of 
ninety-nine and eight-tenths percent (99.8%) during a calendar month, Customer’s exclusive remedy for failure of 
the Subscription Service to meet the Availability SLAs is either: (1) to request that the affected Subscription Term 
be extended for the number of minutes the Subscription Service was not Available in the month in accordance 
with the Availability SLA; or (2) to request that ServiceNow issue a service credit to Customer for the dollar value 
of the number of minutes the Subscription Service was not Available in the month in accordance with the 
Availability SLA (determined at the deemed per minute rate ServiceNow charges to Customer for Customer’s use 
of the affected Subscription Service), which Customer may request ServiceNow apply to the next invoice for 
subscription fees. 

5.3. REQUESTS 

Customer must request all service credits or extensions in writing to ServiceNow within thirty (30) 
days of the end of the month in which the Availability SLA was not met, identifying the support requests relating to 
the period Customer’s production instances of the Subscription Service was not Available. The total amount of 
service credits for any month may not exceed the subscription fee for the affected Subscription Service for the 
month, and has no cash value. ServiceNow may delay issuing service credits until such amounts reach one 
thousand U.S. dollars ($1,000) or equivalent currency specified in the applicable Order Form. 
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CUSTOMER SUPPORT POLICY 

 
This Customer Support Policy governs the support that ServiceNow or its authorized reseller, as applicable, will 
provide for the Subscription Service. This Policy may be updated from time to time. 

Scope 

The purpose of  Customer Support  is  to resolve  defects that  cause  the  Subscription  Service  to  perform  not 
in substantial conformance to the Product Overview. A resolution to a defect may consist of a fix, workaround or 
other relief ServiceNow deems reasonable. 

Customer Support does not include: 

• implementation services 

• configuration services 

• integration services 

• customization services or other custom software development 

• training 

• assistance with administrative functions 

Customer Support is not required to provide resolutions for immaterial defects or defects due to modifications of 
the Subscription Service made by any person other than ServiceNow or a person acting  at ServiceNow’s 
direction. 

Business Hours 

Customer Support is available 24 hours a day, 7 days a week, including all holidays. 

Access Contacts 

Customer may contact ServiceNow using one of the following means: 

• Support Portal at https://hi.service-now.com/. Customer may get login access to this self-service 
portal by contacting its ServiceNow administrator. 

• Phone using one of the numbers at http://servicenow.com/support/contact-support.html. 

Customer shall contact ServiceNow’s authorized reseller in accordance with its agreement with the reseller. 

Incident Priority 

Incident priority for a defect is determined using the guidelines below: 
 

Priority Definition 

P1 Any defect that causes an instance to be unavailable. 

P2 Any defect that causes a critical function to fail. 

P3 Any defect that significantly impedes work or progress. 

P4 Any defect that does not significantly impede work or progress. 

Response Times and Level of Effort 

Customer submits an incident with ServiceNow via phone or web and with ServiceNow’s authorized reseller as 
directed by reseller. All support requests are tracked online and can be viewed by  Customer’s authorized 
contacts. Response times do not vary if the incident was filed via phone or web. 

serv1cene!>~ 



   

SUBSCRIPTION SERVICE GU DE EFFECTIVE DATE: NOVEMBER 12, 2014 

SERVICENOW CONFIDENTIAL Page 4 (version 11/12/2014) 

 

 

 

ServiceNow or its authorized reseller, as applicable, will use reasonable efforts to meet the target response times 
and target level of effort stated in the table below. Support from the reseller may be limited to business hours only. 

 

Priority Target Response Times Target Level of Effort 

P1 30 minutes 
Continuously, 24 hours per day, 7 days per 
week 

P2 2 hours 
Continuously, but not necessarily 24 hours per 
day, 7 days per week 

P3 1 business day As appropriate during normal business hours 

P4 N/A Varies 

Customer Responsibilities 

Customer’s obligations are as follows: 

(a) Customer agrees to receive from ServiceNow or its authorized reseller, as applicable, 
communications via email, phone or through the Support Portal regarding the Subscription 
Service. 

(b) Customer shall appoint no more than five (5) contacts (“Customer Authorized Contacts”) to 
engage Customer Support for questions and/or technical issues. 

(i) Only Customer Authorized Contacts are authorized to contact Customer Support. 

(ii) Customer must ensure the information for these contacts is current in the Support Portal 
at https://hi.service-now.com/. 

(iii) Customer Authorized Contacts are trained on the use and administration of the 
Subscription Service. 

(c) Customer shall cooperate to enable ServiceNow to deliver the Subscription Service and support 
for the service. 

(d) Customer is solely responsible for the use of the Subscription Service by its authorized users. 

Support Resources 

• ServiceNow Website (http://www.servicenow.com/services/overview.html) 

• ServiceNow Community (https://community.servicenow.com/welcome) 

• Release Notes (http://wiki.service-now.com/index.php?title=Main_Page) 

• Product Documentation (http://wiki.service-now.com/index.php?title=Main_Page) 

• Knowledge Base (https://hi.service-now.com/nav_to.do?uri=kb_home.do) 

• Support Community (https://community.servicenow.com/community/support) 
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UPGRADE POLICY 

 
1. UPGRADES 

“Upgrades” are ServiceNow’s releases of the Subscription Service for repairs, enhancements or new 
features applied by ServiceNow to Customer’s instances of the Subscription Service at no additional fee during 
the Subscription Term. ServiceNow has the discretion to provide new functionality as an Upgrade or as different 
software or service for a separate fee. ServiceNow determines whether and when to develop, release and apply 
any Upgrade to Customer’s instances of the Subscription Service. 

2. NOTICE; MAINTENANCE DOWNTIME 

ServiceNow shall use reasonable efforts to give Customer thirty (30) days prior notice of any Upgrade to 
the Subscription Service. ServiceNow shall use reasonable efforts to give Customer ten (10) days prior notice of 
any Upgrade to the cloud infrastructure network, hardware, or software used by ServiceNow to operate and 
deliver the Subscription Service if ServiceNow in its reasonable judgment believes that the infrastructure Upgrade 
will impact Customer’s use of its production instances of the Subscription Service. ServiceNow will use 
commercially reasonable efforts to limit the period of time during which the Subscription Service is unavailable 
due to the application of Upgrades to no more than two (2) hours per month. Notwithstanding the foregoing, 
ServiceNow may provide Customer with a shorter or no notice period of an Upgrade if necessary, in the 
reasonable judgment of ServiceNow, to maintain the availability, security or performance of the Subscription 
Service or the ability of ServiceNow to efficiently provide the Subscription Service. 

3. NOMENCLATURE 

A pending Upgrade may be a “Feature Release”, “Patch” or “Hotfix.” A “Feature Release” is an Upgrade 
that includes new features or enhancements. A “Patch” or a “Hotfix” is an Upgrade to a Feature Release that 
maintains the functionality of the Feature Release and does not include new functionality. ServiceNow refers to 
each Feature Release and its associated Patches and Hotfixes as a “Release Family.” For example, 
ServiceNow’s Feature Release “Aspen” established the “Aspen” Release Family, and ServiceNow’s subsequent 
Feature Release “Berlin” established the “Berlin” Release Family. 

4. PINNING REQUESTS 

Customer may submit a support request for “no Upgrade” not fewer than five (5) business days’ prior to a 
pending Upgrade of the Subscription Service. Subject to the terms and conditions of this Upgrade Policy, 
Customer’s “no Upgrade” request shall be granted, and the Upgrade shall not be applied to Customer’s instances 
of the Subscription Service. 

5. SUPPORTED AND NON-SUPPORTED RELEASE FAMILIES 

ServiceNow offers support for the then current Release Family and the prior two (2) Release Families 
(“Supported Release Families”) as set forth in the Customer Support Policy. A Customer using a Supported 
Release Family may be required to Upgrade to a Patch or Hotfix within the Supported Release Family to correct a 
defect. At its discretion, ServiceNow may offer limited support for additional Release Families (“Non-Supported 
Release Families”). Without limiting ServiceNow’s discretion to determine the availability of support for Non- 
Supported Release Families, a Customer using a Non-Supported Release Family may be required to Upgrade to 
a Supported Release Family to correct a defect. Any service level agreements, recovery time objectives or 
recovery point objectives are not applicable to Non-Supported Release Families. Details of ServiceNow support 
are further set forth in the Customer Support Policy. 

Customer acknowledges that the current Release Family is the most current feature, availability, 
performance and security version of the Subscription Service. Within a Supported Release Family, the most 
recent Patch contains the most current feature, availability, performance and security version of the Subscription 
Service for that Release Family. A Customer that has submitted a “no Upgrade” request may experience defects, 
for which Customer hereby agrees that ServiceNow is not responsible, including without limitation those that 
affect the features, availability, performance and security of the Subscription Service, that are fixed in the most 
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current version of the Subscription Service. 

6. REQUIRED UPGRADES 

If Customer has requested “no Upgrade” it may nevertheless be required to Upgrade if in the reasonable 
judgment of ServiceNow the Upgrade is necessary to maintain the availability, security or performance of the 
Subscription Service or the ability of ServiceNow to efficiently provide the Subscription Service, as follows: 

6.1. SUPPORTED RELEASE FAMILY. If Customer is using a Supported Release Family, it may be 
required to Upgrade to a Patch or Hotfix within the Supported Release Family. 

 
6.2. NON-SUPPORTED RELEASE FAMILY. If Customer is using a Non-Supported Release  Family, 

it may be required to Upgrade to a Supported Release Family. 

 
7. EXCEPTIONS 

Notwithstanding the other provisions of this Upgrade Policy, Customer may not submit a support request 
for “no Upgrade” for any Upgrade to, or that is essential for, the infrastructure network, hardware, or software 
used by ServiceNow to operate and deliver the Subscription Service. 
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DATA SECURITY GUIDE 

 
Security Statement of an Enterprise IT Cloud Company 

The ServiceNow cloud is built for the enterprise customer with every aspect aimed towards meeting the 
customer’s demand for reliability, availability and security. ServiceNow’s comprehensive approach to address this 
demand is enabled by the following: (a) ServiceNow’s robust cloud infrastructure runs on its own applications and 
utilizes industry best-of-breed technology to automate mission critical functionalities in the cloud service with 
around-the-clock and around-the-world delivery; (b) ServiceNow achieves flexibility and control in its ability to 
deliver a stable user experience to the customer by having a logical single tenant architecture; (c) ServiceNow’s 
application development which has a paramount focus on quality, security, and the user experience is closely 
connected to the operations of delivering those applications in a reliable and secure cloud environment; (d) 
ServiceNow invests in a comprehensive compliance strategy that allows its customers to attain their own 
compliance to applicable laws by obtaining attestations and certifications and running its subscription service from 
paired data centers situated close to where its customers are located; and (e) ServiceNow’s homogeneous 
environment where all applications are on a single platform offers ServiceNow a competitive advantage in being 
able to concentrate its efforts to make the customer’s user experience the best possible. 

This Data Security Guide describes the measures ServiceNow takes to protect Customer Data when it resides in 
the ServiceNow cloud. This Data Security Guide forms a part of any legal agreement into which this Data Security 
Guide is explicitly incorporated by reference (the “Agreement”) and is subject to the terms and conditions of the 
Agreement. Capitalized terms that are not otherwise defined herein shall have the meaning given to them in 
the Agreement. 

1. SECURITY PROGRAM 

While providing the Subscription Service, ServiceNow shall maintain a written information security 
program of policies, procedures and controls (“Security Program”) governing the processing, storage, 
transmission and security of Customer Data. The Security Program includes industry standard practices designed 
to protect Customer Data from unauthorized access, acquisition, use, disclosure, or destruction. ServiceNow may 
periodically review and update the Security Program to address new and evolving security technologies, changes 
to industry standard practices, and changing security threats, provided that any such update does not materially 
reduce the commitments, protections or overall level of service provided to Customer as described herein. 

2. CERTIFICATIONS AND ATTESTATIONS 

2.1. Certifications and Attestations. ServiceNow shall establish and maintain sufficient controls to 
meet the objectives stated in ISO 27001 and SSAE 16 / SOC 1 and SOC 2 Type 2 (or equivalent standards) 
(collectively, the “Standards”) for the information security management system supporting the Subscription 
Service. At least once per calendar year, ServiceNow shall perform an assessment against such Standards 
(“Assessment”). Upon Customer’s written request, which shall be no more than once per calendar year, 
ServiceNow shall provide a summary of the Assessment(s) to Customer. Assessments shall be Confidential 
Information of ServiceNow. 

2.2. Safe Harbor. ServiceNow shall maintain self-certified compliance under the U.S.-EU and U.S.- 
Swiss Safe Harbor Frameworks developed by the U.S. Department of Commerce regarding the collection, use 
and retention of Personal Data (defined in Section 6 below) from European Union member countries and 
Switzerland. 

3. PHYSICAL, TECHNICAL AND ADMINISTRATIVE SECURITY MEASURES 

The Security Program shall include the following physical, technical and administrative measures 
designed to protect Customer Data from unauthorized access, acquisition, use, disclosure, or destruction: 

3.1. Physical Security Measures 

(a) Data Center Facilities: (i) Physical access restrictions and monitoring that may include a 
combination of any of the following: multi-zone security, man-traps, appropriate perimeter deterrents (for example, 

serv1cene!>~ 



   

SUBSCRIPTION SERVICE GU DE EFFECTIVE DATE: NOVEMBER 12, 2014 

SERVICENOW CONFIDENTIAL Page 8 (version 11/12/2014) 

 

 

 

fencing, berms, guarded gates), on-site guards, biometric controls, CCTV, and secure cages; and (ii) fire 
detection and fire suppression systems both localized and throughout the data center floor. 

(b) Systems, Machines and Devices: (i) Physical protection mechanisms; and (ii) entry 
controls to limit physical access. 

(c) Media: (i) Industry standard destruction of sensitive materials before  disposition of 
media; (ii) secure safe for storing damaged hard disks prior to physical destruction; and (iii) physical destruction of 
all decommissioned hard disks storing Customer Data. 

3.2. Technical Security Measures 

(a) Access Administration. Access to the Subscription Service by ServiceNow employees 
and contractors is protected by authentication and authorization mechanisms. User authentication is required to 
gain access to production and sub-production systems. Access privileges are based on job requirements and are 
revoked upon termination of employment or consulting relationship. Production infrastructure includes appropriate 
user account and password controls (for example, the required use of virtual private  network connections, 
complex passwords with expiration dates, and a two-factored authenticated connection) and is accessible for 
administration. 

(b) Logging and Monitoring. The production infrastructure log activities  are  centrally 
collected and are secured in an effort to prevent tampering and are monitored for anomalies by a trained 
security team. 

(c) Firewall System. An industry-standard firewall is installed and managed to protect 
ServiceNow systems by residing on the network to inspect all ingress connections routed to the 
ServiceNow environment. 

(d) Vulnerability Management. ServiceNow conducts periodic independent security risk 
evaluations to identify critical information assets, assess threats to such assets, determine potential 
vulnerabilities, and provide for remediation. When software vulnerabilities are revealed and addressed  by a 
vendor patch, ServiceNow will obtain the patch from the applicable vendor and apply it within an appropriate 
timeframe in accordance with ServiceNow's then current vulnerability management and security patch 
management standard operating procedure and only after such patch is tested and determined to be safe for 
installation in all production systems. 

(e) Antivirus. ServiceNow updates anti-virus, anti-malware, and anti-spyware software on 
regular intervals and centrally logs events for effectiveness of such software. 

(f) Change Control. ServiceNow ensures that changes to platform, applications and 
production infrastructure are evaluated to minimize risk and are implemented following ServiceNow’s standard 
operating procedure. 

3.3. Administrative Security Measures 

(a) Data Center Inspections. ServiceNow performs routine reviews at each data center to 
ensure that it continues to maintain the security controls necessary to comply with the Security Program. 

(b) Personnel Security. ServiceNow performs background and drug screening on all 
employees and all contractors who have access to Customer Data in accordance with ServiceNow’s then current 
applicable standard operating procedure and subject to applicable law. 

(c) Security Awareness and Training. ServiceNow maintains a security awareness program 
that includes appropriate training of ServiceNow personnel on the Security Program. Training is conducted at time 
of hire and periodically throughout employment at ServiceNow. 

(d) Vendor Risk Management. ServiceNow maintains a vendor risk management program 
that assesses all vendors that access, store, process or transmit Customer Data for appropriate security controls 
and business disciplines. 
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4. DATA PROTECTION AND SERVICE CONTINUITY 

4.1. Data Centers; Data Backup. ServiceNow shall host Customer’s instances in primary and 
secondary SSAE 16 Type II or ISO 27001 certified (or equivalent) data centers in the geographic regions 
specified on the Order Form for the Subscription Term. Each data center includes full redundancy (N+1) and fault 
tolerant infrastructure for electrical, cooling and network systems. The deployed servers are enterprise scale 
servers with redundant power to ensure maximum uptime and service availability. The production database 
servers are replicated in near real time to a mirrored data center in a different geographic region. Each customer 
instance is supported by a network configuration with multiple connections to the Internet. ServiceNow backs up 
all Customer Data in accordance with ServiceNow’s standard operating procedure. 

4.2. Personnel. In the event of an emergency that renders the customer support telephone system 
unavailable, all calls are routed to an answering service that will transfer to a ServiceNow telephone support 
representative, geographically located to ensure business continuity for support operations. 

5. INCIDENT MANAGEMENT AND BREACH NOTIFICATION 

5.1. Incident Monitoring and Management. ServiceNow shall monitor, analyze and respond to 
security incidents in a timely manner in accordance with ServiceNow’s standard operating procedure. Depending 
on the nature of the incident, ServiceNow security group will escalate and engage response teams necessary to 
address an incident. 

5.2. Breach Notification. Unless notification is delayed by the actions or demands of a law 
enforcement agency, ServiceNow shall report to Customer the unauthorized acquisition, access, use, disclosure 
or destruction of Customer Data (a “Breach”) promptly following determination by ServiceNow that a Breach 
occurred. The initial report shall be made to Customer security contact(s) designated in ServiceNow’s customer 
support portal. ServiceNow shall take reasonable measures to promptly mitigate the cause of  the  Breach and 
shall take reasonable corrective measures to prevent future Breaches. As information is collected or otherwise 
becomes available to ServiceNow and unless prohibited by law, ServiceNow shall provide information regarding 
the nature and consequences of the Breach that are reasonably requested to allow Customer to notify affected 
individuals, government agencies and/or credit bureaus. Customer is solely responsible for determining whether 
to notify impacted Data Subjects (defined in 6.1 below) and for providing such notice, and for determining if 
regulatory bodies or enforcement commissions applicable to Customer or Customer Data need to be notified of 
a Breach. 

5.3. Customer Cooperation. Customer agrees to cooperate with ServiceNow in maintaining 

accurate contact information in the customer support portal and by providing any information that is reasonably 
requested to resolve any security incident, identify its root cause(s) and prevent a recurrence. 

6. DATA PROCESSING GUIDELINES; COMPLIANCE WITH LAWS 

6.1. Customer as Data Controller. Customer acknowledges that in relation to Personal  Data 
supplied and/or processed under the Agreement it acts as Controller and it warrants that it will duly observe all of 
its obligations under all applicable laws and regulations of the European Union, the European Economic Area and 
their member states regarding the processing of Personal Data (collectively referred to as “Data Protection Laws”) 
including, without limitation, obtaining and maintaining all necessary notifications and obtaining and maintaining 
all necessary Data Subject Consents. Customer shall (i) have sole responsibility for the  accuracy, quality, 
integrity, legality and reliability of Personal Data and of the means by which it acquired Personal Data, (ii) ensure 
that data processing instructions given to ServiceNow comply with applicable Data Protection Laws, and (iii) 
comply with all applicable Data Protection Laws in collecting, compiling, storing, accessing and using Personal 
Data in connection with the Subscription Service. For the purposes of this Data Security Guide, “Personal Data”, 
“Controller”, “Data Subject” and “Data Subject Consent” shall have the meaning given to these terms in Directive 
95/46/EC. For clarity, “process” or “processing” means any operation or set of operations performed upon 
Customer Data. 

6.2. ServiceNow as Data Processor. ServiceNow shall process or otherwise use Personal Data 

(including possible onward transfers) on behalf of Customer solely for the purpose of providing the services 

serv1cene!>~ 



   

SUBSCRIPTION SERVICE GU DE EFFECTIVE DATE: NOVEMBER 12, 2014 

SERVICENOW CONFIDENTIAL Page 10 (version 11/12/2014) 

 

 

 

described in the Agreement and only in accordance with Customer’s lawful instructions (limited to those 
instructions which ServiceNow can reasonably carry out in the provision of the Subscription Service), the terms of 
the Agreement, and this Data Security Guide. ServiceNow shall ensure that those employees to whom it grants 
access to such Personal Data are directed to keep such Personal Data confidential and are informed of any 
additional data protection obligations applicable to such Personal Data. ServiceNow shall, to the extent legally 
permitted, promptly notify Customer with respect to any request or communication ServiceNow receives from any 
regulatory authority in relation to any data processing activities ServiceNow conducts on behalf of Customer. In 
addition, ServiceNow will cooperate and assist Customer, at Customer’s cost, in relation to any such request and 
to any response to any such communication. ServiceNow will pass on to the Customer any requests of a Data 
Subject to access, delete, correct, or block Personal Data processed under the Agreement. If ServiceNow is 
compelled by law to disclose Customer's information as part of a civil proceeding to which Customer is a party, 
and Customer is not contesting the disclosure, Customer will reimburse ServiceNow for its reasonable cost of 
compiling and providing secure access to that information. 

6.3. Subcontractors. ServiceNow may engage subcontractors for processing Customer Data under 
the Agreement, provided ServiceNow shall ensure compliance by such subcontractor(s) with the requirements of 
this Section 6 by entering into written agreements with such subcontractors which provide that the subcontractor 
will apply the Safe Harbor principles to the processing of Personal Data. ServiceNow’s use of any subcontractor 
will not relieve, waive or diminish any obligation ServiceNow has under the Agreement or this Data Security 
Guide. 

7. PENETRATION TESTS 

7.1. By a Third Party. ServiceNow contracts with third party vendors to perform an  annual 
penetration test on the ServiceNow platform to identify risks and remediation that help increase security. 

7.2. By Customer. No more than once per calendar year Customer may request to perform, at its 
own expense, an application penetration test of its instances of the Subscription Service. Customer shall notify 
ServiceNow in advance of any test by submitting a request using ServiceNow’s online support portal and 
completing a penetration testing agreement. ServiceNow and Customer must agree upon a mutually acceptable 
time for the test; and Customer shall not perform a penetration test without ServiceNow’s express written 
authorization. The test must be of reasonable duration, and must not interfere with ServiceNow’s day-to-day 
operations. Promptly upon completion of the penetration test, Customer shall provide ServiceNow with the test 
results including any detected vulnerability. Upon such notice, ServiceNow shall, consistent with industry standard 
practices, use all commercially reasonable efforts to promptly make any necessary changes to improve the 
security of the Subscription Service. Customer shall treat the test results as Confidential Information of 
ServiceNow. 

8. SHARING THE SECURITY RESPONSIBILITY 

8.1. Product Capabilities. The Subscription Service has the capabilities to: (i) authenticate users 

before access; (ii) encrypt passwords; (iii) allow users to manage passwords; and (iv) prevent access by users 
with an inactive account. Customer manages each user’s access to and use of the Subscription Service by 
assigning to each user a credential and user type that controls the level of access to the Subscription Service. 

8.2. Customer Responsibilities. ServiceNow provides the cloud environment that permits Customer 
to use and process Customer Data in the Subscription Service. The architecture in the Subscription Service 
includes, without limitation, column level encryption functionality and the access control list engine. Customer 
shall be responsible for using the column level encryption functionality and access control list engine  for 
protecting all Customer Data containing sensitive data, including without limitation, credit card numbers, social 
security numbers, financial and health information, and sensitive personal data. Customer is solely responsible for 
the results of its decision not to encrypt such sensitive data. ServiceNow protects all Customer Data in the 
ServiceNow cloud infrastructure equally in accordance with this Data Security Guide, regardless of the 
classification of the type of Customer Data. Customer shall be responsible for protecting the confidentiality of 
each user’s login and password and shall manage each user’s access to the Subscription Service. 
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8.3. Customer Cooperation. Customer shall promptly apply any application upgrade that 
ServiceNow determines is necessary to maintain the security, performance or availability of the Subscription 
Service. 

8.4. Limitations. Notwithstanding anything to the contrary in the Agreement or this Data Security 
Guide, ServiceNow’s obligations extend only to those systems, networks, network devices, facilities and 
components over which ServiceNow exercises control. This Data Security Guide does not apply to: (i) information 
shared with ServiceNow that is not data stored in its systems using the Subscription Service; (ii) data in 
Customer’s virtual private network (VPN) or a third party network; or (iii) any data processed by Customer or its 
users in violation of the Agreement or this Data Security Guide. 
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ServiceNow Applications 

Activity Designer Enables a user to construct reusable activities that suit an organization's 

business needs. Requires Orchestration Core. 

Activity Packs A collection of related workflow activities that allow Orchestration Core to 
connect to, and automate work with, external systems. Some Activity Packs 

require Orchestration Core and others require Cloud Management. 

Agile Development Provides capabilities to manage the software development process in projects 

including enhancement requests, defect prioritization, definition of release 
content, and tasks. 

Asset Management Provides capabilities to track and manage the physical, contractual, and 
financial aspects ofassets. 

Audit Management Provides a centralized process for Internal Audit teams to automatethe 
complete audit lifecycle by providing the capability to plan, scope and execute 
integrated, risk-based audit plans. 

Change Management Allows repeatable methods and procedures to be used for introducing change 
into the IT infrastructure by providing capabilities for creating, assessing, 
approving, and executing changes. 

Client Software Distribution Allows administrators to distribute software from the service catalog using 
third party management systems. Requires Orchestration Core. 

Cloud Management Provides the capability to automate the provisioning and management 
lifecycle of public and private virtual servers. Requires Orchestration Core. 

Configuration Automation Provides the capability to manage the configuration settings of a physical or 
virtual server. Requires Orchestration Core. 

Cost Management Provides capabilities to track one-time and recurring costs of configuration 
items used by IT and allocate those costs to business units using allocation 
rules. 

Cost Transparency Provides insight for executives seeking to align spending to business goals. 
Users can classify general ledger records, define reporting 
structures and allocation rules, and view summary reports. 

Customer Service Includes the following key features: Omni-channel customer engagement 
Management across portal, chat, email, and phone (native telephony integration requires 

Notify); a robust customer data model for accounts, partners, and contacts; 
case management with advanced skills-based routing, real-time service level 
agreement (SLA), service contracts and service entitlements; pre-packaged 
service analytics using both real-time data as well as snapshots fortrend 
analysis (trend analytics requires Performance Analytics use rights); and voice 
of customer feedback through online surveys and customer satisfaction 
reporting. 
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Demand Management Consolidates IT requests through a service catalog and routes them in a 

workflow to stakeholders who gather additional information to prioritize 
investment  decisions. 

Discovery Locates physical and virtual devices connected to an enterprise network. 
When Discovery locates a device, it explores its configuration, status, 
software, and relationships to other connected devices, and updates the 
Configuration Management Data Base (CMDB). 

Edge Encryption Resides on Customer-owned servers and encrypts and decrypts eligible data 
stored in their instance. Customer controls and manages the encryption keys 
for the eligible data in their instance. 

Enterprise Service Portal - HR In support of HR service delivery, provides employee self-service via an HR 
service catalog and provides HR the capability to assign tasks to employees. 
Uses prebuilt layouts, controls, and content. Requires HR Service 
Management. 

Event Management Aggregates events from monitoring tools used by Customer in its 
infrastructure, de-duplicates and correlates inputs from such events to CMDB, 
and provides the ability to filter and prioritize events to create incidents for 
remediation. 

Facilities Service Management Provides capabilities to manage the service delivery of a facilities department 
by offering a self-service catalog and assignment of requests based on 
fulfillment rules. 

Field Service Management Provides capabilities to create work order records for the repair and service of 
equipment. Requires Asset Management. 

Financial Planning Assists executives and budget owners in the automation of budget and 
forecast planning, helping to increase efficiency and simplify the planning 
process. 

Finance Service Management Enables the finance department to define its services and fulfill requests 
through workflow capabilities and knowledge management, and provides 
visibility into resource utilization and service delivery performance through 
dashboards. 

HR Service Management Provides capabilities to manage HR service delivery using case management 
to document the interactions between the employee and HR supported by 
the knowledge base. 

Incident Management Facilitates the process of restoring normal IT operations by providing 
capabilities to record, classify, distribute, and manage incidents through to 
resolution. Includes Performance Analytics limited to 15 key performance 
indicators (KPIs), one dashboard and 90 days of data captured by Incident 
Management. 

Legal Service Management Enables the legal department to define its services and fulfill requests through 
workflow capabilities and knowledge management, and provides visibility into 
resource utilization and service delivery performance through dashboards. 

Marketing Service Enables the marketing department to define its services and fulfill requests 
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Management through workflow capabilities and knowledge management, and provides 

visibility into resource utilization and service delivery performance through 
dashboards. 

Notify Provides the capability to initiate notification from Customer’s instance of 
the subscription service to a supported third-party platform for SMS, voice 
and other communications protocols. 

Customer is required to separately purchase any third-party service required 
to work with Notify. 

Orchestration Core Enables orchestration of activities outside Customer’s instance of the 
subscription service. Allows Customer to automate discrete tasks or processes 
using graphical workflows that interact with external systems or services. 

Password Reset Provides the capability to reset User’s passwords that are stored and pre- 
authenticated in a credential store outside Customer’s instance of the 
subscription service, such as Active Directory and other supported credential 
stores. Requires Orchestration Core. 

Performance Analytics Provides advanced analytics and time series analysis for KPIs. 

Platform Runtime Allows customer to deploy applications developed on the ServiceNow 
Platform into production. 

Policy and Compliance 
Management 

Provides a centralized process for creating and managing policies, standards, 
and internal control procedures that are cross-mapped to external regulations 
and best practices.  Additionally, the application provides structured 
workflows for the identification, assessment, and continuous monitoring of 
control activities. 

Problem Management Facilitates the process of identifying the root causes of errors in the IT 
infrastructure by providing capabilities to record, escalate, and manage 
problems through to resolution. 

Project Portfolio Management Provides capabilities to plan, organize, and manage projects and project 
portfolios including associated tasks and resources. 

Release Management Facilitates the planning, design, build, configuration, testing, and release of 
hardware and software into the IT infrastructure. 

Request Management Provides capabilities to approve and fulfill requests for goods and services 
defined and presented in the service catalog. 

Resource Management Provides a view of projects and the availability, allocation, and capacity of 
assigned resources. 

Risk Management Provides an executive view into risk to allow risk managers to quickly identify 
at-risk assets, perform assessments, and continuously monitor risk exposure. 

Security Incident Response Enables SOC/SIRT teams to enact response plans to address security-related 
activities, events or incidents. Enables response team collaboration, 
investigation of network and non-network related activities (i.e. intellectual 
property theft, criminal activities, etc.) and includes the capability for 
automated request assignment and remediation across IT and security teams. 
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(CMDB) 

Connect 

Content ManagementSystem 

Form Designer 

ServiceNow Product Overview 
Effective Date: May 2, 2016 

Discovers business services of the organization and builds a comprehensive 
map of all devices, applications, and configuration profiles used in these 

business services. 

Provides a user acceptance testing framework to help project teamsand 
business users align on project deliverables, and provides visibility into the 

status of the project testing when used in conjunction with Project Portfolio 
Management and Agile Development. Project Portfolio Management and 

Agile Development are separately authorized. 

Provides the ability to support multiple threat intelligence feeds to enhance 

the context of a security incident by enabling analysts to see potential threats 
and related systems in an integrated view. Threat Intelligence also allows 
Customers to add their own custom feeds and to place confidence scores or 

weighting on each feed to accelerate the identification of legitimate security 
issues. 

Enables Customer to manage, evaluate and compare vendors based on 
predefined criteria. 

Integrates with the National Vulnerability Database (NVD) and third-party 
solutions to generate a set of actionable reports of vulnerable assets inthe 
Customer environment. Incident response tasks, change requests or problem 

tickets can easily be opened from vulnerabilities to allow security teamsto 
perform further investigation or to allow IT to perform remediation. 

Graphically displays the configuration items related to a business service, 
and indicates the status of those configuration items. 

Provides real-time communication capability via instant messaging between 
Users. 

Provides the capability to monitor and provide feedback on a specific 
behavior of an individual or group. 

Provides capabilities to identify, record, and report on IT configuration items 
and their relationships. 

Provides the capability to connect people, processes and information into a 

unique and centralized collaboration workspace to cut down on resolution 
times. Features include real-time chat, document delivery, active lists to see 
who is working and the ability to interact straight from the activity stream. 

Provides the ability to create custom interfaces. 

Allows creation of forms and tables with visual controls. 
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Google Maps ServiceNow may make Google Maps available for use with the subscription 

service. If Customer uses Google Maps, Customer agrees to the following 
terms: (i) Customer shall limit its use to 60,000 map views on an annual basis 
and additional use shall be purchased from Google subject to Google’s terms 
and conditions, to which ServiceNow is not a party; (ii) Customer agrees, and 
shall cause its end users to agree, to Google’s Maps Terms 
(http://maps.google.com/help/terms maps.html or a successor URL as 
provided by Google), the Legal Notices 
(http://www.maps.google.com/help/legalnotices maps.html or a successor 
URL as provided by Google), and the Acceptable Use Policy 
(http://www.google.com/enterprise/earthmaps/legal/us/maps AUP.html      or 
a  successor  URL  as provided by Google); and (iii) Customer agrees that 
Google may use Customer data in accordance with its privacy policy and that 
Google may provide its maps services to Customer. Google Maps may   not 
be available to Customer due to location availability and may not be 
available during Customer’s entire subscription term. ServiceNow support 
and warranty do not apply to Google Maps. 

Graphical Workflow Provides the capability to automate multi-step processes within 
Customer’s instance of the subscription service. Each workflow can 
manage a sequence of activities, such as creating records or running 
scripts, and the condition-based transitions between them. 

Customer is required to purchase Orchestration Core to   orchestrate 
activities using the Graphical Workflow that interact outside Customer’s 
instance of the subscription service. 

Knowledge Management Provides role-based tools to create, store, and publish  information. 
Provides mechanisms for version control and approvals of documents in the 
review process. 

Live Feed Provides a place to post and share content. 

Mobile Provides a customizable ServiceNow interface for mobile devices. 

On-Call Scheduling Enables creation of on-call schedules and escalation rosters. 

OpenFrame An interface technology that enables real-time communication channels such 
as telephone systems to be integrated into the ServiceNow Platform. 
OpenFrame consists of UI elements as well as a set of APIs that support 
exchange of events and data between ServiceNow and the communications 
system. 

Reporting Provides the capability to create and share reports and dashboards. 

REST API Provides the ability to integrate external systems through REST APIs using 
standard respond codes, header information, pagination support and 
streaming data on requests. 

Service Catalog Displays a listing of the goods and services that Customer provides within 
the enterprise to its employees and contractors. 

Service Creator Provides capabilities for building no-code service catalog items. 
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Service Level Management Establishes and monitors status of service contracts and SLAs between the 

organization and its customers or third-party service providers. 

Service Portal Designer Provides the capability to build portals with a consumer-like experience using 
both ServiceNow out-of-the-box widgets and templates as well as Customer’s 
own widgets and styles, while leveraging only HTML and CSS. 

Skills Management Assigns configured competencies to groups or users. 

Studio Integrated Development Environment (IDE) for professional and low-code 
(i.e., IT administration) application developers. 

Survey Management Allows for polling and collection of data, including configuration for 
specific events and/or conditions. 

Time Cards Records time worked on tasks either manually or automatically. 

Visual Task Boards Enables a Kanban-style workspace for either individual or team-based 
management of tasks. 

Visualizations Displays interactive 2-D and 3-D visual representations for any logical data 
relationships within an instance. 
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GENERAL TERMS AND CONDITIONS 

These General Terms and Conditions and any referenced documents form the agreement (the “Agreement”) under which an 
Order Form is executed. 

1. PROVISION OF SERVICES 

ServiceNow will make the following purchased services available to Customer, subject to the terms and conditions of 
the Agreement and each ordering document signed by Customer and ServiceNow (each, an “Order Form”) and the product 
overview attached thereto or referenced therein (“Product Overview”), including without limitation: 

(a) use of the ServiceNow applications which are made available by ServiceNow as a software as a service 
(SaaS) (“Subscription Service”); and 

(b) professional services and training services (“Professional Services”). 

An Order Form for Professional Services shall specify ServiceNow packaged professional services (each offering, a 
“Packaged Service”), as described in one or more service descriptions (if not attached to the Order Form, then as set forth on 
www.servicenow.com/be schedules.do) (“Service Description”) or other Professional Services described in one or more 
written statements of work (“SOW”) signed by ServiceNow and Customer. 

2. ORDERING 

2.1 ORDERS AND PAYMENT. Upon execution by Customer and ServiceNow, each Order Form is non- 
cancellable and non-refundable except as provided in the Agreement. Prices stated in each Order Form are final. Except as 
expressly set forth in the applicable Order Form, Subscription Service fees are invoiced annually in advance. Each 
Subscription Term (as defined in Section 3.1) as set forth in the Order Form is a continuous and non-divisible commitment for 
the full duration of the Subscription Term regardless of the invoice schedule. Except as expressly set forth in the applicable 
Order Form or SOW or Service Description, Professional Services fees are invoiced on a time and materials basis monthly in 
arrears. Customer shall pay each invoice in full within thirty (30) days after the date of invoice. Customer may issue a 
purchase order consistent with the terms of the Order Form, but a purchase order is not required. If Customer issues a 
purchase order, then it shall be for the full amount of the Order Form, and any additional or conflicting terms appearing in a 
purchase order shall not amend the Order Form or the Agreement. Upon request, ServiceNow shall reference the purchase 
order number on its invoices (solely for administrative convenience) so long as Customer provides the purchase order at least 
fifteen (15) business days prior to the date of the invoice. Late payments shall accrue interest at a rate of one and one-half 
percent (1.5%) per month or the legal maximum interest rate, whichever is lower. If Customer is delinquent in payment of 
amounts for the services owed hereunder, ServiceNow may give notice to Customer of such delinquency and, in such case, 
Customer shall cure the delinquency within thirty (30) days from the date of ServiceNow’s written notice. If Customer fails to 
cure the delinquency, ServiceNow may suspend Customer’s use of the Subscription Service or terminate the Agreement for 
cause in accordance with Section 7 (Term and Termination), in addition to other rights and remedies available. 

2.2 TAXES. All payments required by the Agreement are stated exclusive of all taxes, duties, levies, imposts, 
fines or similar governmental assessments including sales and use taxes, value-added taxes (“VAT”), goods and services 
taxes (“GST”), excise, business, service, and similar transactional taxes imposed by any jurisdiction and the interest and 
penalties thereon (collectively, “Taxes”). Customer shall be responsible for and bear Taxes associated with its purchase of, 
payment for, access to or use of the Subscription Service and Professional Services. Taxes shall not be deducted from the 
payments to ServiceNow, except as required by law, in which case Customer shall increase the amount payable as necessary 
so that after making all required deductions and withholdings, ServiceNow receives and retains (free from any Tax liability) an 
amount equal to the amount it would have received had no such deductions or withholdings been made. Each party is 
responsible for and shall bear taxes imposed on its net income. If Customer is a tax-exempt entity or claims exemption from 
any Taxes under the Agreement, Customer shall provide a tax exemption number on the Order Form and a certificate upon 
execution of the Order Form and, after receipt of valid evidence of exemption, ServiceNow shall not charge Customer any 
Taxes from which it is exempt. If ServiceNow is required to invoice or collect Taxes associated with Customer’s purchase of, 
payment for, access to or use of the Subscription Service or Professional Services, ServiceNow will issue an invoice to 
Customer including the amount of those Taxes, itemized where required by law. Customer shall provide to ServiceNow its 
VAT or GST identification number(s) on the Order Form for (i) the country where Customer has established its business and/or 
(ii) any other country where Customer has a fixed establishment. Customer shall use the ordered Subscription Service and 
Professional Services for Customer's business use in the foregoing location(s) in accordance with the provided VAT or GST 
identification number(s). The parties’ obligations under this Section shall survive the termination or expiration of  the 
Agreement. 
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2.3 USE VERIFICATION. Customer may not use or otherwise access the Subscription Service in a manner that 
exceeds Customer’s authorized use. ServiceNow may review Customer’s use of the Subscription Service, and Customer shall 
provide any reasonable assistance to verify Customer’s compliance with the Agreement. If ServiceNow determines that 
Customer has exceeded its permitted use of the Subscription Service then ServiceNow will notify Customer and within thirty 
(30) days thereafter Customer shall either: (i) disable any unpermitted use or (ii) purchase additional  subscriptions. If 
Customer fails to regain compliance within such thirty (30) day period, ServiceNow may suspend Customer’s use of the 
Subscription Service or terminate the Agreement for cause in accordance with Section 7 (Term and Termination), in addition to 
any other rights or remedies ServiceNow may have. 

3. GRANT OF USE RIGHTS; OWNERSHIP; CUSTOMER RESTRICTIONS 

3.1. SUBSCRIPTION SERVICE. Customer is authorized to use the Subscription Service limited by the 
purchased amount and subscription term (“Subscription Term”) on the Order Form and the Product Overview. 

3.2. DOCUMENTATION. ServiceNow grants to Customer a non-exclusive, non-transferable, worldwide right 
during the Subscription Term to access and use the documentation relating to the operation and use of the Subscription 
Service that is provided by ServiceNow to Customer under the Agreement, as updated by ServiceNow from time to time 
(“Documentation”). 

3.3. CUSTOMER DATA. Customer grants ServiceNow a non-exclusive, non-transferable, worldwide right to use 
the electronic data pertaining to Customer and/or its users that is processed using the Subscription Service (collectively 
“Customer Data”) strictly for the limited purpose of providing the Subscription Service to Customer. 

3.4. SOFTWARE. ServiceNow may provide ServiceNow software products (“Software”) for use in connection 

with the Subscription Service. Any Software is licensed and not sold (even if for convenience ServiceNow makes reference to 
words such as “sale” or “purchase”). ServiceNow grants Customer a limited, personal, worldwide, non-sublicensable, non- 
transferable, non-exclusive license to install and execute the Software on machines operated by or for Customer solely to 
permit Customer to use the Subscription Service during the Subscription Term in accordance with the terms and conditions of 
the Agreement. The Software may include code that is licensed under third party license agreements, including open source 
made available or provided with the Software. 

3.5. OWNERSHIP. As between ServiceNow and Customer, all rights, title, and interest in and to all intellectual 
property rights in the Subscription Service, Software and/or Documentation are owned exclusively by ServiceNow. Except as 
expressly provided in the Agreement, ServiceNow does not grant Customer (and expressly reserves) any rights, express or 
implied, or ownership in the Subscription Service, Software and/or Documentation. ServiceNow shall have a royalty-free, 
worldwide, non-exclusive, transferable, sub-licensable, irrevocable, perpetual right to make, use, sell, offer for sale, import, or 
otherwise incorporate into the Subscription Service, Software and/or Documentation, any suggestions, enhancements, 
recommendations or other feedback provided by Customer relating to the Subscription Service, Software and/or 
Documentation. 

3.6. RESTRICTIONS. Customer shall not (and shall not permit others to) do the following with respect to the 
Subscription Service, Software or Documentation: (i) license, sub-license, sell, re-sell, rent, lease, transfer, distribute or time 
share or otherwise make any of them available for access by third parties; (ii) disassemble, reverse engineer, decompile or 
modify them or otherwise create derivative works thereof; (iii) access them for the purpose of developing products or services 
that compete with the Subscription Service; (iv) use them to operate more or different type of applications or platform not 
authorized under the Agreement; (v) use them to create, use, send, store or run viruses or other harmful computer code, files, 
scripts, agents or other programs or engage in any other malicious act; (vi) disrupt their security, integrity or operation; (vii) 
remove or modify a copyright or other proprietary rights notice in them; (viii) use them to reproduce, distribute, display, transmit 
or use material protected by copyright or other intellectual property right (including the rights of publicity or privacy) without first 
obtaining the permission of the owner; (ix) use them to damage the property of another; (x) use them in any manner which 
violates any law or regulation of the United States, any state thereof or other government authority; (xi) use them in any 
manner that disables, hacks or otherwise interferes with any security, digital signing, digital rights management, verification or 
authentication mechanisms or (xii) use them in a manner that temporarily or permanently alters, erases, removes, copies, 
modifies, halts or disables any ServiceNow or third party data, software or network. 

4. WARRANTIES 

4.1. LIMITED SUBSCRIPTION SERVICE WARRANTY. ServiceNow warrants that during the Subscription Term 
Customer’s production instances of the Subscription Service shall materially conform to the Product Overview. To submit a 
warranty claim under this Section, Customer shall (1) reference this Section; and (2) submit a support request to resolve the 
non-conformity as provided in the Subscription Service Guide, which is set forth on www.servicenow.com/be_schedules.do. If 
the non-conformity persists without relief more than thirty (30) days after written notice of a warranty claim provided to 
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ServiceNow under this Section 4.1, then Customer may terminate the affected Subscription Service and ServiceNow shall 
refund to Customer any prepaid subscription fees covering the remainder of the Subscription Term of the affected Subscription 
Service after the date of termination. Notwithstanding the foregoing, this warranty shall not apply to any non-conformity due to 
a modification of or defect in the Subscription Service that is made or caused by any person other than ServiceNow or a 
person acting at ServiceNow’s direction. THIS SECTION 4.1 SETS FORTH CUSTOMER’S EXCLUSIVE RIGHTS AND 
REMEDIES (AND SERVICENOW’S SOLE LIABILITY) IN CONNECTION WITH THIS WARRANTY. 

 
4.2. LIMITED PROFESSIONAL SERVICES WARRANTY. ServiceNow warrants that the Professional Services 

will be performed in a competent and workmanlike manner in accordance with accepted industry standards and practices and 
all material requirements set forth in the SOW or Service Description. Customer shall notify ServiceNow in writing of any 
breach within thirty (30) days after performance of the non-conforming Professional Services. Upon receipt of such notice, 
ServiceNow, at its option, shall either use commercially reasonable efforts to re-perform the Professional Services in 
conformance with these warranty requirements or shall terminate the affected Professional Services and refund to Customer 
any amounts paid for the nonconforming Professional Services. THIS SECTION 4.2 SETS FORTH CUSTOMER’S 
EXCLUSIVE RIGHTS AND REMEDIES (AND SERVICENOW’S SOLE LIABILITY) IN CONNECTION WITH THIS 
WARRANTY. 

4.3. DISCLAIMER OF WARRANTIES. EXCEPT FOR THE WARRANTIES EXPRESSLY STATED IN THE 
AGREEMENT, TO THE MAXIMUM EXTENT ALLOWED BY LAW, SERVICENOW DISCLAIMS ALL WARRANTIES OF ANY 
KIND, EXPRESS OR IMPLIED, ORAL OR WRITTEN, INCLUDING WARRANTIES ARISING UNDER STATUTE, 
WARRANTIES OF MERCHANTABILITY, ACCURACY, TITLE, NON-INFRINGEMENT OR FITNESS FOR A PARTICULAR 
PURPOSE OR ANY WARRANTIES ARISING FROM USAGE OF TRADE, COURSE OF DEALING OR COURSE OF 
PERFORMANCE. WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, SERVICENOW SPECIFICALLY DOES 
NOT WARRANT THAT THE SUBSCRIPTION SERVICE, SOFTWARE, PROFESSIONAL SERVICES OR DOCUMENTATION 
WILL MEET THE REQUIREMENTS OF CUSTOMER OR OTHERS OR THAT THEY WILL BE ACCURATE OR OPERATE 
WITHOUT INTERRUPTION OR ERROR. CUSTOMER ACKNOWLEDGES THAT IN ENTERING THE AGREEMENT IT HAS 
NOT RELIED ON ANY PROMISE, WARRANTY OR REPRESENTATION NOT EXPRESSLY SET FORTH HEREIN. 

5. CONFIDENTIALITY AND NON-USE RESTRICTIONS 

5.1. CONFIDENTIAL INFORMATION. “Confidential Information” means all information disclosed by a party 
(“Disclosing Party”) to the other party (“Receiving Party”), whether orally or in writing, that is designated as confidential or 
that reasonably should be understood to be confidential given the nature of the information and the circumstances of the 
disclosure, including without limitation: each party’s respective business plans and processes; financial and employee data; 
proprietary technology and product information and designs; the Subscription Service and Software and Customer Data. The 
terms of the Agreement and Order form(s) are Confidential Information of ServiceNow. Confidential Information excludes 
information that: (i) is or becomes generally known to the public; (ii) was known to the Receiving Party prior to its disclosure by 
the Disclosing Party without breach of any obligation to the Disclosing Party; (iii) is received from a third party without any 
obligation of confidentiality to a third party or breach of any obligation of confidentiality to the Disclosing Party; or (iv) was 
independently developed by the Receiving Party without reference to the Disclosing Party’s Confidential Information. 

5.2. PROTECTION. The Receiving Party shall: (i) at all times protect the confidentiality of the Disclosing Party’s 
Confidential Information with the same degree of care that it uses to protect its own confidential information, and in no event 
using less than reasonable care; and (ii) not use Confidential Information of the Disclosing Party except to the extent 
necessary to exercise its rights or fulfill its obligations under the Agreement. To the extent necessary under the Agreement, the 
Receiving Party may disclose the Confidential Information of the Disclosing Party to the Receiving Party’s employees or 
contractors who are bound by written obligations of confidentiality and non-use and non-disclosure restrictions at least as 
protective as those set forth herein. In the event of a court order or government regulation compelling disclosure of any 
Confidential Information, the Receiving Party shall provide the Disclosing Party with prompt written notice thereof, and shall 
reasonably cooperate with the Disclosing Party to seek confidential or other protective treatment. Each party’s obligations set 
forth in this Section 5 shall remain in effect during the term and three (3) years after termination of the Agreement. The 
Receiving Party shall promptly return to the Disclosing Party or destroy (with certification of such destruction provided by the 
Receiving Party upon request) all Confidential Information of the Disclosing Party in its possession or control upon request 
from the Disclosing Party. Provisions for the return of Customer Data are set forth in Section 7.3 (Return of Customer Data). 

6. LIMITATIONS OF LIABILITY AND DAMAGES 

6.1. LIMITATIONS OF LIABILITY. TO THE EXTENT PERMITTED BY LAW, THE TOTAL, CUMULATIVE 
LIABILITY OF EACH PARTY ARISING OUT OF OR RELATED TO The AGREEMENT OR THE SERVICES PROVIDED 
HEREUNDER, WHETHER BASED ON CONTRACT, IN TORT OR ANY OTHER LEGAL OR EQUITABLE THEORY, SHALL 
BE LIMITED TO THE AMOUNTS PAID BY CUSTOMER FOR THE SERVICE GIVING RISE TO THE CLAIM DURING THE 
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TWELVE (12) MONTH PERIOD PRECEDING THE FIRST EVENT GIVING RISE TO LIABILITY. THE EXISTENCE OF MORE 
THAN ONE CLAIM SHALL NOT ENLARGE THIS LIMIT. THE FOREGOING LIMITATION OF LIABILITY SHALL NOT APPLY 
TO: (1) BODILY INJURY OR DEATH; (2) INFRINGEMENT BY A PARTY OF THE OTHER PARTY’S INTELLECTUAL 
PROPERTY RIGHTS; AND (3) CUSTOMER’S OBLIGATION TO PAY AMOUNTS OWED FOR SERVICES PROVIDED 
HEREUNDER. 

6.2. EXCLUSION OF DAMAGES. TO THE EXTENT PERMITTED BY LAW, NEITHER SERVICENOW NOR 
CUSTOMER SHALL BE LIABLE TO THE OTHER OR ANY THIRD PARTY FOR LOST PROFITS (WHETHER DIRECT OR 
INDIRECT) OR LOSS OF USE OR DATA, COVER, SUBSTITUTE GOODS OR SERVICES, OR FOR INCIDENTAL, 
CONSEQUENTIAL, PUNITIVE, SPECIAL OR EXEMPLARY DAMAGES (INCLUDING DAMAGE TO BUSINESS, 
REPUTATION OR GOODWILL), OR INDIRECT DAMAGES OF ANY TYPE HOWEVER CAUSED, WHETHER BY BREACH 
OF WARRANTY, BREACH OF CONTRACT, IN TORT OR ANY OTHER LEGAL OR EQUITABLE CAUSE OF ACTION EVEN 
IF SUCH PARTY HAS BEEN ADVISED OF SUCH DAMAGES IN ADVANCE OR IF SUCH DAMAGES WERE 
FORESEEABLE. THE FOREGOING EXCLUSIONS SHALL NOT APPLY TO: (1) BODILY INJURY OR DEATH; AND (2) 
INFRINGEMENT BY A PARTY OF THE OTHER PARTY’S INTELLECTUAL PROPERTY RIGHTS. 

7. TERM AND TERMINATION 

7.1. TERM AND TERMINATION. The Agreement continues until terminated in accordance with its terms. Each 
party may terminate the Agreement in its entirety either: (i) upon thirty (30) days’ prior written notice to the other party, if at the 
time such notice is served there are no Order Forms in effect; or (ii) upon written notice if the other party becomes the subject 
of a petition in bankruptcy or any proceeding related to its insolvency, receivership or liquidation, in any jurisdiction, that is not 
dismissed within sixty (60) days of its commencement or an assignment for the benefit of creditors. Either party may terminat e 
a Subscription Service or Professional Services effective immediately upon written notice if the other party materially breaches 
a material obligation under the Agreement or the applicable Order Form for the affected service and does not cure the breach 
within thirty (30) days after receiving written notice thereof from the non-breaching party. Professional Services are separately 
ordered from the Subscription Service, and are not required for the Subscription Service. A breach by a party of its obligations 
with respect to Professional Services shall not by itself constitute a breach by that party of its obligations with respect to the 
Subscription Service even if the services are enumerated in the same Order Form. 

7.2. EFFECT OF TERMINATION OF SERVICE. Upon expiration or other termination of the Subscription Service 
for any reason, Customer shall stop using, and ServiceNow shall stop providing, the terminated Subscription Service. (a) If the 
Subscription Service is terminated by Customer due to ServiceNow’s breach, then ServiceNow shall refund to Customer, 
within thirty (30) days after the effective date of termination, all prepaid fees for the remaining portion of the Subscription Term 
for the terminated Subscription Service after the effective date of termination. (b) If Professional Service is terminated by 
Customer due to ServiceNow’s breach, then ServiceNow shall refund to Customer, within thirty (30) days after the effective 
date of termination, any prepaid amounts for unperformed Professional Service. (c) If the Subscription Service is terminated by 
ServiceNow due to Customer’s breach, then Customer shall pay to ServiceNow, within thirty (30) days after the effective date 
of termination, fees for the terminated Subscription Service that would have been payable for the remainder of  the 
Subscription Term after the effective date of termination. (d) Upon expiration or other termination of the Subscription Service 
for any reason, Customer shall be eligible to request the return of Customer Data in accordance with Section 7.3 (Return of 
Customer Data). 

7.3. RETURN OF CUSTOMER DATA. Following the end of the Subscription Term, where Customer has not 
renewed, Customer shall have forty-five (45) days to request a copy of the Customer Data from ServiceNow; and, if requested, 
ServiceNow shall use commercially reasonable efforts to provide a copy of that data within fifteen (15) days in a mutually 
agreed upon, commercially standard format at no cost to Customer unless ServiceNow determines in its reasonable discretion 
that the data output is not routine, in which case the parties shall mutually agree on a statement of work for professional 
services. After such forty-five (45) day period, ServiceNow shall have no obligation to maintain or provide any Customer Data 
and shall thereafter, unless legally prohibited, have the right to delete all Customer Data in its systems or otherwise in its 
possession or under its control and delete Customer’s instances of the Subscription Service. 

7.4. SURVIVAL. Upon termination of the Agreement for any reason, Customer shall pay all amounts owed 
hereunder. Sections 3.5 (Ownership), 3.6 (Restrictions), and 5 (Confidentiality and Non-Use Restrictions) through 8 (General 
Provisions) of these General Terms and Conditions, together with any other provision required for their construction or 
enforcement, shall survive termination of the Agreement for any reason. 

8. GENERAL PROVISIONS 

8.1. ASSIGNMENT. Neither party may assign its rights or obligations, whether by operation of law or otherwise, 
without the prior written consent of the other party. Notwithstanding the foregoing, either party may, upon notice and without 
the other party’s consent: (i) in connection with a merger, reorganization or sale of all or substantially all of the assets or equity 
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of such party, assign the Agreement in its entirety to such party’s successor; and (ii) assign the Agreement in its entirety to any 
company, partnership or other legal entity which from time to time directly or indirectly controls, is controlled by or is under the 
common control with such party. Any attempted or purported assignment in violation of this Section 8.1 will be null and void. 
Subject to the foregoing, the Agreement shall bind and inure to the benefit of the parties, their respective successors and 
permitted assigns. 

8.2. NOTICE. Except as otherwise provided herein, all notices shall be in writing and deemed given upon: (i) 
personal delivery; (ii) when received by the addressee if sent by a nationally recognized overnight courier (receipt requested); 
(iii) the second business day after mailing; or (iv) the first business day after sending by email, except that email shall not be 
sufficient for notices regarding a Claim. Notices shall be sent to the parties as set forth on the Order Form or as otherwise 
agreed to by the parties in writing. 

8.3. EXPORT COMPLIANCE. Each party shall comply with United States and foreign export control laws and 
regulations. Customer acknowledges that the Subscription Service, Professional Services, Software and Documentation are 
subject to the U.S. Export Administration Regulations (the “EAR”) and that Customer shall comply with the EAR. Without 
limiting the foregoing, Customer represents and warrants that: (i) Customer is not located in, and shall not use the Subscription 
Service, Professional Services, Software and Documentation from, any country that is subject to U.S. export restrictions 
(currently including, but not necessarily limited to, Cuba, Iran, North Korea, Sudan and Syria); (ii) Customer shall not use the 
Subscription Service, Professional Services, Software and Documentation in the design, development or production of nuclear, 
chemical or biological weapons, or rocket systems, space launch vehicles, sounding rockets or unmanned air  vehicle   
systems; and (iii) Customer is not prohibited from participating in the U.S. export transactions by any federal agency of the 
U.S. government. In addition, Customer is responsible for complying with any local laws which may impact Customer’s right to 
import, export or use the Subscription Service, Professional Services, Software and Documentation. 

8.4. FORCE MAJEURE. No party shall be liable or responsible to the other party, nor be deemed to have 
defaulted under or breached the Agreement, for any failure or delay in fulfilling or performing any term of the Agreement, when 
and to the extent such failure or delay is caused by or results from acts beyond the affected party’s reasonable control, 
including without limitation: strikes, lock-outs or other industrial disputes (whether involving its own workforce or a third 
party’s), trespassing, sabotage, theft or other criminal acts, failure of energy sources or transport network, acts of God, war, 
terrorism, riot, civil commotion, interference by civil or military authorities, national or international calamity, armed conflict, 
malicious damage, breakdown of plant or machinery, nuclear, chemical or biological contamination, explosions, collapse of 
building structures, fires, floods, storms, earthquakes, epidemics or similar events, natural disasters or extreme adverse 
weather conditions (each a “Force Majeure Event”). The party suffering a Force Majeure Event shall use reasonable efforts to 
mitigate against the effects of such Force Majeure Event. 

8.5. US GOVERNMENT RIGHTS. All ServiceNow software is commercial computer software and all services 
are commercial items. “Commercial computer software” has the meaning set forth in Federal Acquisition Regulation (“FAR”) 
2.101 for civilian agency purchases and the Department of Defense (“DOD”) FAR Supplement (“DFARS”) 252.227-7014(a)(1) 
for defense agency purchases. If the software is licensed or the services are acquired by or on behalf of a civilian agency, 
ServiceNow provides the commercial computer software and/or commercial computer software documentation and other 
technical data subject to the terms of the Agreement as required in FAR 12.212 (Computer Software) and FAR 12.211 
(Technical Data) and their successors. If the software is licensed or the services are acquired by or on behalf of any agency 
within the DOD, ServiceNow provides the commercial computer software and/or commercial computer  software 
documentation and other technical data subject to the terms of the Agreement as specified in DFARS 227.7202-3 and its 
successors. Only if this is a DOD prime contract or DOD subcontract, the Government acquires additional rights in technical 
data as set forth in DFARS 252.227-7015. This U.S. Government Rights clause is in lieu of, and supersedes, any other FAR, 
DFARS or other clause or provision that addresses Government rights in computer software or technical data. 

8.6. ENTIRETY. Customer acknowledges that it has not relied on any statement, promise or representation 
made or given by or on behalf of ServiceNow which is not set out in the Agreement. Customer’s order is not contingent on, 
and Customer has not relied on, the delivery of any future functionality regardless of any verbal or written communication 
about ServiceNow’s future plans. The Agreement supersedes all prior or contemporaneous oral or written agreement, 
representations and negotiations, including, but not limited to, any terms contained in Customer’s purchase order. 

8.7. WAIVER AND AMENDMENT. A waiver of any right is only effective if it is in writing and only against the 
party who signed such writing and for the circumstances given. Any modification of the Agreement, an Order Form, the 
Product Overview, the Subscription Service Guide, a SOW or a Service Description must be in writing and signed by 
authorized representatives of both parties. 

8.8. RELATIONSHIP OF THE PARTIES. The parties are independent contractors. Nothing in the Agreement 
shall be construed to create a partnership, joint venture or agency relationship. Neither party shall have any right or authority 
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to assume or create any obligation of any kind expressed or implied in the name of or on behalf of the other party. ServiceNow 
may at any time subcontract or delegate in any manner any or all of its obligations under the Agreement to any third party or 
agent. 

8.9. GOVERNING LAW; VENUE; TIME FOR BRINGING ACTION. The Agreement shall be governed by, subject 
to, and interpreted in accordance with the laws of the state of California, United States of America, if Customer is located in 
Canada, United States or Mexico, and the laws of England if Customer is located elsewhere. If Customer is located in Canada, 
United State or Mexico, the parties hereby irrevocably consent to the nonexclusive jurisdiction of, and venue in, any federal or 
state court of competent jurisdiction located in San Diego, California, or New York, New York, for the purposes of adjudicating 
any action or proceeding to enforce the terms of the Agreement. If Customer is located elsewhere, then any dispute arising 
under the Agreement shall be finally settled by binding arbitration in London, England. Such arbitration shall be conducted in 
English in accordance with the rules of the International Chamber of Commerce by one (1) arbitrator appointed in accordance 
with such rules. The arbitrator shall allow such discovery as is appropriate in accomplishing a fair, speedy, and cost-effective 
resolution of the dispute, and shall be expressly empowered to issue appropriate injunctive relief. The award of arbitration shall 
be final and binding upon both parties, and judgment on the award rendered by the arbitrator may be entered in any court 
having jurisdiction thereof. Any monetary award shall be payable in United States dollars. To the extent permitted by law, 
choice of law rules and the United Nations Convention on Contracts for the International Sale of Goods shall not apply. No 
cause of action arising hereunder or relating hereto may be brought more than one (1) year after it first accrues. The prevailing 
party in an action to enforce the Agreement shall be entitled to costs of bringing the claim and reasonable attorneys’ and 
experts’ fees and expenses. Notwithstanding the foregoing, either party may at any time seek and obtain appropriate legal or 
equitable relief in any court of competent jurisdiction for claims regarding such party’s intellectual property rights. 

8.10. CONSTRUCTION. The Subscription Service and Professional Services shall be provided in the English 
language unless agreed otherwise. The parties confirm that they have requested that the Agreement and all  related 
documents be drafted in English at the express wishes of the parties. Les parties ont exigé que le présent contrat et 
ServiceNow les documents connexes soient rédigés en anglais selon la volonté expresse des parties. Capitalized terms not 
defined herein shall have the meaning set forth or referenced in the Subscription Service Guide. Section headings are for 
convenience only and are not to be used in interpreting the Agreement. 
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SUBSCRIPTION SERVICE GUIDE 

Capitalized terms not defined herein shall have the meaning set forth in the Express General Terms and Conditions or 
Subscription Service Agreement. 

 

 
1. CUSTOMER OPERATION OF SUBSCRIPTION SERVICE 

1.1. PASSWORDS AND USER NAMES. Customer shall: (a) protect the names and passwords of users of the 
Subscription Service and prevent and notify ServiceNow of unauthorized use of the Subscription Service; (b) appoint up to five 
(5) designated support contacts for purposes of contacting ServiceNow support regarding questions and/or technical issues 
(“Authorized Customer Support Contacts”) and ensure that the Authorized Customer Support Contacts’ information is 

current in the ServiceNow support portal; (c) be responsible for the lawfulness of, and results obtained from, all Customer Data 
submitted by users to the Subscription Service and each user’s acts and omissions; and (d) use the Subscription Service only 
in accordance with the Documentation. 

1.2. ACCESS CONTROL. ServiceNow provides the technical architecture that permits Customer to use and 
process Customer Data in the Subscription Service. This architecture includes an access control list engine. Customer  shall 
be responsible for using the access control list engine for protecting all Personal Data. Customer shall ensure that access to 
and use of Subscription Service is restricted to only users authorized by Customer. Customer shall be responsible for 
ensuring all such users maintain the security of any passwords, usernames and other forms of authentication to the 
Subscription Service. A username and password must be uniquely assigned to a specific person and may not be shared by 
multiple persons at any one time or transferred. “Personal Data” means information identifying a natural person;  an 

identifiable natural person is someone who can be identified, directly or indirectly, in particular by reference to an identification 
number or to one or more factors specific to his or her physical, physiological, mental, financial, cultural or social identity. 

2. SECURITY PROGRAM; EXCEPTIONS 

ServiceNow shall maintain a security program (“Security Program”) that includes industry standard practices designed to 
protect Customer Data from unauthorized access, use, disclosure, alteration, distribution and destruction. Notwithstanding 
anything to the contrary in this Agreement, the Security Program apply only to those systems, networks, network devices, 
facilities and components over which ServiceNow exercises control. The Security Program does not apply to: (i) information 
shared with ServiceNow that is not Customer Data; (ii) Customer Data in transit over the Internet, Customer’s virtual private 
network (VPN), or another third party network; (iii) any Customer Data processed by Customer or its users in violation of this 
Agreement; or (iv) any part of the Subscription Service that is not hosted by ServiceNow. 

3. UPGRADES 

3.1. UPGRADES. “Upgrades” are ServiceNow’s releases of the Subscription Service for repairs, enhancements 
or new features applied by ServiceNow to Customer’s instances of the Subscription Service at no additional fee during the 
Subscription Term. ServiceNow has the discretion to provide new functionality either: (i) as an Upgrade, or (ii) as different 
software or service for a separate fee. ServiceNow determines whether and when to develop, release and apply any Upgrade 
to Customer’s instances of the Subscription Service. 

3.2. MAINTENANCE. ServiceNow shall use reasonable efforts to give Customer ten (10) days’ notice of any 
service maintenance to the infrastructure network, hardware or software used by ServiceNow to operate and deliver the 
Subscription Service if ServiceNow, in its reasonable judgment, believes that such cloud infrastructure maintenance will impact 
Customer’s use of its production instances of the Subscription Service. ServiceNow will use reasonable efforts to limit the 
Maintenance Time (as defined below) to no more than two (2) hours per month. Notwithstanding the foregoing, ServiceNow 
may provide Customer with a shorter or no notice period of service maintenance if necessary, in the reasonable judgment of 
ServiceNow, to maintain the availability, security, stability or performance of the Subscription Service. 

4. SUPPORT 

During the Subscription Term, ServiceNow shall use reasonable efforts to resolve Defects in the Subscription Service 
(“Support”). 

A “Defect” means a problem causing the Subscription Service to not conform to the Product Overview. Customer may request 
Support for a Defect at the online portal https://hi.service-now.com/ or any successor site. 

A Defect will be assigned a priority level as follows: 
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• A Priority Level 1 Defect is any Defect that causes Customer’s instance(s) of the Subscription Service to be not 

Available (as defined below). 

• A Priority Level 2 Defect is any Defect that causes a mission critical function of the Subscription Service to fail. 

• A Priority Level 3 Defect is any Defect that significantly impedes work or progress. 

• A Priority Level 4 Defect is any Defect that does not significantly impede work or progress. 
 

Upon notification by Customer of a Defect, ServiceNow shall, in all instances, target an initial response (the “Initial 
Response”) within the timeframes set forth in the Support Table, as measured from the time that Customer notifies 
ServiceNow. The initial response from ServiceNow shall include, as applicable and without limitation: (i) ServiceNow’s 
acknowledgment or notification to Customer of such Defect, and (ii) the classification of such Defect as a Priority Level 1, 2, 3 
or 4. 

SUPPORT TABLE 
 

Priority Level Target Initial Response 

1 30 minutes; at all times 

2 2 hours; at all times 

3 Within 1 business day 

4 Varies 

 
Support does not include: implementation services; configuration services; integration services; customization services or 
other custom software development; support for modifications of the Subscription Service by any person other than 
ServiceNow or a person acting at ServiceNow’s direction; training or “how-to”; assistance with administrative functions; 
professional services; corrections of immaterial Defects or Defects that have a viable workaround; or corrections that will 
degrade the Subscription Service. 

5. SERVICE LEVEL OBJECTIVE 

5.1. DEFINITIONS. 

(a) “Available” means that the Subscription Service can be accessed by authorized users. 

(b) “Excused Downtime”: means (i) Maintenance Time of up to two (2) hours per month; and (ii) 
any time the Subscription Service is not Available due to circumstances beyond ServiceNow’s control, including without 
limitation modifications of the Subscription Service by any person other than ServiceNow or a person acting at ServiceNow’s 
direction, a Force Majeure Event, general Internet outages, failure of Customer’s infrastructure or connectivity (including 
without limitation, direct connectivity and virtual private network (VPN) connectivity to the Subscription Service), computer 
and telecommunications failures and delays not within ServiceNow’s control, and network intrusions or denial-of-service or 
other criminal attacks. 

(c) “Maintenance Time” means the time the Subscription Service is not Available due to service 
maintenance.  

(d) “Availability  Service  Level  Objective” means  the  percentage  of total time during    which 
Customer’s production instances of the Subscription Service are Available during a calendar month, excluding Excused 
Downtime. 

5.2. AVAILABLITY. ServiceNow shall use reasonable efforts to provide an Availability Service Level Objective of 
99.8% over any calendar month. There is no service credit offered for a failure to meet this Availability Service Level 
Objective. 
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SCHEDULE A 
 

TERMS AND CONDITIONS TO 
VIRTRU PRO    

SUBSCRIPTION AGREEMENT 
 

1. DEFINITIONS 
 

For purposes of this Agreement, the following terms shall 
have the following meanings: 

 
1.1 “Derivative Work” shall mean a new or 

modified work that is based on or derived from a 
preexisting work, including, without limitation, a work 
that, in the absence of a license, would infringe the 
copyright in such preexisting work or that uses trade 
secrets or other proprietary information with respect to 
such preexisting work. 

 
1.2 “Materials” shall mean the Virtru Pro 

software (including any object code, executable files, or 
browser plug-ins) or materials related thereto provided by 
Virtru to Customer hereunder, including, without 
limitation, any software downloaded from  Virtru’s 
website or from the Virtru Pro Services; any related 
materials and documentation therefor; and any 
modifications, error corrections, bug fixes, new releases, 
enhanced functionality (including platform integration 
features not generally available to non-commercial users 
of Virtru’s software) or other updates thereto that may be 
provided hereunder by Virtru to Customer during  the 
term of this Agreement. 

 
1.3 “Third Party Services” shall mean any 

services used in connection with the Materials that are 
hosted by a party other than Virtru or Licensee. 

 
1.4 “Virtru  Pro   Services”   shall   mean the 

Virtru hosted services made available by Virtru to 
Customer in connection with the Materials. 

 
2. RIGHTS IN MATERIALS AND TO USE SERVICE 

 
2.1 Grant of Rights. Subject to the terms 

and conditions of this Agreement, Virtru (a) hereby grants 
to Customer a restricted, non-exclusive, nontransferable, 
nonsublicensable, royalty-free (except as set forth in 
Section 2.3), revocable right to use, during the term  of 
this Agreement and in accordance with the 
documentation provided by Virtru, the Materials (the 
“License”), and (b) Virtru will make the Virtru Pro Services 
available to Customer pursuant to this Agreement during 
the term of this Agreement. Except as set forth in this 
Section 2.1, no other right or license of any kind is granted 

by Virtru to Customer hereunder with respect to the 
Materials or the Virtru Pro Services. Customer 
acknowledges and agrees that, unless otherwise agreed in 
writing between the parties, Customer shall be solely 
responsible for procuring and complying with any license 
or right to use any Third Party Services, including those 
offered by Customer’s email services provider. 

 
2.2 Restrictions. Customer shall  not, 

without the prior written consent of Virtru: (a) copy all or 
any portion of the Materials or Virtru Pro Services; 
(b) decompile, disassemble, scrape or otherwise reverse 
engineer the Materials, Virtru Pro Services or any portion 
thereof, or determine or attempt to determine any source 
code, algorithms, methods or techniques embodied in the 
Materials or used in the Virtru Pro Services or any portion 
thereof; (c) modify, translate or create any Derivative 
Works based upon the Materials or Virtru Pro Services; 
(d) distribute, disclose, market, rent, lease, assign, 
sublicense, pledge or otherwise transfer the Materials, in 
whole or in part, to any third party or export the Materials 
outside the United States; (e) remove or alter any 
copyright, trademark, trade name or other proprietary 
notices, legends, symbols or labels appearing on or in 
copies   of   the   Materials   or   the   Virtru   Pro   Services; 
(f) perform, or release the results of, benchmark tests or 
other comparisons of the Materials or Virtru Pro Services 
with other programs or services; (g) transfer the Materials 
to any computer other than a computer owned by 
Customer and used by Customer in  Customer’s 
operations; (h) permit the Materials or Virtru Pro Services 
to  be  used  for  processing  the  data  of  any  third party; 
(i) incorporate the Materials, Virtru Pro Services or any 
portion thereof into any other program, product or 
service, or use the Materials or Virtru Pro Services to 
provide similar services or functionality to third parties; (j) 
provide any third party with access to the Virtru Pro 
Services other than as expressly permitted herein or by 
the Terms of Service (as defined below); (k) use the 
Materials or Virtru Pro Services for any unlawful or 
tortious purpose; or (l) use the Materials or Virtru Pro 
Services for any purpose other than in accordance with 
the terms and conditions of this Agreement or Virtru’s 
then-current terms of service (available at 
https://www.virtru.com/terms-of-service) (the “Terms of 
Service”). Customer shall ensure that all Customer end 
users of the Virtru Pro Service and Materials comply  with 
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the terms and conditions of this Agreement. Customer 
shall be responsible for compliance  with this Agreement 
by each Customer end user and it shall monitor and 
manage all Customer users in connection with this 
Agreement. 

 
2.3 Fees; Payment. In consideration of the 

Virtru’s provision of the Virtru Pro Services and Materials, 
Customer shall make payments to Virtru in accordance 
with the terms set forth on the cover page of this 
Agreement. Sales and use tax, VAT, or  GST  are 
Customer’s sole responsibility, and Customer 
acknowledges and agrees that all fees are exclusive of all 
such taxes. 

 
2.4 Seats; Reporting. Customer  shall 

initially be permitted to use the Materials and Virtru Pro 
Services with respect to the number of seats set forth on 
the cover page of this Agreement (the “Baseline Seat 
Count”). Each seat shall be used by one Customer user. 
During the term of this Agreement, Customer will report 
to Virtru the total number of users of the Materials and 
Virtru Pro Services on an annual basis. Such report will be 
submitted to sales@virtru.com and shall be due thirty (30) 
days prior to each anniversary of the date of this 
Agreement (each, a “Reporting Date”) based on  the 
actual number of users as of the date thirty (30) days prior 
to such Reporting Date (each, a “Seat Count Date”). If the 
actual number of Customer users as of any Seat Count 
Date is higher than the Baseline Seat Count, Customer will 
pay the “Subscription Fee per Seat” set forth on the cover 
page of this Agreement (the “Subscription Fee”) for each 
such additional user for any Renewal Term. 

 
2.5 Adjustment Events. In addition to the 

annual reporting required under Section 2.4 above, 
Customer shall report to Virtru any increase  of ten 
percent (10%) or more in the aggregate number of 
Customer users in excess of the Baseline Seat Count that 
occurs between Reporting Dates (an “Adjustment Event”) 
and agrees to pay Virtru, within thirty (30) days following 
any such Adjustment Event, a prorated Subscription Fee 
for each such additional user for the remaining portion of 
the applicable term and for any Renewal Term. 

2.6 Seat Count Audit. At any  time during 
the term of this Agreement, Virtru shall have the right to 
audit Customer’s usage of the Virtru Pro Services and 
Materials (a “Seat Count Audit”). If the actual number of 
Customer users as of the date of any Seat Count Audit is 
higher than the Baseline Seat Count, Customer will pay 
the “Subscription Fee per Seat” set forth on the cover 
page of this Agreement for the remaining portion of the 
applicable term and for any Renewal Term. 

 
3. SUPPORT 

 
Virtru will provide support to Customer and its end users 
through Virtru’s generally available online ticketing and 
support system. Except as expressly provided in Schedule 
B, which is incorporated herein by reference, in this 
Section 3 or as may otherwise be provided under  a 
written support agreement entered into by Virtru and 
Customer, Virtru is under no obligation to support the 
Materials or Virtru Pro Services in any way, nor to provide 
any modification, error correction, bug fix, new release or 
other update (each an “Update”) to or for the Materials 
or Virtru Pro Service. In the event Virtru, in its sole 
discretion, supplies or makes available any Update to 
Customer, such Update shall be deemed to be part of the 
Materials or Virtru Pro Services (as applicable) hereunder 
and shall be subject to the terms and conditions of this 
Agreement. 

 
4. PROPRIETARY RIGHTS 

 
4.1 General. As between Virtru and 

Customer, Virtru retains all right, title and interest, 
including, without limitation, all patent rights, copyrights, 
trademarks and trade secrets, in and to the Materials, 
Virtru Pro Services and any portion thereof, including, 
without limitation, any copy or Derivative Work of the 
Materials, Virtru Pro Services or any portion thereof and 
any Update thereto. Customer agrees to take any action 
reasonably requested by Virtru to evidence, maintain, 
enforce or defend the foregoing. Customer shall not take 
any action to jeopardize, limit or interfere in any manner 
with Virtru’s ownership of and rights with respect to the 
Materials, Virtru Pro Services or any Derivative Work or 
Update. Customer shall have only those rights in or to the 
Materials, Virtru Pro Services and any Derivative Work or 
Update granted to it pursuant to this Agreement. 

 
4.2 Feedback. Customer and its authorized 

users may provide suggestions, requests, 
recommendations and other feedback concerning 
Customer’s use of the Materials and Virtru Pro Services 
(including, without limitation, any errors or difficulties 
discovered with respect thereto) (the “Feedback”). 
Customer agrees that all Feedback shall be the sole 
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property of Virtru and Virtru may use such Feedback at its 
discretion without the consent of Customer. 

 
5. PROPRIETARY INFORMATION 

 
5.1 Proprietary Information. Both parties 

acknowledge that, in the course of this Agreement each 
may obtain confidential or proprietary information of the 
other party (“Proprietary Information”). “Proprietary 
Information” will include, without limitation, (a) the 
existence of and terms of this Agreement, (b) trade 
secrets, know-how, inventions (whether or not 
patentable), techniques, processes, programs (whether in 
source code or object code form), ideas, algorithms, 
formulas, schematics, testing procedures, software design 
and architecture, computer code, documentation, design 
and functional specifications, product requirements, 
problem reports, performance information, software 
documents, hardware, devices, designs, drawings, 
unpublished patent applications, data, plans, strategies 
and forecasts, and (c) technical, engineering, 
manufacturing, product, marketing, servicing, financial, 
personnel and other information. Virtru’s “Proprietary 
Information” will include, without limitation,  the 
Materials (including all Derivative Works and Updates) 
and all confidential information related thereto provided 
by Virtru to Customer in connection with this Agreement. 
Virtru’s Proprietary Information shall, as between 
Customer and Virtru, belong solely to Virtru, and 
Customer’s Proprietary Information shall, as between 
Customer and Virtru, belong solely to Customer. 

 
5.2 Use and Disclosure Restrictions. Each 

party agrees (a) to protect the other party’s Proprietary 
Information from unauthorized dissemination and use; (b) 
to use the other party’s Proprietary Information only for 
the performance of this Agreement and the exercise of 
any rights under this Agreement; (c) not to disclose any 
Proprietary Information, or any part or parts thereof, to 
any of its employees, agents, contractors or any other 
individuals except to its employees who are under 
confidentiality obligations no less restrictive than the 
requirements of this Section 5; (d) with respect to 
Customer, not to disclose or otherwise provide to any 
third party, without the prior written consent of Virtru or 
as otherwise set forth in a separate written agreement 
between the parties hereto entered into after the date 
hereof, as applicable, any of Virtru’s Proprietary 
Information, materials or any data or other information 
produced, obtained or created by Customer in connection 
with Customer’s use of the Materials, including, without 
limitation, the existence of this Agreement and the 
existence and possible applications of the Materials; (e) to 
undertake whatever action is necessary (or authorize the 
other party to do so in the name of such party) to prevent 

or remedy any breach of such party’s confidentiality 
obligations herein set forth or any other unauthorized 
disclosure of any Proprietary Information by its current or 
former employees, agents or contractors; and (f) not to 
remove or destroy any proprietary or confidential legends 
or markings placed upon or contained within the 
Proprietary Information provided to such party by the 
other party. 

 
5.3 Exclusions. The foregoing  restrictions 

on disclosure and use shall not apply with respect to any 
Proprietary Information that: (a) is or becomes publicly 
known through no act or omission of the other party; (b) 
was rightfully known by the receiving party without 
confidential or proprietary restriction before receipt from 
the other party, as evidenced by the receiving party’s 
contemporaneous written records; (c) becomes rightfully 
known to the receiving party without confidential or 
proprietary restriction from a source other than the 
disclosing party that does not owe a duty  of 
confidentiality with respect to such Proprietary 
Information; or (d) is independently developed without 
the use of the Proprietary Information as evidenced by 
the receiving party’s written records. In addition, a party 
may use or disclose Proprietary Information to the extent 
(i) approved in writing by the other party and (ii) a party is 
legally compelled to disclose such  Proprietary 
Information, provided, however, that prior to any such 
compelled disclosure, such party shall cooperate fully with 
the other party in protecting against any such disclosure 
and/or obtaining a protective order narrowing the scope 
of such disclosure and/or use of the Proprietary 
Information. Further, each party may disclose the terms 
and conditions of this Agreement: (A) in confidence, to 
legal counsel; (B) in confidence, to accountants, banks, 
and financing sources and their advisors; and (C) in 
connection with the enforcement of this  Agreement or 
any rights hereunder. 

 
5.4 Equitable Relief. Each  party  agrees 

that, due to the unique nature of the other party’s 
Proprietary Information, the unauthorized disclosure or 
use of the other party’s Proprietary Information or any 
other breach of any provision of this Section 5 will cause 
irreparable harm and significant injury to the other party, 
the extent of which will be difficult to ascertain and for 
which there will be no adequate remedy at law. 
Accordingly, each party agrees that the other party, in 
addition to any other available remedies, shall have the 
right to seek an immediate injunction and other equitable 
relief enjoining any breach or threatened breach of this 
Section 6 without the necessity of posting any bond or 
other security. Each party shall notify the other party in 
writing immediately upon becoming aware of any such 
breach or threatened breach. 
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6. NO WARRANTY 
 

THE MATERIALS AND VIRTRU PRO SERVICES ARE 
PROVIDED “AS IS” AND VIRTRU DISCLAIMS ALL 
WARRANTIES AND REPRESENTATIONS,  WHETHER 
EXPRESS OR IMPLIED, RELATING TO THE MATERIALS AND 
VIRTRU PRO SERVICES, INCLUDING, WITHOUT 
LIMITATION, ANY WARRANTIES OF DESIGN, 
MERCHANTABILITY, FITNESS FOR A  PARTICULAR 
PURPOSE, TITLE OR NONINFRINGEMENT OF THIRD PARTY 
RIGHTS, OR WARRANTIES ARISING FROM A COURSE OF 
DEALING, COURSE OF PERFORMANCE, USAGE OR TRADE 
PRACTICE. VIRTRU DOES NOT GUARANTEE THE ACCURACY 
OF THE INFORMATION INCLUDED IN, TRANSMITTED 
THROUGH OR MADE AVAILABLE BY THE MATERIALS OR 
VIRTRU PRO SERVICES, WHICH MAY INCLUDE 
INACCURACIES OR ERRORS. VIRTRU DOES NOT 
GUARANTEE THAT THE MATERIALS OR VIRTRU PRO 
SERVICES WILL BE UNINTERRUPTED OR  ERROR-FREE, 
THAT BUGS OR MALFUNCTIONS WILL BE CORRECTED OR 
THAT THE MATERIALS, VIRTRU PRO SERVICES  OR 
VIRTRU’S SERVERS ARE FREE OF HARMFUL COMPONENTS. 
VIRTRU DOES NOT GUARANTEE THAT THE MATERIALS OR 
VIRTRU PRO SERVICES ARE ACCURATE, WITHOUT ERROR 
OR RELIABLE. 

 
7. VIRTRU’S ENTIRE LIABILITY 

 
TO THE EXTENT ALLOWED BY APPLICABLE LAW AND 
NOTWITHSTANDING ANY FAILURE OF  ESSENTIAL 
PURPOSE OF ANY LIMITED REMEDY OR LIMITATION OF 
LIABILITY: (a) IN NO EVENT SHALL VIRTRU OR ITS 
SUPPLIERS BE LIABLE FOR ANY DAMAGES FOR LOSS OF 
PROFITS, LOSS OF BUSINESS, LOSS OF USE OR DATA, 
INADVERTENT DISCLOSURE OF DATA, OR INTERRUPTION 
OF BUSINESS, OR FOR ANY INDIRECT, SPECIAL, 
INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND 
OR OTHER ECONOMIC LOSS ARISING FROM OR RELATING 
TO THIS AGREEMENT OR THE SUBJECT HEREOF, EVEN IF 
VIRTRU HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES, HOWEVER CAUSED, AND 
(b) NOTWITHSTANDING ANYTHING IN THIS AGREEMENT 
TO THE CONTRARY, VIRTRU’S ENTIRE LIABILITY ARISING 
FROM OR RELATING TO THIS AGREEMENT OR THE 
SUBJECT HEREOF, UNDER ANY LEGAL THEORY (WHETHER 
IN CONTRACT, TORT, INDEMNITY OR OTHERWISE), IF ANY, 
SHALL NOT EXCEED ONE THOUSAND DOLLARS (US$1,000). 

 
8. INDEMNIFICATION 

 
Customer shall defend, indemnify and hold Virtru 
harmless against any loss, liability, damage or cost 
(including reasonable attorneys’ fees) in connection with 
claims, actions, demands, suits, or proceedings made or 
brought against Virtru by a third party alleging (a) that any 
modification  or  addition  to  the  Materials  or  Virtru Pro 

Services made by or for Customer (other than by Virtru) 
infringes a copyright, mask work right, trade secret, 
trademark right or patent of the third party; (b) in 
combination with any other product or service not 
provided, specified or recommended in writing by Virtru 
for use with the Materials or Virtru Pro Services; or (b) 
with respect to the development,  manufacture, 
marketing, sales, distribution or use of any of the 
Materials or Virtru Pro Services, including, without 
limitation, a product liability claim or a claim for breach of 
any warranty or support obligations. In connection with a 
claim under this Section 9, Virtru shall: (i) provide 
Customer with prompt notice of the claim; (ii) permit 
Customer to control the defense and any settlement of 
the claim (provided that Customer may not settle any 
claim unless such settlement unconditionally releases 
Virtru of all liability in connection with such claim); and 
(iii) provide cooperation as reasonably requested by 
Customer (at Customer’s expense). 

 
9. TERM AND TERMINATION 

 
9.1 Term. This Agreement shall commence 

on the Effective Date and, unless sooner terminated 
pursuant to the terms hereof, shall continue in full force 
and effect for one (1) year (the “Initial  Term”). 
Thereafter, this Agreement shall automatically renew for 
successive one (1) year periods (each a “Renewal Term”), 
unless either party provides the other party with written 
notice of its intent not to renew at least thirty (30) days 
prior to the end of the then-current term. The automatic 
renewal of this Agreement will be for the Baseline Seat 
Count, as adjusted pursuant to Sections 2.4, 2.5 and/or 
2.6, on the same payment terms as set forth on the cover 
page of this Agreement. 

 
9.2 Termination. Either party may 

terminate this Agreement immediately upon written 
notice to the other party if the other party fails to perform 
any of its duties or obligations hereunder and, except with 
respect to Customer’s breach of Section 2.1 or 2.2, which 
breach shall not be subject to any cure period, fails to 
cure such default within thirty (30) days following receipt 
of written notice from the non-defaulting party specifying 
the occurrence or existence of the  default.  Customer 
shall notify Virtru within twenty-four (24) hours of 
Customer becoming aware of any breach (other than by 
Virtru) of the terms and conditions of this Agreement, 
including, without limitation, Sections 2 and 5. 

 
9.3 Effect of Termination. Upon the 

expiration or termination of this Agreement, the rights 
granted to Customer hereunder shall terminate, Customer 
will cease all use of the Materials, return to Virtru or 
destroy the Materials in its possession, and, upon Virtru’s 
request, so certify such actions to Virtru. Any costs 
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incurred in returning or destroying the Materials upon 
termination shall be borne by Customer.  The  provisions 
of Sections 2.2, 4.2, 5, 6, 7, 8, 9.3, and 10 shall survive the 
expiration or any termination of this Agreement. 
Termination of this Agreement by either party shall not 
act as a waiver of any breach of this Agreement and shall 
not act as a release of either party from any liability for 
breach of such party’s obligations under this Agreement. 
Neither party shall be liable to the other for damages of 
any kind solely as a result of terminating this  Agreement 
in accordance with its terms, and termination of this 
Agreement by a party shall be without prejudice to any 
other right or remedy of such party under this Agreement 
or applicable law. 

 
10. GENERAL PROVISIONS 

 
10.1 Notices.  Any notice,  request, demand 

or other communication required or permitted hereunder 
shall be in writing, shall reference this Agreement and 
shall be deemed to be properly given: (a) when delivered 
personally; (b) seven (7) days after having been sent by 
registered or certified mail, return receipt requested, 
postage prepaid; or (c) two (2) business days after deposit 
with a private industry express courier, with written 
confirmation of receipt. All notices shall be sent to the 
address set forth on the cover page of this Agreement and 
to the notice of the person executing this Agreement (or 
to such other address as may be designated by a party by 
giving written notice to the other party pursuant to this 
Section 10.1). 

 
10.2 Assignment. This Agreement  may not 

be assigned, in whole or part, whether voluntarily, by 
operation of law or otherwise, by Customer without the 
prior written consent of Virtru. Subject to the preceding 
sentence, the rights and liabilities of the parties hereto 
shall bind, and inure to the benefit of, their respective 
assignees and successors and is binding on the parties and 
their successors and assigns. Any attempted assignment 
other than in accordance with this Section 10.2 shall be 
null and void. 

 
10.3 Governing Law, Jurisdiction and Venue. 

This Agreement is to be construed in accordance with and 
governed by the internal laws of the Commonwealth of 
Virginia (but expressly excluding the Uniform Computer 
Information Transactions Act (“UCITA”) as enacted in 
Virginia) without giving effect to any choice of law rule 
that would cause the application of the laws of any 
jurisdiction other than the internal laws of the 
Commonwealth of Virginia (excluding UCITA) to the rights 
and duties of the parties. Any legal suit, action or 
proceeding arising out of or relating to this Agreement 
shall be commenced in a federal court in the Eastern 
District of Virginia or in state courts with jurisdiction over 

Fairfax County, Virginia, and each party hereto irrevocably 
submits to the exclusive jurisdiction and venue of  any 
such court in any such suit, action or proceeding. 

 
10.4 Attorneys’ Fees. If any legal action, 

including, without limitation, an action for arbitration or 
injunctive relief, is brought relating to this Agreement or 
the breach hereof, the prevailing party in any final 
judgment or arbitration award, or the non-dismissing 
party in the event of a dismissal without prejudice, shall 
be entitled to the full amount of all reasonable expenses, 
including all court costs, arbitration fees and actual 
attorneys’ fees paid or incurred in good faith. 

 
10.5 Waiver. The waiver by either party of a 

breach of or a default under any provision of this 
Agreement, shall be in writing and shall not be construed 
as a waiver of any subsequent breach of or default under 
the same or any other provision of this Agreement, nor 
shall any delay or omission on the part of either party to 
exercise or avail itself of any right or remedy that it has or 
may have hereunder operate as a waiver of any right or 
remedy. 

 
10.6 Severability. If the application of any 

provision of this Agreement to any particular facts or 
circumstances shall be held to be invalid or unenforceable 
by an arbitration panel or a court of competent 
jurisdiction, then (a) the validity and enforceability of such 
provision as applied to any other particular facts or 
circumstances and the validity of other provisions of this 
Agreement shall not in any way be affected or impaired 
thereby and (b) such provision shall be enforced to the 
maximum extent possible so as to effect the intent of the 
parties and reformed without further action by the parties 
to the extent necessary to make such provision valid and 
enforceable. 

 
10.7 Relationship of the Parties. Nothing 

contained in this Agreement shall be  deemed or 
construed as creating a joint venture, partnership, agency, 
employment or fiduciary relationship between the 
parties. Neither party nor its agents have any authority of 
any kind to bind the other party in any respect 
whatsoever, and the relationship of the parties is, and at 
all times shall continue to be, that of independent 
contractors. 

 
10.8 Restricted Rights. If Customer is an 

agency or instrumentality of the United States 
Government, the Materials are “commercial computer 
software” and “commercial computer software 
documentation,” and, pursuant to FAR 12.212 or DFARS 
227.7202, and their successors, as applicable, use 
reproduction and disclosure of the Materials are governed 
by the terms of this Agreement. 
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10.9 Reference. Customer agrees to serve as 
a “reference customer” that may be disclosed by Virtru to 
third parties (including by displaying Customer’s name, 
logo and/or a link to Customer’s web site on Virtru’s web 
site) and, upon reasonable notice from Virtru, shall serve 
as a reference to potential customers, vendors, investors, 
or other third parties designated by Virtru; provided, 
however, that Virtru shall provide Customer with 
reasonable prior notice of its need to have  Customer 
serve as a reference. 

 
10.10 Entire Agreement. This Agreement, any 

Schedules and any Exhibits attached hereto and 
incorporated herein by reference, and the Terms of 
Service constitute the entire agreement between the 
parties concerning the subject matter hereof and 
supersede all prior or contemporaneous representations, 

discussions, proposals, negotiations, conditions, 
agreements and communications, whether oral  or 
written, between the parties relating to  the subject 
matter of this Agreement and all past courses of dealing 
or industry custom. No amendment  or  modification of 
any provision of this Agreement shall be effective  unless 
in writing and signed by a duly authorized signatory of 
each of Virtru and Customer. 

 
10.11 Counterparts and Electronic Signatures. 

The Parties may execute this Agreement in counterparts, 
each of which is deemed an original, but all of which 
together constitute one and the same agreement. This 
Agreement may be delivered electronically or by facsimile 
transmission, and the parties hereby agree that any 
electronic or facsimile signatures hereto are legal, valid 
and enforceable as originals. 
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SCHEDULE B 
 

MAINTENANCE AND SUPPORT SERVICES SCHEDULE 
 

1. DEFINITIONS 
 

For purposes of this Schedule, the following term shall have the following meaning: 
 

(a) “Support Services” means the delivery of front-end support to Customer’s end  users by 
telephone, email or other methods and the training of Customer’s end users, in each case relating 
to the use of the Materials and Virtru Pro Services. 

 
2. SUPPORT SERVICES. 

 
Virtru will be responsible for providing Customer’s end users with Support Services. Virtru will not be required to 
provide the Support Services if Customer has failed to pay any amount payable to Virtru under this Agreement and 
such amount is more than thirty (30) days overdue. 

 
3. UPDATES. 

 
Virtru will provide Customer with one copy of each Update made generally available by Virtru to its customers that 
pay for customer support and maintenance during the term of this Agreement. 

 
4. SUPPORT HOURS. 

 
Virtru will provide the Support Services during Virtru’s normal business hours, Monday to Friday, except holidays. 
Virtru will respond to Customer support inquiries or requests within one business day. 



vCloud Air (U.S. and Japan Data Centers) 

TERMS OF SERVICE 
 
Last updated: November 5, 2014 

 
VMware vCloud Air is an infrastructure as a service offering. By accessing any service offered 
through VMware vCloud Air (the “ Service Offering”) you agree to be bound by these terms of 
service between you and VMware (“ Agreement”). If you do not agree to this Agreement, you must 
not access the Service Offering. An individual accepting this Agreement on behalf of an organization 
represents and warrants having legal authority to bind that organization. “ You” means the entity 
accepting this Agreement. “ VMware,” “ we,” or “ us” means VMware, Inc., a Delaware corporation, 
to the extent that you are purchasing the Service Offering in the United States, VMware vCloud 
Service G.K., a company organized and existing under the laws of Japan, to the extent that you are 
purchasing the Service Offering in Japan, and VMware International Limited, a company organized 
and existing under the laws of Ireland, to the extent that you are purchasing the Service Offering 
elsewhere. Capitalized terms used in this Agreement are defined throughout this Agreement and in 
Section 14. 

 

EVALUATION PROGRAM USE. When you access the Service Offering under a VMware 
evaluation program, you may use the Service Offering only for non-production computing 
activity. Notwithstanding any other provision in this Agreement, under a VMware evaluation 
program, we provide the Service Offering “AS-IS” without indemnification, support or 
warranty of any kind, expressed or implied, and we will not be liable for any damages. Upon 
termination of the evaluation, you will no longer have access to the Service Offering and Your 
Content. 

 

1. The Service Offering. 
 

1.1 Generally. This Agreement governs your access and use of the Service Offering. We may 
deliver the Service Offering to you with the assistance of our affiliates, licensors and providers. 
Service Level Agreements may apply to the Service Offering. You will comply with all laws, rules and 
regulations applicable to your use of the Service Offering, and with the Third Party Terms, the 
Service Description, the Privacy Addendum, and the Support Policy, all of which are incorporated 
herein by reference. 

 
1.2 Access to the Service Offering. You may access and use the Service Offering solely for your 
own benefit and only in accordance with this Agreement. To access the Service Offering, you must 
register for the Service Offering and set up an authorized account with Login Credentials. You may 
monitor and manage your Service Offering account via the My VMware Portal available at 
www.vmware.com/accounts and through the Service Offering Portal available at 
http://vcloud.vmware.com. You must keep confidential your Login Credentials. If you set up an 
authorized account for an organization, you will require that all authorized users of that account 
(including anyone providing services to you) keep confidential their Login Credentials. You will keep 
your registration information accurate, complete and current as long as you use the Service Offering. 
You are responsible for any use that occurs under your Login Credentials, including any activities by 
you, or your employees, contractors or agents. If you believe an unauthorized user has gained 
access to your Login Credentials, you will notify us as soon as possible. Neither we nor our affiliates 
are responsible for any unauthorized access to or use of your account. 

 

1.3 Verifying; Cooperation. We have the right to verify your compliance with this Agreement. If we 



seek to verify that compliance, you will provide information or other materials reasonably requested 
by us to assist the verification. We monitor the overall performance and stability of the infrastructure 
of the Service Offering. You may not block or interfere with that monitoring. If we reasonably believe 
a problem with the Service Offering may be attributable to Your Content or your use of the Service 
Offering, you will cooperate with us to identify and resolve the source of that problem. 

 
1.4 Additional Terms; Third Party Content. As part of your use of the Service Offering, you may 
receive access to additional data, content, software or applications subject to separate terms. If so, 
those separate terms will prevail over this Agreement as to your use of that data, content, software 
or applications. Third Party Content is available “AS IS” without indemnification or support, and we 
disclaim all express and implied warranties (including warranties of merchantability, fitness for a 
particular purpose, and non-infringement). You are responsible for reviewing, accepting, and 
complying with any third party terms of use or other restrictions applicable to the Third Party  
Content. Those terms will be available to you through a notification within the Service Offering or in a 
document available at https://www.vmware.com/files/pdf/support/vmware-vcloud-air-third-party- 
terms.pdf. It is your responsibility to check the Third Party Terms, which may be modified from time 
to time. We may provide billing and related services associated with the Third Party Content. We will 
not provide any support for the Third Party Content unless otherwise noted in the Third Party Terms. 
We reserve the right to suspend or terminate the Third Party Content at any time, but we will use 
commercially reasonable efforts to provide reasonable notice of that suspension or termination. 

 

1.5 Early Evaluation/Beta Features. We may identify and make available on an early evaluation or 
beta basis certain features or functionality within the Service Offering. You must use these features 
or functionality only for evaluation purposes and for the period that we specify. We provide these 
features and functions “AS-IS,” without indemnification or support and disclaim all express and 
implied warranties (including warranties of merchantability, fitness for a particular purpose, and non- 
infringement). Any early evaluation or beta features or functionality do not constitute an implied 
commitment to offer to you or anyone these features and functionality as part of the Service Offering 
on a generally available basis. 

 

1.6 Open Source Software. You may receive open source software when you use the Service 
Offering and any open source software distributed to you is made available under the applicable 
open source license, which can be found at: http://www.vmware.com/download/open_source.html. 
You may obtain a copy of these licenses and any source code (and modifications) that we are 
required to make available under these licenses (the “ Source Files”) at 
http://www.vmware.com/download/open_source.html or by sending a written request, with your 
name and address to: VMware, Inc., 3401 Hillview Avenue, Palo Alto, CA 94304, United States of 
America. All written requests must clearly specify: Open Source Files Request, Attention: General 
Counsel. This offer to obtain a copy of the Source Files is valid for three years from the date you last 
received open source software as part of the Service Offering or last accessed the Service Offering. 

 

2. Data Protection and Security. 
 
2.1 Data Protection. We will process personal data contained in Your Content as set forth in the 
Privacy Addendum. 

 

2.2 Your Content and Security. You are solely responsible for Your Content. You are responsible 
for protecting the security of Your Content, including any access you might provide to Your Content 
by your employees, customers or other third parties, and in transit to and from the Service Offering. 
The Service Offering provides you with certain software and functionality to help you protect Your 
Content from unauthorized access. You will take and maintain appropriate security, protection and 
backup of Your Content, which might include the use of encryption technology to protect Your 
Content from unauthorized access. You are responsible for providing any necessary notices to your 



users and obtaining any legally-required consents from your users concerning their use of the 
Service Offering. You are solely responsible for complying with any laws or regulations that might 
apply to Your Content. You are responsible for any losses or other consequences arising from your 
failure to encrypt or back up Your Content. 

 

3. Acceptable Use. 
 

3.1 General Restrictions. You and those accessing the Service Offering through you may not: (a) 
resell or sublicense the Service Offering; or (b) use or access the Service Offering: (i) in a way 
prohibited by law, regulation, governmental order or decree; (ii) to violate any rights of others; (iii) to 
try to gain unauthorized access to, test the vulnerability of, or disrupt the Service Offering or any 
other service, device, data, account or network; (iv) to spam or distribute malware; (v) in a way that 
could harm the Service Offering or impair anyone else’s use of it; (vi) in a way intended to work 
around the Service Offering’s technical limitations, recurring fees or usage limits; or (vii) in any 
application or situation where failure of the Service Offering could lead to the death or serious bodily 
injury of any person, or to severe physical or environmental damage. You must ensure that your 
users comply with the terms of this Agreement, and you agree that if you become aware of any 
violation by one of your users, you will terminate that user’s access to Your Content immediately. If 
we have reason to believe that you or your users have breached this Agreement, we or our 
designated representative may review your use of the Service Offering, including your account, Your 
Content, and your records, to verify your compliance with this Agreement. 

 
3.2 Content Restrictions. You will take steps to ensure that those accessing any service you 
provide with the Service Offering do not post content that: (a) may create a risk of harm, loss, 
physical or mental injury, emotional distress, death, disability, disfigurement, or physical or mental 
illness to anyone; (b) may create a risk of any other loss or damage to any person or property; (c) 
may constitute or contribute to a crime or tort; (d) contains any information or content that is illegal, 
unlawful, harmful, abusive, pornographic, racially or ethnically offensive, defamatory, infringing, 
invasive of personal privacy or publicity rights, harassing, humiliating to other people (publicly or 
otherwise), libelous, threatening, or otherwise objectionable; or (e) contains any information or 
content that you do not have a right to make available under any law or under contractual or 
fiduciary relationships. You are solely responsible for any software, product or service that a third 
party licenses, sells or makes available to you that you install or use with the Service Offering. Your 
use of that software, product or service is governed by separate terms between you and that third 
party. We are not a party to and are not bound by any of those separate terms. You represent and 
warrant that Your Content does not and will not violate any third-party rights, including any 
Intellectual Property Rights, and rights of publicity and privacy. You will ensure that your use of the 
Service Offering complies at all times with your privacy policies and all applicable laws and 
regulations, including any encryption requirements. 

 
3.3 Violations of Acceptable Use. If you become aware that any of Your Content or your user’s 
use of Your Content violates Section 3.1 or 3.2, you will take immediate action to remove the 
applicable part of Your Content or suspend the end user’s access. If you fail to do so, we may ask 
you to do so. If you fail to comply with our request within twenty-four hours, we may suspend your 
account or disable access to Your Content until you comply with our request. 

 

3.4 Notification of Infringement Concerns. If you believe that your copyrighted work has been 
copied and is accessible on our Service Offering in a way that constitutes copyright infringement, 
please send a notice to us as further detailed in Section 8 of the Community Terms of Use available 
at http://www.vmware.com/community_terms.html. 

 

4. IP Ownership. 



4.1 Ownership of Service Offering. We and our licensors own and retain all right, title and interest 
in and to the Service Offering and any related VMware Software, including all improvements, 
enhancements, modifications and derivative works thereof, and all Intellectual Property Rights 
therein. This includes any information that we collect and analyze in connection with the Service 
Offering, such as usage patterns, user feedback and other information to improve and evolve our 
software products and services offerings. Your rights to use the Service Offering are limited to those 
expressly granted in this Agreement. No other rights with respect to the Service Offering, any related 
VMware Software, or any related Intellectual Property Rights are implied. 

 
4.2 Ownership of Your Content.You and your authorized users retain all right, title and interest in 
and to Your Content and all Intellectual Property Rights therein. Our rights to access and use Your 
Content are limited to those expressly granted in this Agreement. No other rights with respect to 
Your Content or any related Intellectual Property Rights are implied. 

 
4.3. Feedback.We will be free to use for any purpose any feedback (such as comments or 
suggestions) that you provide to us regarding the Service Offering. You hereby grant to us a non- 
exclusive, perpetual, irrevocable, royalty-free, transferable, worldwide right and license, with the right 
to sublicense, to use, reproduce, perform, display, disclose, distribute, modify, prepare derivative 
works of and otherwise exploit the feedback without restriction in any manner now known or in the 
future conceived and to make, use, sell, offer to sell, import and export any product or service that 
incorporates the feedback. 

 
5. Order, Delivery, Payment, and Taxes. 

 

5.1 Generally.Sections 5.3 (Direct Orders), 5.4 (Delivery), 5.5 (Invoicing and Payment Terms) and 
5.6 (Taxes) apply only to orders you place directly with, and the Service Offering you purchase 
directly from, VMware. When ordering through, or purchasing the Service Offering from, a VMware 
authorized reseller, the authorized reseller might specify similar terms. 

 

5.2 Orders.All Orders issued to VMware are subject to the terms of this Agreement and are not 
binding until accepted by VMware. We are not required to provide any Service Offering to you until 
you provide all information we require for processing your Order. 

 

5.3 Direct Orders.For orders placed directly with VMware, you must issue a purchase order to 
VMware for the initial Service Offering order, but a purchase order is not required for the monthly 
billings that occur after the initial Order billing. For subsequent billings, all fees (including 
subscription renewals, metered usage components, and other add-ons) will be paid in accordance 
with this Agreement. Your Order will be deemed accepted when we authorize the purchased Service 
Offering for your Login Credentials. 

 
5.4 Delivery.When VMware accepts your Order for the Service Offering, we will deliver the 
corresponding Login Credentials to you by email to the address associated with your account. If 
VMware ships a physical object in connection with an add-on feature of the Service Offering, 
shipping and delivery terms are Ex Works VMware’s regional fulfillment facility (INCOTERMS 2010). 

 

5.5 Invoicing and Payment Terms. You will pay all fees for use of the Service Offering in the 
amount and currency specified in your invoice, within 30 days after the date of the invoice, and 
regardless of your usage level during a billing period. You will also be responsible for all additional 
fees for any subscription renewals and metered usage components consumed, and other 
subscriptions, features, products, services or add-ons that you purchase within the Service Offering. 
You will be billed in advance for the monthly or prepaid charges due to the subscription services 
purchased. Any metered usage components and any initial monthly fees will be billed in arrears. The 
applicable fees for subscriptions (including renewals), features and other available products and 



services will be governed by the then-current applicable price list at the time the initial, renewal, or 
add-on order is submitted, or as otherwise agreed. We may increase or add new fees for the Service 
Offering by notifying you at least 30 days in advance. 

 

5.6 Taxes.Service Offering fees are exclusive of taxes, and you shall pay or reimburse for all taxes 
arising out of transactions contemplated by this Agreement. If you are required to pay or withhold 
any tax for payments due under this Agreement, you shall gross your payments to us so we receive 
sums due in full and free of any deductions. You will provide documentation to us showing that taxes 
have been paid to the relevant taxing authority. “ Taxes” means any sales, VAT, use, gross receipts, 
business and occupation, and other taxes (other than taxes on our income), export and import fees, 
customs duties and similar charges imposed by any government or other authority. You hereby 
confirm that we can rely on the name and address you provide to us when you agree to the Service 
Offering or in connection with your payment method as being the place of supply for sales tax and 
income tax purposes or as being the place of supply for VAT purposes where you have established 
your business. 

 

6. Temporary Suspension. 
 

6.1 Generally.Upon prior written notice to you, we may suspend your use of the Service Offering if 
we reasonably determine: (a) payment for the Service Offering is not received within 30 days from 
the date on which payment is due; (b) you or your use of the Service Offering is in breach of this 
Agreement; (c) you fail to address our request to take action as specified in Section 3.3; (d) your use 
of the Service Offering poses a security risk to the Service Offering or other users of the Service 
Offering; or (e) suspension is required pursuant to our receipt of a subpoena, court order, or other 
request by a law enforcement agency. 

 

6.2 Effect of Suspension.You will remain responsible for all fees incurred before or during the 
suspension. You will not be entitled to any service credits under the Service Level Agreement that 
you might have otherwise accrued during the period of suspension. 

 

7. Term and Termination. 
 
7.1 Term of Agreement.This Agreement will be in effect through the Subscription Term, plus any 
renewals, unless terminated earlier as permitted under this Agreement or the Service Description. 
Upon the completion of the Subscription Term, the subscription will automatically renew as specified 
in the Service Description, unless terminated as permitted under the Service Description. 

 

7.2 Termination for Cause. We may terminate this Agreement effective immediately upon sending 
you an email notice if: (a) you breach any provision in Sections 3.1 or 3.2; (b) you do not resolve the 
underlying cause resulting in a suspension of your account pursuant to Section 6.1 (other than 
suspension due to a subpoena, court order, or other request by a law enforcement agency) within 10 
days after your account is suspended; or (c) you commit a material breach that cannot be cured. 

 
7.3 Termination for Insolvency. We may terminate this Agreement effective immediately upon 
sending you an email notice if you: (a) terminate or suspend your business; (b) become insolvent, 
admit in writing your inability to pay your debts as they mature, make an assignment for the benefit 
of creditors; or (c) become subject to control of a trustee, receiver or similar authority or any 
bankruptcy or insolvency proceeding. 

 

7.4 Effect of Termination. Upon the termination of this Agreement for any reason: (a) all rights 
granted to you under this Agreement, including your ability to access the Service Offering, will 
immediately terminate; and (b) you must promptly discontinue all use of the Service Offering and 
delete or destroy any of our Confidential Information. We will retain Your Content for a period of 30 



days following the effective date of the termination, although you will cease to have access to the 
Service Offering or Your Content during this period. After the 30 days, Your Content will be deleted. 
Sections 1.6 (Open Source Software), 3 (Acceptable Use) 4 (IP Ownership), 5 (Order, Delivery, 
Payment and Taxes), 7 (Term and Termination), 9 (Disclaimer), 11 (Limitation of Liability), 12 
(Confidential Information), 13 (General), and 14 (Definitions), will survive the termination of this 
Agreement. Termination of the Service Offering (except to the extent that the termination is 
permitted under Section 13.3 of this Agreement or Section 3.6 of the Service Description) will not 
entitle you to any refunds, credits, or exchanges, and you will be liable for all monthly billing fees for 
the remainder of the Subscription Term after termination, as well as all usage and other fees 
incurred up to the termination date. 

 

8. Support and Subscription Services. When applicable, and subject to the terms of this 
Agreement, we will provide to you support for the Service Offering in accordance with the terms 
specified in the Support Policy. We will not provide support to any end users of Your Content. 

 

9. Disclaimer. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, WE AND OUR 
LICENSORS AND SERVICE PROVIDERS DISCLAIM ALL WARRANTIES, WHETHER EXPRESS, 
IMPLIED, OR STATUTORY, INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY 
AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, NON-INFRINGEMENT AND ANY 
WARRANTIES ARISING FROM COURSE OF DEALING OR COURSE OF PERFORMANCE 
REGARDING OR RELATING TO THE SERVICE OFFERING OR ANY MATERIALS OR SERVICES 
FURNISHED OR PROVIDED TO YOU UNDER THIS AGREEMENT. WE AND OUR LICENSORS 
AND SERVICE PROVIDERS DO NOT WARRANT THAT THE SERVICE OFFERING WILL BE 
UNINTERRUPTED OR FREE FROM DEFECTS, OR THAT THE SERVICE OFFERING WILL MEET 
(OR IS DESIGNED TO MEET) YOUR BUSINESS REQUIREMENTS. 

 

10. Indemnification. 
 

10.1 Indemnification by Customer. You will defend and indemnify us against any third party claim 
arising from or relating to: (a) Your Content; (b) any infringement or misappropriation of any 
Intellectual Property Rights by you, your customers, your end users or your suppliers; (c) violation of 
law by you; (d) your use of the Service Offering (including any activities under your account and any 
use by your employees, personnel or end users) in violation of this Agreement, or (e) your use of 
any Third Party Content. We will (a) provide you with notice of the claim within a reasonable period 
of time after learning of the claim; and (b) reasonably cooperate in response to your requests for 
assistance. You may not settle or compromise any indemnified claim without our prior written 
consent. 

 

10.2 Defense and Indemnification. Subject to the remainder of this Section 10, we will defend you 
against an Infringement Claim and indemnify you from the resulting costs and damages finally 
awarded against you to that third party by a court of competent jurisdiction or agreed to in 
settlement. You will (a) provide us with notice of any Infringement Claim within a reasonable period 
of time after learning of it; (b) allow us sole control over the claim’s defense and settlement; and (c) 
reasonably cooperate in response to our requests for assistance. You may not settle or compromise 
any Infringement Claim without our prior written consent. 

 

10.3 Remedies. If the Service Offering becomes, or in our opinion is likely to become, the subject of 
an Infringement Claim, we will at our option and expense either: (a) procure the rights necessary for 
you to keep using the Service Offering; (b) modify or replace the Service Offering to make it non- 
infringing; or (c) terminate this Agreement and refund any pre-paid fees for the Service Offering pro- 
rated for its remaining Subscription Term. 

 

10.4 Exclusions. We will have no obligation under this Section 10 or otherwise with respect to any 



claim based on: (a) a combination of VMware Software with non-VMware products or content, 
including Your Content; (b) use of the Service Offering for a purpose or in a manner not specified in 
this Agreement or the Service Description; (c) any modification to the Service Offering made without 
our express written approval; or (d) any Service Offering provided on a no charge basis. This 
Section 10 states your exclusive remedy for any infringement actions or claims. 

 
11. Limitation of Liability. 

 

11.1 Generally. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT WILL WE OR 
OUR LICENSORS OR SERVICE PROVIDERS BE LIABLE FOR ANY LOST PROFITS OR 
BUSINESS OPPORTUNITIES, LOSS OF USE OF THE SERVICE OFFERING, LOSS OF 
REVENUE, LOSS OF GOODWILL, BUSINESS INTERRUPTION, LOSS OF DATA, OR ANY 
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES UNDER ANY THEORY OF 
LIABILITY, WHETHER BASED IN CONTRACT, TORT, NEGLIGENCE, PRODUCT LIABILITY, OR 
OTHERWISE. IN ADDITION, OUR AND OUR LICENSORS’ AND SERVICE PROVIDERS’ 
LIABILITY UNDER THIS AGREEMENT WILL NOT, IN ANY EVENT, REGARDLESS OF WHETHER 
THE CLAIM IS BASED IN CONTRACT, TORT, STRICT LIABILITY, OR OTHERWISE, EXCEED 
THE GREATER OF: (A) THE AGGREGATE FEES PAID OR PAYABLE TO US FOR YOUR 
ACCESS TO AND USE OF THE SERVICE OFFERING IN THE TWELVE (12) MONTHS PRIOR TO 
THE EVENT GIVING RISE TO YOUR CLAIM, OR (B) $5,000 USD (OR THE EQUIVALENT IN 
LOCAL CURRENCY). REGARDLESS OF WHETHER WE OR OUR LICENSORS OR SERVICE 
PROVIDERS HAVE BEEN ADVISED OF THE POSSIBILITY OF THOSE DAMAGES AND 
REGARDLESS OF WHETHER ANY REMEDY FAILS OF ITS ESSENTIAL PURPOSE. THESE 
LIMITATIONS OF LIABILITY IN THIS SECTION 11.1 WILL NOT APPLY TO (A) VMWARE’S 
INDEMNIFICATION OBLIGATIONS UNDER THIS AGREEMENT OR (B) ANY LIABILITY WHICH 
MAY NOT BE EXCLUDED BY APPLICABLE LAW. 

 
11.2 Further Limitations.Our licensors and service providers will have no liability of any kind under 
this Agreement. You may not bring a claim under this Agreement more than eighteen (18) months 
after the cause of action arises. 

 

12. Confidential Information. 
 

12.1 Protection. A party may use Confidential Information of the other party solely to exercise its 
rights and perform its obligations under this Agreement or as otherwise permitted under this 
Agreement. Each party will disclose the Confidential Information of the other party only to the 
employees, service providers or contractors of the recipient party who have a need to know the 
Confidential Information for purposes of this Agreement and who are under a duty of confidentiality 
no less restrictive than each party’s duty hereunder. Each party will use reasonable care to protect 
the confidentiality of the other party’s Confidential Information. 

 

12.2 Exceptions. The recipient’s obligations under Section 12.1 with respect to any Confidential 
Information will terminate if the recipient can show by written records that the information: (a) was 
already known to the recipient at the time of disclosure by the other party; (b) was disclosed to the 
recipient by a third party who had the right to make the disclosure without any confidentiality 
restrictions; (c) is, or through no fault of the recipient has become, generally available to the public; 
or (d) was independently developed by the recipient without access to, or use of, discloser’s 
Confidential Information. The recipient may disclose Confidential Information to the extent the 
disclosure is required by law or regulation. The recipient will provide the other party notice, when 
practicable, and will take reasonable steps to contest and limit the scope of any required disclosure. 

 

13. General. 



13.1 Assignment.You may not assign or transfer this Agreement, in whole or in part, by operation of 
law or otherwise, without our prior written consent. Any attempted assignment or transfer without  
that consent will be void. Subject to these limits, this Agreement will bind and inure to the benefit of 
the parties and their respective successors and assigns. 

 

13.2 Notices. Any notice delivered by us to you under this Agreement will be delivered by email to 
the email address associated with your account or by posting on either the Service Offering Portal or 
the My VMware Portal, except as otherwise set forth in this Agreement. Please direct legal notices or 
other correspondence to VMware, Inc., 3401 Hillview Avenue, Palo Alto, California 94304, United 
States of America, Attention: Legal Department. 

 

13.3 Modifications.We may change periodically the Service Offering, the terms of your access to 
the Service Offering, this Agreement, the Service Description, the Privacy Addendum, the Third 
Party Terms, the Service Level Agreement, or the Support Policy. It is your responsibility to regularly 
check the Service Offering console and the My VMware portal for updates. We will notify you of any 
material, detrimental change to this Agreement, the Service Description, the Privacy Addendum, the 
Service Level Agreement, or the Support Policy. The modified Agreement, Service Description, 
Privacy Addendum, Service Level Agreement, or Support Policy, as applicable, will become effective 
as of the date stated in that notification. If we make a material, detrimental change to the Service 
Offering (other than the termination or modification of any beta feature or functionality), this 
Agreement, the Service Description, the Privacy Addendum, the Service Level Agreement, or the 
Support Policy, then you may terminate this Agreement within 30 days of the change to the Service 
Offering or within 30 days of the notification. In that event, the termination will be effective as of the 
date we receive your notification, unless you state an effective date in your notification that is within 
45 days after we receive your notification. In the event of that termination, we will refund any prepaid 
fees, pro-rated for the remainder of your Subscription Term, and less any discounts that would then 
not be earned. Your continued use of the Service Offering after the effective date of any modification 
to the Agreement, the Service Description, the Privacy Addendum, the Third Party Terms, the 
Service Level Agreement, or the Support Policy will be deemed acceptance of the modified terms, as 
applicable. 

 

13.4 Waiver. The waiver of a breach of any provision of this Agreement will not constitute a waiver 
of any other provision or any later breach. 

 

13.5 Severability. If any provision of this Agreement is held to be invalid or unenforceable, the 
provision will be enforced to the maximum extent permissible so as to effect the intent of the parties, 
and the remaining provisions of this Agreement will remain in force. 

 

13.6 Compliance with Laws; Export Control. Each party will comply with all laws applicable to the 
actions contemplated by this Agreement. You acknowledge that the Service Offering is of United 
States origin, is provided subject to the U.S. Export Administration Regulations (including “deemed 
export” and “deemed re-export” regulations), and may be subject to the export control laws of the 
applicable territory. You represent and warrant that (a) you are not, and are not acting on behalf of, 
(1) any person who is a citizen, national, or resident of, or who is controlled by the government of 
any country to which the United States has prohibited export transactions; or (2) any person or entity 
listed on the U.S. Treasury Department list of Specially Designated Nationals and Blocked Persons, 
or the U.S. Commerce Department Denied Persons List or Entity List; (b) you will not permit the 
Service Offering to be used for any purposes prohibited by law, including any prohibited 
development, design, manufacture or production of missiles or nuclear, chemical or biological 
weapons; (c) Your Content will not be classified or listed on the United States Munitions list, contain 
defense articles, defense services or contain ITAR-related data; (d) Your Content will not require an 
export license and is not restricted from export to any VMware global resource or personnel under 
applicable export control laws; and (e) you are not subject, either directly or indirectly, to any order 



issued by any agency of the United States government, revoking or denying, in whole or in part, your 
United States export privileges. You will notify VMware immediately if you become subject to any 
such order. 

 

13.7 Government Regulations.For purposes of sales to government entities in the U.S.: The 
Service Offering and its documentation are deemed to be “commercial computer software” and 
“commercial computer software documentation,” respectively, pursuant to DFARS Section 227.7202 
and FAR Paragraph 12.212(b), as applicable. Any use, modification, reproduction, release, 
performing, displaying or disclosing of the Service Offering and documentation by or on behalf of the 
U.S. Government will be governed solely by the terms and conditions of this Agreement. 

 

13.8 Force Majeure. We will not be liable for any delay or failure to perform any obligations under 
this Agreement due to any cause beyond our reasonable control, including acts of God, labor 
disputes or other industrial disturbances, systemic electrical, telecommunications or other utility 
failures, earthquakes, storms or other elements of nature, blockages, embargoes, riots, acts or 
orders of government, acts of terrorism or war. 

 

13.9 Construction. The headings of sections of this Agreement are for convenience and are not for 
use in interpreting this Agreement. As used in this Agreement, the word ‘including’ means “including 
but not limited to.” 

 

13.10 Governing Law. This Agreement is governed by the laws of the State of California, United 
States of America (excluding its conflict of law rules), except as follows: To the extent that you 
choose a Japan data center Service Offering, then this Agreement is governed by the laws of Japan 
(excluding its conflict of law rules). The United Nations Convention for the International Sale of 
Goods does not apply. 

 
13.11 Third Party Rights. Other than as expressly set out in this Agreement, this Agreement does 
not create any rights for any person who is not a party to it, and no person who is not a party to this 
Agreement may enforce any of its terms or rely on any exclusion or limitation contained in it. 

 

13.12 Order of Precedence. The terms of this Agreement will supersede and control over any 
conflicting or additional terms and conditions of any other purchasing related document issued by 
you. 

 
13.13 Entire Agreement. This Agreement, as may be revised by us, is the entire agreement of the 
parties regarding its subject matter. This Agreement supersedes all prior or contemporaneous 
communications, understandings and agreements, whether written or oral, between the parties 
regarding its subject matter. 

 
14. Definitions. 

 

14.1 “Confidential Information” means non-public technical, business or other information or 
materials disclosed or otherwise made available by one party that are in tangible form and labeled 
“confidential” or the like, or, information which is provided under circumstances reasonably indicating 
their confidentiality. Our Confidential Information includes: (1) Login Credentials; and (2) any 
information or materials relating to the Service Offering. 

 
14.2 “Infringement Claim” means any third party claim that any VMware Software used to provide 
the Service Offering infringes any patent, trademark or copyright of the third party, or 
misappropriates a trade secret (but only to the extent that the misappropriation is not a result of your 
actions) under the laws of: (a) the United States; (b) Canada; (c) the European Economic Area; (d) 
Australia; (e) New Zealand; (f) Japan; or (g) the People’s Republic of China, to the extent that those 



countries are part of your places of use of the Service Offering. 
 

14.3 “Intellectual Property Rights” means all worldwide intellectual property rights, including 
copyrights, trademarks, service marks, trade secrets, patents, patent applications, and moral rights, 
whether registered or unregistered. 

 
14.4 “Login Credentials”mean any passwords, authentication keys or security credentials that 
enable your access to and management of the Service Offering. 

 
14.5 “Order” means the internet order page, order document, purchase order, or purchase 
agreement issued to VMware that specifies your purchase of the Service Offering. 

 

14.6 “Privacy Addendum” means the then-current version of the Service Offering Data Privacy 
Addendum document available at http://vcloud.vmware.com/legal, which we may modify from time to 
time. 

 

14.7 “Service Description” means the then-current Service Offering Service Description document 
available at https://www.vmware.com/files/pdf/vcloud-air/vcloud-air-Service-Description.pdf, which 
contains technical and other information and which we may modify from time to time. 

 

14.8 “Service Level Agreement” means the then-current Service Level Agreement document 
available at https://www.vmware.com/support/vcloud-air/sla.html, which we may modify from time to 
time. 

 

14.9 “Subscription Term” means the time period of your access to the Service Offering, as 
specified by your Order. 

 
14.10 “Support Policy” means the then-current version of the Service Offering Support Policy 
document available at http://www.vmware.com/support/services/iaas-production.html, which we may 
modify from time to time. 

 

14.11 “Third Party Content” means third party data, service, content, software or applications, 
including open source software. 

 

14.12 “Third Party Terms” means the then-current version of the third party license terms 
applicable to the Service Offering that are available at 
https://www.vmware.com/files/pdf/support/vmware-vcloud-air-third-party-terms.pdf, which we may 
modify from time to time. 

 

14.14 “VMware Software” means the software programs listed in our commercial price list. 
 

14.15 “Your Content” means any and all applications, files, information, data or other content 
uploaded to or published or displayed through the Service Offering by you, your users, us (acting 
upon your instructions as part of a service), or any third party users who access any service you 
provide with the Service Offering. 
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EXHIBIT 2: MODIFICATIONS TO THE AGENCY AGREEMENT 

 
1. References. All references to “[Agency]” in the Agency Agreement shall mean 

and be understood to be “City of San Diego”. 

2. Insurance. Contractor shall procure and maintain for the duration of the contract 
insurance against claims for injuries to persons or damages to property which may arise from or 
in connection with the performance of the work hereunder and the results of that work by 
Contractor, his agents, representatives, employees or subcontractors. 

Contractor shall provide, in addition to the Insurance Requirements outlined in the Contract 
Section 16. Insurance, the following additional insurance: 

2.1 Other Insurance Provisions. The insurance policies are to contain, or be 
endorsed to contain, the following provisions: 

2.2 Additional Insured Status. The City, its officers, officials, employees, 
and volunteers are to be covered as additional insureds on the CGL policy with respect to 
liability arising out of work or operations performed by or on behalf of Contractor including 
materials, parts, or equipment furnished in connection with such work or operations. General 
liability coverage can be provided in the form of an endorsement to Contractor’s insurance (at 
least as broad as ISO Form CG 20 10 11 85 or if not available, through the addition of both CG 
20 10, CG 20 26, CG 20 33, or CG 20 38; and CG 20 37 if a later edition is used). 

2.3 Primary Coverage. For any claims related to this contract, Contractor’s 
insurance coverage shall be primary coverage at least as broad as ISO CG 20 01 04 13 as 
respects the City, its officers, officials, employees, and volunteers. Any insurance or self- 
insurance maintained by City, its officers, officials, employees, or volunteers shall be excess of 
Contractor’s insurance and shall not contribute with it. 

2.4 Notice of Cancellation. Each insurance policy required above shall 
provide that coverage shall not be canceled, except with notice to City. 

2.5 Waiver of Subrogation. Contractor hereby grants to City a waiver of any 
right to subrogation which the Workers’ Compensation insurer of said Contractor may acquire 
against City by virtue of the payment of any loss under such insurance. Contractor agrees to 
obtain any endorsement that may be necessary to affect this waiver of subrogation, but this 
provision applies regardless of whether or not the City has received a waiver of subrogation 
endorsement from the insurer. 

2.6 Self-Insured Retentions. Self-insured retentions must be declared to and 
approved by City. City may require Contractor to purchase coverage with a lower retention or 
provide proof of ability to pay losses and related investigations, claim administration, and 
defense expenses within the retention. The policy language shall provide, or be endorsed to 
provide, that the self- insured retention may be satisfied by either the named insured or City. 
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2.7 Verification of Coverage. Contractor shall furnish City with original 
certificates and amendatory endorsements or copies of the applicable policy language effecting 
coverage required by this clause. All certificates and endorsements are to be received and 
approved by City before work commences. However, failure to obtain the required documents 
prior to the work beginning shall not waive Contractor’s obligation to provide them. City 
reserves the right to require complete, certified copies of all required insurance policies, including 
endorsements required by these specifications, at any time. 

2.8 Additional Insurance. Contractor may obtain additional insurance not 
required by this Contract. 

2.9 Excess Insurance. All policies providing excess coverage to City shall 
follow the form of the primary policy or policies including but not limited to all endorsements. 

3. The remaining portions of the Agency Agreement shall remain in full force and 
effect. 
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EXHIBIT 3: PRICING PAGE(S) & CITY FORMS 



PRICE QUOTATION 

CARAHSOFT TECHNOLOGY CORP carahsoft. 

TO: 

EMAIL: 

11493 SUNSET HILLS ROAD I SUITE 100 I RESTON, VIRGINIA 10190 
PHONE (703) 871 8500 I FAX (703) 871 8505 I TOLL FREE (888) 66CARAH 

WWW CARAHSOFT COM I SALES@CARAr-:SOFT COM 

William Yu 
Financial Operations Manager 
City of San Diego 
202 C Street 
Floor 8 
San Diego, CA 92101 USA 

WYu@sandiego.gov 

FROM: 

EMAIL: 

Heather Castellanos 
Carahsoft Technology Corp. 
11493 Sunset Hills Road 
Suite 100 
Reston, Virginia 20190 

Heather.Castellanos@carahsoft.com 

PHONE: (619) 533-6502 PHONE (571) 662-3750 FAX: 

TERMS. Contract Number. 7-17-70-40-05 
NASPO Master Contract Number: AR2472 
Contract Term: 09/15/17 -09/15/26 
Shipping Point: FOB Destination 
Credit Cards: VISA/MasterCard/AMEX 
Remit To: Same as Above 
Payment Terms: Net45 (On Approved Credit) 
Sales Tax May Apply 

QUOTE NO: 
QUOTE DATE: 
QUOTE EXPIRES: 
RFQNO: 
SHIPPING: 
TOTAL PRICE: 

TOTAL QUOTE: 

36696281 
11/10/2022 
05/31/2023 

ESD 
$206,291.52 

$206,291.52 

LINE NO. PART NO. DESCRIPTION QUOTE PRICE QTY E>CTENDED PRICE 

AR2472-WOR003-11 

2 AR2472-WOR003-11 

3 AR24 72-WOR003-11 

CONFIDENTIAL 
PAGE 1 of 2 

YEAR 1 

Financial Reporting (SLEd)- Under $500MM Operating 
Budget 
Workiva - WDESK-FR-001 
Start Date: 06/01/2023 
End Date: 05/31/2024 

YEAR 1 SUBTOTAL. 

YEARl 

Financial Reporting (SLEd) - Under $500MM Operating 
Budget 
Workiva - WDESK-FR-001 
Start Date: 06/01/2024 
End Date: 05/31/2025 

YEAR 2 SUS TOT AL: 

YEAR3 

Financial Reporting (SLEd) - Under $500MM Operating 
Budget 
Workiva - WDESK-FR-001 
Start Date: 06/0112025 
End Date: 05/31/2026 

YEAR 3 SUBTOTA .. 

SUBTOTAL: 

$32,456.28 COOP 2 

$34,345.27 COOP 2 

$36,344.21 COOP 2 

QUOTE DATE: 
QUOTE NO: 

$64,912.56 

$64,912.56 

$68,690.54 

$68,690.54 

$72,688.42 

$72,688.42 

S206,291.52 

11/10/2022 
36696281 



LINE NO. PART NO. 

Subscription Term - 3 Years 
Start Date: 06/01/2023 
End Date: 05/31/2026 

PRICE QUOTATION 

CARAHSOFT TECHNOLOGY CORP 

11493 SUNSET HILLS ROAD I SUITE 100 RESTON, VIRGINIA 20190 

PHONE 1703) 871 8S00 I FAX (703) 871 850S I TOLL FREE (888) 66CARAH 

WVJW CARAHSOFT COM I SALES@CARAHSOFT COM 

DESCRIPTION QUOTE PRICE 

TOTAL PRICE: 

TOTAL QUOTE: 

**NOTE: All 3 years must be shown on PO but will be invoiced annually .. 

By purchasing the products and services described in this order form, the Customer ls expressly agreeing to the End User 
Agreement published at https://www.vertosoft.com/terms-and-conditions-workiva 
Taxes: Sales tax shall be added at the time of an invoice, unless a copy of a valid tax exemption or resale certlflcate ls 
provided. 

carahsoft. 

QTY EXTENDED PRICE 

$206,291.52 

$206,291.52 

CONFIDENTIAL 
PAGE 2 of 2 

QUOTE DATE: 11/10/2022 
36696281 QUOTE NO: 
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City of San Diego 
CONTRACTOR STANDARDS 

Pledge of Compliance 

The City of San Diego has adopted a Contractor Standards Ordinance (CSO) codified in section 22.3004 of the San Diego 
Municipal Code (SDMC). The City of San Diego uses the criteria set forth in the CSO to determine whether a contractor (bidder or 
proposer) has the capacity to fully perform the contract requirements and the business integrity to justify the award of public funds. This 
completed Pledge of Compliance signed under penalty of perjury must be submitted with each bid and proposal. If an informal solicitation 
process is used, the bidder must submit this completed Pledge of Compliance to the City prior to execution of the contract. All responses 
must be typewritten or printed in ink. If an explanation is requested or additional space is required, Contractors must provide responses 
on Attachment A to the Pledge of Compliance and sign each page. Failure to submit a signed and completed Pledge of Compliance may 
render a bid or proposal non-responsive. In the case of an informal solicitation or cooperative procurement, the contract will not be 
awarded unless a signed and completed Pledge of Compliance is submitted. A submitted Pledge of Compliance is a public record and 
information contained within will be available for public review except to the extent that such information is exempt from disclosure 
pursuant to applicable law.  

By signing and submitting this form, the contractor is certifying, to the best of their knowledge, that the contractor and any of its Principals 
have not within a five (5) year period – preceding this offer, been convicted of or had a civil judgement rendered against them for 
commission of a fraud or a criminal offense in connection with obtaining, attempting to obtain or performing a public (Federal, State or 
local) contract or subcontract. 

“Principal” means an officer, director, owner, partner or a person having primary management or supervisory responsibilities within the 
firm.  The Contractor shall provide immediate written notice to the Procurement Contracting Officer handling the solicitation, at any time 
prior to award should they learn that this Representations and Certifications was inaccurate or incomplete.  

This form contains 10 pages, additional information may be submitted as part of Attachment A. 

A. BID/PROPOSAL/SOLICITATION TITLE:  
 
 
 

 
B. BIDDER/PROPOSER INFORMATION: 

Legal Name  DBA  

Street Address   City  State Zip 

Contact Person, Title Phone Fax  

 

Provide the name, identity, and precise nature of the interest* of all persons who are directly or indirectly involved** in this proposed 
transaction (SDMC § 21.0103). Use additional pages if necessary. 

* The precise nature of the interest includes: 

• the percentage ownership interest in a party to the transaction, 
• the percentage ownership interest in any firm, corporation, or partnership that will receive funds from the 

transaction, 
• the value of any financial interest in the transaction, 
• any contingent interest in the transaction and the value of such interest should the contingency be satisfied, and 
• any philanthropic, scientific, artistic, or property interest in the transaction. 
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** Directly or indirectly involved means pursuing the transaction by: 

• communicating or negotiating with City officers or employees, 
• submitting or preparing applications, bids, proposals or other documents for purposes of contracting with the City, 

or 
• directing or supervising the actions of persons engaged in the above activity. 

 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
 

Name  Title/Position  

City and State of Residence Employer (if different than Bidder/Proposer) 

 Interest in the transaction  
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Name Title/Position 

City and State of Residence Employer (if different than Bidder/Proposer) 

Interest in the transaction 

Name Title/Position 

City and State of Residence Employer (if different than Bidder/Proposer) 

Interest in the transaction 

Name Title/Position 

City and State of Residence Employer (if different than Bidder/Proposer) 

Interest in the transaction 

C. OWNERSHIP AND NAME CHANGES:

1. In the past five (5) years, has your firm changed its name? 
 Yes  No 

If Yes, use Attachment A to list all prior legal and DBA names, addresses, and dates each firm name was used. Explain the 
specific reasons for each name change. 

2. Is your firm a non-profit?
    Yes  ⁪ No 

If Yes, attach proof of status to this submission. 

3. In the past five (5) years, has a firm owner, partner, or officer operated a similar business?
 Yes  No 

If Yes, use Attachment A to list names and addresses of all businesses and the person who operated the business. 
Include information about a similar business only if an owner, partner, or officer of your firm holds or has held a similar 
position in another firm. 

D. BUSINESS ORGANIZATION/STRUCTURE:
Indicate the organizational structure of your firm. Fill in only one section on this page.  Use Attachment A if more space is
required.
Corporation  Date incorporated:  _____________       State of incorporation:  ________________________
List corporation’s current officers:    President: ______________________________________________ 

Vice Pres: ______________________________________________ 
Secretary: ______________________________________________ 
Treasurer: ______________________________________________ 

Type of corporation:    C             Subchapter S
 No      Is the corporation authorized to do business in California:     Yes 

If Yes,  after what date:  ______________________ 
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Is your firm a publicly traded corporation?  Yes  No 
If Yes, how and where is the stock traded? __________________________________________________ 
If Yes, list the name, title and address of those who own ten percent (10 %) or more of the corporation’s stocks: 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 

Do the President, Vice President, Secretary and/or Treasurer of your corporation have a third party interest or other financial 
interests in a business/enterprise that performs similar work, services or provides similar goods?    Yes   No 

If Yes, please use Attachment A to disclose. 

Please list the following:             Authorized      Issued          Outstanding 

a. Number of voting shares:        ___________               ________     __________ 
b. Number of nonvoting shares:        ___________               ________     __________ 
c. Number of shareholders:         __________ 
d. Value per share of common stock:     Par          $_________ 

          Book        $_________ 
          Market     $_________ 

Limited Liability Company  Date formed:  _____________       State of formation:  __________________ 

List the name, title and address of members who own ten percent (10%) or more of the company: 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
____________________________________________________________________________________

Partnership  Date formed:  _____________      State of formation:  _______________________________ 
List names of all firm partners: 
____________________________________________________________________________________ 
____________________________________________________________________________________ 
____________________________________________________________________________________ 
____________________________________________________________________________________ 

Sole Proprietorship                   Date started:  _______________ 
List all firms you have been an owner, partner or officer with during the past five (5) years. Do not include ownership of stock in 
a publicly traded company: 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 

Joint Venture         Date formed:  _______________ 
List each firm in the joint venture and its percentage of ownership: 
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_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 

Note: To be responsive, each member of a Joint Venture or Partnership must complete a separate Contractor Standards form. 

E. FINANCIAL RESOURCES AND RESPONSIBILITY:

1. Is your firm preparing to be sold, in the process of being sold, or in negotiations to be sold?
 Yes    No 

If Yes, use Attachment A to explain the circumstances, including the buyer’s name and principal contact information. 

2. In the past five (5) years, has your firm been denied bonding?
 Yes    No 

If Yes, use Attachment A to explain specific circumstances; include bonding company name. 

3. In the past five (5) years, has a bonding company made any payments to satisfy claims made against a bond issued on your
firm's behalf or a firm where you were the principal?
 Yes    No 

If Yes, use Attachment A to explain specific circumstances. 

4. In the past five (5) years, has any insurance carrier, for any form of insurance, refused to renew the insurance policy for your
firm?
  Yes   No 

If Yes, use Attachment A to explain specific circumstances. 

5. Within the last five years, has your firm filed a voluntary petition in bankruptcy, been adjudicated bankrupt, or made a general 
assignment for the benefit of creditors?
 Yes   No

If Yes, use Attachment A to explain specific circumstances.

6. Are there any claims, liens or judgements that are outstanding against your firm? 
   Yes   No 

If Yes, please use Attachment A to provide detailed information on the action. 
7. Please provide the name of your principal financial institution for financial reference. By submitting a response to this

Solicitation Contractor authorizes a release of credit information for verification of financial responsibility.

Name of Bank: _____________________________________________________________________________________

Point of Contact:____________________________________________________________________________________

Address:__________________________________________________________________________________________

Phone Number:_____________________________________________________________________________________

8. By submitting a response to a City solicitation, Contractor certifies that he or she has sufficient operating capital and/or financial
reserves to properly fund the requirements identified in the solicitation. At City’s request, Contractor will promptly provide to City
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a copy of Contractor’s most recent balance sheet and/or other necessary financial statements to substantiate financial ability to 
perform. 

9. In order to do business in the City of San Diego, a current Business Tax Certificate is required.  Business Tax Certificates are
issued by the City Treasurer’s Office.  If you do not have one at the time of submission, one must be obtained prior to award.

Business Tax Certificate No.:_______________________________  Year Issued: _______________________

F. PERFORMANCE HISTORY:

1. In the past five (5) years, has your firm been found civilly liable, either in a court of law or pursuant to the terms of a settlement
agreement, for defaulting or breaching a contract with a government agency?
   Yes   No 

If Yes, use Attachment A to explain specific circumstances. 

2. In the past five (5) years, has a public entity terminated your firm's contract for cause prior to contract completion?
  Yes    No 

If Yes, use Attachment A to explain specific circumstances and provide principal contact information. 

3. In the past five (5) years, has your firm entered into any settlement agreement for any lawsuit that alleged contract default,
breach of contract, or fraud with or against a public entity?
  Yes     No 

If Yes, use Attachment A to explain specific circumstances. 

4. Is your firm currently involved in any lawsuit with a government agency in which it is alleged that your firm has defaulted on a
contract, breached a contract, or committed fraud?
  Yes     No 

If Yes, use Attachment A to explain specific circumstances. 

5. In the past five (5) years, has your firm, or any firm with which any of your firm’s owners, partners, or officers is or was associated, 
been debarred, disqualified, removed, or otherwise prevented from bidding on or completing any government or public agency 
contract for any reason?
   Yes    No 

If Yes, use Attachment A to explain specific circumstances. 

6. In the past five (5) years, has your firm received a notice to cure or a notice of default on a contract with any public agency?

     Yes   No 

If Yes, use Attachment A to explain specific circumstances and how the matter resolved. 

7. Performance References:

Please provide a minimum of three (3) references familiar with work performed by your firm which was of a similar size and nature 
to the subject solicitation within the last five (5) years. 

Please note that any references required as part of your bid/proposal submittal are in addition to those references required as part 
of this form. 

Company Name: ________________________________________________________________________ 
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Contact Name and Phone Number: _________________________________________________________ 

Contact Email: _________________________________________________________________________ 

Address:_______________________________________________________________________________ 

Contract Date:__________________________________________________________________________ 

Contract Amount:________________________________________________________________________ 

Requirements of Contract: ________________________________________________________________ 

Company Name: ________________________________________________________________________ 

Contact Name and Phone Number: _________________________________________________________ 

Contact Email: _________________________________________________________________________ 

Address:_______________________________________________________________________________ 

Contract Date:__________________________________________________________________________ 

Contract Amount:________________________________________________________________________ 

Requirements of Contract: ________________________________________________________________ 

Company Name: ________________________________________________________________________ 

Contact Name and Phone Number: _________________________________________________________ 

Contact Email: _________________________________________________________________________ 

Address:_______________________________________________________________________________ 

Contract Date:__________________________________________________________________________ 

Contract Amount:________________________________________________________________________ 

Requirements of Contract: ________________________________________________________________ 

G. COMPLIANCE:

1. In the past five (5) years, has your firm or any firm owner, partner, officer, executive, or manager been criminally penalized or
found civilly liable, either in a court of law or pursuant to the terms of a settlement agreement, for violating any federal, state, or
local law in performance of a contract, including but not limited to, laws regarding health and safety, labor and employment,
permitting, and licensing laws?

 Yes No 

If Yes, use Attachment A to explain specific circumstances surrounding each instance. Include the name of the entity involved, 
the specific infraction(s) or violation(s), dates of instances, and outcome with current status.  

2. In the past five (5) years, has your firm been determined to be non-responsible by a public entity?
Yes  No 
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If Yes, use Attachment A to explain specific circumstances of each instance. Include the name of the entity involved, the 
specific infraction, dates, and outcome. 

H. BUSINESS INTEGRITY:

1. In the past five (5) years, has your firm been convicted of or found liable in a civil suit for making a false claim or material
misrepresentation to a private or public entity?

Yes  No 

If Yes, use Attachment A to explain specific circumstances of each instance. Include the entity involved, specific violation(s), 
dates, outcome and current status.  

2. In the past five (5) years, has your firm or any of its executives, management personnel, or owners been convicted of a crime,
including misdemeanors, or been found liable in a civil suit involving the bidding, awarding, or performance of a government
contract?

Yes  No 

If Yes, use Attachment A to explain specific circumstances of each instance; include the entity involved, specific infraction(s), 
dates, outcome and current status.  

3. In the past five (5) years, has your firm or any of its executives, management personnel, or owners been convicted of a federal,
state, or local crime of fraud, theft, or any other act of dishonesty?

Yes  No 

If Yes, use Attachment A to explain specific circumstances of each instance; include the entity involved, specific infraction(s), 
dates, outcome and current status.  

4. Do any of the Principals of your firm have relatives that are either currently employed by the City or were employed by the            
       City in the past five (5) years?

Yes   No 
             If Yes, please disclose the names of those relatives in Attachment A.        

I. BUSINESS REPRESENTATION:

1. Are you a local business with a physical address within the County of San Diego?
Yes      No

2. Are you a certified Small and Local Business Enterprise certified by the City of San Diego?
Yes  No 

Certification #__________________________________ 

3. Are you certified as any of the following:
a. Disabled Veteran Business Enterprise  Certification #___________________________________
b. Woman or Minority Owned Business Enterprise   Certification # ___________________________
c. Disadvantaged Business Enterprise  Certification #_____________________________________

J. WAGE COMPLIANCE:
In the past five (5)years, has your firm been required to pay back wages or penalties for failure to comply with the federal, state or
local prevailing, minimum, or living wage laws?       Yes No         If Yes, use Attachment A to explain the specific
circumstances of each instance. Include the entity involved, the specific infraction(s), dates, outcome, and current status.

By signing this Pledge of Compliance, your firm is certifying to the City that you will comply with the requirements of the Equal Pay
Ordinance set forth in SDMC sections 22.4801 through 22.4809.
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K. STATEMENT OF SUBCONTRACTORS & SUPPLIERS:

Please provide the names and information for all subcontractors and suppliers used in the performance of the proposed contract,
and what portion of work will be assigned to each subcontractor. Subcontractors may not be substituted without the written consent
of the City. Use Attachment A if additional pages are necessary. If no subcontractors or suppliers will be used, please write “Not
Applicable.”

Company Name: __________________________________________________________________________ 

Address: ________________________________________________________________________________ 

Contact Name: _____________________   Phone: __________________  Email: ______________________ 

Contractor License No.: _______________________   DIR Registration No.: ___________________________ 

Sub-Contract Dollar Amount: $__________________ (per year)   $___________________ (total contract term) 

Scope of work subcontractor will perform: _______________________________________________________ 

Identify whether company is a subcontractor or supplier: ___________________________________________ 

Certification type (check all that apply):    DBE     DVBE      ELBE       MBE      SLBE    WBE      Not Certified 

Contractor must provide valid proof of certification with the response to the bid or proposal to receive 

participation credit.  

Company Name: __________________________________________________________________________ 

Address: ________________________________________________________________________________ 

Contact Name: _____________________   Phone: __________________  Email: ______________________ 

Contractor License No.: _______________________   DIR Registration No.: ___________________________ 

Sub-Contract Dollar Amount: $__________________ (per year)   $___________________ (total contract term) 

Scope of work subcontractor will perform: _______________________________________________________ 

Identify whether company is a subcontractor or supplier: ___________________________________________ 

Certification type (check all that apply):    DBE     DVBE      ELBE       MBE      SLBE    WBE      Not Certified 

Contractor must provide valid proof of certification with the response to the bid or proposal to receive 

participation credit.  

L. STATEMENT OF AVAILABLE EQUIPMENT:

A full inventoried list of all necessary equipment to complete the work specified may be a requirement of the bid/proposal
submission.

By signing and submitting this form, the Contractor certifies that all required equipment included in this bid or proposal will be
made available one week (7 days) before work shall commence.  In instances where the required equipment is not owned by the
Contractor, Contractor shall explain how the equipment will be made available before the commencement of work.  The City of San
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Diego reserves the right to reject any response, in its opinion, if the Contractor has not demonstrated he or she will be properly 
equipped to perform the work in an efficient, effective matter for the duration of the contract period. 

M. TYPE OF SUBMISSION: This document is submitted as:

Initial submission of Contractor Standards Pledge of Compliance 
Initial submission of Contractor Standards Pledge of Compliance as part of a Cooperative agreement    
Initial submission of Contractor Standards Pledge of Compliance as part of a Sole Source agreement  
Update of prior Contractor Standards Pledge of Compliance dated  ______________. 
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Complete all questions and sign below. 

Under penalty of perjury under the laws of the State of California, I certify that I have read and understand the questions 
contained in this Pledge of Compliance, that I am responsible for completeness and accuracy of the responses contained 
herein, and that all information provided is true, full and complete to the best of my knowledge and belief. I agree to provide 
written notice to the Purchasing Agent within five (5) business days if, at any time, I learn that any portion of this Pledge of 
Compliance is inaccurate. Failure to timely provide the Purchasing Agent with written notice is grounds for Contract 
termination.  

I, on behalf of the firm, further certify that I and my firm will comply with the following provisions of SDMC section 22.3004: 

(a) I and my firm will comply with all applicable local, State and Federal laws, including health and safety, labor and
employment, and licensing laws that affect the employees, worksite or performance of the contract.
(b) I and my firm will notify the Purchasing Agent in writing within fifteen (15) calendar days of receiving notice that a
government agency has begun an investigation of me or my firm that may result in a finding that I or my firm is or was not
in compliance with laws stated in paragraph (a).
(c) I and my firm will notify the Purchasing Agent in writing within fifteen (15) calendar days of a finding by a government
agency or court of competent jurisdiction of a violation by the Contractor of laws stated in paragraph (a).
(d) I and my firm will notify the Purchasing Agent in writing within fifteen (15) calendar days of becoming aware of an
investigation or finding by a government agency or court of competent jurisdiction of a violation by a subcontractor of laws
stated in paragraph (a).

(e) I and my firm will cooperate fully with the City during any investigation and to respond to a request for information within
ten (10) working days.

Failure to sign and submit this form with the bid/proposal shall make the bid/proposal non-responsive. In the case 
of an informal solicitation, the contract will not be awarded unless a signed and completed Pledge of Compliance 
is submitted. 

______________________________     ______________________________________     ____________________ 
Name and Title                                               Signature                                                            Date 
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City of San Diego  
CONTRACTOR STANDARDS 

Attachment "A" 

Provide additional information in space below. Use additional Attachment “A” pages as needed. Each page must be signed. 
Print in ink or type responses and indicate question being answered.  

 

 

 

 

 

 

 

 

 

 

 

 

I have read the matters and statements made in this Contractor Standards Pledge of Compliance and attachments thereto 
and I know the same to be true of my own knowledge, except as to those matters stated upon information or belief and as to 
such matters, I believe the same to be true. I certify under penalty of perjury that the foregoing is true and correct. 
 
 

______________________________     ______________________________________     ____________________ 
Print Name, Title                                                   Signature                                                      Date 



 

Equal Opportunity Contracting  
Goods, Services, & Consultant RFP 
Revised 1/1/2016 

 OCA Document No. 1208380 

AA. CONTRACTORS CERTIFICATION OF PENDING ACTIONS 

As part of its proposal, the Contractor must provide to the City a list of all instances within the past 10 years 
where a complaint was filed or pending against the Contractor in a legal or administrative proceeding 
alleging that Contractor discriminated against its employees, subcontractors, vendors or suppliers, and a 
description of the status or resolution of that complaint, including any remedial action taken. 

CHECK ONE BOX ONLY. 

 The undersigned certifies that within the past 10 years the Contractor has NOT been the 
subject of a complaint or pending action in a legal administrative proceeding alleging that 
Contractor discriminated against its employees, subcontractors, vendors or suppliers. 

 The undersigned certifies that within the past 10 years the Contractor has been the subject 
of a complaint or pending action in a legal administrative proceeding alleging that 
Contractor discriminated against its employees, subcontractors, vendors or suppliers.  A 
description of the status or resolution of that complaint, including any remedial action taken 
and the applicable dates is as follows: 

Contractor Name:  

Certified By   Title    
Name 

  Date    
Signature 

  USE ADDITIONAL FORMS AS NECESSARY

DATE OF 
CLAIM 

LOCATION DESCRIPTION OF CLAIM LITIGATION 
(Y/N) 

STATUS RESOLUTION/REMEDIAL 
ACTION TAKEN 

      

      

      

      

      

      

      

      

Carahsoft Technology Corp.

Kristina Smith Contracts Director

2/16/23

□ 



The City of 

SAN DIEGO]J 
EQUAL OPPORTUNITY CONTRACTING (EOC) 
1200 Third Avenue, Suite 200 • San Diego, CA 92101 

Phone: (619) 236-6000 • Fax: (619) 236-5904 

WORK FORCE REPORT 

The objective of the Equal Employment Opportunity Outreach Program, San Diego Municipal Code Sections 22.3501 through 
22.3517, is to ensure that contractors doing business with the City, or receiving funds from the City, do not engage in 
unlawful discriminatory employment practices prohibited by State and Federal law. Such employment practices include, 
but are not limited to unlawful discrimination in the following: employment, promotion or upgrading, demotion or 
transfer, recruitment or recruitment advertising, layoff or termination, rate of pay or other forms of compensation, and 
selection for training, including apprenticeship. Contractors are required to provide a completed Work Force Report (WFR). 

NO OTHER FORMS WILL BE ACCEPTED 
CONTRACTOR IDENTIFICATION 

Type of Contractor: D Construction ii Vendor/Supplier D Financial Institution 
D Consultant D Grant Recipient D Insurance Company 

Name of company: Carahsoft Technology Corp. 

ADA/OBA: 

D Lessee/Lessor 
D Other 

Address (Corporate Headquarters, where applicable): 11493 Sunset Hills Rd, Suite 100 ---------------------------
City: Reston County:------------ State: _V_A _____ _ Zip:20190 

Telephone Number:_________________ Fax Number: _7_0_3_8_7_1_8_5_0_5 __________ _ 

Name of Company CEO: Craig P. Abod -------------------------------------------
Address (es), phone and fax number(s) of company facilities located in San Diego County (if different from above): 

Address: ------------------------------------------
City: ___________ _ County: ____________ State: ______ _ Zip: ___ _ 

Telephone Number: _________ Fax Number: ________ _ Email: ___________ _ 

Type of Business: Type of License: ______________ _ 

The Company has appointed: __________________________________ _ 

As its Equal Employment Opportunity Officer (EEOO). The EEOO has been given authority to establish, disseminate and enforce equal 

employment and affirmative action policies of this company. The EEOO may be contacted at: 

Address:------------------------------------------
Telephone Number: __________ Fax Number: __________ Email: ___________ _ 

□ One San Diego County (or Most Local County) Work Force - Mandatory 
□ Branch Work Force * 
□ Managing Office Work Force 

Check the box above that applies to this WFR. 
*Submit a separate Work Force Report for all participating branches. Combine WFRs if more than one branch per county. 

I, the undersigned representative of Carahsoft Technology Corporation 
(Firm Name) 

Fairfax VA hereby certify that information provided 
(County) (State) 

herein is true and correct. This document was executed on this 16 day of February -------
Kristina Smith ~ lllgnod by l(rio,t,,o Smith 

°""'-202l.~.18 111:58:31 -osw Kristina Smith 

,20.~ 

Digit■~ signed by Kristm Sm,d, 
Date. 2023.02.18 16.59:12--05'\JO" 

(Authorized Signature) 

F.OCWork Force Reporr (rtv. 08/:ao18) 

(Print Authorized Signature Name) 

J 0/7 Fonn Number: 8805 



WORK FORCE REPORT - Page 2 

rAME OF FIRM: Carahsoft Technology Corporation DATE: 2/16/2023 

OFFICE(S) or BRANCH(ES): Reston, VA COUNTY: Fairfax, VA ----------------------
1 NS TR UC TIO NS: For each occupational category, indicate number of males and females in every ethnic group. Total columns in row 
provided. Sum of all totals should be equal to your total work force. Include all those employed by your company on either a full or part­
time basis. The following groups are to be included in ethnic categories listed in columns below: 

(1) Black or African-American 
(2) Hispanic or Latino 

(5) Native Hawaiian or Pacific Islander 
(6) White 

(3) Asian (7) Other race/ethnicity; not falling into other groups 
(4) American Indian or Alaska Native 

Definitions of the race and ethnicity categories can be found on Page 4 

(1) 
(2) Black or 

Hispanic or (3) 
ADMINISTRATION African Asian 

OCCUPATIONAL CATEGORY American Latino 

I ! 
(M) (F) (M) I (F) (M) (F) 

I 

Management & Financial 0 0 0 I 0 0 1 I 

! 
Professional 6 11 16 25 9 26 

A&E, Science, Computer 0 0 0 0 0 0 

Technical 1 0 1 0 6 0 
! 

33 ! 25 Sales 65 37 54 43 I 
! I 

I Administrative Support 2 4 2 5 0 5 
I 

! ! I Services 0 0 0 0 0 I 0 
I I 

I I Crafts 0 0 0 I 0 0 I 0 I I 

! I Operative Workers 0 0 0 0 0 I 0 I I 

I I Transportation 0 0 0 I 0 0 I 0 I 
! I I Laborers* 0 0 0 I 0 0 I 0 I I 

*Construction laborers and other field employees are not to be included on this page 

Totals Each Column 

I Grand Total All Employees 

74 152 I 73 !73 48 !57 
I I 

12. 1 s2 

(4) 
American 

Indian/ Nat. 
Alaskan 

(M) (F) 

0 0 

0 0 

0 0 

0 I 
I 

0 

1 3 

0 1 

0 0 

0 
! 

0 

0 0 

0 
! 

0 
! 

0 0 

1 !4 
I 

Indicate by Gender and Ethnicity the Number of Above Employees Who Are Disabled: 

I Disabled I j 

Non-Profit Organizations Only: 

Board of Directors I I I I 
I I I I 
I I I I 
I I I 

Volunteers I i I I 
I I I 

I I I I 
I I 

Artists 
I I I I 
I I I I 

I I I I I I 
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(5) 
Pacific 

(6) (7) 
White Other Race/ Islander Ethnicity 

(M) (F) (M) (F) (M) (F) 

0 0 8 7 0 0 

0 2 130 
1 

201 11 
! 

23 

0 0 0 0 0 0 
! I 

0 0 7 3 1 0 

8 4 638 571 35 39 

0 0 17 53 5 7 

0 0 0 0 0 0 
! I 

0 0 0 0 0 0 
! I 

0 0 0 0 0 0 
! 

I 0 0 0 I 0 0 0 I 
! I 0 0 0 I 0 0 0 I 

8 :6 
I 

8001835 52 !69 

I I I 
I I 
I I I I I 

I I I 
I I I 
I I I 
I I I 

I I I 
I I I 
I I I 
I I I 
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WORK FORCE REPORT - Page 3 
NAME OF FIRM: Carahsoft Technology Corporation DATE: _2_11_s12_0_23 ____ _ 

OFFICE(S) or BRANCH{ES): _R_es_to_n_, V_A _________________ COUNTY: _F_ai_rfa_x.;.., V_A _______ _ 

INSTRUCTIONS: For each occupational category, indicate number of males and females in every ethnic group. Total columns in row 
provided. Sum of all totals should be equal to your total work force. Include all those employed by your company on either a full or part­
time basis. The following groups are to be included in ethnk categories listed in columns below: 

(1) Black or African-American 
(2) Hispanic or Latino 
(3) Asian 
(4) American Indian or Alaska Native 

(S) Native Hawaiian or Pacific Islander 
(6) White 
(7) Other race/ethnicity; not falling into other groups 

Definitions of the race and ethnicity categories can be found on Page 4 

(1) (2) (3) 
(4) 

(5) (6) (7) American Black or Hispanic Asian Indian/ Pacific White Other Race/ 
TRADE African or Latino Nat. Islander Ethnicity 

OCCUPATIONAL CATEGORY American Alaskan 

(M) (F) (M) (F) (M) (F) (M) (F) (M) (F) (M) (F) (M) (F) 

Brick, Block or Stone Masons 0 0 0 0 0 0 0 0 0 0 0 0 0 

Carpenters 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Carpet, Floor & Tile Installers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Finishers 

Cement Masons, Concrete Finishers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Construction Laborers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Drywall Installers, Ceiling Tile Inst 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Electricians 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Elevator Installers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

First-Line Supervisors/Managers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Glaziers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Helpers; Construction Trade 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Millwrights 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Misc. Const. Equipment Operators 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Painters, Const. & Maintenance 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Pipelayers, Plumbers, Pipe & Steam 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Fitters 

Plasterers & Stucco Masons 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Roofers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Security Guards & Surveillance 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Officers 

Sheet Metal Workers 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Structural Metal Fabricators & 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Fitters 
Welding, Soldering & Brazing 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 Workers 

Workers, Extractive Crafts, Miners 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

I Totals Each Column lo lo lo lo lo lo lo lo lo lo lo lo lo lo 
I Grand Total All Emplovees I lo I 
!indicate B Gender and Ethnici the Number of Above Em lo ees Who Are Disabled: 

Disabled 0 0 0 0 0 0 0 0 0 0 0 0 0 

EOC Work Force Repon (rev. 08/2018) 3 0/7 Form Number: BB05 
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Work Force Report

HISTORY 
The Work Force Report (WFR) is the document 
that allows the City of San Diego to analyze the 
work forces of all firms wishing to do business 
with the City. We are able to compare the firm’s 
work force data to County Labor Force Availability 
(CLFA) data derived from the United States 
Census. CLFA data is a compilation of lists of 
occupations and includes the percentage of each 
ethnicity we track (American Indian or Alaska 
Native, Asian, Black or African-American, Native 
Hawaiian or Pacific Islander, White, and Other) 
for each occupation. Currently, our CLFA data is 
taken from the 2010 Census. In order to compare 
one firm to another, it is important that the data 
we receive from the consultant firm is accurate 
and organized in the manner that allows for this 
fair comparison.  

WORK FORCE & BRANCH WORK FORCE REPORTS 
When submitting a WFR, especially if the WFR is 
for a specific project or activity, we would like to 
have information about the firm’s work force that 
is actually participating in the project or activity. 
That is, if the project is in San Diego and the work 
force is from San Diego, we want a San Diego 
County Work Force Report1. By the same token, if 
the project is in San Diego, but the work force is 
from another county, such as Orange or Riverside 
County, we want a Work Force Report from that 
county2. If participation in a San Diego project is 
by work forces from San Diego County and, for 
example, from Los Angeles County and from  
Sacramento County, we ask for separate Work 
Force Reports representing your firm from each 
of the three counties. 

MANAGING OFFICE WORK FORCE 
Equal Opportunity Contracting may occasionally 
ask for a Managing Office Work Force (MOWF) 
Report. This may occur in an instance where the 
firm involved is a large national or international 
firm but the San Diego or other local work force is 
very small. In this case, we may ask for both a 
local and a MOWF Report1, 3. In another case, 
when work is done only by the Managing Office, 
only the MOWF Report may be necessary.3 

TYPES OF WORK FORCE REPORTS: 
Please note, throughout the preceding text of this 
page, the superscript numbers one 1, two 2 & three 
3. These numbers coincide with the types of work
force report required in the example. See below:

1 One San Diego County (or Most Local County) 
Work Force – Mandatory in most cases 

2 Branch Work Force *  
3 Managing Office Work Force 

*Submit a separate Work Force Report for all participating 
branches. Combine WFRs if more than one branch per county. 

RACE/ETHNICY CATEGORIES 

American Indian or Alaska Native – A person 
having origins in any of the peoples of North and 
South America (including Central America) and 
who maintains tribal affiliation or community 
attachment. 

Asian – A person having origins in any of the 
peoples of the Far East, Southeast Asia, or the 
Indian subcontinent including, for example, 
Cambodia, China, India, Japan, Korea, Malaysia, 
Pakistan, the Philippine Islands, Thailand, and 
Vietnam. 

Black or African American – A person having 
origins in any of the Black racial groups of Africa. 

Native Hawaiian or Pacific Islander – A person 
having origins in any of the peoples of Hawaii, 
Guam, Samoa, or other Pacific Islands. 

White – A person having origins in any of the 
peoples of Europe, the Middle East, or North 
Africa. 

Hispanic or Latino – A person of Cuban, Mexican, 
Puerto Rican, South or Central American, or other 
Spanish culture or origin. 

The City of 

SAN DIEGO~ 
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Exhibit A: Work Force Report Job Categories – Administration 
Refer to this table when completing your firm’s Work Force Report form(s). 
 
Management & Financial 
Advertising, Marketing, Promotions, Public 
Relations, and Sales Managers 
Business Operations Specialists 
Financial Specialists 
Operations Specialties Managers 
Other Management Occupations 
Top Executives 
 
Professional 
Art and Design Workers 
Counselors, Social Workers, and Other Community 
and Social Service Specialists 
Entertainers and Performers, Sports and Related 
Workers 
Health Diagnosing and Treating Practitioners 
Lawyers, Judges, and Related Workers 
Librarians, Curators, and Archivists 
Life Scientists 
Media and Communication Workers 
Other Teachers and Instructors 
Postsecondary Teachers 
Primary, Secondary, and Special Education School 
Teachers 
Religious Workers 
Social Scientists and Related Workers 
 
Architecture & Engineering, Science, Computer 
Architects, Surveyors, and Cartographers 
Computer Specialists 
Engineers 
Mathematical Science Occupations 
Physical Scientists 
 
Technical 
Drafters, Engineering, and Mapping Technicians 
Health Technologists and Technicians 
Life, Physical, and Social Science Technicians 
Media and Communication Equipment Workers 
 
Sales 
Other Sales and Related Workers 
Retail Sales Workers 
Sales Representatives, Services 
Sales Representatives, Wholesale and 
Manufacturing 
Supervisors, Sales Workers 
 
Administrative Support 
Financial Clerks 
Information and Record Clerks 
Legal Support Workers 

Material Recording, Scheduling, Dispatching, 
and Distributing Workers 
Other Education, Training, and Library 
Occupations 
Other Office and Administrative Support 
Workers 
Secretaries and Administrative Assistants 
Supervisors, Office and Administrative Support 
Workers 
 
Services 
Building Cleaning and Pest Control Workers 
Cooks and Food Preparation Workers 
Entertainment Attendants and Related 
Workers 
Fire Fighting and Prevention Workers 
First-Line Supervisors/Managers, Protective 
Service Workers 
Food and Beverage Serving Workers 
Funeral Service Workers 
Law Enforcement Workers 
Nursing, Psychiatric, and Home Health Aides 
Occupational and Physical Therapist Assistants 
and Aides 
Other Food Preparation and Serving Related 
Workers 
Other Healthcare Support Occupations 
Other Personal Care and Service Workers 
Other Protective Service Workers 
Personal Appearance Workers 
Supervisors, Food Preparation and Serving 
Workers 
Supervisors, Personal Care and Service 
Workers 
Transportation, Tourism, and Lodging 
Attendants 
 
Crafts 
Construction Trades Workers 
Electrical and Electronic Equipment 
Mechanics, Installers, and Repairers 
Extraction Workers 
Material Moving Workers 
Other Construction and Related Workers 
Other Installation, Maintenance, and Repair 
Occupations 
Plant and System Operators 
Supervisors of Installation, Maintenance, and 
Repair Workers 
Supervisors, Construction and Extraction 
Workers 
Vehicle and Mobile Equipment Mechanics, 
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Installers, and Repairers 
Woodworkers 
 
Operative Workers 
Assemblers and Fabricators 
Communications Equipment Operators 
Food Processing Workers 
Metal Workers and Plastic Workers 
Motor Vehicle Operators 
Other Production Occupations 
Printing Workers 
Supervisors, Production Workers 
Textile, Apparel, and Furnishings Workers 
 
Transportation 
Air Transportation Workers 
Other Transportation Workers 
Rail Transportation Workers 
Supervisors, Transportation and Material 
Moving Workers 
Water Transportation Workers 
 
Laborers 
Agricultural Workers 
Animal Care and Service Workers 
Fishing and Hunting Workers 
Forest, Conservation, and Logging Workers 
Grounds Maintenance Workers 
Helpers, Construction Trades 
Supervisors, Building and Grounds Cleaning 
and Maintenance Workers 
Supervisors, Farming, Fishing, and Forestry 
Workers 
 
Exhibit B: Work Force Report Job Categories-Trade
 
Brick, Block or Stone Masons 
Brickmasons and Blockmasons 
Stonemasons 
 
Carpenters 
 
Carpet, floor and Tile Installers and Finishers 
Carpet Installers 
Floor Layers, except Carpet, Wood and Hard 
Tiles 
Floor Sanders and Finishers 
Tile and Marble Setters 
 
Cement Masons, Concrete Finishers 
Cement Masons and Concrete Finishers 
Terrazzo Workers and Finishers 
 
Construction Laborers 
 
Drywall Installers, Ceiling Tile Inst  
Drywall and Ceiling Tile Installers 
Tapers 

 
Electricians 
 
Elevator Installers and Repairers 
 
First-Line Supervisors/Managers 
First-line Supervisors/Managers of 
Construction Trades and Extraction Workers 
 
Glaziers 
 
Helpers, Construction Trade 
Brickmasons, Blockmasons, and Tile and 
Marble Setters 
Carpenters 
Electricians 
Painters, Paperhangers, Plasterers and Stucco 
Pipelayers, Plumbers, Pipefitters and 
Steamfitters 
Roofers 
All other Construction Trades 
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Millwrights 
Heating, Air Conditioning and Refrigeration 
Mechanics and Installers 
Mechanical Door Repairers 

Control and Valve Installers and Repairers 

Other Installation, Maintenance and Repair 
Occupations 
 
Misc. Const. Equipment Operators  
Paving, Surfacing and Tamping Equipment 
Operators 
Pile-Driver Operators 
Operating Engineers and Other Construction 
Equipment Operators 
 
Painters, Const. Maintenance  
Painters, Construction and Maintenance 
Paperhangers 
 
Pipelayers and Plumbers 
Pipelayers 
Plumbers, Pipefitters and Steamfitters 
 
Plasterers and Stucco Masons 
 
Roofers 
 
Security Guards & Surveillance Officers 
 
Sheet Metal Workers 
 
Structural Iron and Steel Workers 
 
Welding, Soldering and Brazing Workers 
Welders, Cutter, Solderers and Brazers 
Welding, Soldering and Brazing Machine 
Setter, Operators and Tenders 
 
Workers, Extractive Crafts, Miners 
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