Section 3

Audit Standards—General Standards

It is the policy of the Office of the City Auditor to follow generally accepted government
auditing standards (GAGAS), as provided in Government Auditing Standards, December
2011 Revision, issued by the U.S. Government Accountability Office—more commonly
referred to as the Yellow Book.*

This section documents the four general standards and provides guidance for
performing financial audits, attestation engagements, and performance audits. These
general standards deal with:

e Independence

e Professional Judgment

e Competence

e Quality Control and Assurance

Specifically, the general standards encompass the independence of the audit
organization and its individual auditors; the exercise of professional judgment in the
performance of work and the preparation of related reports; the competence of audit
staff, including the need for their continuing professional education; and the existence of
quality control systems and external peer reviews. Section 3 also documents the Office
of the City Auditor policies and procedures for complying with the four general
standards. The fieldwork and reporting standards and applicable policies are covered in
Section 4 and Section 7.

! The December 2011 revision of Government Auditing Standards supersedes the July 2007 revision. The
December 2011 revision of Government Auditing Standards is the version that should be used by
government auditors until further updates and revisions are made. The 2011 revision is effective for
financial audits and attestation engagements for periods ending on or after December 15, 2012, and for
performance audits beginning on or after December 15, 2011. Early implementation is not allowed.
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In all matters relating to audit work, the Office of the City Auditor and individual auditors
must be independent®. Auditors should avoid situations that could lead reasonable and
informed third parties to conclude that the auditors are not independent and thus are not
capable of exercising objective and impartial judgment on all issues associated with
conducting the audit and reporting on the work®. Auditors should be independent from
an audited entity during any period of time that falls within the period covered by the
subject matter of the audit, and the period of the professional engagement®. In
accordance with San Diego City Charter Section 39.2, the Office and each auditor follow
Generally Accepted Government Auditing Standards, currently, the 2011 version
(GAGAS or GAS).

Practical Consideration of Independence
Four interrelated sections define GAGAS's practical considerations®. These include
1) Use of a conceptual framework for making independence determinations;
2) Specific requirements for audit organizations located within entities they audit;
3) Requirements and guidance for nonaudit services; and
4) Documentation requirements to support adequate consideration of auditor
independence.

Use of a Conceptual Framework for Making Independence Determinations

GAGAS establishes a conceptual framework that auditors use to identify, evaluate, and
apply safeguards to address threats to independence. Auditors should apply the
conceptual framework at the audit organization, audit, and individual auditor levels to 1)
identify threats to independence; 2) evaluate the significant of the threats; and 3) apply
safeguards as necessary®. If appropriate safeguards do not eliminate or reduce a threat
to an acceptable level, independence would be considered impaired’. The follow
graphic displays the conceptual framework.

2 GAS 3.02
% GAS 3.04
4 GAS 3.05
® GAS 3.06
® GAS 3.08
"GAS 3.09
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Applying the Conceptual Framework

Auditors should evaluate threats to independence using the conceptual framework when
the facts and circumstances under which the auditors perform their work may create or
augment threats to independence. Auditors should evaluate threats both individually
and in the aggregate because threats can have a cumulative effect on an auditor’s
independence®.

The evaluation for threats to independence should not only occur when a workplan is
established, but rather, the evaluation should be an ongoing consideration during audits.
An event can occur at any time which may impair independence. Auditors should use
professional judgment to determine whether the facts and circumstances created by an
event warrant use of the conceptual framework. Whenever relevant new information
about a threat to independence comes to the attention of the auditor during the audit, the
auditor should evaluate the significance of the threat in accordance with the conceptual
framework®.

Auditors should determine whether identified threats to independence are at an
acceptable level or have been eliminated or reduced to an acceptable level®. When an
auditor identifies threats to independence and, based on an evaluation of those threats,
determines that they are not at an acceptable level, the auditor should determine
whether appropriate safeguards are available and can be applied to eliminate the threats

8 GAS 3.20
®GAS 3.21
Y eAs3.22
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or reduce them to an acceptable level. The auditor should exercise professional
judgment in making that determination, and should take into account whether both
independence of mind and independence in appearance are maintained™*.

In cases where threats are not at an acceptable level, the auditors should document the
threats identified and the safeguards applied to eliminate the threats or reduce them to
an acceptable level*. If conditions cannot be eliminated or reduced to an acceptable
level, the auditors should decline to perform the audit or terminate their participation™.

If a threat to independence is initially identified after the auditors’ report is issued, the
auditor should evaluate the threat’s impact on the audit and on GAGAS compliance. If
the auditors determine that the newly identified threat had an impact on the audit that
would have resulted in the auditors’ report being different from the report issued had the
auditors been aware of it, they should communicate in the same manner as that used to
originally distribute the report to those charged with governance, the appropriate officials
of the audited entity, the appropriate officials of the organizations requiring or arranging
for the audits, and other known users, so that they do not continue to rely on findings or
conclusions that were impacted by the threat to independence. If the report was
previously posted to the auditors’ publicly accessible website, the auditors should
remove the report and post a public notification that the report was removed. The
auditors should then determine whether to conduct additional audit work necessary to
reissue the report, including any revised findings or conclusions or repost the original
report if the additional audit work does not result in a change in findings or conclusions™®.

Threats to Independence

Threats to independence may be created by a wide range of relationships and
circumstances. Auditors should evaluate the following broad categories of threats™.

e Self-interest threat —a financial or other interest will inappropriately
influence an auditor’s judgment or behavior;

o Self-review threat — an auditor or audit organization that has provided
nonaudit services will not appropriately evaluate the results of previous
judgments made or services performed as part of the nonaudit services
when forming a judgment significant to the audit;

e Bias threat —an auditor will, as a result of political, ideological, social, or
other convictions, take a position that is not objective;

e Familiarity threat — aspects of a relationship with management or
personnel of an audited entity, such as a close or long relationship, or that
of an immediate of close family member, will lead an auditor to take a
position that is not objective;

e Undue influence threat — external influences or pressures will impact an
auditor’s ability to make independent and objective judgments;

1 GAS 3.23
2GAs 3.24
B GAS 3.25
14 GAS 3.26
¥ cAs3.14

Section 3 17



¢ Management participation threat — an auditor’s taking on the role of
management or otherwise performing management functions on behalf of
the entity undergoing an audit; and

e Structural threat — an audit organization’s placement within a
government entity, in combination with the structure of the government
entity being audited, will impact the audit organization’s ability to perform
work and report results objectively.

Safeguards to Independence

Safeguards are controls designed to eliminate or reduce to an acceptable level threats to
independence. Under the conceptual framework, the auditor applies safeguards that
address the specific facts and circumstances under which threats to independence exist.
In some cases, multiple safeguards may be necessary to address a threat'®.
Examples of safeguards include, but are not limited to

e Consulting an independent third party,

e Having staff not associated with the audit review the work performed, or

o Discussing independence issues with those charged with governance.

Specific requirements for audit organizations located within entities they audit

The ability of audit organizations in government entities to perform work and report the
results objectively can be affected by placement within government and the structure of
the government entity being audited. Audit organizations structurally located within
government entities are often subject to constitutional or statutory safeguards that
mitigate the effects of structural threats to independence'’. The Office of the City
Auditor reports to the City Council through their Audit Committee, the legislative branch,
while the audited entities of the City report to the Mayor, the Chief Executive. As a
result, the Office is structurally separated from the level of government audited by the
Office of the City Auditor'®. The City Auditor is appointed by a legislative body, subject
to removal by a legislative body, and reports the results of audits to and is accountable
to a legislative body™®.

The Office of the City Auditor was created by a 2008 City Charter amendment (Section
39.2), which granted broad authority and autonomy. There are a number of key
safeguards in place to strengthen the Office’s independence. These include the
following —

¢ A City Charter amendment passed by the voters in 2008 created the Office of the
City Auditor and only a City Charter change can abolish the Office (GAS 3.30a);

e The City Auditor serves a ten year term and may be removed only for cause by a
two-thirds vote of the City Council (GAS 3.30b);

5 GAS 3.16
7 GAS 3.27
18 GAS 3.28b
19 GAS 3.29p
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o The City Charter grants the City Auditor with broad access to records and City
staff, and with an additional San Diego Municipal Code Improper Influence
Ordinance, criminalizes an intentional attempt to obstruct or influence an audit or
resulting report (GAS 3.30c¢/3.30d/3.309);

e The Office of the City Auditor is required to report to the city’s Audit Committee, a
committee made of two City Council members and three public members
appointed by the City Council (GAS 3.30¢); and

e The City Charter designates the City Auditor as the appointing authority over
Office staff. As such, the City Auditor has control over selection, retention,
advancement, and dismissal of staff (GAS 3.30f).

Requirements and quidance for nonaudit services

Nonaudit services are defined as professional services other than audits or attestation
engagements. Compliance with GAGAS does not apply to nonaudit services, so
auditors do not report that nonaudit services were conducted in accordance with
GAGAS. When performing nonaudit services, auditors should clearly communicate to
audit requestors and those charged with governance that the work performed does not
constitute an audit conducted in accordance to GAGAS®.

In considering nonaudit services, the Office of the City Auditor should assess the impact
that providing those nonaudit services may have on auditor and organizational
independence and respond to any identified threats to independence in accordance with
the GAGAS independence standard?.

The Office of the City Auditor will consider the impact of nonaudit services on a case-by-
case basis to assess the impact on audit independence. However, each auditor should
ensure they consider the workplan and any contemplated nonaudit services when
utilizing the conceptual framework. In connection with nonaudit services, the Office of
the City Auditor will establish and document their understanding with the audited entity’s
management or those charged with governance, as appropriate, regarding the following:

Objective of the nonaudit service;

Services to be performed;

Audited entity’s acceptance of its responsibilities;
The auditor’s responsibilities; and

Any limitations of the nonaudit service®.

Documentation requirements to support adequate consideration
of auditor independence

Documentation of independence considerations provides evidence of the auditor’s
judgments in forming conclusions regarding compliance with independence
requirements. Appropriate documentation is required under the GAGAS quality control
and assurance requirements. The independence standard includes the following
documentation requirements:

20 eAS2.12
21 GAS 2.13
2 GAS 3.39

Section 3 19



o Document threats to independence that require the application of safeguards in
accordance to the conceptual framework. This is addressed by completing the
Threat Consideration and Safeguard Consideration portion of the Auditor
Independence Evaluation Form.

o Document safeguards when the audit organization is located within a
government entity and is considered independent. We are considered
independent as our Office reports to the legislative branch, City Council, and not
the Mayor and operational executive branch (GAS 3.28b). Additionally, the City
Auditor is appointed by the legislative body, subject to removal by a legislative
body, and reports the result of audits to and is accountable to a legislative body
(GAS 3.29b). Further, the City Charter grants broad authority to the Office of the
City Auditor and statutory protections address the seven safeguards listed under
GAS 3.30.

¢ Nonaudit Service — Document consideration of audited entity management’s
ability to effectively oversee a nonaudit service to be provided by the auditor.

¢ Nonaudit Service — Document the auditor’s understanding with an audited entity
for which the auditor will perform a nonaudit service®.

Office of the City Auditor Policy

To ensure compliance with the Independence Standard regarding personal and external
impairments, all City Auditor staff that conduct audits will be required to sign an annual
independence statement as outlined in Administrative Policy 1.3 and 1.3.1. An auditor
will not be assigned to an audit with an existing impairment unless the assignment is
unavoidable and safeguards are applied and assessed to eliminate the threat to
independence, or reduce it to an acceptable level. If conditions lead to threats that are
so significant that they cannot be eliminated or reduced to an acceptable level through
the application of safeguards, resulting in impaired independence, the City Auditor will
decline to perform the prospective audit or terminate an audit in progress.

Should an actual or perceived personal or external impairment arise during the course of
an assignment or after an audit report is issued, the auditor is responsible for advising
the City Auditor immediately. If a threat to independence is initially identified after the
auditors’ report is issued, the City Auditor will evaluate the threat’'s impact on the audit
and on GAGAS compliance. If the City Auditor determines that the newly identified threat
had an impact on the audit that would have resulted in the auditors’ report being different
from the report issued had the auditors been aware of it, the steps outlined in GAGAS
Section 3.26 will be implemented. The City Auditor will take the appropriate disciplinary
action for audit staff that fail to report any impairments identified.

External impairments that cannot be resolved by the City Auditor will be reported to the
Audit Committee for action. Impairments reported to the Audit Committee that are not
resolved will be reported to the City Council for action.

# GAS 3.59
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Office of the City Auditor Policy Regarding Nonaudit Services

Although the Office of the City Auditor generally does not perform nonaudit services, in
consultation with the Audit Committee, the City Auditor will consider performing
requested non-audit service in the context of impact on the current audit workplan and to
independence. Before the City Auditor will agree to provide a nonaudit service, it will be
determined whether providing such a service would create a threat to independence,
either by itself or in aggregate with other nonaudit services provided, with respect to any
GAGAS audit the Office of the City Auditor performs. The annual independence
statement will be completed as outlined in Administrative Policy 1.3.1 for each nonaudit
service considered, and compliance with GAGAS Sections 3.33 through 3.59.d will be
documented related to any nonaudit services the City Auditor agrees to perform. The
City Auditor will decline requests to perform nonaudit services that impair the audit
organization’s independence. If an auditor was required to perform a nonaudit service
that could impair his or her independence with respect to a required audit, the nature of
the threat that could not be eliminated or reduced to an acceptable level will be included
in the report's GAGAS statement.

Professional Judgment

This standard requires that auditors must use professional judgment in planning and
performing audits and attestation engagements and in reporting the results. Professional
judgment includes exercising reasonable care and professional skepticism. Reasonable
care concerns acting diligently in accordance with applicable professional standards and
ethical principles. Professional skepticism is an attitude that includes a questioning mind
and a critical assessment of evidence. Professional skepticism includes a mindset in
which auditors assume neither that management is dishonest nor of unquestioned
honesty. Believing that management is honest is not a reason to accept less than
sufficient, appropriate evidence.

Office of the City Auditor Policy On Professional Judgment

The Audit Manual includes procedures for conducting audit planning, risk assessment,
and audit fieldwork, as well as procedures for preparing workpapers and report writing.
Evidence that the professional judgment standard was met should include completed
and approved audit programs for audit planning, field work, and report writing. If any of
the audit phases are not performed, a written justification for not doing so should be
included in the workpapers. Also, included should be a signed ethical principle
statement form documenting awareness of required behavior.

For each audit done in accordance with GAGAS, auditors should complete an Audit
Standards Plan. The Audit Standards Plan includes procedures to ensure that internal
procedures and GAGAS are followed.
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Competence

The standards require that staff assigned to perform the audit or attestation engagement
must collectively possess adequate professional competence for the tasks required.
Competence is derived from a blending of education and experience. Competencies are
not necessarily measured by years of auditing experience because such a quantitative
measurement may not accurately reflect the kinds of experiences gained by an auditor in
any given time period. Maintaining competence through a commitment to learning and
development throughout an auditor’s professional life is an important element for
auditors. Competence enables an auditor to make sound professional judgments. Audit
management will assign staff to audits (financial, attestation, and performance), based
on staff technical knowledge, skills, and experience. See Section 5 for process for
evaluating staff competence.

Office of the City Auditor Policy Regarding Auditor Competence

In the Office of the City Auditor, auditor competence is defined by minimum high-level
staff qualifications and requirement to achieve 80 hours of training every two years. Job
classifications contain minimum requirements for education, coursework, work
experience, knowledge, and skills necessary to conduct audits. Auditors perform
challenging and innovative work to improve the economy, efficiency, and effectiveness
of City government services and programs. This position requires the ability to collect,
compile, analyze, interpret and present data, and draft audit findings. In the City of San
Diego, Auditor’s:

¢ Analyze City programs, departments, budgets, and complex processes to identify
areas of efficiency and effectiveness.

¢ Identify areas of risk and evaluate internal controls over financial reporting.
Develop and execute audit programs to identify and document areas for
improvement.

e Assist in audit planning, conduct field work, and document audit steps and
working papers.

e Use specialized data analysis techniques and approaches to analyze agency
performance.

e Apply knowledge of budgeting, public administration, and generally accepted
governmental auditing standards.

e Develop and communicate audit findings to staff, including identifying
recommendations to address audit issues.
Negotiate and assist in the resolution of audit issues.

o Write reports to the San Diego City Council identifying audit findings and
recommendations.

e Maintain a professional rapport with management and work to ensure
recommendations are implemented.

Minimum qualifications include any combination of training and experience equivalent to
completion of advanced undergraduate coursework in accounting, business or public
administration or related field from an accredited college or university with at least
eighteen semester units of accounting, finance or economics, and two years of
professional performance auditing, analytical or policy work experience. An advanced
degree or professional certification may be substituted for the required years of
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professional experience. Proficiency in MS Word, Excel, PowerPoint, and Access is
required. Advanced data analysis skills are highly desirable.

Auditors performing work under GAGAS, including planning, directing, performing field
work, or reporting on an audit or attestation engagement under GAGAS, should maintain
their professional competence through continuing professional education (CPE).
Therefore, each auditor performing work under GAGAS should complete, every 2 years,
at least 24 hours of CPE that directly relates to government auditing, the government
environment, or the specific or unique environment in which the audited entity operates.
For auditors who are involved in any amount of planning, directing, or reporting on
GAGAS assignments and those auditors who are not involved in those activities but
charge 20 percent or more of their time annually to GAGAS assignments should also
obtain at least an additional 56 hours of CPE (for a total of 80 hours of CPE in every 2-
year period) that enhances the auditor’s professional proficiency to perform audits or
attestation engagements. Auditors required to take the total 80 hours of CPE should
complete at least 20 hours of CPE in each year of the 2-year period.

In the event the Office of the City Auditor utilizes the services of external specialists to
assist in performing GAGAS assignments, the City Auditor or his designee will assess
the professional qualifications of such specialists including GAGAS CPE requirements,
and document their findings and conclusions.

Office of the City Auditor Training Policy and Guidelines

All auditors are required to comply with GAGAS continuing professional education
requirements. The current two-year training cycle began on July 1, 2010. See the
Office of the City Auditor Training Policy below.

Quality Control and Assurance

Each audit organization performing audits or attestation engagements in accordance
with GAGAS must:

e establish a system of quality control that is designed to provide the audit
organization with reasonable assurance that the organization and its personnel
comply with professional standards and applicable legal and regulatory
requirements, and

e have an external peer review at least once every three years.

The audit organization should analyze and summarize the results of its monitoring

procedures at least annually, with identification of any systemic issues needing
improvement, along with recommendations for corrective action.
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Office of the City Auditor Policy on Quality Control

The key components of the internal quality control program are: (1) Supervisory review
of all audits and working papers; (2) City Auditor and Assistant City Auditor review of
completed audits; (3) Independent Report Review of final draft report; (4) monitoring of
guality procedures, (5) Audit Standards Plan form completed for each audit engagement
to document compliance with GAGAS; and (6) a peer review conducted every three
years. The signature page of the Audit Standards Plan documents the review and
approval at each quality control checkpoint.

On annual basis, audit management will review its monitoring of quality procedures and
analyze and summarize the results at least annually, with identification of any systemic
issues needing improvement, along with recommendations for corrective action. The
results of this review should be documented in the Annual Results of Monitoring
Procedures Review Form.

Peer Review Program

The Office of the City Auditor was created in June 2008 with the passage of
Proposition C. The Office of the City Auditor’s first peer review was conducted by the
Association of Local Government Auditors (ALGA) in 2010 and covered audits
completed between July 2008 and June 2010. The next peer review should cover audits
issued between July 2010 and June 2013, with a subsequent review to be conducted
every three years thereafter.

The Office of the City Auditor has transmitted its last external peer review reports to
the Audit Committee and City Council. The peer review report and letter of comment
has been posted on the City Auditor’'s website and a copy of the reports will be made
available to the public upon request.

Office of the City Auditor Policy on Peer Review

The policy is to comply with the GAGAS external peer review requirement by having an
external peer review at least every three years. The peer review could be done through
a professional association, such as the Association of Local Government Auditors, or
through an outside auditing firm. The results of the peer review will be presented to the
Audit Committee and the report posted on the City Auditor's Website:
http://www.sandiego.gov/auditor/reports/index.shtml
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Office of the City Auditor

Training Policy and Guidelines

Purpose

e Ensure that all Office of the City Auditor employees receive the necessary
training to optimize job performance.

e Establish quality control procedures to ensure compliance with the Continuing
Professional Education (CPE) requirements mandated by the U.S. Government
Accountability Office (GAO) Government Auditing Standards.

¢ Establish educational training requirements with learning objectives designed to
maintain or enhance employees’ competency, knowledge, skills, and abilities in
areas applicable to performing audits, attestation engagements, and other
technical job related activities for the Office of the City Auditor.

e Support staff in their career development.

Policy

The 2011 GAO Government Auditing Standards requires auditors performing
governmental audits to complete at least 80 hours of CPE each 2 year period to
enhance professional competence and proficiency. The Government Auditing
Standards also requires at least 20 of the 80 hours of CPE to be earned in one of the 2
years, and that 24 hours be directly related to government auditing, the government
environment or the specific or unique environment in which the audited entity operates.
The City Auditor has adopted the policy that all staff auditors will meet this CPE
requirement. The City will provide the required CPE by sending auditors to training
sponsored by appropriate professional organizations, providing the CPE training in-
house, and using other methods as appropriate.

Scope

e This training program applies to all employees of the City Auditor that engage in
performing audits.

e The primary focus for this training program is to develop and enhance the
participants’ knowledge, skills, and abilities in areas applicable to performing
audits or attestation engagements; however, training may be provided in various
other areas such as ethics, and personal development that increases
competence.

Goals and Procedures

CPE topics may include but are not limited to audit methodology, accounting,
assessment of internal controls, risk assessment, detection of fraud, investigative
auditing, performance auditing, operational auditing, financial auditing and disclosure,
statistical sampling, evaluation design, data analysis, public administration, City policy
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and structure, economics, social sciences, personal development, computer
applications, and principles of management and supervision. The following should also
be considered when deciding whether a program qualifies for CPE credits.

e The training should contribute to the auditors’ proficiency to perform or supervise
an audit or increase competence.

e The training program should establish the education and experience level
needed for participation.

e The training program objectives should specify the level of expected knowledge
or competence upon completion of the program.

e The information presented should be current and substantive.

e The program should be designed and developed by those knowledgeable in the
subject matter and instruction/education design.

e Instructors should be knowledgeable with program content and teaching
methods.

e When appropriate, evaluation or assessment activities should be part of the
program.

The following are different categories of programs available for CPE credits. Generally,
50 minutes of training = 1 Hour of CPE credit.

e Internal training programs that meet the qualifications for CPE.

e Meetings or seminars of professional organizations that meet the qualifications
for CPE.

e College courses that enhance professional competence and proficiency — 1
semester unit = 15 CPE credits, 1 quarter unit = 10 Hours of CPE credits.

o External education and training programs sponsored by professional
organizations that qualify for CPE. Professional organizations include but are not
limited to the Institute of Internal Auditors, Association of Local Government
Auditors, American Institute of Certified Public Accountants, Association of
Certified Fraud Examiners, Information Systems Audit and Control Association,
and the Government Accounting Standards Board.

e Speaking engagements and formal instruction that qualify for CPE. 1
presentation hour (50 minutes) = 3 Hours of CPE credits (1 credit for
presentation and 2 credits for preparation) Limit 40 CPE each 2 year period,
limited to 1time every 2 years for repeated programs.

¢ Individual study programs such as correspondence courses, self-study guides,
video tapes, audio cassette, and computer courses that meet the qualifications
for CPE.

Maintaining and continuously improving professional competence is primarily the
responsibility of each individual auditor. Each auditor should seek opportunities for
training and professional development, participate in training provided by the City, and
maintain the training documentation required under this policy.
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A Training Logbook (Excel Workbook) will be kept on a shared hard drive to track
compliance with the Government Auditing Standards CPE requirements. The
Training Logbook is located at “J:\CPE\Training Logbook and Policy”. A new
Logbook will be created after each 2 year period, and each auditor will have a
separate tab on the Logbook to enter training information. In addition, a shared
Training Binder will be maintained by City Auditor management to keep
documentation verifying the successful completion of CPE (e.g. Certificates of
Completion, Reports of Grades, etc). Each auditor will have a tab in the Training
Binder. The Office shall maintain individual employee files for auditors which
include resumes and evidence of training records.

After completing CPE provided by the City, each auditor will provide evidence of
training and certificates to verify successful completion.

It is the responsibility of City Auditor management to maintain quality control procedures
to ensure auditors are in compliance with the CPE and staff competence requirements
mandated by Government Auditing Standards.

Periodically, City Auditor management will review the CPE recorded in the
Training Logbook and the corresponding documentation kept in the Training
Binder to verify the successful completion of CPE, and to ensure each auditor will
receive training to be in compliance the Government Auditing Standards CPE
requirements.

City Auditor management will continually assess the skill level needed to fulfill the
scope of audit projects and provide audit staff with the training necessary to meet
those needs.

Staff will be encouraged and supported to successfully complete the
requirements to obtain professional certification designations such as Certified
Internal Auditor, Certified Public Accountant, Certified Fraud Examiner, and/or
other professional certification designations.
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CITY OF SAN DIEGO
OFFICE OF THE CITY AUDITOR

SUPERVISORY REVIEW

Purpose

To ensure that all audit reports are supported by evidence documented in the audit
workpapers; opinions and conclusions are logical and consistent; and all applicable
GAGAS standards were met.

Background

The Audit Manager review ensures that the quality control reviews are performed on
time and adequately documented. Supervisory review usually consists of continuous
review of audit work and working papers

Procedure

Supervisory review includes:

(a) attendance at team meetings to monitor audit progress;

(b) participation at the preliminary survey meeting to discuss potential risk exposures
of organizational unit under review and define areas that warrant audit attention;

(c) participation at fieldwork meetings to review audit results and finalize draft
outline;

(d) review of key working papers; and
(e) review of draft reports.

The Supervising Auditor Review includes the review of workpapers to ensure that the
audit workpapers comply with the workpaper organization and control guidelines
described in the Audit Manual and Government Auditing Standards. Subject to the
approval of the City Auditor, the Supervising Auditor may delegate the review of
workpapers to another member of the audit staff provided that person is sufficiently
experienced and competent to perform the task(s).

The In-Charge/Supervising Auditor is responsible for ensuring that the audit is performed
in accordance with Government Auditing Standards and the City Auditor Policies and
Procedures Manual. The In-Charge Review includes assessing the requirements of the
audit assignment.
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CITY OF SAN DIEGO
OFFICE OF THE CITY AUDITOR

CITY AUDITOR REVIEW AND APPROVAL

Purpose

To document the City Auditor’s ultimate responsibility for all audit work and audit
products issued by the office

Background

The City Auditor’s goal is to ensure that all audit products and audit work performed by
Audit staff are accurate, timely, and complete and done in accordance to GAGAS. The
City Auditor’s signature on audit reports and memorandums attests that he has reviewed
and approves of the audit findings, conclusions, and recommendations.

Procedure

The City Auditor’s review and approval includes:

A. Approval of audit scoping statement, completed risk assessment, and field
work audit program;

B. Review and approval of draft audit reports and memorandums;
C. Participating in periodic team meetings to monitor audit progress;

D. Participating at an end of preliminary survey meetings to discuss the audit
scope statement and finalized risk assessment and audit program; and

E. Participating at an end of field work meeting to review audit results and
discuss draft outline.
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Purpose

CITY OF SAN DIEGO
OFFICE OF THE CITY AUDITOR

INDEPENDENT REPORT REVIEW

To ascertain that every statement of fact in the audit report is supported by audit
evidence documented in the audit workpapers and that opinions and conclusions are

logical and consistent.

Background

The Independent Report Review is a critical quality control element in audit report
processing. The reviewer’s job is to examine the report’s logic and facts. The reviewer
is expected to verify every statement of fact by tracing it back to the supporting
workpapers. The workpapers should reflect the details of the evidence and disclose how

it was obtained.

Procedure

Supervising Auditor
and City Auditor

Assign an auditor who was not involved in the audit project’s fieldwork and
report preparation to be the Independent Report Reviewer.

Audit Staff

Ascertain that audit workpapers provide adequate support to the audit work
performed and the audit evidence gathered during the audit. Workpapers
must have the required sign-offs. For each statement of fact, reference
the audit report draft to the audit workpapers by noting the workpaper index
number on the page margin next to each line. For statements of opinion or
conclusion, write “OPINION” or “CONCLUSION" on the page margin next
to the statement.

Independent Report
Reviewer

Review the report’s conceptual structure, spelling, grammar, and
punctuation. Verify that facts flow logically into conclusions and
recommendations. Trace every statement of fact to the supporting
workpaper, including dates, numbers, percentages, computations, titles,
proper names, quotes, and legal citations. If the statement of fact, opinion,
or conclusion is acceptable, place a tickmark at the end of each line. Every
numerical number or word for all numbers (e.g., dollar amount, year, or
percent), dates, titles, and direct quotes must be tickmarked. Write all
questions or comments in a Workpaper Review Sheet. Write a comment
reference number next to each questioned item.

Audit Staff

Respond in writing (in the space provided in the Workpaper Review Sheet)
to the Independent Report Reviewer’'s comments and questions. Make
changes to the workpapers as necessary. Refer any audit report changes
and unresolved items to the Supervising Auditor and the City Auditor.

Independent Report
Reviewer

Review the audit staff's responses to the Workpaper Review comments.
Cross out all comments or questions that are resolved.

City Auditor Review and approve the audit report changes and decide on any
unresolved issues.

Audit Staff File the Workpaper Review Sheets in the audit workpapers.
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Purpose:

Criteria:

CITY OF SAN DIEGO
OFFICE OF THE CITY AUDITOR

RESULTS OF ANNUAL MONITORING PROCEDURES REVIEW

To document compliance with generally accepted government auditing standards requirement to review

monitoring procedures.

Government Auditing Standard specify that the audit organization should analyze and summarize the results
of its monitoring procedures at least annually, with identification of any systemic issues needing
improvement, along with recommendations for corrective action.

Requirement:

On annual basis, audit management will review its monitoring of quality procedures and analyze and summarize the
results at least annually, with identification of any systemic issues needing improvement, along with recommendations for
corrective action.

Action:

Date of Reviewer Changes Changes

Review Yes or No?
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CITY OF SAN DIEGO
OFFICE OF THE CITY AUDITOR

AUDIT STANDARDS REVIEW

Purpose

To ensure that the audit project complies with the U.S. Comptroller General's
Government Auditing Standards.

Background

The Audit Standards Review occurs at the end of the report writing phase. The intent of
the final review is to ascertain that the audit staff has complied with the applicable
General Standards, Field Work Standards, and Reporting Standards as described in the
Audit Standards Plan below.

Procedure

Audit staff 1. Update the Audit Standards Plan to reflect the
audit work performed upon completion of the
Report Writing phase of the audit.

Audit Standards Plan 2. Review the Audit Standards Plan for

Reviewer completeness. Write the review comments in
an Audit Standards Review Worksheet.

Audit Staff 3. Address comments and make changes to the
Audit Standards Plan or workpapers, if
necessary. Refer any unresolved items to the
Supervising Auditor and the City Auditor.

Supervising Auditor and City 4. Decide on any unresolved issues.

Auditor

Audit Staff 5. File the Audit Standards Plan and the
reviewer’'s comments in the audit workpapers.

Section 3 32




Audit:

Job Code:

Audit Standards Plan

Office of the City Auditor

City of San Diego, CA

Purpose: The City Charter Article V Section 39.2 requires that we conduct audits in

accordance to Generally Accepted Government Auditing Standards
(GAGAS). In order to document compliance with GAGAS, an Audit
Standards Plan form will be completed for each audit assignment; and

independent review of the form will be performed.

Position

Signature

Date

Audit Standard Plan Preparer

Audit Standard Plan Reviewer

Independent Report Reviewer

In-Charge Auditor

Audit Manager
(Supervisory Review and Approval of Audit
Working Papers and Audit Evidence)

Assistant City Auditor

City Auditor

Section 3
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GAGAS 2011 Language
ALGA QCS Checklist

OCA Policies and Procedures
Reference Description

Documentary Evidence

ETHICS

The information presented in the chapter on Ethical Principles
in Government Auditing deals with fundamental principles and
does not contain additional requirements. However, audit
organizations may choose to establish procedures that align
with the principles included in generally accepted government
auditing standards (GAGAS).

Because auditing is essential to government accountability to
the public, the public expects audit organizations and auditors
who conduct their work in accordance with GAGAS to follow
ethical principles. Management of the audit organization sets
the tone for ethical behavior throughout the organization by
maintaining an ethical culture, clearly communicating
acceptable behavior and expectations to each employee, and
creating an environment that reinforces and encourages ethical
behavior throughout all levels of the organization. The ethical
tone maintained and demonstrated by management and staff is
an essential element of a positive ethical environment.

The ethical principles that guide the work of the auditors who
conduct audits in accordance with GAGAS are: a. the public
interest; b. integrity; c. objectivity; d. proper use of government
information, resources, and positions; and e. professional
behavior. (GAS 1.14)

The City Auditor and all audit staff are
required to adhere to and follow the five key
ethical principles. On an annual basis, the
City Auditor and all audit staff will review the
five ethical principles and attest in writing that
they will adhere to and follow the identified
principles. In the event, the City Auditor or
audit staff cannot comply with or adhere to the
identified principles, they should immediately
notify their appointing authority of the
circumstances involving the ethical principles.

See Audit Personnel Binders for copies of
signed ethical principle statements.

GENERAL STANDARD ON INDEPENDENCE:

In all matters relating to the audit work, the audit organization and the individual auditor, whether government or public, must be independent in mind and

appearance. (3.02-03)

1. Audit organizations are responsible for establishing an
internal quality control system to assure compliance with
the independence standards. Quality Control System
procedures should include:

A. Verify auditors were independent during the period
covered by the subject matter of the audit and the period
of the engagement. (3.05)

B. Identify threats to independence, evaluate their
significance, determine if identified threats to
independence have been eliminated or are at an acceptable
level, and apply and document safeguards as necessary.
(3.08, 3.20-3.23, 3.24, 3.59)

C. Evaluate the categories of threats to independence:
self-interest, self-review, bias, familiarity, undue
influence, management participation, and structural.
(3.14)

D. Decline or terminate the audit if threats cannot be
eliminated or reduced to an acceptable level. (3.25)

E. Evaluate the impacts of threats identified after report
issuance and take appropriate steps. (3.26)

To ensure compliance with the Independence
Standard regarding personal and external
impairments, all City Auditor staff will be
required to sign an annual independence
statement as outlined in Administrative Policy
1.3 and 1.3.1. An auditor will not be assigned
to an audit with an existing impairment unless
the assignment is unavoidable and safeguards
are applied and assessed to eliminate the threat
to independence, or reduce it to an acceptable
level. If conditions lead to threats that are so
significant that they cannot be eliminated or
reduced to an acceptable level through the
application of safeguards, resulting in
impaired independence, the City Auditor will
decline to perform the prospective audit or
terminate an audit in progress.

Should an actual or perceived impairment
arise during the course of an assignment, the
auditor is responsible for advising the City
Auditor immediately. In any impairment
cannot be resolved, the auditor with the
impairment must be removed from the audit,
or the impairment must be reported in the
scope section of the report.

See Audit Personnel Binders for copies of
signed independence statement.

Any impairment unresolved related to this
audit engagement:

None

_Yes See w/p reference
Documenting actions taken.

Should an actual or perceived personal or
external impairment arise after an audit
report is issued, the auditor is responsible
for advising the City Auditor immediately,
and action will be taken in accordance with
Section 3 of the Audit Manual.

2. The ability of audit organizations to perform work and
report the results objectively can be affected by placement
within and the structure of the government entity being
audited. The independence standard applies to auditors
who report to third parties externally, to senior
management within the audited entity, or both.
Organizational independence can be achieved in various
ways for external and internal audit organizations. (3.27)

The Office of the City Auditor reports to the
City Council through their Audit Committee,
the legislative branch, while the audited
entities of the City report to the Mayor, the
Chief Executive. As aresult, the Office is
structurally separated from the level of
government audited by the Office of the City
Auditor. The City Auditor is appointed by a

See City Charter Section 39.2 on City
Clerk’s Website at:
http://docs.sandiego.gov/citycharter/Article
%20V.pdf
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An external audit organization that is structurally located
within the government entity and subject to constitutional
or statutory safeguards that mitigate the effects of
structural threats; safeguards may include a structure
under which the audit organization is:

e atalevel of government other than the one of which
the audited entity is part (federal, state, local), or;

. placed within a different branch of government from
that of the audited entity. (3.28)

legislative body, subject to removal by a
legislative body, and reports the results of
audits to and is accountable to a legislative
body.

The Office of the City Auditor was created by
a 2008 City Charter amendment (Section
39.2), which granted broad authority and
autonomy. There are a number of key
safeguards in place to strengthen the Office’s
independence. These include the following:

o A City Charter amendment passed by the
voters in 2008 created the Office of the City
Auditor and only a City Charter change can
abolish the Office (GAS 3.30a);

The City Auditor serves a ten year term and
may be removed only for cause by a two-
thirds vote of the City Council (GAS 3.30b);
The City Charter grants the City Auditor
with broad access to records and City staff,
and with an additional San Diego Municipal
Code Improper Influence Ordinance,
criminalizes an intentional attempt to
obstruct or influence an audit or resulting
report (GAS 3.30c/3.30d/3.309);

The Office of the City Auditor is required to
report to the city’s Audit Committee, a
committee made of two City Council
members and three public members
appointed by the City Council (GAS 3.30e);
and

The City Charter designates the City
Auditor as the appointing authority over
Office staff. As such, the City Auditor has
control over selection, retention,
advancement, and dismissal of staff (GAS
3.30f).

Before an auditor agrees to provide a nonaudit service to
an audited entity the auditor should:

A. Determine if providing the service would create a
threat to independence, either by itself or in aggregate
with other nonaudit services provided, with respect to any
GAGAS audit it performs. (3.34)

B. Determine that the audited entity has designated an
individual to oversee the nonaudit service; the auditor
should document his or her consideration of the
individual’s ability to effectively oversee the nonaudit
service. (3.34, 3.59)

C. Obtain assurance that management assumes all
management responsibilities, will oversee the services,
will evaluate the adequacy and results of the service being
performed, and will accept responsibility for the results.
(3.37)

D. Document their understanding with management or
the governing body regarding:

o objectives of the nonaudit service,

e services to be performed,

o audited entity’s acceptance of its responsibilities,

o the auditor’s responsibilities,

o limitations of the nonaudit service. (3.39, 3.59)

Although the Office of the City Auditor
generally does not perform nonaudit services,
in consultation with the Audit Committee, the
City Auditor will consider performing
requested non-audit service in the context of
impact on the current audit workplan and to
independence. Before the City Auditor will
agree to provide a nonaudit service, it will be
determined whether providing such a service
would create a threat to independence, either
by itself or in aggregate with other nonaudit
services provided, with respect to any GAGAS
audit the Office of the City Auditor performs.
The annual independence statement will be
completed as outlined in Administrative
Policy 1.3.1 for each nonaudit service
considered, and compliance with GAGAS
Sections 3.33 through 3.59.d will be
documented related to any nonaudit services
the City Auditor agrees to perform. The City
Auditor will decline requests to perform
nonaudit services that impair the audit
organization’s independence.

Nonaudit services provided related to this
audit engagement:

___None provided
__Yes See w/p reference
See non-audit services binder that

documents all non-audit services provided
and compliance with GAGAS.
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4. Anauditor who previously performed nonaudit services
for an entity that is a prospective subject of an audit
should evaluate the impact of those nonaudit services on
independence before accepting the audit. (3.42)

The annual independence statement will be
completed as outlined in Administrative
Policy 1.3.1 for each nonaudit service
considered, and compliance with GAGAS
Sections 3.33 through 3.59.d will be
documented related to any nonaudit services
the City Auditor agrees to perform. The City
Auditor will decline requests to perform
nonaudit services that impair the audit
organization’s independence.

See Audit Personnel Binders for copies of
signed independence statement.

Any previously performed nonaudit service
related to this audit engagement:

None

__Yes See w/p reference
documenting actions taken.

5. An auditor required to perform a nonaudit service that
could impair his or her independence with respect to a
required audit should disclose the nature of the threat that
could not be eliminated or reduced to an acceptable level
and modify the GAGAS statement accordingly. (3.44)

If an auditor was required to perform a
nonaudit service that could impair his or her
independence with respect to a required audit,
the nature of the threat that could not be
eliminated or reduced to an acceptable level
will be included in the report’s GAGAS
statement.

See Audit Personnel Binders for copies of
signed independence statement.

Any nonaudit service performed causing an
impairment to independence that could not
be eliminated or reduced to an acceptable
level related to this audit engagement:

None

_Yes See w/p reference
documenting impairment and
the language added to GAGAS
statement in audit report.

6.  When performing nonaudit services not specifically
prohibited, use the conceptual framework to evaluate
independence. (3.46)

GAGAS establishes a conceptual framework
that auditors use to identify, evaluate, and
apply safeguards to address threats to
independence. Auditors should apply the
conceptual framework at the audit
organization, audit, and individual auditor
levels tol) identify threats to independence; 2)
evaluate the significant of the threats; and 3)
apply safeguards as necessary.

Nonaudit services provided related to this
audit engagement:

__None provided
_Yes See w/p reference
See non-audit services binder that

documents all non-audit services provided
and compliance with GAGAS.

7. When preparing separate evaluations about the
effectiveness of the internal control system, evaluate the
management participation threat and any applied
safeguards. (3.55)

The annual independence statement will be
completed as outlined in Administrative
Policy 1.3.1 for each nonaudit service
considered, and compliance with GAGAS
Sections 3.33 through 3.59.d will be
documented related to any nonaudit services
the City Auditor agrees to perform.

Separate evaluation about the effectiveness
of the internal controls system related to this
audit engagement:

__No separate evaluation provided.
_Yes See w/p reference
See non-audit services binder that

documents all non-audit services provided
and compliance with GAGAS.

GENERAL STANDARD ON PROFESSIONAL JUDGMENT:

Auditors must use professional judgment in planning and performing audits and in reporting the results. (3.60)

8.  Professional judgment includes exercising reasonable care
and professional skepticism:

. Professional skepticism is an attitude that includes a
questioning mind and a critical assessment of
evidence. (3.61)

. Professional skepticism includes a mindset in which
auditors assume neither that management is
dishonest nor of unquestioned honesty. (3.61)

. Professional judgment represents the application of

The Audit Manual includes procedures for
conducting audit planning, risk assessment,
and audit fieldwork, as well as procedures for
preparing workpapers and report writing.
Evidence that the professional judgment
standard was met should include completed
and approved audit programs for audit
planning, field work, and report writing. If
any of the audit phases are not performed, a
written justification for not doing so should be

Audit Background and
Scoping Statement

Risk Assessment
Audit Program

Ethical Principle Statements
In the main Personnel Binder
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the collective knowledge, skills, and experiences of
all personnel involved with an audit. (3.63)

e Professional judgment may involve collaboration
with other stakeholders, external specialists, and
management in the audit organization. (3.63)

. Using professional judgment is important in
determining the required level of understanding of
the audit subject matter and related circumstances.
(3.66)

e Anauditor’s consideration of the risk level of each
audit, including the risk of arriving at improper
conclusions, is also important [determining
sufficiency and appropriateness of evidence]. (3.67)

included in the workpapers.

Also, included should be a signed ethical
principle statement form documenting
awareness of required behavior.

For each audit done in accordance with
GAGAS, auditors should complete an Audit
Standards Plan. The Audit Standards Plan
includes procedures to ensure that internal
procedures and GAGAS are followed.

GENERAL STANDARD ON COMPETENCE:

The staff assigned to perform the audit must collectively possess adequate professional competence needed to address the audit objectives and perform the work

in accordance with GAGAS. (3.69)

9.  Audit organization management should assess skill needs
to consider whether its workforce has the essential skills
that match those necessary to perform a particular audit.
(3.70)

The City Auditor assigns staff to the audit
based on input from the Audit Manager. Staff
assignments will be based on auditor
availability, experience, knowledge, and
familiarity with the audit subject. For each
audit, a Staff Assignment Form will be
completed to document assignment approval,
and staff competence.

See staff assignment form, w/p .

10. Audit organizations should have a process for
recruitment, hiring, continuous development, assignment,
and evaluation of staff to maintain a competent
workforce. (3.70)

Management is responsible for ensuring that
each employee receives an annual employee
evaluation using the appropriate Admin 1.1.1
form. If employees are having difficulty in
conducting their duties—e.g., performing
audits in compliance with Government
Auditing Standards (GAS); completing
assigned tasks correctly and timely; not
adhering to City or Office policies and
procedures—Audit Management may place
employees on an Employee Performance
Development Plan. After receiving approval,
an Audit Manager will draft the performance
development plan provided in Admin 1.1.10,
establish a reasonable timeline for
improvement, and provide the plan to the
Audit Staff person.

The Office of the City Auditor will provide the
required CPE by sending auditors to training
sponsored by appropriate professional
organizations or training providers, providing
the CPE training in-house, and using other
methods as appropriate.

The purpose of this policy (Admin 1.2 -
Professional Development) is to provide a
mechanism for audit staff to maintain adequate
professional competence to perform work in
accordance to GAS; maintain technical
knowledge and ability through learning and
development; and enhance auditors’
knowledge, skills, and ability in areas
applicable to performing audits. Procedures:
Audit Management — Request Audit Staff
complete an annual Professional Development
Plan (Admin 1.2.1) to request the training they
seek to obtain during the coming year.

See Audit Personnel Binders for
individual employee’s resume and training
records and performance evaluations.
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11.

The staff assigned to conduct an audit should
collectively possess the technical knowledge, skills, and
experience necessary to be competent for the type of
work being performed before beginning work on that
audit. (3.72)

The standards require that staff assigned to
perform the audit or attestation engagement
must collectively possess adequate
professional competence for the tasks
required. Competence is derived from a
blending of education and experience.
Competencies are not necessarily measured
by years of auditing experience because such
a quantitative measurement may not
accurately reflect the kinds of experiences
gained by an auditor in any given time period.
Maintaining competence through a
commitment to learning and development
throughout an auditor’s professional life is an
important element for auditors. Competence
enables an auditor to make sound professional
judgments. Audit management will assign
staff to audits (financial, attestation, and
performance), based on staff technical
knowledge, skills, and experience.

See Audit Personnel Binders for individual
employee’s resume and training records.

See Staff Assignment Form, w/p

12.

Auditors performing financial audits or attestation
engagements should be knowledgeable of the applicable
financial reporting framework being used. Auditors
should also be knowledgeable of relevant AICPA
Standards, and competent in applying these to the audit
work. (3.73-3.75)

The standards require that staff assigned to
perform the audit or attestation engagement
must collectively possess adequate
professional competence for the tasks
required. Competence is derived from a
blending of education and experience.
Competencies are not necessarily measured
by years of auditing experience because such
a quantitative measurement may not
accurately reflect the kinds of experiences
gained by an auditor in any given time period.
Maintaining competence through a
commitment to learning and development
throughout an auditor’s professional life is an
important element for auditors. Competence
enables an auditor to make sound professional
judgments. Audit management will assign
staff to audits (financial, attestation, and
performance), based on staff technical
knowledge, skills, and experience.

Was this a financial or attestation
engagement?

No

Yes, see Audit Personnel Binder for

individual employee’s resume and training
records. Staff Assignment Form, w/p

13.

Auditors involved in planning, directing, performing, or
reporting on an audit conducted in accordance with
GAGAS should complete, every 2 years, at least 24
hours of CPE that directly relates to government
auditing, the government environment, or the specific or

unique environment in which the audited entity operates.

Auditors involved in any amount of planning, directing,
or reporting on GAGAS audits, and those not involved
in those activities but who charge 20 percent or more of
their time annually to GAGAS audits, should obtain an
additional 56 hours of CPE [80 total hours every 2 year
period] that enhances the auditor’s professional
proficiency to perform audits.

Auditors required to have 80 hours should complete at
least 20 hours in any given year. Auditors hired or
initially assigned to GAGAS audits after the 2 year CPE
period begins should complete a prorated number of
CPE hours. (3.76)

The 2011 GAO Government Auditing
Standards requires auditors performing
governmental audits to complete at least 80
hours of CPE each 2 year period to enhance
professional competence and proficiency.
The Government Auditing Standards also
requires at least 20 of the 80 hours of CPE to
be earned in each one of the 2 years, and that
24 hours be directly related to government
auditing, the government environment or the
specific or unique environment in which the
audited entity operates. The City Auditor has
adopted the policy that all staff auditors will
meet this CPE requirement. The City will
provide the required CPE by sending auditors
to training sponsored by appropriate
professional organizations or providing the
CPE training in-house.

See main Audit Personnel Binder for
individual employee’s training records.
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14.

The audit organization should have quality control
procedures to help ensure that auditors meet the
continuing education requirements, including
documentation of the CPE completed. (3.78)

It is the responsibility of City Auditor
management to maintain quality control
procedures to ensure auditors are in
compliance with the CPE and staff
competence requirements mandated by
Government Auditing Standards.

o Periodically, City Auditor management will
review the CPE recorded in the Training
Logbook and the corresponding
documentation kept in the Training Binder
to verify the successful completion of CPE,
and to ensure each auditor will receive
training to be in compliance the
Government Auditing Standards CPE
requirements.

City Auditor management will continually
assess the skill level needed to fulfill the
scope of audit projects and provide audit
staff with the training necessary to meet
those needs.

Staff will be encouraged and supported to
successfully complete the requirements to
obtain professional certification
designations such as Certified Internal
Auditor, Certified Public Accountant,
Certified Fraud Examiner, and/or other
professional certification designations.

See main Audit Personnel Binder for
individual employee’s training records.

15.

The audit team should determine if external/internal
specialists are qualified and competent in their areas of
specialization. CPE requirements only apply to internal
specialists who direct or perform audit procedures, or
who report on GAGAS audits as part of the audit team.
(3.79-3.81)

In the event the Office of the City Auditor
utilizes the services of external specialists to
assist in performing GAGAS assignments, the
City Auditor or his designee will assess the
professional qualifications of such specialists
including GAGAS CPE requirements, and
document their findings and conclusions.

Were external specialists utilized in this
audit?

No

___Yes, seew/p

GENERAL STANDARD ON QUALITY CONTROL AND ASSURANCE

Each audit organization performing audits in accordance with GAGAS must:

a.  establish and maintain a system of quality control that is designed to provide the audit organization with reasonable assurance that the organization and

its personnel comply with professional standards and applicable legal and regulatory requirements, and

b.  have an external peer review performed by reviewers independent of the audit organization being reviewed at least once every 3 years. (3.82, 3.84)

16.

Each audit organization should document its quality
control policies and procedures and communicate those
policies and procedures to its personnel. The audit
organization should document compliance with its
quality control policies and procedures and maintain
such documentation for a period of time sufficient to
enable those performing monitoring procedures and peer
reviews to evaluate the extent of the audit organization’s
compliance with its quality control policies and
procedures. Policies and procedures should collectively
address:

A. Leadership responsibilities for quality within the
audit organization. (3.85-3.87)

B. Independence, legal, and ethical requirements. (3.85,
3.88)

C. Initiation, acceptance, and continuance of audits.
(3.85, 3.89)

The Office of the City Auditor’s quality
control policies and procedures are document
in Section 3 of the Audit Manual.
Specifically, the completion of an Audit
Standard Plan for each review documents
compliance with Generally Accepted
Government Auditing Standards.

On annual basis, audit management will
review its monitoring of quality procedures
and analyze and summarize the results at least
annually, with identification of any systemic
issues needing improvement, along with
recommendations for corrective action.

See Section 3 of the Audit Manual and the
completed Audit Standard Plan.

See the Results of Annual Monitoring
Procedures Review.
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D. Human resource processes to reasonably ensure
personnel are capable and competent to perform audits
in accordance with professional standards, legal and
regulatory requirements. (3.85, 3.90)

E. Audit performance, documentation, and reporting
processes to reasonably ensure audits are performed and
reported in accordance with professional standards, legal
and regulatory requirements and policies and procedures
for safe custody and retention of audit documentation.
(3.85, 3.91-3.92)

F. Monitoring of quality, including analyses of its
monitoring process and identification of systemic issues
needing improvement, at least annually. (3.85, 3.93-
3.95)

17.

The audit organization should obtain an external peer
review at least once every 3 years that is sufficient in
scope to provide a reasonable basis for determining
whether, for the period under review, the reviewed audit
organization’s system of quality control was suitably
designed and whether the audit organization is
complying with its quality control system in order to
provide the audit organization with reasonable assurance
of conforming with applicable professional standards.
(3.82, 3.96)

The policy is to comply with the external peer
review requirement by having an external
peer review every three years. The peer
review could be done through a professional
association, such as the Association of Local
Government Auditors, or through an outside
auditing firm.

See the most recent peer review report on the
City Auditor’s website at:
http://www.sandiego.gov/auditor/reports/inde
x.shtml

18.

An external audit organization? should make its most
recent peer review report publicly available; for
example, by posting the peer review report on a publicly
available web site or to a publicly available file designed
for public transparency of peer review results. Internal
audit organizations that report to internally to
management and those charged with governance should
provide a copy of the peer review report to those charged
with governance. (3.105)

The results of the peer review will presented
to the Audit Committee and the report posted
on the City Auditor’s Website.

See the most recent peer review report on the
City Auditor’s website at:
http://www.sandiego.gov/auditor/reports/inde
x.shtml

STANDARDS FOR PERFORMANCE AUDITS
FIELD WORK STANDARDS FOR PERFORMANCE AUDITS: PLANNING
(QCS items 19-45 are for Financial and Attestation Audits and do not apply to Performance Audits)

46.

Auditors must plan and document the planning of the
audit work necessary to address the audit objectives,
scope and methodology such that their work will provide
reasonable assurance that sufficient, appropriate
evidence will support their findings and conclusions.
Auditors should assess significance and audit risk when
defining the audit objectives, scope, and methodology.
(6.06, 6.07, 6.10)

Audit planning is a comprehensive process
that includes a preliminary survey and risk
assessment. The purpose of audit planning
process is to generate information and ideas
to better understand the audit subject,
determine the audit objective, and to develop
the audit field work program. Planning also
involves estimating the time and resources
necessary to complete the audit. The evidence
gathered in background research and later
fieldwork is documented in the working
papers. Key outputs of audit planning
include an audit background memorandum;
audit scope statement; risk and vulnerability
assessment document; and field work audit
program.

See Audit Program ____
Audit Background
Memorandum w/p

Audit Scope Statement, w/p

Risk and Vulnerability Assessment
Document, w/p

47. Auditors should assess audit risk and significance

within the context of the audit objectives by gaining an
understanding of the:

In the Office of the City Auditor, audit risk
will be assessed in the audit planning phase of
the audit and quality control component of the

See Audit Program

See Audit Background Memorandum

24 An external audit organization is defined in paragraph 1.08 of GAS.
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. Nature and profile of the program and user needs
(6.11a, 6.13)

. Design and implementation of internal controls
(6.11b, 6.16)

. Design and implementation of information system
controls (6.11c, 6.24, 6.27)

. Legal and regulatory requirements, contract
provisions, grant agreements, potential fraud and
abuse (6.11d, 6.28, 6.30-6.32, 6.34)

. Impact of ongoing investigation and legal
proceedings (6.11e, 6.35)

. Results of previous engagements (6.11f, 6.36)

audit process. Once an entrance conference
has been held, the in-charge auditor obtains
and reviews relevant information related to
the audit request. This may include obtaining
information regarding the auditee’s mission,
goals and objectives, organizational structure,
policies and procedures, processes, resources,
outputs, and outcomes. The auditor’s goal is
to understand the program to be audited and
to finalize the audit objectives. To
accomplish these tasks, auditors should
undertake a preliminary audit program to do
the following:

e Review any resolution, committee and
Independent Budget Analyst reports,
testimony, and other pertinent documents,
such as committee hearing notes and
reports relating to the audit subject;
Review the City Charter, ordinances,
contracts, grant agreements, program
memoranda, annual reports, recent budget
requests, testimony, internal reports, policy
and procedure manuals, and organizational
charts relating to the audit subject;

Review relevant literature, including
identifying criteria and related audits
conducted by other local government
auditors;

Interview agency staff;

Review agency files and key
memorandums and reports related to the
audit;

Observe and document agency activities
related to the audit;

Review the results of previous audits and
attestation engagements that directly relate
to the current audit objectives.

See Risk Assessment

48.

To the extent relevant to the audit objectives, auditors
should identify potential criteria and sources of audit
evidence, including the work of other auditors or experts,
necessary to plan the audit work. (6.12 a-c, 6.37, 6.38,
6.40-6.42)

Upon completion of the Audit Background
Memorandum, the in-charge auditor will
develop a Scoping Statement. The purpose of
the Scoping Statement is to document and
define the audit scope by establishing key
audit questions to answer, identifying
potential sources of evidence, and developing
an audit budget. This process is intended to
keep the planning process to a minimum by
focusing on what we are going to do, why we
are going to do it, and how we are going to do
it. If done properly, the scoping work will
help the team focus its risk assessment work
around the tentative scope, methodology and
objectives of the audit. The supervisor and in-
charge auditor submit the Scoping Statement
to the City Auditor for approval and review.
A meeting will be held to discuss the scoping
statement and the Audit Background
Memorandum.

See audit scoping statement w/p

49.

Based on assessment of the information gained, auditors
should determine the type and amount of evidence
needed to obtain sufficient, appropriate evidence to
address the audit objectives. When auditors conclude
that sufficient, appropriate evidence is not available,
auditors should evaluate whether internal control or
other program weaknesses are the cause. (6.39)

The purpose of the Scoping Statement is to
document and define the audit scope by
establishing key audit questions to answer,
identifying potential sources of evidence, and
developing an audit budget.

When auditors conclude that sufficient,
appropriate evidence is not available, auditors

See audit scoping statement w/p

Was sufficient, appropriate evidence
available?

Yes
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should evaluate whether internal control or
other program weaknesses are the cause.

___No See w/p reference

50. Auditors should extend audit procedures when there are Auditors should extend audit procedures Was fraud or abuse noted in the working
indications that fraud or abuse significant to the audit when there are indications that fraud or abuse | papers or report?
objectives may have occurred. If the potential fraud is significant to the audit objectives may have
not significant to the audit objectives, auditors may occurred. Auditors should document in the __None reported
conduct additional work as a separate engagement or working papers and audit program when audit
refer the matter to other parties with oversight procedures are extended. If the potential _ Yes,seew/p____ (includes Specialist’s
responsibility. Auditors should avoid interfering with fraud is not significant to the audit objectives, | Independence Statement)
legal proceedings or investigations. (6.32, 6.34-6.35) auditors may conduct additional work as a
separate engagement or refer the matter to
other parties with oversight responsibility. In
fraud-related situations, our policy will be not
to interfere with legal proceedings or
investigations.
51. Auditors who intend to use the work of a specialist In the event the Office of the City Auditor Were external specialists utilized in this
should assess the specialist’s professional qualifications utilizes the services of external specialists to audit?
and independence, which involves the following: assist in performing GAGAS assignments, the
City Auditor or his designee will assess the ___No
- Professional Certifications professional qualifications and competency of
- Licenses, or other recognition of competence such specialists including GAGAS CPE _ Yes,seew/p____
- Reputation and standing with peers requirements, and document their findings
- Experience and previous work and conclusions.
- Prior experience the auditor has had with the
specialist
Assessing independence includes identifying threats and
applying safeguards in the same manner as would apply
to assigned auditors. (6.12d, 6.43-6.44)
52.  Audit management should assign a sufficient number of The City Auditor assigns staff to the audit See Staff Assignment Form, w/p
staff with the appropriate collective skill and competence | based on input from the Audit Manager. Staff
to perform the audit, including staff and supervisors, assignments will be based on auditor
providing for on-the-job training of staff, and engaging availability, experience, knowledge, and
specialists when necessary. Auditors should document familiarity with the audit subject. For each
the nature and scope of work to be performed by audit, a Staff Assignment Form will be
specialists engaged. (6.12d, 6.45-6.46) completed to document assignment approval,
and staff competence. After staff are assigned
to an audit, an initial team meeting is held
with the City Auditor to share information,
discuss strategy (such as which officials to
contact), and learn of the auditor’s
expectations. The meeting helps to identify
project issues, their significance to potential
users of the audit report, the contribution the
office can make, and the availability of data
and resources, and whether a consultant is
required for the project. The in-charge
summarizes the meeting in a memo, obtains
approval from the supervisor, and forwards a
copy to the City Auditor.
53. Auditors should communicate an overview of the Once the job start letter has been sent to the See Job Start Letter w/p

planned objectives, scope, methodology, timing and
reporting of the performance audit to management of the
audited entity, those charged with governance, and
requestors as applicable; except when communication
would impair ability to obtain evidence.

Auditors should document the communication and any
process used to identify those who should receive
communications.

auditee, the in-charge auditor will schedule an
entrance conference to meet with the agency
head and key staff. At the entrance
conference, the City Auditor will: (1)
introduce the members of the audit team,
including the Audit Supervisor (2) explain the
audit objective, scope, and methodology, and
general process and timetable for the audit
work, including the agency’s deadlines to

Entrance Conference w/p
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If an audit is terminated before it is completed and no
audit report is issued, auditors should document the
results of their work to date and why it was terminated.
(6.12e, 6.47-6.50)

respond to preliminary findings and to the
preliminary draft; (3) gain an understanding
of the protocol to be followed in contacting
staff and requesting information; (4) if
applicable, request work space and network
connectivity for the audit, and (5) solicit the
views and concerns of the agency head on the
project. Audit staff must document the
meeting results, including a list of meeting
attendees.

54.

Auditors must prepare a written audit plan for each audit.
Auditors should update the plan as necessary. (6.12f;
6.51)

Based on the results of the scope review,
preliminary survey, and risk assessment, the
auditor develops an audit program that
consists of the audit objectives, scope,
methodology, and related concerns. The audit
program includes detailed audit steps, tasks,
and procedures to test if the identified
controls or procedures the audited entity has
in place to prevent, eliminate, or minimize
identified threats are working as intended.
The supervisor reviews the audit program and
the City Auditor approves the document.

Auditors should follow the Audit Procedure
Guidelines listed in developing the specific
audit steps listed in the audit program.
Specifically, based on the risk and
vulnerability assessment, the in-charge
auditor will write the audit program to
determine if the controls or procedures the
audited entity has in place to prevent,
eliminate, or minimize identified threats are
working as intended. As the audit progress,
the audit staff should document the key
decisions about the audit objectives, scope,
and methodology.

See field work audit program, w/p

FIELD WORK STANDARDS FOR PERFORMANCE AUD

ITS: SUPERVISION

55.

Audit supervisors must properly supervise audit staff.
Elements of supervision include:

- Directing and guiding staff members in conducting
work and following standards,

- Staying informed about significant problems
encountered,

- Reviewing the work performed before the audit
report is issued, and

- Providing effective on-the-job training.

The nature and extent of supervision of staff and the
review of audit work may vary depending on a number
of factors. Reviews of audit work should be
documented. (6.53-6.55, 6.83c)

The Supervising Auditor review ensures that
the quality control reviews are performed on
time and adequately documented.
Supervisory review usually consists of
continuous review of audit work and working
papers. Supervisory review also helps ensure
that all audit reports are supported by
evidence documented in the audit
workpapers; opinions and conclusions are
logical and consistent; and all applicable
GAGAS standards were met.

Supervisory review includes:

(f) attendance at team meetings to
monitor audit progress;

(9) participation at the preliminary
survey meeting to discuss potential
risk exposures of organizational
unit under review and define areas
that warrant audit attention;

(h) participation at fieldwork meetings
to review audit results and finalize
draft outline;

See the reporting structure documented in the
organizational chart located at:
http://www.sandiego.gov/auditor/pdf fy11-

12/orgchart.pdf

See page 1 of Audit Standard Plan sign-off
sheet for evidence of supervisory review of
working papers.
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(i) review of key working papers; and
(j) review of draft reports.

The Supervising Auditor Review includes the
review of workpapers to ensure that the audit
workpapers comply with the workpaper
organization and control guidelines described
in the Audit Manual and Government
Auditing Standards. Subject to the approval
of the City Auditor, the Supervising Auditor
may delegate the review of workpapers to
another member of the audit staff provided
that person is sufficiently experienced and
competent to perform the task(s).

The In-Charge/Supervising Auditor is
responsible for ensuring that the audit is
performed in accordance with Government
Auditing Standards and the City Auditor
Policies and Procedures Manual. The In-
Charge Review includes assessing the
requirements of the audit assignment.

FIELD WORK STANDARDS FOR PERFORMANCE AUDITS: EVIDENCE

56. Auditors must obtain sufficient, appropriate evidence to Audit Manual Section 6 covers the Office of See audit summary workpapers, pages __

provide a reasonable basis for their findings and the City Auditor’s policy regarding audit
conclusions. Sufficiency refers to the amount of evidence. Section 6 addresses elements
evidence gathered and presented. Appropriateness refers | critical to a successful fieldwork process
to the quality of evidence including its relevance to the including types and tests of evidence,
audit objectives, reliability, and validity. (6.56-5.57) conducting interviews, audit sampling,

preparation of audit working papers, securing
and disclosing working papers, testing for
compliance, and developing preliminary

findings.
57. Document assessment that evidence taken as a whole is In order to document compliance with See Review of Evidence Form, w/p
sufficient and appropriate for addressing audit objectives | GAGAS, a Review of Evidence form will be
and supporting findings and conclusions. (6.58, 6.67, completed for each audit assignment. The
6.69) Audit Manager in charge of the assignment

will review the evidence documented in the
workpapers to determine if the evidence taken
as a whole, including the use of testimonial
evidence and appropriateness of computer-
processed information, is sufficient and
appropriate for addressing the audit objectives
and supporting findings and conclusions.
Based on the assessment of the evidence,
apply additional procedures, redefine the
audit objectives, or revise the findings and
conclusions, if necessary.

58. Evaluate testimonial evidence and information provided Testimonial evidence is obtained through See audit working papers, binders
by officials when used as evidence. (6.62, 6.65) responses to inquiries, surveys, or interviews.
Testimonial evidence is usually the weakest
form of evidence and generally not used to
support key audit findings. Testimonial
representations may be included in report, but
must be attributed. Whenever possible,
important information from interviews is
corroborated with additional evidence.
Testimonial evidence obtained under
conditions where persons may speak freely is
more competent than testimonial evidence
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obtained under compromising conditions.

Testimonial evidence obtained from an
individual who is not biased or has complete
knowledge about the area is more competent
than testimonial evidence obtained from an
individual who is biased or has only partial
knowledge about the area.

When auditors use information provided by
officials of the audited entity as part of their
evidence, they should determine what the
officials of the audited entity or other auditors
did to obtain assurance over the reliability of
the information. The auditor may find it
necessary to perform testing of management’s
procedures to obtain assurance or perform
direct testing of the information. The nature
and extent of the auditors’ procedures will
depend on the significance of the information
to the audit objectives and the nature of the
information being used.

59. Assess sufficiency and appropriateness of computer- Data gathered by the auditee can be used by See audit working papers, binders

processed information. (6.66) audit staff as part of their evidence. Audit
staff may determine the validity and
reliability of the data by direct tests of the
data. The amount of such tests of the data can
be reduced if a test of the effectiveness of the
entity’s controls over the validity and
reliability of the data support the conclusion
that the controls are effective. The nature and
extent of testing of the data will depend on
the significance of the data to support audit
findings. Audit staff should document tests
done regarding the reliability of the data
obtained from the auditee.

When the tests of data disclose errors in the
data, or when audit staff are unable to obtain
sufficient, competent, and relevant evidence
about the validity and reliability of the data,
audit staff may find it necessary to (1) seek
evidence from other sources, (2) redefine the
audit’s objectives to eliminate the need to use
the data, or (3) use the data, but clearly
indicate the data’s limitations and refrain
from making unwarranted conclusions or
recommendations.

Evidence may also include data gathered by
third parties. In some cases, these data may
have been audited by others and in other
cases, it may not be practical to obtain
evidence of the data’s validity and reliability.
The use of un-audited third-party data in an
audit report will depend on the data’s
significance to the audit findings.

60. Based on the assessment of the evidence, apply In order to document compliance with See Review of Evidence Form, w/p
additional procedures, redefine the audit objectives, or GAGAS, a Review of Evidence form will be
revise the findings and conclusions, if necessary. (6.71- completed for each audit assignment. The
6.72) Audit Manager in charge of the assignment

will review the evidence documented in the
workpapers to determine if the evidence taken
as a whole, including the use of testimonial
evidence and appropriateness of computer-
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processed information, is sufficient and
appropriate for addressing the audit objectives
and supporting findings and conclusions.
Based on the assessment of the evidence,
apply additional procedures, redefine the
audit objectives, or revise the findings and
conclusions, if necessary.

61. Plan and perform procedures to develop the elements of
a finding to address audit objectives and develop
recommendations for corrective action. (6.73)

Audit findings must contain condition,
criteria, cause, effect, and recommendations.
However, the elements needed for a finding
depend entirely on the objectives of the audit.
A finding or set of findings is complete to the
extent that the audit objectives are satisfied
and the report clearly relates those objectives
to the finding’s elements. For each audit
finding, a Finding Development Worksheet
form should be completed.

See Finding Development Worksheet,

wip__

FIELD WORK STANDARDS FOR PERFORMANCE AUDITS: DOCUMENTATION

62. Auditors must prepare audit documentation related to
planning, conducting, and reporting for each audit before
issuing the report. Documentation should provide
enough detail for an experienced auditor to understand
the nature, timing, extent and results of work; evidence
obtained; sources of evidence; and auditors’ conclusions
and significant judgments including:

objectives, scope, methodology of the audit;

work performed and evidence obtained to support
significant judgments and conclusions, including
descriptions of transactions and records examined;
evidence of supervisory review of the evidence that
supports the findings, conclusions, and
recommendations. (6.79-6.83)

Audit evidence is documented in audit
working papers. Data gathered by audit staff
include their own observations and
measurements, questionnaires, structured
interviews, direct observations, and
computations.

Data gathered by the auditee can be used by
audit staff as part of their evidence. Audit
staff may determine the validity and
reliability of the data by direct tests of the
data. The amount of such tests of the data can
be reduced if a test of the effectiveness of the
entity’s controls over the validity and
reliability of the data support the conclusion
that the controls are effective. The nature and
extent of testing of the data will depend on
the significance of the data to support audit
findings. Audit staff should document tests
done regarding the reliability of the data
obtained from the auditee.

When the tests of data disclose errors in the
data, or when audit staff are unable to obtain
sufficient, competent, and relevant evidence
about the validity and reliability of the data,
audit staff may find it necessary to (1) seek
evidence from other sources, (2) redefine the
audit’s objectives to eliminate the need to use
the data, or (3) use the data, but clearly
indicate the data’s limitations and refrain
from making unwarranted conclusions or
recommendations.

Evidence may also include data gathered by
third parties. In some cases, these data may
have been audited by others and in other
cases, it may not be practical to obtain
evidence of the data’s validity and reliability.
The use of un-audited third-party data in an
audit report will depend on the data’s
significance to the audit findings.

See audit working papers, binders
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63. Auditors should document departures from GAGAS
requirements and the impact on the audit and auditors’
conclusions (6.84)

Auditors should document in the working
papers departures from GAS requirements
and the impact on the audit and auditors’
conclusions.

Did the auditors depart from GAS
requirements?

____None reported

___Yes See w/p reference

64. The audit organization should make appropriate
individuals and audit documentation available to other
auditors or reviewers upon request, subject to applicable
laws and regulations. (6.85)

During the course of a project, the in-charge
and team members are responsible for the
safe custody of working papers. These
materials must be protected from theft or
destruction and be accessible only to
authorized persons. As a general rule,
working papers should not be left at the
auditees’ work site unless they can be secured
under lock. As needed, sensitive or
confidential materials may be placed in
locked cabinets. To safeguard their data,
auditors should back up their computer data
files to a zip drive or disk as necessary.

In order to comply with California State
Government Code Section 36525 regarding
retention and disclosure of audit working
papers, the Audit Office policy will include
the following:

. Retain all audit work papers on
site for at least three years.

. Retain workpapers in City storage
for at least five years to comply
with City retention policy.

. Retain financial or Federal grant
related workpapers for at least
seven years to comply with
Federal regulations [Federal
Register Volume 69 No.138].

Withhold from public disclosure all
information related to audits that are in
progress and not yet completed.

Withhold from public disclosure information
that is collected in the course of audit work,
but is not used to support a specific finding in
the audit.

At the City Auditor’s discretion, hold
confidential any information from anyone
cooperating with an audit who has requested,
in writing, that we do so.

See audit manual section 6 for the Office of
the City Auditor’s policies and procedures
regarding working paper documentation.

REPORTING STANDARDS FOR PERFORMANCE AUDITS: REPORTING

65. Auditors must issue audit reports communicating the
results of each completed performance audit. Auditors
should use a form of the audit report that is appropriate
for its intended use and is in writing or in some other
retrievable form. The purposes of audit reports are to:

e Communicate the results of audits to the
appropriate officials

e Make results less susceptible to misunderstanding

. Make results available to the public, unless
specifically limited (see 7.40)

. Facilitate follow-up to determine whether

Section 7 of the Audit Manual documents the
report writing process, identifies GAGAS
standards related to reporting for performance
audits, and documents the Office of the City
Auditor policies and procedures and steps
related to developing and issuing an audit
report. The reporting standards for
performance audits relate to the form of the
report, the report contents, and report issuance
and distribution.

Auditing standards require that auditors must

See audit report, w/p
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appropriate corrective actions have been taken
(7.03-05)

If an audit is terminated before it is completed and no
audit report is issued, auditors should document results
of their work to date and why it was terminated. (7.06)

issue audit reports communicating the results
of each completed performance audit. The
standards provide auditors flexibility in
determining reporting format. Auditors
should use a form of the audit report that is
appropriate for its intended use and is in
writing or in some other retrievable form. For
example, auditors may present audit reports
using electronic media that are retrievable by
report users and the audit organization. The
users’ needs will influence the form of the
audit report. Different forms of audit reports
include written reports, letters, briefing slides,
or other presentation materials. The City
Auditor will decide on the most appropriate
report format.

66.

If after the report is issued, auditors discover that they
did not have sufficient, appropriate evidence, they
should communicate this information to appropriate
officials, remove the report from publicly accessible
websites, and determine whether to conduct additional
audit work necessary to revise or confirm the original
findings and conclusions. (7.07)

If after a report is issued, auditors discover
that they did not have sufficient, appropriate
evidence, the City Auditor will communicate
this information to appropriate officials,
remove the report from the Office of the City
Auditor website, and determine whether to
conduct additional audit work necessary to
reissue the report with revised findings or
conclusions.

Audit staff assigned to this project have been
made aware of this requirement.

REPORTING STANDARDS FOR PERFORMANCE AUDITS: REPORT CONTENTS

67. Auditors should prepare audit reports that contain: Auditors should prepare audit reports that See audit report:
contain (1) the objectives, scope, and
- Objectives, scope (including limitations and methodology of the audit; (2) the audit Objective, scope, and
constraints), and methodology of the audit; results, including findings, conclusions, and Methodology, page
- Audit results, including findings, conclusions, and recommendations, as appropriate; (3) a
recommendations, as appropriate; statement about the auditors” compliance with | Findings, page __
- Statement about the auditors’ compliance with GAGAS; (4) a summary of the views of
GAGAS; responsible officials; and (5) if applicable, the | Conclusions, page
- Summary of the views of responsible officials; and | nature of any confidential or sensitive
- Nature of any confidential or sensitive information | information omitted. The Audit Standards Recommendation page
omitted, if applicable. (7.08-13) Plan will document compliance with these
provisions. The published report should Compliance statement, page
include an executive summary, mission
statement describing the purpose and Responsible views, page
authority of the office, title page, transmittal
letter, table of contents, introductory material, | If applicable, confidential or sensitive
background, findings, recommendations, information omitted, page ____
notes, appendixes, and responses of the
affected agencies.
68. In the audit report, auditors should present sufficient, 1. Audit Supervisor reviews the draft report See Independent Report

appropriate evidence to support the findings and
conclusions in relation to the audit objectives.

Auditors should describe limitations or uncertainties
with the reliability or validity of evidence, should place
their findings in perspective by describing the nature and
extent of the issues, should disclose significant facts
relevant to the objectives of their work, and should
report deficiencies in internal control; instances of fraud,
non-compliance with laws or regulations, contracts, or
grant agreements; or abuse that are significant within the
context of the audit objectives. (7.14-7.18)

by checking that evidence is accurate and
sufficient and that the findings, conclusions,
and recommendations are well-argued and
supported.

. Overall quality of the draft and its
consistency with the reporting standards
for content and presentation.

e  Responsiveness to the assignment
objectives.

. Soundness of the evidence supporting
the findings and recommendations.

. Logic, reasonableness, and soundness of
the argument supporting the findings
and recommendations.

e Appropriateness, constructiveness, and

Review, w/p
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specificity of recommendations.
. Professional quality of the writing and
presentation.

Once the Supervisor’s comments have been
addressed, the report draft is submitted to the
City Auditor for review.

2. The City Auditor reviews the draft report
for message content, readability, and tone.
The in-charge auditor makes changes to the
report draft as appropriate and submits the
revised report draft back to the City Auditor
for review. At this point, the report draft may
undergo a separate editorial review.

3. After the City Auditor approves the draft
report for issuance, the draft report undergoes
an Independent Report Review. As discussed
in Section 3, the independent report review is
an important component of our quality
assurance program. It is a detailed word-by-
word, line-by-line examination of an indexed
office draft of the report to ensure that its
contents are accurate and supported. The City
Auditor or Supervisor assigns an audit staff
member who has not worked on the project to
verify the accuracy of the information and
whether the evidence supports the contents of
the draft. Once this process is complete, the
report will be prepared for distribution,
including proper formatting.

69. Auditors should include in the audit report: Auditors should include in the audit report (1) | See audit report, page
the scope of their work on internal control and
e the scope of their work on internal control, and (2) any deficiencies in internal control that are
e any deficiencies in internal control that are significant within the context of the audit
significant within the context of the audit objectives and based upon the audit work
objectives and based upon the audit work performed. When auditors detect deficiencies
performed. in internal control that are not significant to
the objectives of the audit, they may include
Auditors should document and refer to any written those deficiencies in the report or
communication regarding internal control deficiencies in | communicate those deficiencies in writing to
the audit report if such communication is separate from | officials of the audited entity unless the
the audit report. (7.19) deficiencies are inconsequential considering
both qualitative and quantitative factors.
Auditors should refer to that written
communication in the audit report, if the
written communication is separate from the
audit report.
70. When auditors conclude, based on sufficient, appropriate | When auditors conclude, based on sufficient, If applicable, see audit report,

evidence, that fraud, noncompliance with provisions of
laws, regulations, contracts or grant agreements, or
abuse either has occurred or is likely to have occurred
which is significant to the audit objectives, they should
report the matter, in writing, as a finding. (7.21-7.22)

appropriate evidence, that fraud, illegal acts,
significant violations of provisions of
contracts or grant agreements, or significant
abuse either has occurred or is likely to have
occurred, they should report the matter as a
finding.

When auditors detect violations of provisions
of contracts or grant agreements, or abuse that
are not significant, they should communicate
those findings in writing to officials of the
audited entity unless the findings are
inconsequential within the context of the audit
objectives, considering both qualitative and
quantitative factors. Determining whether or

page ___

Section 3

49




GAGAS 2011 Language
ALGA QCS Checklist

OCA Policies and Procedures
Reference Description

Documentary Evidence

how to communicate to officials of the
audited entity fraud, illegal acts, violations of
provisions of contracts or grant agreements,
or abuse that is inconsequential is a matter

of the auditors’ professional judgment.
Auditors should document such
communications.

When fraud, illegal acts, violations of
provisions of contracts or grant agreements,
or abuse either have occurred or are likely to
have occurred, auditors may consult with
authorities or legal counsel about whether
publicly reporting such information would
compromise investigative or legal
proceedings. Auditors may limit their public
reporting to matters that would not
compromise those proceedings, and for
example, report

only on information that is already a part of
the public record.

71.

Auditors should report known or likely fraud,
noncompliance with provisions of laws, regulations,
contracts or grant agreements, or abuse directly to parties
outside the audited entity when, (a) entity management
fails to satisfy legal or regulatory requirements to report
such information to external parties, and/or (b) when
entity management fails to take timely and appropriate
steps to respond to known or likely fraud,
noncompliance with provisions of laws, regulations,
contracts or grant agreements, or abuse. (7.24-7.26)

When auditors conclude, based on sufficient,
appropriate evidence, that fraud, illegal acts,
significant violations of provisions of
contracts or grant agreements, or significant
abuse either has occurred or is likely to have
occurred, they should report the matter

as a finding.

When auditors detect violations of provisions
of contracts or grant agreements, or abuse that
are not significant, they should communicate
those findings in writing to officials of the
audited entity unless the findings are
inconsequential within the context of the audit
objectives, considering both qualitative and
quantitative factors. Determining whether or
how to communicate to officials of the
audited entity fraud, illegal acts, violations of
provisions of contracts or grant agreements,
or abuse that is inconsequential is a matter

of the auditors’ professional judgment.
Auditors should document such
communications.

When fraud, illegal acts, violations of
provisions of contracts or grant agreements,
or abuse either have occurred or are likely to
have occurred, auditors may consult with
authorities or legal counsel about whether
publicly reporting such information would
compromise investigative or legal
proceedings. Auditors may limit their public
reporting to matters that would not
compromise those proceedings, and for
example, report only on information that is
already a part of the public record.

If applicable, see audit report,
page

72.

Auditors should report conclusions based on the audit
objectives and the audit findings. Report conclusions are
logical inferences about the program based on the
auditors’ findings, not merely a summary of the findings.
(7.27)

Auditors should report conclusions, as
applicable, based on the audit objectives and
the audit findings. Report conclusions are
logical inferences about the program based on
the auditors’ findings, not merely a summary
of the findings. The strength of the auditors’
conclusions depends on the sufficiency and
appropriateness of the evidence supporting
the findings and the soundness of the logic

See report, page ___.
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used to formulate the conclusions.
Conclusions are stronger if they lead to the
auditors’ recommendations and convince the
knowledgeable user of the report that action is
necessary. All audit reports must have
conclusions.

73. Auditors should recommend actions to correct problems | Auditors should recommend actions to correct | See audit report, recommendations on page,
identified during the audit and to improve programs and problems identified during the audit and to
operations when the potential for improvement in improve programs and operations when the
programs, operations, and performance is substantiated potential for improvement in programs,
by the reported findings and conclusions. Auditors operations, and performance is substantiated
should make recommendations that flow logically from by the reported findings and conclusions.
the findings and conclusions, are directed at resolving Auditors should make recommendations that
the cause of identified problems, and clearly state the flow logically from the findings and
actions recommended. (7.28-7.29) conclusions, are directed at resolving the
cause of identified problems, and clearly state
the actions recommended. Effective
recommendations encourage improvements in
the conduct of government programs and
operations. Recommendations are effective
when they are addressed to parties that have
the authority to act and when the
recommended actions are specific, practical,
cost effective, and measurable.
Recommendations should be specific and
clear, and directed at resolving the cause of
identified problems. Auditors should avoid
using verbs such as, consider or may in report
recommendations, but make
recommendations that are action oriented.
Recommendations should be made to
improve operations or program effectiveness,
or improve economy and effectiveness.
74.  When auditors comply with all applicable GAGAS All City Auditor reports will be done in Standards statement is shown on report page,
requirements, they should use the following language, accordance to GAGAS and will have the -
which represents an unmodified GAGAS compliance required statement in the Objective, Scope,
statement, in the audit report to indicate that they and Methodology section of the audit report. Was the statement modified?
performed the audit in accordance with GAGAS. [See In the event of non-compliance with any No__
2.24,2.25] applicable GAGAS requirement, we should Yes ____,see page
include a modified GAGAS compliance
We conducted this performance audit in statement in the audit report. We can modify
accordance with generally accepted government the above statement and indicate the standard
auditing standards. Those standards require that that was not followed or specify that we did
we plan and perform the audit to obtain sufficient, not follow GAGAS.
appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and
conclusions based on our audit objectives.
When auditors do not comply with all applicable
GAGAS requirements, they should include a modified
GAGAS compliance statement in the audit report [See
2.24,2.25]. (7.08, 7.30-7.31)
75. Providing a draft report with findings for review and All audited entity officials will be provided See exit conference w/p

comment by responsible officials of the audited entity
and others helps the auditors develop a report that is fair,
complete, and objective. Including responsible officials’
views results in a report that presents not only the
auditors’ findings, conclusions, and recommendations,
but also the perspectives of the responsible officials of
the audited entity and the corrective actions they plan to

ample opportunity to review and comment on
draft audit reports. Once a draft audit report
has been approved by the City Auditor and
has undergone Independent Report Review, a
draft report will be issued to management to
discuss at an exit conference.

See preliminary draft
transmittal letter to auditee w/p
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take.

Obtaining the comments in writing is preferred, but oral
comments are acceptable.

Auditors should include in their report a copy of any
written comments from responsible officials when
received or a summary of the written or oral comments.
Where appropriate, auditors should include an evaluation
of the comments, and if auditors disagree with the
comments, they should explain their reasons.
Conversely, auditors should modify their report if they
find the comments valid and supported with sufficient,
appropriate evidence. (7.08, 7.32-7.38)

The purpose of the exit conference meeting is
to provide the responsible officials of the
audited program the opportunity to state their
views concerning the auditors’ findings,
conclusions, and recommendations, as well as
corrections planned. To ensure that the audit
report is fair, complete, and objective, the
City Auditor provides the auditee an audit
report draft and invites auditee representatives
to the Exit Conference in which the auditee
representatives can state their views
concerning the audit findings, conclusions,
and recommendations. At this meeting, the
auditee representatives will also explain the
corrections they plan to do in response to the
audit findings and recommendations. Based
on the outcome of the exit conference, a final
draft report, incorporating any changes
discussed at the meeting will be issued to
management. Entity management will have
two weeks to respond to the final draft report.
The City Auditor may grant a one week
extension. Note: the new response period
will require changing Administrative
Regulation 15.10 which allows Department
Directors 60 days to respond to audit
recommendations.

In addition to their written response, entity
management may submit a separate one to
two page memorandum of program
accomplishments to include in the final draft
report. This memorandum helps ensure that
the final report is fair, complete, and
objective.

76.

If certain pertinent information is prohibited from public
disclosure or is excluded from a report due to the
confidential or sensitive nature of the information,
auditors should disclose in the report that certain
information has been omitted and the reason or other
circumstances that makes the omission necessary.

When certain information is classified or otherwise
prohibited from general disclosure by federal, state, or
local laws or regulations, auditors may issue a separate,
classified or limited use report to only persons
authorized by law or regulation to receive it.

Auditors should evaluate whether excluding certain
information is appropriate considering the broad public
interest in the program or activity under review. When
audit organizations are subject to public records laws,
auditors should determine whether those laws could
impact the availability of classified or limited use reports
and whether other means of communicating to officials
would be more appropriate. (7.08, 7.39-7.43)

If certain pertinent information is prohibited
from public disclosure or is excluded from a
report due to the confidential or sensitive
nature of the information, auditors should
disclose in the report that certain information
has been omitted and the reason or other
circumstances that makes the omission
necessary.

Certain information may be classified or may
be otherwise prohibited from general
disclosure by federal, state, or local laws or
regulations. In such circumstances, auditors
may issue a separate, classified or limited use
report containing such information and
distribute the report only to persons authorize.
Additional circumstances associated with
public safety and security concerns could also
justify the exclusion of certain information
from a publicly available or widely
distributed report.

Was information omitted from the audit
report?
No

Yes, see report page

REPORTING STANDARDS FOR PERFORMANCE AUDITS: DISTRIBUTING REPORTS

77.

Auditors should document any limitation on report
distribution. (7.44)

Audit organizations in government entities should
distribute audit reports to:

Auditing standards require that we distribute
audit reports to those charged with
governance, to the appropriate officials of the
audited entity, and to the appropriate
oversight bodies or organizations requiring or
arranging for the audits. As appropriate,

See audit transmittal letter, page
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e  Those charged with governance

e Appropriate officials of the audited entity

e Appropriate oversight bodies or organizations
requiring or arranging for the audits

. Others authorized to receive such reports as
appropriate

Internal audit organizations in government entities
should communicate results to parties who can ensure
that the results are given due consideration. Prior to
releasing results to parties outside the organization, the
head of the audit organization should:

- Assess the potential risk to the organization

- Consult with senior management or legal counsel
as appropriate

- Control dissemination by indicating the intended
users of the report

auditors should also distribute copies of the
reports to other officials who have legal
oversight authority or who may be
responsible for acting on audit findings and
recommendations, and to others authorized to
receive such reports. All reports will be made
available to the public by posting them on the
City Auditors website except when certain
information may be classified or otherwise
prohibited from general disclosure.
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