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1.0 INTRODUCTION

1.1 This is the City of San Diego’s (City) second step (in a 2-step process) in the
selection process to provide Design-Build services for the Water Department
Security Upgrade (Project)

1.2 This RFP is being issued to the selected firms for this selection process exclusively.
These firms are:

L. Siemens
2. Stronghold Engineering
3. Southern Contracting Company Inc.

Proposals from any other firms will not be considered for this process and will be
rejected as unsolicited Proposals.

The City has determined the following licensing classification(s) for this contract:

Option Classification(s)
1 CLASS A
2 CLASS C10

The Bidder shall satisfy the licensing requirement by meeting at least one of the
listed options.

The Design-Builder shall ensure that Design-Builder’s license(s) shall be valid when
Proposal is submitted. Failure to comply with this requirement will result in:

a) The rejection of the Proposal.

b) Removal of the Design-Builder from the short-list (for As-Needed
Design-Build project).

1.3 Engineer’s Estimate — The Engineer’s estimate of the most probable price for this
contract is $4,500,000.

14 This RFP describes the Project, the required scope of Work and Services, the Design-
Builder selection process, and the minimum information that shall be included in the
Proposal. Failure to submit information in accordance with this RFP’s requirements
and procedures may be cause for disqualification.

1.5 Any architectural firms, engineering firms, specialty consultants, or individuals
retained by the City to assist in drafting the RFPs or the Project’s preliminary design
shall not be eligible to participate in the competition with any Design-Build Entity
without the prior written consent of City. Any architectural firms, engineering firms,
specialty consultants, or individuals retained by the City to assist in drafting any
Reference Documents, such as the Water Department’s Master Plan and any other
document that was not prepared specifically for this contract, are considered to be
eligible to participate.
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2.0

EQUAL OPPORTUNITY

2.1 All information provided and requirements set forth in Section 2 of the Request for
Qualifications (RFQ) for the Project shall apply to this RFP process. The Design-
Builder shall review the information, data, and documentation provided in the
Design-Builder’s Statement of Qualification (SOQ) and changes shall be identified in
the Proposal; otherwise the information, as previously submitted, will be deemed
complete and accurate.

2.2 As set forth in this RFP, the City is dedicated to the principles of equal opportunity in
the workplace and in subcontracting. It is the City’s expectation that firms doing
business with the City have, and are able to demonstrate, the same level of
commitment.

2.3 The Design-Builders are encouraged to take positive steps to diversify and expand
their subcontractor solicitation base and to offer contracting opportunities to all
eligible certified Subcontractors in accordance with the City’s EOCP requirements
included in the Contract Documents.

24 The City has determined a 10% mandatory SLBE-ELBE subcontracting
participation. = The City has also determined a voluntary subcontractor
participation of 10%, equating to 20% in total, to enhance competition and
maximize subcontracting opportunities. Percentages are based on the Contract Price.

The Proposal shall be deemed non-responsive if it fails to meet the the mandatory
subcontracting participation shown above on the Subcontractor and Supplier listings
submitted with the Bid or to submit good faith effort documentation within 1
Working Day after the Public Ranking meeting if Contractor fails to meet the SLBE-
ELBE goal.

The Design-Builders’ commitment to the City’s principles of equal opportunity in
achieving the desired subcontractor participation levels will be evaluated as specified
in the RFP. See Attachment B, “Proposal Submittal Requirements and Selection
Criteria” for more information.

3.0 PROJECT BACKGROUND AND DESCRIPTION
See Attachment A.

4.0 SCOPE OF WORK AND SERVICES
Work and Services required of the Design-Builder include those during design, construction,
and startup of the Project. The Design-Builder shall provide all management, supervision,
labor, services, equipment, tools, supplies, temporary facilities, and any other item of every
kind and description required for the complete design and construction and operation of the
Project, as described in Attachment A.

5.0 SELECTION PROCESS
Each Design-Builder shall submit separate “Technical” and “Price” Proposals as described in
this RFP.
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5.1 Technical Proposal Requirements

5.1.1

5.1.2

5.1.3

5.1.4

Failure to comply with this section will render the Design-Builder’s
submittal invalid and disqualify it from this selection process.

The Technical Proposal shall be concise and well organized and shall
demonstrate the Design-Builder’s qualifications and experience applicable to
the Project. Type size and margins for text pages shall be in accepted
standard formats for desk top publishing and word processing and result in
no more than 500 words per page.

NOTE: A cover letter may be submitted but SHALL not contain any
information that is a required element of the Technical Proposal (i.e.
acknowledgement of addenda)

The Design-Builder shall certify that the documentation required under the
Work Force Report and Equal Employment Opportunity (EEO) Plan and the
Subcontractor Documentation of the RFQ remains correct and accurate. If
any changes or modifications are required to the aforementioned documents,
they shall be documented in the Work Force Report and EEO Plan forms
included in the Contract Documents as attachments and submitted with the
Proposal.

The EOCP information not revealing the Contract Price shall be submitted
with the Technical Proposal.

The Technical Proposals submitted in response to this RFP shall be in
accordance with the requirements listed in Attachment B. The contents of
the Proposal shall be organized consistent with the Attachment B.

5.2 Price Proposal Requirements

5.2.1

5.2.2

5.2.3

5.24

5.2.5

One executed original, clearly marked on the cover, of the Price Proposal
shall be submitted in a separate sealed envelope. Refer to Attachment ‘D’ of
this RFP for the Price Proposal form to be used.

The Price Proposal shall be signed by an individual or individuals authorized
to execute legal documents on behalf of the Design-Builder.

The lowest proposed price is not the determining factor for award of this
contract. See Attachment ‘B’ for criteria from which the proposals will be
evaluated.

In case of discrepancies, written numbers will govern over numerical. The
summation of all lump sum, unit prices, allowances and any other priced
items will govern over the total price in case of discrepancies between the
two.

Certain EOCP information (i.e., Subcontractors and Suppliers listings) that
indicates the dollar value of the portions of the work to be performed by the
Subcontractors and Suppliers shall be submitted as part of the Price Proposal.
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53 Submittal Requirements

5.3.1 Technical Proposal

5.3.1.1

5.3.1.2

5.3.1.3

53.14

5.3.1.5

5.3.1.6

5.3.1.7

The Technical Proposal shall be received no later than the time
and date shown on the cover of this RFP.

One executed original, clearly and conspicuously marked on the
cover, and 6 copies are to be submitted in a sealed package
marked “Technical Proposals” clearly and conspicuously in its
face. The following information will be clearly marked on the
outside of each package:
Name of Design-Builder
Project Title
“Technical Proposal” Package Number (e.g., 1 of 16, 2 of 16, etc.)
Marked “CONFIDENTIAL” (in red)

The Technical Proposal shall be signed by an individual or
individuals authorized to execute legal documents on behalf of
the Design-Builder.

The Design-Builder shall provide the names of the principal
individual owners of the firm. In the event the firm is employee
owned or publicly held, then the fact shall be stated and the names
of the firm’s principals or officers shall be provided.

Failure to comply with the requirements of this RFP may result in
disqualification.

Technical Proposals and modifications thereto received
subsequent to the hour and date specified above will render the
Design-Builder’s submittal invalid and will cause its
disqualification from this selection process.

Proposals that deviate from the RFP and Bridging Documents
supersede the RFP in accordance with 2-5.2, “Precedence of
Contract Documents.”

Design elements which deviate from the scope of Work, City’s
design guidelines, or material substitution which differs from the
Approved Material List shall be highlighted in accordance with
Attachment B, “Exception to this RFP” of the Proposal and
brought to City’s attention during the presentation and interview.

Questions about the meaning or intent of the Contract Documents
as related to the scope of Work and of technical nature shall be
directed to the Project Manager prior to the Proposal Due Date.
Interpretations or clarifications considered necessary by the
Project Manager in response to such questions will be issued by
Addenda, which will be mailed or delivered to all parties.

Questions received less than 14 days prior to the Proposal due
date may not be answered. Only questions answered by formal
written addenda will be binding. Oral and other interpretations or
clarifications will be without legal effect. It is the BIDDER's
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responsibility to become informed of any addenda that have been
issued and to include all such information in its Bid.

5.3.2 Price Proposal

5.3.2.1 The Price Proposal shall be submitted separately from the
Technical Proposal and shall be received no later than the time and
date shown on the cover of this RFP.

Submittal of the Price Proposal after the date stipulated will be
cause for rejection of the entire Proposal and disqualification of the
Design-Builder for this selection process.

5.3.2.2 The Price Proposal is to be submitted in sealed packages with the

following information clearly marked on the outside of each

package:

Name of Design-Builder
Project Title
“Price Proposal” Marked “CONFIDENTIAL” (in red)

5.3.2.3 Failure to comply with the requirements of this RFP may result in

disqualification.

5.3.2.4 Price Proposals or modifications thereto received subsequent to the
hour and date specified on the cover of this RFP will render the
Design-Builder’s submittals invalid and will cause their
disqualification in the selection process.

5.4 Review of Technical Proposal

5.4.1 Following the receipt of the Technical Proposal, the City anticipates allotting
2 weeks for review of the Technical Proposals.

5.4.2 Subsequent to receipt, the City will provide written notice of the schedule for
technical presentations. This schedule will be on a "random draw" basis and
has no bearing on the potential for award.

5.5 Technical Presentation

5.5.1 The interview will consist of a (30) minute presentation by the Design-
Builder and (30) minutes of questions by the Panel. The presentation shall
be presented by the Design-Builder’s key personnel who will be
continuously involved on site or in San Diego, in relative proportion to their
level of involvement. Based on the Design-Builder's Proposal, interview and
the Project’s Evaluation Criteria, the Panel will rank the Design-Builder’s of
its qualifications.

5.5.2 The Design-Builders are responsible for bringing any and all equipment and
materials that are required for the presentation. The City will not provide
any equipment or materials for presentations.

5.6 Final Selection (Adjusted Low Bid)

5.6.1 The ranking of each Design-Builder during the Technical Proposal review
and the Interviews will serve as a divisor of the Price Proposal submitted
thereby determining weighted price.

5.6.2 Selection will be based on “Adjusted Low Bid”. Following review of the
Technical Proposals and the oral presentations/interviews, the resulting
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6.0

7.0

qualitative evaluation scores will be totaled on a scale of 0 to 100, and will
be converted to a decimal (e.g., score of 85 is written as 0.85). After the
scores have been calculated, each Design-Builder’s price envelope will be
opened. The price will be divided by the score (expressed as a decimal) to
yield the “Adjusted Low Bid”. The lowest adjusted bid will be
recommended for Contract award. The adjustment to the Price Proposal is
for selection purposes only. The Price Proposal as submitted is the actual
Contract Price.

The following example summarizes and illustrates the process:

Qualitative
Design- Score (100
Builder Maximum) Price Proposal Adjusted Price *
A 0.85 $1,000,000.00 $1,176,471
B 0.95 $1,300,000.00 $1,368,421
C 0.65 $900,000.00 $1,384,615
* The adjustment to the Proposal is for selection only. Firm “A” has
Adjusted Lowest Bid. The Price Proposal is the actual Contract amount.

5.6.3 The Design-Builders will be notified in writing of the City’s final decision.

POLICIES, PROCEDURES AND GUIDELINES

6.1

6.2

6.3

6.4

The Program's Selection Process is based on the policies, procedures and guidelines
contained in the City Municipal Code Chapter 2, Article 2, Division 33.

A Ranking Panel (Panel) will be established for this project and will include
representatives from the City and may include other interested parties (e.g.,
Participating Agencies, representative from the Community at Large, as required and
other agencies e.g., the State Water Resource Control Board, etc.).

The Panel will review all proposals received and when required interview each
Design-Builder in accordance with Attachment ‘B’ of this RFP. Based on the
Design-Builder's Proposal, interview and the Project’s Evaluation Criteria, the Panel
will rank the Design-Builders’ qualifications. The PM will rate the Design-Builder’s
by applying the rating criteria to the price proposal in a closed meeting and will
forward its ranked listing of Design-Builders to the Mayor or designee. This closed
meeting will be held at 2:30 PM at Public Works Department, 1200 Third Avenue,
Suite 200, San Diego, California, 92101 as scheduled in Section 8.

The Mayor or designee will make the final recommendation to City Council
concerning the proposed agreement. The City Council has the final authority to
approve the Contract.

EVALUATION CRITERIA

The evaluation criteria and the respective weights that will be given to each criterion are
attached as Attachment ‘B’.
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8.0 SELECTION AND AWARD SCHEDULE

The City anticipates that the process for selecting a Design-Builder, and awarding the
contract, will be according to the following tentative schedule:

8.1
8.2
83
8.4
8.5
8.6
8.7
8.8

Issue RFP September 21, 2011
Pre-Proposal Meeting October 5, 2011
Proposal Due Date October 18, 2011
Technical Presentations November 9, 2011
Closed Ranking Meeting November 15, 2011
Selection and Notification November 16, 2011
Receipt of Bonds and Insurance Certificates November 30, 2011
Notice to Proceed January 13, 2012

9.0 PRE-PROPOSAL ACTIVITIES

9.1

9.2

9.3

Questions Concerning RFP

All questions regarding the RFP shall be presented in writing to the PM by the USPS
or the e-mail address identified in the Contract Front End Volume 1, Invitation to
Bids (see Attachments).

Pre-Proposal Meeting

A MANDATORY Pre-Proposal meeting and representative sites visit will be held as
scheduled in Section 8, from 10:00 AM to 12:00 PM, at 1200 Third Avenue, Suite
200, large conference room, San Diego, CA, 92101. All potential responders are
required to attend. Any materials distributed at the meeting will be issued to all RFP
recipients in the form of an addendum to this RFP. It is not necessary for all members
of a Design-Builder’s team to be present at the Pre-Proposal Meeting, however, the
Design-Builder will be held accountable for receiving and applying all information
discussed at the Pre- Proposal Meeting.

Bid shall be considered non-responsive if the Design-Builder fails to attend the Pre-
Proposal Meeting as evidenced by the City’s meeting sign-in sheet when such a
meeting has been specified to be required.

Revision to the RFP

The City reserves the right to revise the RFP prior to the date that Proposals are due.
Revisions to the RFP will be mailed to all RFP holders. The City reserves the right
to extend the date by which the Proposals are due.

10.0 SPECIAL CONDITIONS

10.1 Reservations
This RFP does not commit the City to award a contract, to defray any costs incurred
in the preparation of a Proposal pursuant to this RFP, or to procure or contract for
Work.
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10.2

10.3

10.4

10.5

10.6

10.7

Public Records

After the selection process is complete and a contract is signed between the City and
the winning Design-Builder, all Proposals submitted in response to this RFP become
the property of the City and are exempted from the public record.

Right to Cancel

The City reserves the right to cancel, in part or in its entirety, this RFP including but
not limited to: selection schedule, submittal date, and submittal requirements. If the
City cancels or revises the RFP, all Design-Builders will be notified in writing by the
City.

Additional Information

The City reserves the right to request additional information or clarifications from or
interview any or all Design-Builders.

Public Information

Release of Public Information - Selection announcements, contract awards, data and
all documents provided by the City shall be protected from public disclosure in
accordance with the provisions of the Water Department Security Upgrades Non-
disclosure and Confidentiality Agreement. Design-Builders may not release any
information regarding this project.

Changes to Key Personnel and Substitution of Subcontractors

10.6.1 The Design-Builder shall not change or substitute any individual that is
identified as “key personnel” in its SOQ and Proposal without the written
consent of the City.

10.6.2 The Design-Builder shall not change or substitute any material, Supplier
Subconsultants, or Subcontractor identified in its SOQ and Proposal without
written consent of the City.

Use of Reference Documents and Pre-Design Reports

10.7.1 The City has made available As-Built Plans and Reference Documents
related to the Project. Use of these reports shall be for general project
background information only, and shall be used at the Design-Builder’s
risk. No responsibility is assumed by the City for the completeness or
accuracy of these reports. All documents provided by the City shall be
returned at the time of the Technical Presentation.

10.7.2 The following documents are included with the Scope of Work
(Attachment ‘A’):

a. Construction Drawings for City Of San Diego Security Upgrades -
RFP 1

Exhibit A - List of Project Sites

Exhibit B - Microwave Network Connectivity Diagram

Exhibit C - Link Budgets and Calculations

Exhibit D - Site Security Assessment prepared by AECOM
Exhibit E - Vendor Cut Sheets

mo e o
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10.8  Use of Computer Aided Drafting and Design (CADD)

The Design-Builder shall use CADD. CADD drawings, figures, and other work shall
be produced by the Design-Builder using MicroStation software. Conversions of
CADD work from any other non-standard CADD format to City standard
MicroStation format shall not be acceptable in lieu of this requirement unless
specified otherwise in the Contract Documents. Refer to City’s CADD Standards for
detailed requirements.

10.9  Scheduling and Management Reporting Systems

The Design-Builder will be required to use the latest version of the Primavera Project
Management and Scheduling Software or equal.

10.9.1 The City will require the Design-Builder to submit and maintain a task-
oriented computerized schedule for completing the Work over the life of the
Project.

10.9.2 The Design-Builder shall anticipate that the development of this schedule
will require at least 3 steps; (1) development of a work breakdown structure
by the Design-Builder and submittal to the City for review; (2) development
of interface procedures (and software, if necessary) to communicate from the
Design-Builder's computer networking software to the City's networking
software (Primavera), and (3) development of an activity network for
submittal to the City for review and concurrence.

10.9.3 The Design-Builder will be required to furnish activity status and network
updates on disks in a format that will interface with the City's scheduling
system. The City will utilize the schedule information supplied by the
Design-Builder in to review progress payments and to monitor the progress
of the project against the agreed schedule requirements.

10.10 Project Schedule

10.10.1 The City has established the following tentative milestones for the Project:

a. Design Notice to Proceed January 2012
b. Begin Construction Operations April 2012
c. Issue Notice of Completion April 2013

For the Contract Time refer to Contract Front End Volume 1, Invitation to
Bids (see Attachments).

10.11 Acknowledgement of Addenda

The Design-Builder shall confirm in its Proposal the receipt of all addenda issued to
this RFP. Failure to acknowledge all addenda issued, will result in the Proposal
being considered non-responsive and ineligible for further consideration.

10.12 The agreement, terms and conditions are included in The City’s Front End Contract
Documents Volume 1 and 2, The GREENBOOK Part 1, and The WHITEBOOK e.g.,
the City Supplement.
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ATTACHMENT A

BRIDGING DOCUMENTS (PROJECT DESCRIPTION, SCOPE OF WORK, TECHNICAL
SPECIFICATIONS, DRAWINGS, AND EXHIBITS)
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ATTACHMENT A

BRIDGING DOCUMENTS (PROJECT DESCRIPTION, SCOPE OF WORK, TECHNICAL
SPECIFICATIONS, AND DRAWINGS)

ENGINEERING & CAPITAL PROJECTS DEPARTMENT
1.0 PROJECT DESCRIPTION

The City’s Public Utilities Department desires to have all remote water facilities including
water treatment facilities, reservoirs, standpipes, pumping stations and regulators equipped
with physical security systems including CCTV, access control and intrusion detection.
Approximately half of these sites have physical security and are presently monitored over
AT&T leased lines/circuits at the Security Operations Center (SOC), located at the City’s
Chollas Facility. A complete list of the existing and new sites to be included in this proposal
is found in Exhibit A.

This is a design/build project and the successful BIDDER will be required to provide a
complete design for review/approval prior to ordering any equipment.

The existing physical security systems include a Pelco based CCTV system with Pelco 8100
DVR units and a broad assortment of both fixed/PTZ day/night cameras; a Northern
NexWatch access control system running WinPak Pro software with HID card readers
(MaxiProx and ProxPro II) and ProTech Piramid 2 motion detection and Extreme CCTV IR
illuminators.

The new installations will require newer technology be implemented including CCTV with
video analytics/detection; a new access control system that will operate the existing Water
Department access control system, the Waste Water department access control system, and
the new dual technology card readers using SmartCard technologies for these new sites. The
introduction of thermal IR cameras for the reservoir sites is also new for the City.

The City desires to implement a situation management platform that will integrate all these
systems under one managed solution. The intent is to bring the new sites into this new
platform using the standard situation management templates with the capability to bring the
legacy system on-line at a future date and is not considered part of this contract. Therefore,
the existing headend system is not to be disturbed as part of this project except to verify
operability with any new devices installed at sites having existing security. The City is
planning to eventually move the current SOC to a new space to be determined in the future.

The second goal of this project is to migrate all sites (existing and new) off of the leased lines
to a new wireless communications network to be installed as part of this project. The sites
will be equipped with microwave connectivity using line of sight connecting to a designated
High Site which will form the backbone ultimately connecting back to the Chollas SOC.
Depending on the final design, it may not be possible to obtain line of sight from every
location which may require the continues use of leased lines. However, based on the current
configuration it would appear that should not be a problem.
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The goals of this project are as follows:

e Provide design, procurement and installation services to construct a wireless
communications network from designated remote water sites to the SOC located at the
Chollas facility.

e Provide design, procurement and installation services to migrate water sites with existing
security monitoring systems over to a new City-owned wireless communications
network.

e Provide design, procurement and installation services for new physical security as well as
security monitoring equipment at sites that presently do not have any monitoring
capability.

e Provide design, procurement and installation services to add new sites currently without
security monitoring systems on to the new City-owned wireless communications
network.

e Provide design, procurement and installation services for security upgrades to existing
sites with security already in place as an option on a per site basis.

Communications Upgrade Project: The City has a number of remote sites that are equipped
with security monitoring systems and that information is currently transmitted to the SOC
using AT&T Opt-E-Man services or leased T-1 circuits. The City desires to move away from
the monthly recurring costs of these services and is requesting that the existing and new
security sites incorporate wireless communications technology over licensed/unlicensed
spectrum channels as an alternate transmission medium. The plan is for each site to be
equipped with a microwave link that connects to a proposed “high level site” for backbone
connection back to the Chollas SOC facility.

New Security Installation Requirement: For new sites that do not have any security
monitoring systems installed, the sites shall require adequate CCTV surveillance cameras and
locally installed video recorders; access control card readers, door contacts, motion detection,
perimeter fencing, and gate/door mag-locks. Intrusion detection will incorporate the use of
video detection at the camera. Additionally, the use of two-way audio between the SOC and
select remote sites is also required.

Security Upgrade Requirements: For sites that have existing security measures installed
today, the design and implementation of those installations were not all performed at the
same time which implies some locations have different levels of security than others. The
recommended upgrades are identified which may include fence line repairs, adding additional
cameras, motion detection, infrared illuminators, etc.

This project is structured as a design/build type contract using pre-qualified firms to perform
as the General Contractor, designer, installer and integrator of the proposed security and
communications systems in order to achieve the goals of this project.

Design Process:

Following the successful award the contractor will conduct a detailed site survey of each
facility. Following the survey, the contractor will provide a site visit report to the City
outlining any potential issues or concerns that require consideration that would deviate from
the current 30% design documents. The intent is not to redesign the solution from the ground
up, only to point out where additional security measures may be suggested where a potential
cost impact needs to be pointed out. The City desires to minimize Change Order Requests to
the extent possible and reasonable.
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2.0

2.1

The contractor will provide three (3) design submittals as part of this effort:

1. 60% Design — Due 60 Days following Contract Award
2. 100% Design — Due 30 Days following 60% Design Review
3. Final Design — Due 30 Days following 100% Design Review

Each deliverable will include CSI Master Format Specifications combined into one Project
Manual, design drawings broken down by discipline (Electrical, security, telecom, wireless,
etc.). The contractor must provide a cost estimate along with each submittal for City review
by site with a master rollup as a coversheet.

Design reviews will occur within 15 Days of receipt of deliverable.

All submittals shall be provided in full sized and half sized hardcopies as well as electronic
PDF files. The Final submittal will be provided in both hardcopy and softcopy native and
PDF formats on CD/DVD.

Test Plans, Labeling Plans and Commissioning Plans will be provided within 30 Days after
Final Submittal Approval for City review/approval.

Contractor is to provide a proposed implementation schedule as part of the Bid Response.
This schedule will be updated and resubmitted with each deliverable. The contractor is
encouraged to use multiple crews to expedite the installation process.

The City anticipates the contractor will use a subcontractor to perform the wireless design
and installation activities. The City requires that the wireless subcontractor to have performed
an installation of similar size and scope in order to be considered viable and qualified to
perform this effort. The City requests the BIDDER submit the name of the subcontractor for
the wireless effort(s) as part of the bid response.

SCOPE OF WORK
Security

The City desires to standardize the level/type of security based on a site category such as
Reservoirs, Pump Stations and Regulators to the extent possible. This standard would
provide for CCTV coverage, access control, and perimeter intrusion detection at all sites.
Recommendations for existing security sites are also addressed in specific sections below.

a. Reservoirs: There are two types of reservoirs involved in this project - above ground
tanks/standpipes and underground tanks. The requirements vary slightly for each as
described below.

i.  Above Ground Tanks/Standpipes: These reservoirs are smaller and easier to
secure the boundary due to the smaller physical area required for these types of
TeServoirs.

ii.  Underground Tank:Monitoring these types of reservoirs can be difficult with
traditional PTZ Day/Night cameras with limited range motion detection and IR
illuminators. These sites have expansive perimeters and by using traditional
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b.

intrusion schemes such as buried fiber sensors or microwave sensors they are not
as fiscally feasible to implement based on terrain and perimeter distances.

Pump Stations: These facilities generally house the controls and physical pumps
within a physical structure, building, or underground vault. The pump station sits on a
plot of land and is usually fenced in. In some cases, the pump station is within the same
perimeter of a reservoir, or in the public right of way.

Regulators: These are very small sites, almost invariably installed underground and
accessed through a traffic rated manhole or hatch vault.

2.1.1 Security Standard for Above Ground/Underground Tank/Standpipe Reservoirs

a.

CCTV: Use of thermal IR cameras is required with video detection to cover the
perimeter boundary. Install new video recorder in air-cooled outdoor cabinet if no
standalone structure is available to house the equipment. Install one camera at each
corner of the property with view angles down the fence lines. Accommodate changes in
elevation by adding additional cameras as necessary.

Access Control: Provide dual technology proximity card reader on post at main gate.
Install automatic gate opener and ground loops at main gate. Provide contact sensors at
all doors and hatch door with padlock. Provide proximity card reader at all primary
door entrances and add mag-locks. Provide dual technology motion detector inside
vaults and structures with detection angle towards doors and windows. Install
controllers and interfaces inside security cabinet.

Intrusion Detection: Provide video detection to detect human size movement along
perimeter fence lines.

2.1.2 Security Standard for Pump Stations

a.

CCTV: Use of fixed cameras is required with video detection to cover the perimeter
boundary. Install new video recorder in air-cooled outdoor cabinet if no standalone
structure is available to house the equipment indoors. Install one camera at each corner
of the property with view angles down the fence lines. Install one PTZ camera
positioned such to provide a view of the gate entrance when credentials are used at the
gate and of the primary door entrance when the card reader is used. If such an angle
cannot be accommodated, install additional fixed camera with coverage of primary
entrance door. If pump station is underground, install single fixed CCTV camera inside
vault with view of entrance.

Access Control: Provide dual technology proximity card reader on post at main gate.
Install automatic gate opener and ground loops at main gate. Provide contact sensors at
all doors and in-ground hatch door with padlock. Provide proximity card reader at all
primary door entrance and add mag-lock to primary door. Provide dual technology
motion detector inside structures with detection angle towards doors and windows.
Install wall mount security cabinet to house UPS, NVR, ACS controllers,
communications equipment and interfaces. If pump station is underground install card
reader with LED Indicator inside hatchway. Install motion sensor to detect motion
inside vault.
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C.

Intrusion Detection: Provide video detection to detect human size movement along
perimeter fence lines.

2.1.3 Security Standard for Regulators

a.

CCTV: Install PTZ camera on pole with view of entrance manhole cover or vault hatch
as default. If regulator is enclosed within new fence PTZ camera will also need to view
entrance gate when credentials are used at card reader.

Access Control: Provide dual technology proximity card reader on post at main gate.
Provide contact sensors on in-ground hatch door with padlock or manhole cover. If
regulator is underground install card reader with LED Indicator inside hatchway or
manhole entrance. Install motion sensor to detect motion inside vault. Install wall
mount security cabinet to house UPS, NVR, ACS controllers, communications
equipment and interfaces. Cabinet may be installed above ground in outdoor rated
cabinet.

Intrusion Detection: Provide video detection to detect human size movement along
perimeter fence lines.

2.14 Security Standard for Fence Lines

a.

Existing Fence Line: Replace/repair existing fencing to ensure all breaches are properly
mitigated. Install new fencing only if indicated on drawings. Add barbed wire and
outriggers on existing fencing where indicated on drawings. Verify/adjust fence tension
to ensure less than 4 inches or less of movement when pushed at the center of a span
between posts. Prior to installing new fence, coordinate with City surveyor for accurate
property lines.

New Fence Lines: All fence lines are to be constructed with 8 foot, 9 gauge black
coated metal mesh with three strands of barbed wire on 18 inch outriggers. All fences
shall have tension wire installed at the bottom of the fence and galvanized fence wire
attached to posts. Verify/adjust fence tension to ensure less than 4 inches or less of
movement when pushed at the center of a span between posts.

Existing Vehicle Gates/Pedestrian Gates: Verify/adjust existing gates to ensure proper
alignment between fence posts. Augment to incorporate center drop rod where none
exists today. Several gates were found to be out of alignment or in disrepair. Replace
where indicated. Ensure gap under fence is 5 inches or less from post to post. If gap
exceeds this distance, build up asphalt to form speed hump to close the gap. Install new
barbed wire with outriggers above fence (if mesh style gate) or add decorative security
wrought iron spikes above wrought iron gates.

New Vehicle Gates/Pedestrian Gates: All new vehicle gates must have an automatic
gate opener with ground loops installed. This includes replacement gates where noted.
All gates will be topped with three strands of barbed wire.

Ornamental Fencing: Certain locations require wrought iron fencing due to matching
existing neighboring fences or extensions of existing fences. All ornamental fencing
must have security spikes at the top to attain an overall constructed height of 8 feet.
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2.1.5 Security Standard for Security Cabinets

a.

Outdoor Cabinets: All outdoor cabinets will be installed on new concrete pads. All
cabinets will be stainless steel NEMA-4 rated with air-cooled unit installed on side.
Cabinet will be powered with dedicated 110VAC/20A quad outlet installed inside
cabinet.

Indoor Cabinets: All indoor cabinets will be wall mounted swing gate style with
louvered front/sides and lockable doors. Size is dependent on site requirement. Cabinet
will be powered with dedicated 110VAC/20A Quad outlet installed inside cabinet. No
cooling unit required indoors.

2.1.6 Security Standard for CCTV Cameras

a.

New cameras to be provided will include fixed, PTZ and Thermal IR. Cameras
intended for perimeter surveillance shall be equipped with video detection for perimeter
intrusion. Site coverage to include perimeter, gate entrance, door entrance, vault hatch
opening/manhole (for underground vaults only). Fixed are intended for perimeter or
static images such as doorways and perimeter fencing; PTZ for gate coverage and
general site panning; and thermal for large expanses and long range tracking. The
lighting levels vary at all sites so appropriate night lux levels need to be designed.

New cameras will be IP based operating at H.264 compression.

New/Existing Sites: SOC viewing frames per second will be dictated by bandwidth
availability and resolution settings. The existing sites communications links are
operating at ~2Mb per site. Standard recording will be set to 7.5 fps at 4CIF and will
provide recording storage for 30 days. With the implementation of IP based cameras
the minimum bandwidth is expected to increase, particularly during events. Limitations
will be at the mercy of the wireless communications links.

All cameras will be equipped with appropriate heaters and sunshields if dictated by
current climate conditions and locations.

Require total integrated camera solution to include video detection and IR illumination
(new cameras only).

New poles will be required to be installed at new security sites. Height will be a
minimum of 25 feet. Proper foundation and square pole material with brown finish will
be used. Poles/equipment will be mounted a minimum of 36 inches away from any
perimeter fence line or structure and no equipment will be allowed to be attached to the
fence line itself.

One way audio is required at a number of remote sites. IP based speakers for integrated
solution is required where shown on drawings.

2.1.7 Security Standard for Video Recorders

a.

New Video Recorders are required to be networked based and IP ready. All recorders
will be installed locally at each site with uplink provided via wireless communications
to SOC.
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Data storage for 30 days will be required.

Ability to throttle up/down frame rate is required during event alarm. Estimate 7.5 fps
at 4CIF for normal viewing and escalate to 15 fps during an event.

Must be backed up via new UPS in rack for 10 minutes with alarm sent to SOC when
loss of power detected.

2.1.8 Security Standard for Access Control

a.

All site entrances will require dual technology proximity readers installed on post
inside property line against fence line adjacent to gate.

All vehicle gates (at new sites only) will require installation of automatic gate openers
at the gate opening with ground loops.

Doors to be equipped with magnetic locks rated at 6501bs.
Request to Exit Sensors are required at all doors with access control card readers.

Dual technology proximity card reader to be installed at one primary door and inside
Pump Station/Regulator hatch/manhole vaults if no fence is installed.

Provide LED Red/Green Illuminators at hatch locations adjacent to card readers to
provide visual acknowledgement of card access status.

Dual technology motion detection will be installed in all vaults and building structures
with sensors pointed towards all doors and windows to facilitate intrusion detection.

2.1.9 Security Standard for Door/Hatch Contacts

a.

Use surface mount sensors at all primary door locations and on hatch door(s) that is
equipped with padlock/mechanical lock only. Include sensors at regulator manhole
locations.

2.1.10  Wiring Requirements

a. All sites will require trenching for PVC conduit for both power and communications
wiring as dictated by the final design. General contractor must use licensed electrician
for all panel and electrical work.

b. All exposed routes will require EMT from security cabinet to end device location.

¢. No Wiremold is to be used in this project.

d. Pull boxes are to be installed per TIA guidelines.

e. All power runs will be on dedicated circuits. No shared circuits with non-security
systems are allowed.

f. All low voltage interior wiring will be Category 6 UTP. All exterior cabling will be
Category 6 STP cable.
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g.

All communications cabling and power wiring will be rated for installation
environment (OSP, etc.).

2.1.11  Security Standard on Signage

a.

Security warning signage is to be posted at main gate and on perimeter fence at a
distance of no less than 50 feet apart. For large perimeter sites, spacing every 75 feet is
acceptable.

Signage is to indicate area under 24 hour surveillance, no trespassing, and that it is City
of San Diego property.

Color printed samples to be provided for review/approval prior to procurement.

2.1.12  Audio Capability

a.

b.

Select locations will require two-way audio capability from the SOC to IP based
speaker horns over the communications network.

Placement/quantity of speakers will be provided in construction drawings for City
review and approval.

2.1.13 Erosion Control

There are a number of locations where erosion is a factor due to the terrain and
composition of the ground causing potential breach points that exist today. Mitigation
of these issues will be on a per site basis. Include an allotment of $5000 to address this
issue in the proposal as a separate line item to cover labor and materials to fill/mitigate
existing gaps under fence lines where indicated. Should any one site require more than
$1000 of erosion control measures contact the City prior to performing any work for
direction.

2.1.14  Foliage Conditions

a.

In many instances there is significant overgrowth along the fence lines and within the
property that impedes both the natural surveillance and mechanical surveillance and
detection capabilities. At a minimum, the fences must be completely cleared of all
foliage including a reasonable clear zone on both sides of the fence. Further, all trees
are required to be cut back to facilitate approximately 6 months of growth before the
next trimming is to occur. All bushes and trees are to be trimmed such to provide a
clear view between 2 feet and 6 feet above the ground, and all branches trimmed back
to prevent obstruction of CCTV cameras. The BIDDER is required to provide a lump
sum cost to enlist the services of a professional landscaping or maintenance firm to
perform this clearing activity at ALL sites included in this RFP.
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2.1.15

Maintenance Standards

The BIDDER shall offer optional maintenance contracts to cover both the new security
systems and equipment and existing systems offered in their response to this RFP
inclusive of the SOC equipment and systems.

The BIDDER shall provide a single maintenance cost for the proposed security
monitoring devices and systems for the remote sites with no existing security
monitoring presently and any new equipment and systems installed at the SOC. The
maintenance contract shall take effect immediately following the expiration of the
warranty period, and be renewable on a yearly basis.

The BIDDER will also provide a separate maintenance cost to cover the existing
security monitoring equipment at the remote sites and at the SOC. The maintenance
contract for the existing systems or devices that are considered part of the security
monitoring system shall take effect immediately following contract award. Any device
or system not currently operational must be repaired/replaced to become operational
within 60 days after contract award. The City shall provide a detailed list of any known
devices, systems or other issues not presently operational including cameras, DVR’s,
display monitors in the SOC, motion sensors, IR illuminators, card readers, mag-locks,
door contacts and any other known system issues (video quality, etc.). The Site Survey
Report developed by the consultant identifies only those known issues as determined
while visiting the site.

This system maintenance contract shall be based on the initial system configuration for
equipment.  The maintenance contract shall include preventive and demand
maintenance for the infrastructure and the repair and/or replacement of defective units.
Costs for successive annual renewable contract services to provide (in combination
with the warranty) a total of three years of maintenance services shall be considered
when determining this cost of coverage.

The approach to maintenance of this system shall be preventive in nature.

In addition to preventive maintenance, it is expected, following cutover to the City, that
some system optimization and adjustment will be required. This work shall be
coordinated through and with the City’s Project Manager or other designated
representative.

Equipment shall be maintained in clean condition. Oil, dust and other foreign
substances shall be removed on a routine basis.

Equipment and system performance shall be maintained at the level initially described
in these equipment and systems specifications. The service organization shall maintain
records to confirm that this has been performed.

Records shall be available for City’s inspection upon request. Records shall be
maintained by the BIDDER’S throughout the initial maintenance and warranty periods
(and any subsequent maintenance contract period), and shall revert to the City upon
termination of the warranty (or maintenance contract).

Routine maintenance procedures recommended by the equipment manufacturer shall be
followed.
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The BIDDER shall provide 24/7/365 technical support by only factory trained and
authorized maintenance personnel and shall be San Diego based with the ability to
provide on-site technical support within two (2) hours as required at no additional cost.
The City will allow reasonable access to City locations for the purpose of installing,
repairing and removing equipment.

The BIDDER or authorized service organization(s) shall maintain comprehensive
installation and instruction manuals for all system equipment. These manuals shall be
the property of the City, and shall revert to the City at such time as they assume the
maintenance responsibility for the system.

2.1.16  Parts/ Spare Parts

a. A sufficient supply of spare parts shall be readily available to allow immediate
restoration of minimal operation of the new security monitoring system on a rolling
repair and return basis. Other parts shall be available via emergency request and air
freighted within twenty-four hours of the equipment failure.

b. The BIDDER shall provide the cost of recommended critical spare parts in the Price
Proposal.

c. At the end of the warranty/maintenance period, the full complement of inventoried
spares shall be delivered to the City in a new or fully repaired condition.

2.1.17  Training

a. The BIDDER shall provide training for the City’s personnel in the operational,
functional, administrative, and maintenance-related aspects of the new security system.

b. The BIDDER shall describe in detail the training programs to be offered in the
Proposal.

c. The BIDDER shall provide all materials, manuals, schematics, and other
documentation required in the training.

2.2 Wireless Communications Scope of Work
2.2.1 General Connectivity Requirements

a. The connectivity network shall be designed to support the security monitoring systems
at each site. The connectivity network shall provide connectivity to the SOC at the
Chollas facility for centralized monitoring / control / management. Each location
requires a minimum sustained 2 Mbps symmetrical bandwidth, scalable to 8 Mbps with
Ethernet interfaces.

b. Newly developed intermediate sites should only be considered if none of the existing
locations are tenable. Should a site not be tenable, coordinate with the City to ascertain
alternative sites or to determine if a leased circuit is the best method to provide
connectivity.
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Provide a robust backbone provisioning that considers both the reliability and the cost
effectiveness of existing connectivity networks and any newly planned methods of site
connectivity. The new connectivity network will contain segments, systems, links
and/or rings using City of San Diego communication sites as shown in Exhibit B at the
end of this attachment and in Exhibit A Site Distances table. The proposed connectivity
network architecture shall be capable of supporting the data rates indicated in the
Connectivity Network Diagram and IP-based data transmission. The connectivity
network shall provide a per hop two-way availability of 99.999% at a maximum BER
of 1E-7. The maximum one way latency shall be 50 milliseconds from any site to the
Chollas SOC. The T1 clocking shall be Stratum 1 or better. Network jitter shall not
exceed 5 microseconds.

All high level sites must adhere to established Motorola R56 grounding standards and
guidelines for communication sites.

The BIDDER must describe in detail the following standard offerings (no additional
cost):

a. Standard installation including typical time to install.

b. Technical support including Network Operations, Service Orders, Trouble
Ticket Process, Availability / Usage reports.

c. Performance guarantees with credit for loss of connectivity.

Preliminary Link Budget Figures and Calculations were compiled and are provided for
review in Exhibit C. The calculations assume an antenna height of 50 feet AGL for
most links. The BIDDER must verify these links by performing a terrain walk which
will likely reveal some limitations that apply to antenna heights for some of the links.

2.2.2 Interfaces to Chollas SOC

The Chollas SOC has an existing IP router based network. The PROPOSER is
responsible to interface with the existing IP network. Interfaces may include but are
not limited to:

e RJ-45 connectors
e SC fiber connectors

The Contractor shall identify the demarcation point at its equipment. The City shall
make the connection to the Ethernet demarcation point at the Chollas SOC and at the
Connectivity Network Equipment located at each site. The Contractor shall be
responsible for necessary cross-connections.

2.23 DHCP and Compatibility with IPv6

a. The BIDDER shall describe its approach to compatibility with [Pv6. This will include
a migration road map for network addressing, routing, etc. from current IPv4 to IPv6.

b. The BIDDER must coordinate the IP configuration and port assignments with the City
of San Diego IP System administrators and must provide DHCP hardware and software
services to interface with the existing IP network addressing scheme.

c. The BIDDER, in conjunction with the City, shall develop an IP addressing plan that is
compatible and collision inhibitive throughout the proposed and existing networks.
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2.24 Microwave Telecommunications System

2.2.4.1 System Configuration

a.

The microwave system shall provide digital connectivity between the Water site
physical locations as shown in Exhibit A. Access to the sites must be coordinated with
the City of San Diego Communication Division for the communication only sites and
with the City of San Diego Water Department for the Water Department sites.

There is an existing link from Chollas SOC to the Catalina Standpipe that is used for
Public Safety. The proposed design shown in Exhibit B does not use this link, but adds
a new link from Chollas SOC to Catalina PS / Point Loma Res. If the link to Catalina
Standpipe is used, BIDDER must coordinate with the City of San Diego
Communication Division to ensure there is adequate bandwith and that the existing
equipment is compatible with the BIDDER’s system design.

Interfacing with the existing link from Chollas SOC to Lyons Peak is an Aviat (Harris)
Truepoint 5000 MHSB. This link is used for other critical public safety
communications. This link does not have the required 134 Mbps required for the
system design shown in Exhibit B. The link from Lyons Peak to San Ysidro can
possibly be used to meet the hot standby needs of the Chollas to Lyons peak link.
Details of this configuration will be discussed with the BIDDER during the DDR.

The BIDDER may suggest alternative microwave system configurations designed to
enhance system performance or in the event that the microwave path surveys determine
that the proposed link is not viable.

Microwave radios shall be Public Safety grade and should meet the specifications for
“Backbone” and “Spur” sites as indicated in the enclosed representative vendor
products. These product sheets are provided as a guideline and similar products from
other vendors are acceptable provided the meet the specifications indicated in this RFP,

e “Backbone” representative product — Aviat Eclipse or IRU6000.
e  “Spur” representative product — Firetide Hotport 7020.

All spurs and backbone links from/to the high level sites must use a licensed frequency
and if the radio is mounted with the antenna, the height of the antenna/radio must be
accessible with a bucket truck and these heights must be coordinated with the City.
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2.2.4.2 Microwave Frequency Bands

a.

The microwave contractor shall attempt to use unlicensed 5.8 GHz were possible
without outside or self induced interference. Licensed frequencies in the 6.2, 6.7, 11.2
or 18 GHz fixed service bands must be used wherever designated and where unlicensed
frequencies are not practicable. The microwave network can use the unlicensed band at
the water sites, but the PROPOSER must discuss these options with the City.

All links into high level sites (Black Mountain, Mount Woodson, Cowles Mountain,
Chollas SOC, Lyons Peak, Encanto, and San Ysidro) and back bone sites will use
licensed frequencies, which are indicated in Exhibit A and Exhibit B.

The Contractor shall prepare license applications and modifications necessary to
accommodate the system design, including the following:

Prior Coordination Notices
FCC forms

FAA forms

Waiver requests

The Contractor shall submit this documentation to the FCC within 60 days after final
detailed design and shall pay all coordination and licensing fees.

2.2.43 Microwave System Performance

a.

Each microwave path shall be designed to provide a minimum two-way path
availability of 99.999% with a BER threshold of 1E-7. The microwave system shall be
designed to provide no packet loss end-to-end including any combination of contiguous
microwave hops. Jitter shall be less than 5 microseconds.

The BIDDER shall state performance guarantees for the following:

e Network Lacency

0 Blackhaul

0 Last Mile
e Packet Loss
o Jitter

e Network Availability

Microwave path propagation predictions and designs shall be based on line-of-sight
conditions conforming to the following obstruction clearance criteria:

e (0.6F1+10feetatK=1.0
e (03FlatK=2/3
e FlatK=4/3

2.2.4.4 Equipment Requirements

a. The microwave system shall include all equipment required for a complete

operational system. Accessories shall include specialized test fixtures, test cords, and
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2.2.4.5

2.2.4.6

2.2.4.7

2.2.4.8

adapters. All equipment shall be completely factory tested and documented in the
final configuration.

The equipment shall be completely solid-state, employing the latest technology. All
necessary standby switching, alarm sensing, and control shall ensure fully automatic
operation. Equipment shall have remote alarm/control capability for any equipment
failure.

Digital Microwave Radio

a.

RF terminal equipment shall meet the following requirements:

Primary Power Input 110 VAC to the IDU at water sites
48 VDC at the high level sites

Maximum Receiver BER 1E-10

Capacity Backbone rings and links, up to 124
Mbps. Spurs up to 20 Mbps, no less
than 2 Mbps sustained per site.

Digital Microwave Redundancy

a.

The microwave equipment shall utilize redundancy against failure. The IDU and/or IP
switch must be capable of routing the locally dropped and through Ethernet traffic to
avoid packet loss.

All active circuits shall be automatically protected using BER sensing, Packet loss
detection, circuit-switched, and/or IP circuitry.

The microwave equipment shall have fault-sensing circuitry that will detect transmitter
and receiver failures, packet loss and bit error rate degradation.

The equipment shall provide alarm outputs to the alarm system and network
management system. The equipment shall provide status indications for local
observation. All available alarm points in the equipment and all external control
inputs, which may be utilized for remote equipment control functions, shall be
described in the Proposal.

Mesh-Configured Microwave Equipment

a.

In a Mesh configuration, the microwave equipment shall be fully protected with OSI
Layer 3 or 4 redundancy. The Contractor will provide test data on the reroute
switching time from current to alternate route that demonstrates the total traffic outage
time in milliseconds and loss of packets. This will be demonstrated with an forced
equipment outage and path fade BER threshold switch.

Non-Ring Configured Microwave Equipment

a.

Spur links of more than 2 hops shall be fully protected with monitored hot-standby
(MHSB) transmitters and receivers. The MHSB transmitters shall be switched to
provide proper termination and isolation to the standby transmitter. Either the primary
or secondary transmitter may be active.
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2.2.4.9 Node Interface

a.

The digital microwave radio shall be capable of interfacing with the current City
microwave links. These interfaces may include but are not limited to RJ45 Ethernet
connectors and fiber connectors.

2.2.4.10 Test Points and Metering

a.

Built-in metering or a RS-232C port shall provide convenient monitoring of all major
operating conditions. Test points and facilities shall enable alignment and testing of RF
signal levels, including to and from the antenna, modulation levels, BER levels,
frequency and all interface signals, all with no interruption of service.

Local equipment provisioning and performance access ports must be provided and all
microwave terminals shall be accessible from any single terminal location within
contiguous links of same vendor microwave equipment. This connectivity shall be via
the vendor’s microwave equipment signal overhead.

The minimum requirements for test points and built-in metering are:

TX oscillator, power and frequency.
RX LO and frequency

RX signal level

RX BER

2.2.4.11 Digital Microwave Routing / Switching Equipment

a. A native IP based end to end network is required with 100 baseT Ethernet connectivity.
The design may incorporate layer 2 routing and/or layer 3 edge routers, MPLS, IP over
ATM, etc.

b. The equipment shall be complete. Accessories shall include specialized test fixtures,
test cords, and adapters. All equipment shall be completely factory tested and
documented in the final configuration.

c. The equipment shall be completely solid-state and employing the latest technology.
All necessary standby switching, alarm sensing, and control shall ensure fully
automatic operation, and it shall have remote alarm/control capability for any
equipment failure.

d. Clocking should incorporate some combination of the following:

e Receive side recovered clocking
e Transmit master clocking
e External clocking: GPS, Stratum and Telco reference

e. They shall have local and remote provisioning access, be capable of performing loop
back functions and testing and have full diagnostic capabilities. There shall be two
clock sources that cannot be located in the same facility.
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2.2.4.12

2.2.4.13

2.2.4.14

2.2.4.15

Microwave Power Supplies

a.

All proposed microwave and multiplex equipment shall be powered from a nominal
110 VAC supply at the water sites and 48 VDC at the high level sites. Wherever
possible, the microwave and router/switching equipment shall use the same common
power voltages as the existing site equipment that will be utilized in the new
connectivity network.

The new equipment must interface with the CITY equipment at the communication
only sites.

All high level sites should be powered from a 48 VDC rectifier and batter plant to
improve reliability/availability. The BIDDER shall provide Power Consumption, BTU,
and wattage calculations for the equipment at the high level sites with their Detailed
Design.

Microwave Antenna Systems

a.

The antennas, radomes, waveguide and associated mounting hardware at the
communication only sites shall be rated to withstand 100 mph winds and conditions
common to the City of San Diego. It is envisioned that most antennas will be panel,
minimal sized antennas. The antennas, transmission lines, equipment and facilities
shall all be installed in accordance with the National Electric Code and manufacturer
recommended grounding and surge protection.

The antennas and associated mounting hardware at the water security sites shall not
exceed 24” x 24” and be mounted in a location that minimizes the aesthetic conditions
at each site and at a height that is accessible with a bucket truck. In many cases the
water sites are located in residential neighborhoods and every attempt should be made
to minimize the visual profile at each site.

Microwave Antenna Mounting

a.

At the reservoir, regulator and pumping station locations the antennas will be mounted
on existing shelter roofs or monopoles and must be coordinated with the City of San
Diego.

At the communication only sites the mounting of antennas must be coordinated with
the City of San Diego and will use existing towers and/or be mounted to existing
buildings / shelters located at the site.

All antennas 6 ft or greater in diameter shall be secured to the tower with a minimum of
two side-braces. Standard 4.5-inch diameter pipe mountings shall be utilized to support
the microwave antennas.

Microwave Transmission Lines

From the IDU to the ODU, Ethernet cable should be used in lieu of elliptical
waveguide. The ODU should be powered via the Ethernet cable from the IDU.
Exhibit A provides guidelines on the links that should use an indoor (waveguide)
versus an outdoor (antenna/radio combination) for each location.
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2.2.4.16 Dehydrator/Pressurization System

a.

If required, the Contractor shall furnish equipment for pressurization of microwave
antenna feeds and elliptical waveguide. The pressurization equipment shall maintain at
least 3 psig of positive pressure in the elliptical waveguide and antenna feed horn. The
Contractor shall include all required fittings, regulators and pressurization lines,
gauges, distribution manifolds, and installation hardware. Separate pressure metering
shall be provided for each waveguide pressurized. Alarm outputs for low pressure,
high pressure, high humidity, and excessive compressor run time shall be provided and
connected to the network monitoring and control system.

All installed antenna/transmission lines shall be purged, pressure tested, and tested for
low VSWR using return loss measurements over the specified frequency band.

2.2.4.17 Microwave System Testing

a.

The microwave subsystem shall be tested both at the factory prior to shipment, and in
the field upon completion of installation and alignment. The purpose of these tests is to
verify that the subsystem meets the performance objectives and requirements specified
herein and also meets the Contractor’s proposed system and equipment specifications.

All tests and results shall be documented and certified by the Contractor and signed off
by City. Standard factory test procedures are acceptable so long as the City approves
them in advance and they adequately represent the simulated field conditions. A
detailed test plan including test procedures shall be submitted as part of the ATP (as
described in this section of this RFP.

2.2.4.18 Microwave Factory or Staging Tests

a.

The microwave system shall be assembled in the factory or at a staging area so that all
sites are interconnected by RF transmission lines and attenuators to simulate the exact
system configuration and predicted RF net path losses. This shall include all RF racks,
orderwire, remote alarm/control, and intermediate circuit multiplexers.

The simulated system shall then be tested and results recorded for all pertinent unit,
equipment, subsystem, rack, RF path, and end-to-end system parameters.

Careful testing shall be performed to ensure that the RF path performance and
end-to-end voice/data circuit performance requirements are measured and documented.
The end-to-end performance tests shall specifically include BER tests at the levels of
all circuits provided in normal and protected configurations.

These factory or staging area tests shall become the baseline for tests and
measurements performed after field installation, to allow item-by-item comparisons.

The following are minimum tests and measurements required for the staging test plan:
System
e Latency measurement and demonstration

e Network node switching and recovery time for hard and soft failures
e Network node BER switch threshold
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Radio Equipment

Operating voltages

TX modulator performance

TX local oscillator frequency
TX output power and frequency
TX alarms and control

RX local oscillator frequency
RX signal level and frequency
RX local oscillator frequency
RX BER sensitivity

RX attenuated fade margin

RX alarms and control

TX/RX automatic protection and switching
Built-in metering

Routing / Switching Equipment

Operating voltages

Alarms and control

Built-in metering

Packet Loss

Loop-back tests

Automatic protection switching/routing

Orderwire (OW)

Operating voltages

OW signaling

OW loudspeaker and handset checks
OW external telephone interface

Representatives of the City shall be afforded the opportunity to witness the microwave
factory staging tests. The Contractor shall notify the City of microwave factory staging
tests at least 30 days prior to the scheduled test date. The Contractor shall provide the
City a draft of the factory test plans and procedures at least 15 days prior to the
beginning of staging. The City reserves the option to modify or request additional tests
that demonstrate compliance with the equipment and/or system specifications.

2.2.4.21 Site Tests

a. Upon completion of installation and final alignment, the Contractor shall perform and
record data in accordance with the collection/reduction process agreed to in the ATP
for the same type equipment tests as were made in the factory, so long as they are not
exclusive factory type tests.

b. All equipment and equipment components, both main and standby, shall be exercised
during the course of the site tests.
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2.2.4.22 Microwave Path Tests
a. Microwave path tests shall include:

On-site transmitter power measurement.
e Remote on-site nominal receive signal level (RSL) measurements.
The difference between the above two measurements is the net path loss (NPL).
This NPL shall meet or exceed the calculated NPL within a field tolerance of 2 dB.
e Receive fade margin tests will be conducted on each hop with variable attenuators
at the transmit end of the hop. Receive threshold sensitivity shall be the RSL in
dBm based on a BER of 1E-6 or initial packet loss.

2.2.4.23 Microwave System End-to-End Verification Tests

a. [End-to-end circuit verification tests shall be performed on each hop in the microwave
system.

e End-to-end BER test on primary direction or (A-side) Transmitter/Receiver unit
(Al radio) for a 12-hour period for each link in the system. BER shall not exceed
the test objective of N x 1E-10 one-way, where N = the number of microwave
hops.

e End-to-end Ethernet throughput rate verification tests

e Switch to secondary direction or protection unit. End-to-end BER test on
secondary radios for 12 hours. Test requirements will be finalized based on design
configuration.

e End-to-end orderwire tests

2.2.4.24 Maintenance Standards

a. The BIDDER shall offer an optional maintenance contract for the system equipment in
their Proposal. The maintenance contract shall take effect immediately following the
expiration of the warranty period, and be renewable on a yearly basis. This system
maintenance contract shall be based on the initial system configuration for equipment.
The maintenance contract shall include preventive and demand maintenance for the
infrastructure and the repair and/or replacement of defective units. Costs for successive
annual renewable contract services to provide (in combination with the warranty) a
total of three years of maintenance services shall be provided.

b. The approach to maintenance of this system shall be preventive in nature.

c. In addition to preventive maintenance, it is expected, following cutover to the City, that
some system optimization and adjustment will be required. This work shall be
coordinated through and with the City’s Project Manager or other designated
representative.

d. Equipment shall be maintained in clean condition. Oil, dust and other foreign
substances shall be removed on a routine basis.

e. Equipment and system performance shall be maintained at the level initially described
in these equipment and systems specifications. The service organization shall maintain
records to confirm that this has been performed.
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Records shall be available for City’s inspection upon request. Records shall be
maintained by the BIDDER’S radio maintenance shop throughout the initial
maintenance and warranty periods (and any subsequent maintenance contract period),
and shall revert to the City upon termination of the warranty (or maintenance contract).

Routine maintenance procedures recommended by the equipment manufacturer shall be
followed.

The BIDDER shall provide 24/7/365 network monitoring and technical support by only
factory trained and authorized maintenance personnel and Network operations shall be
San Diego based with the ability to provide on-site technical support within two (2)
hours as required at no additional cost. The City will allow reasonable access to City
locations for the purpose of installing, repairing and removing equipment.

The BIDDER or authorized service organization(s) shall maintain comprehensive
installation and instruction manuals for all system equipment. These manuals shall be
the property of the City, and shall revert to the City at such time as they assume the
maintenance responsibility for the system.

2.2.4.25 Parts / Spare Parts

a.

A sufficient supply of spare parts shall be readily available to allow immediate
restoration of minimal operation of the Connectivity Network on a rolling repair and
return basis. Other parts shall be available via emergency request and air freighted
within twenty-four hours of the equipment failure.

The BIDDER shall provide the cost of recommended critical spare parts in the Price
Proposal. The BIDDER shall provide a detailed list of critical spare parts at the DDR.

At the end of the warranty/maintenance period, the full complement of spares shall be
delivered to the City in a new or fully repaired condition.

The Connectivity Network Contractor shall supply the recommended types and
numbers of spares deemed necessary by the Connectivity Network Contractor for all
Contractor-provided equipment such as terminal nodes, multiplexors, routers, etc.

2.2.4.26 Network Management System

a.

The BIDDER shall provide an HP Openview network management system to monitor
the Connectivity Network for catastrophic and non-catastrophic failures, status
changes, and perform provisioning of nodes/terminals. The system shall be
continuously and automatically monitored for failure of any key component. To this
end, any failure of a key component shall be automatically indicated at the designated
alarm monitoring points. The network management system shall provide provisioning
access of all nodes, multiplexors, microwave terminals and fiber optic terminals from
any site located within the network.

The BIDDER will be responsible for building the initial HP Openview database and
with assisting City personnel with interfacing the new information with the existing HP
Openview network management system.
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2.2.6 Leased Connectivity
2.2.6.1 Leased Connectivity System Requirements

a. For those Water Department Sites that cannot be connected via microwave or via the
OTN, the Connectivity Network Contractor shall make recommendations for
alternative methods of connecting those sites, including the use of Leased Circuits.

b. The CITY shall be responsible for engineering and coordination of leased circuit orders
in the event they are needed.

2.2.7 Training

a. The BIDDER shall provide training for the City’s personnel in the operational,
functional, administrative, and maintenance-related aspects of the communication
system.

b. The following types of training shall be provided. Each type of training shall be quoted
as a separate line item:

e System administration and support training
e Maintenance training

c. The BIDDER shall describe in detail the training programs to be offered in the
Proposal.

d. The BIDDER shall provide all materials, manuals, schematics, and other
documentation required in the training.

e. System Administration and Support Training is for engineers, administrators, and
supervisors involved in system administration and control.

f. The System Administration and Support Training are intended to provide a hands-on
working knowledge of system administration, support equipment, and support
functions. Included in this training are items such as, but not limited to, data base
management, system programming, and system management functions.

g. Maintenance training is for maintenance personnel and supervisors.

h. The Maintenance Training is anticipated to be a combination of on-the-job training, on-
site formal training, and factory training.

1. Sufficient training to enable maintenance of the equipment and system to the LRU
level (Line Replaceable Unit), or card level shall be offered.

3.0 TECHNICAL SPECIFICATIONS
The security equipment listed below is provided as a baseline for performance based
purposes only. The BIDDER shall propose their own recommended solution understanding
that the specific manufacturers and part numbers are subject to being equal to that shown
below or approved equal.
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3.1

3.2

33

34

34.1

Situation Management (Add/Alternate)

a.

The Situation Management System (SMS) shall provide the infrastructure and tools for
the management of video surveillance systems, access control systems, intrusion
detection systems, and audio control for the new sites only. The BIDDER will provide
a breakdown of the specific Gateways, Licenses, supporting network and server
hardware/software, and programming labor (using the pre-set templates provided with
the base system software) to form a complete system. The SMS will be displayed at the
SOC console. The BIIDDER shall provide the NICE Situator solution or approved
equal as an Add/Alternate cost.

SOC Upgrades (Add/Alternate)

a.

The SOC will require new operator consoles equipped for two operators, each equipped
identically with storage drawers, task lighting, phone handset for pre-programmed
numbers (police, etc.), power receptacle for cell phone charger and radio charger, 6-24
in. monitors (dual stack of 3), PTZ control unit, PC for system client security software
(and latest Microsoft OS and Office Suite), optical mouse, keyboard, keyboard monitor
switch, (to switch between Pelco System and new CCTV system), microphone/speaker
for audio system, and heavy use 24/7 ergonomic chair. The console shall be Sit/Stand
type console by Evans, Uptime, Wrightline or approved equal. This cost will be
included as an Add/Alternate in the Bid Response.

DVMS

f.

The Digital Video Management System (DVMS) shall provide the infrastructure and
tools for the management of video surveillance systems, including the recording,
transmission, viewing, analytics and event management of video, audio and other data.

The DVMS shall seamlessly support audio and video inputs from Digital Video
Recorders (DVR), Networked Video Recorders (NVR) or both.

The DVMS shall have a central database (AMS) for consistent configuration of site
equipment and user data. The centralized management shall be available from remote
locations over the network.

The DVMS shall provide virtual matrix (VMX) features and capabilities allowing full
switching and control of the DVMS inputs via a GUI and/or CCTV keyboard.

The DVMS shall allow the user to select the streaming method to workstation running
the DVMS application. The user shall have the ability to select RTP/UDP, TCP or
multicast protocol.

The DVMS shall be NiceVision or approved equal.

Cameras

IP cameras

a.

The Fixed Position Digital Day/Night Camera shall be Bosch NWD-495 series or
approved equal. (See attached vendor spec. sheet).
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The PTZ Digital Day/Night Camera shall be Pelco Spectra IV or approved equal. (See
attached vendor spec. sheet).

c. The Thermal Camera shall be Axis Q1921E or approved equal. (See attached vendor
spec sheet).
35 Video Management Capabilities

3.5.1 General Capabilities

a. The DVMS application suite shall include applications for viewing and investigation of
video, user policy setup, site setup and configurations, and an application for
monitoring and providing alarms of failure or errors of any of the DVMS components.

b. The DVMS real time application shall be NiceVision Control Center or approved
equal. (See attached vendor spec. sheet).

c¢. The DVMS Application Suite shall be capable of running on Windows XP Pro SP2 or
Microsoft Vista SP1 Ultimate edition or Microsoft Vista SP1 Business edition
Operating Systems.

d. The DVMS Application Suite shall allow authorized users to monitor and playback
video from cameras connected to the DVMS, on local workstation and/or external
monitors (analog and digital).

e. The DVMS Application Suite shall allow authorized users to monitor, record and
playback audio from audio sources connected to the DVMS.

f. The DVMS Application Suite shall allow authorized users to acknowledge/ reject/reset
alarms.

g. The DVMS Application Suite shall provide dual monitor support.

1. Channels, Groups, Alarm, Tours, Salvos and Maps shall be displayed on monitor
one
2. Video layout pages shall be displayed on monitor two

h. The DVMS Application Suite shall graphically display camera states on the

hierarchical list, the states shown shall include indication of:

1. Loss of the video signal

2. Trigger activated

3. User event activated

4. Association with audio channel

5. Recording status (recording or not recording)

6. Content analytics application associated with the camera
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The DVMS Application Suite shall allow the user to monitor and playback video on a
full screen or a camera layout page displaying 1, 4, 7, 8, 9, 10, 13, 16 or 25 cameras.

The user shall have the ability to monitor and playback video on a full screen, or on a
camera layout page displaying a map, and up to additional 6 cameras.

The DVMS shall support digital zoom on the workstation or external monitors (analog
or digital). The user shall be able to perform the zoom magnification up to 20 times.

1. The zoom feature shall be available on monitor and playback modes.

2. The zoom feature shall provide Digital PTZ functionality, allowing the user to Pan
and Tilt within the zoomed image.

The DVMS shall allow the user the ability to define a homepage to be displayed in the
local workstation. The homepage shall include a specific layout of video panes and pre-
selected cameras either in live or playback modes.

The DVMS shall allow the viewing of a video in live and playback modes and of alarm
information on PDA using Windows CE.

The DVMS shall enable the user to select to switch to previously displayed views,
where a view contains both the layout and the channels selected with that layout

3.5.2 Playback Functionality

a.

The DVMS shall allow the user to perform any of the following actions on played back
video:

1. Start and Stop, Pause and Resume, Fast Forward/Fast Reverse (this feature shall
allow the user to playback up to 1024 times faster than the recorded speed), Frame
by frame advance or rewind and Loop Replay.

The DVMS shall provide the user a Jog shuttle video playback experience by providing
a slide bar allowing the user to perform fast forward/fast reverse in a speed of up to
1024 times faster by dragging a slide bar. Upon releasing of the slide bar the video
shall pause.

Instant Reverse Playback.

1. The user shall have the ability to change from a real time monitoring to a reverse
playback. The user will indicate when to stop the reverse playback and start
forward playback.

2. The user shall have the ability to resume real time monitoring at any time.

Synchronized Playback — The DVMS shall allow the user to play up to 16

synchronized video channels or up to three video channels and one audio channel
synchronized.
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3.5.3 Web Browser Viewing

a.

The DVMS shall enable using a browser (i.e. Microsoft Internet Explorer) over a VPN
connection.

The DVMS Web interface shall allow authorized users to monitor, record, and play
back video and audio from input channels.

The DVMS Web interface will support viewing at layouts which are Single screen, 2x2
screen, and Full screen.

The DVMS shall enable distribution and maintenance of updates by the web server so.

clients will be able to install the applications and receive updates automatically from
the web server.

3.54 Level of Service (LoS)

a. The DVMS will implement a LoS mechanism to accommodate communication
between the remote sites and the Head End.

b. The DVMS shall provide LoS support in MJPEG monitoring by using frame dilution.
Therefore, whenever the LoS mechanism is turned on, it will drop MJPEG frames until
the desired performance is reached.

c. The DVMS shall provide LoS support in MPEG4 for monitoring, for dual coding
devices. Therefore, whenever the LoS mechanism is turned on, it will switch to the
most appropriate stream from the IP edge device in accordance with the
workstations/decoder performance.

d. The viewing application shall provide the capability to manage CPU resources and
bandwidth utilization on the user’s network. The following options shall be
independently configured for each workstation:

1. Best Available — Provides the user with the highest resolution, bit-rate and frame-
rate possible based on the available network bandwidth.

2. Pre-defined Bandwidth Limits — Provides the user with pre-defined bandwidth
limits from 28.8 Kbps to 4 Mbps.

3. User-defined Bandwidth Limits — Allows the user to manually set the maximum
bandwidth the Control Application can use between 28.8Kbps to 4Mbps.

e. The DVMS shall enable the restriction of certain users from using the system. This will
allow compensating for performance at times the network is overloaded.

1. User restriction shall be available manually upon a user selection.

2. User restriction shall be available automatically upon an alarm.

3. User restriction shall be available automatically upon TTL.
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Upon user restriction all the viewing application of non-authorized users shall be closed
automatically.

The restriction may be set to a predefined time or until manual clear shall be done by
the restricting user.

Authorized user shall be able to cancel the user restriction and resume a normal
operation mode.

3.5.5 PTZ Control

The viewing application workstation shall provide support for PTZ Keyboards to allow

authorized users to control PTZ cameras. Provide a quantity of two PTZ Control

units.

PTZ Presets:

1. The viewing application shall allow authorized users to create new PTZ presets.

2. The viewing application shall allow authorized users to call up PTZ presets (via
GUI and/or CCTV keyboard).

3. The DVMS shall allow authorized users to predefine a home-preset to each camera
and a predefined timeout after which a PTZ camera, if was not handled by any
user, will return to the home preset.

PTZ Priorities:

1. Each user shall be assigned a priority for controlling PTZ cameras.

2. 1000 PTZ priorities shall be available in the DVMS.

3. Users with a higher priority shall have precedence over lower priority users.

4. Lower priority users shall receive a pop-up message notifying them that a higher
priority user has taken control over the PTZ camera.

Users shall be able to lock PTZ camera and thus prevent lower priority users to gain

control of the camera. Lock operation shall be available via GUI and/or CCTV

keyboard.

PTZ lock operation shall have a predefined timeout for an automatic lock release. The

timeout parameter shall be programmable by the system administrator.

3.5.6 Digital Presets
The DVMS shall allow the user to save and call digital presets on any camera, fixed or
a PTZ one.

3.5.7 Maps

The DVMS shall allow the user to open a layout that includes a map as well as several

other video windows.
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The DVMS shall allow the user to click on a Home Map icon and switch immediately
to a Home Map page.

c. The DVMS shall display a list of maps allowing easy navigation through all available
maps.

d. The DVMS shall allow the user to click on an Interest Zone and drill down to
additional linked maps. As an alternative the user can select the linked maps from a
drop-down list.

e. The DVMS shall allow the user to zoom into the map and also to select a “fit to screen”
option which will stretch the current map onto the available map space on the current
layout.

f. The DVMS shall allow the user to “drag & drop” a camera from the map area to a
video window or to right-click on a camera to start viewing it.

g. The DVMS shall provide the user with an alarm information, when a camera is
"Triggered" the user will see the alarm on the map.

h. The map formats supported will be: BMP, GIF, JPG and WMF.

i. The DVMS shall allow the user to place the following components on maps: cameras
(including indication of their angle), audio channels, triggers, linked map and pages.

j.  The DVMS shall enable an automatic pop-up of a map upon events.

3.5.8 Tours

a. The DVMS viewing application shall support a Tour feature; this allows the user to
monitor several video input channels, analog or digital, in a single window in a cyclic
succession.

b. The user shall have the ability to configure from one to 16 windows in which to display
a sequence of touring cameras.

c. The DVMS viewing application shall have a tab containing all preconfigured-tours.

d. The user shall have the ability to select a dwell time to each camera/each preset.

e. The user shall have the ability to set a preset to each PTZ camera in the tour.

f. The user shall have the ability to progress to the Next camera in the tour or go to
Previous camera in the tour, regardless of the predefined dwell time.

g. The user shall be able to pause the tour and afterwards resume it.

h. The user shall be able to view On Screen Display (OSD) indicating TOUR is running.

i.  The user shall have the ability to call up a tour to a local or an external monitor (analog
or digital) via GUI and/or CCTV keyboard.
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3.5.9 Salvos

a. The viewing application shall support a Salvo feature; this allows the user to call up
multiple cameras and/or tours to be display on contiguous external monitors and/or
contiguous video windows within the viewing application.

b. The viewing application shall have a tab containing all pre-configured salvos.

c. The user shall have the ability to select for Salvos cameras, tours or combination of the
both.

d. The user shall have the ability to select a loop mode to each camera which is set to a
playback mode in a Salvo.

e. The user shall have the ability to set a preset to each PTZ camera in the salvo.

f. The user shall have the ability to call up a Salvo to local or external monitors (analog or
digital) via GUI and/or CCTV keyboard.

3.5.10  Pages

a. The DVMS shall support a Page feature; this allows the user to save any of the
available video layouts while assigning specific cameras to each video tile in the
layout. The user can later, from the viewing application, call up the page manually or
upon alarm.,

b. Tour of pages — the viewing application shall allow the user to group several pages into
one group, and run a tour of all the pages in the group according to a predefined dwell
time.

3.5.11  External Monitors / Video Wall Management

a. Authorized users shall have the ability to call up cameras/tours/salvos on external
monitors, analog or digital, connected to the DVMS decoders.

1. An authorized user shall have the ability to drag a camera/tour/salvo to a monitor
using the GUIL.

2. An authorized user shall have the ability to call up camera/tour/salvo on external
monitors using CCTV keyboard (each camera/ tour/ salvo shall be assigned with a
shortcut for this purpose).

3. An authorized user shall have the ability to double-click a camera/tour/ salvo in
order to display it on an external monitor.

b. An authorized user shall have the ability to play back video on external monitors.

1. The following operations shall be available for played back video: Start, Stop,
Pause, Fast forward/reverse (up to 1024 times faster than the recorded speed), Slow
forward/reveres (x1/2, x1/4, 1/8 times slower than the recorded speed), Frame by
frame, Play from Time (last 30 sec, 1 min, 5 min, 10 min or user defined).
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The viewing application shall enable authorized users to switch to an external monitor
view mode.

1. The DVMS shall enable the user to select a specific control room to be displayed in
the external monitor view mode.

2. The DVMS shall enable the user to select a specific monitor layout GUI
representing the actual monitor layout.

3. The DVMS shall display only monitors the user is authorized to view and manage.
The DVMS shall enable the user to assign a shortcut to each external monitor.

1. The user shall have the ability to select a monitor by selecting its shortcut from the
GUI and/or CCTV keyboard.

The DVMS shall enable the user to assign a shortcut to different display entities like
cameras, tours and salvos, so that the user can call up any of these entities on any
monitor (local/remote, analog/digital) via the GUI and/or the keyboard.

The DVMS shall enable the user to select a certain video entry in a split screen mode,
via the GUI and/or CCTV keyboard. The user can then call up a live or playback
camera on that entry perform digital zoom and start a tour or a salvo.

The DVMS shall enable the user to ARM or DISARM external monitors for an alarm-
pop up display.

3.5.12  Alarm Management
a. The DVMS shall support management of alarms based on VMD, Content Analytics
Application, 3rd party input via API and TTL.
b. Alarm Queue.
1. The DVMS shall list all alarms the user is authorized to view.
2. The user shall have the ability to sort the alarm queue according to the alarm type,
priority or status (active/inactive).
3. Each alarm shall have an icon indicating its type (security alarm vs. maintenance
alarms) and status (active/inactive).
4. Each alarm shall have the capability to be assigned to individual users or to user
groups (profiles).
5. The user shall have the ability to filter the type of alarm displayed in the alarm list
(according to the alarm type and/or severity.)
6. The user shall have the ability to set the minimum priority for an alarm they want
to be displayed in the alarm list (only for the alarms the user is authorized to view).
c. Alarm Notification.
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1.

The DVMS shall support the following methods of notifying users that a video
alarm has occurred:

(a) Display the alarm in the main alarm list, along with a non-maintenance alarm
security.

(b) A pop-up window for the notification of an alarm occurrence.

(c) Alarm video pop-up on local or external monitors.

(d) Email (supports email distribution lists).

(e) API — Notifies a third party security system that a video alarm has occurred.
(f) TTL/Relay — Activates a TTL/Relay to drive an external alarm device.

The DVMS shall support the following methods of notifying users that a
maintenance alarm has occurred.

(a) Display the alarm in the main alarm list, along with a non-maintenance alarm
security.

(b) A pop-up window for the notification of a maintenance alarm occurrence.

(c) Display the alarm in a dedicated application monitoring all DVMS
components.

(d) Email — Supports email distribution lists.

(¢) SNMP.

d. Alarm Display on Local Workstation (Pages).

1. The user shall have the ability to associate each video alarm with a pre-defined
alarm page which contains a video pane layout and pre-configured cameras in live
or playback mode.

2. The user shall have the ability to configure a different alarm page for each alarm in
the system.

3. The user shall have the ability to monitor and playback up to 16 cameras per an
alarm page.

4. If an alarm has not been associated with an alarm page, the default alarm page will
be displayed.

5. The user shall have the ability to arm the workstation to enable the automatic
display of an alarm page on the workstation.

6. The user shall have the ability to view any alarm video by selecting it from the list
(the alarm page will then be displayed).

7. The workstation shall have two arming modes:
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(a) Mode 1: The workstation remains engaged regardless the display of alarm
pages.

(b) Mode 2: The workstation disengages after the display of an alarm page. The
user shall have the ability to manually re-arm the workstation again.

e. Alarm Display on Virtual Matrix (Alarm Pop-Up).

1.

The user shall be able to associate alarms with a pre-defined salvo to be
automatically displayed on one or more external monitors upon an alarm.

The user shall be able to choose to ARM the virtual matrix to display the automatic
salvo.

The user shall be able to choose to DISARM the virtual matrix, hence automatic
salvos, even if associated with an alarm, shall not be displayed.

f. Alarm Macro.

1.

2.

The user shall have the ability to define macros to be automatically executed upon
alarm

Alarm macros may contain the following actions: Reset API alarm, Restrict users,
Cancel wuser restrictions, Play Salvo, Play Tour, Shutdown recorders,
Enable/Disable services, Activate / Deactivate output signal

g. Alarm Workflow.

1.

The user shall have the ability to define a workflow for each alarm.

(a) The user shall have the ability to define a To-Do List instructing the operator
what actions to take when an alarm occurs.

(b) The user shall have the ability to check off each instruction as it is completed.
The user shall have the ability to acknowledge, reject or reset each alarm — after the
alarm has been acknowledged all authorized users shall see the alarm status change

on their respective workstations.

The system administrator shall have the ability to audit user alarm actions
(acknowledge /reject/reset).

The user shall have the option to clear an alarm from an alarm list
The user shall have the option to clear all handled alarms from the alarm list.

All alarm actions (acknowledge/reject/reset/) shall be available via GUI and/or
CCTV keyboard.

h. Alarm Escalation

1.

The user shall have the ability to define escalation profiles.
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2. Alarm which was not handled by its originally assigned user will be escalated to
other user profiles after predefined time.

PTZ Alarm Presets.
1. The user shall have the ability to define a set of presets for each PTZ camera.
2. Each of these presets may be associated with an alarm.

3. Upon an alarm the associated PTZ camera(s) will automatically move to the
specified preset.

One—click—alarm-reconstruction.

1. The user shall have the option to reconstruct an alarm display on a workstation by a
single click on the alarm list.

2. The user shall have the ability to reconstruct an alarm display on external monitors
(virtual matrix) by a single click on the alarm list.

Smart Alarms.
1. The user shall have the capability to associate a logic condition for each alarm.

2. The user shall have the capability to define Boolean expressions using triggers
from any recorder in the system.

3. The associated alarm will not trigger until all conditions of the Boolean expression
are met.

3.5.13  Video Investigation and Event Query

a. The DVMS shall provide a user with a search tool that enables authorized users to
quickly locate video and audio events regardless of the location of the recording
channel.

b. The Query results shall be presented in a simple database view.

c. The Query function shall allow the user to lock a video event. Locked events shall have
a graphical representation indicating the event is locked.

d. The Query function shall enable the user to playback video events directly from the
query results list.

e. The Query function shall allow the user to transfer events to the Central Storage Server
(CSS).

f.  The Query function shall include an offline VMD. This feature shall allow the user to
search for previously recorded video, by file or channel. Specifying areas of interest in
the video and searching for motion in the selected area, or specifying directional
from/to areas in the video, and searching for motion moving in the specified direction.
The results are displayed via thumbnails using the first frame in the video segment. The
search can be defined by date and time, or last minute(s), hour(s) or day(s).
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g. Graphical timeline. The user shall be able to request a graphical timeline for displaying

query results.

3.5.14  Audit

a. The DVMS shall provide a detailed Audit Reports.

b. The user shall have the capability to generate, view, print and export the following
reports: Login Report, Logout Report, Login Failure Report, Export Data Report,
Channel Event Report, Recorder Event Report, Output Signal Event Report, Trigger
Event Report, Output Signal Event Report, Trigger Event Report, PTZ Event Report,
Camera Selection Report, Salvo Report and Tour Report.

3.6 Video Content Analytics
3.6.1 Overview

a. The proposed system shall be ready to implement video content analytics once the City
will decide to deploy such a system.

b. The video content analysis sub-system of the DVMS is intended to apply automatic,
persistent artificial intelligence to video signals in an effort to improve the efficiency of
operators by directing them immediately to events that need attention and provide them
an easy way to make a determination on the appropriate action.

3.6.2 Detection applications

a. The DVMS shall allow detection of incidents using video content analytics. The four
main applications shall be:
1. Intruder Detection
2. Vehicle Detection
3. Unattended Baggage
4. People Counting

b. The DVMS shall provide capability to alert upon an intruder entering a restricted area
or moving from one defined area to a second defined area.

c. The DVMS shall be able to detect if a vehicle remains in a specific area for more than a
predetermined period of time.

d. The DVMS shall be able to detect if a person or object moves in an unauthorized
direction through a given area, even when a large number of people or objects are also
moving in the same area in an authorized direction.

e. The DVMS shall detect crowding in a specific zone and will generate an alert upon
detection of a crowd larger than the threshold set for the system.
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The DVMS shall detect unattended baggage in a specific zone and will generate an
alert upon detection of an object which meets the characteristics set for the system
(object size, time left unattended, etc.)

The DVMS shall be able to alert upon a queue of people extending beyond a
designated length.

The DVMS shall be able to count people entering or exiting a specific area with output
of the count as an on-screen display and over configurable time periods in a reporting
application.

3.6.3 Video Content Analysis Performance

a. The DVMS shall highlight in the video display window objects that are being tracked
and alarmed.

1. Objects that are alarming shall be a different color from objects that are not under
alarm.

2. The oldest alarming object shall be displayed in a different color from all
subsequent alarms in the same view.

3. Alarm objects that have been acknowledged shall be displayed differently from
those that have not been acknowledged.

4. The user shall have the option of turning off the highlights for either unalarmed
objects or all objects.

b. The DVMS views shall apply seamlessly to either indoor or outdoor scenes.

1. In outdoor scenes, the system shall dynamically and automatically adapt to
changing environments without user intervention. This includes reacting to
lighting changes caused by day, night, cloud cover, and video stationary motion
created by events such as blowing leaves or waves.

2. In outdoor scenes, the system shall provide filters to compensate for snow and
clouds.

3. The system shall provide software stabilization to compensate for shaking cameras.

3.6.4 Scenario Reconstruction

a. The DVMS shall provide the capability to reconstruct a scenario once an event has
been detected.

b. Specifically, the DVMS shall provide the ability for the user to select an alarm from the
active video and through a single click start playback at the time in the video at which
the alerting object was first detected. No other search operations are required to achieve
the above.
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3.6.5 Edge and Server Analytics

a. The DVMS shall perform analytics on a video smart encoder for analog cameras. The
smart encoder shall be NICE NVE1002CA or approved equal. (See attached vendor
spec. sheet).

b. The DVMS shall perform analytics on a Smart NVR for IP cameras. The Smart NVR
shall be NICE Smart NVR 9200 or approved equal. (See attached vendor spec. sheet).

3.7 Application Management Server (AMS)

a. The DVMS shall utilize a middle tier server for data consistency and integrity, time
synchronization of all the DVMS components and optimal network utilization (by
smart routing managed by the middle tier). It shall be NiceVision AMS or approved
equal.

b. The AMS shall run SQL Server 2005 Standard Edition

c. The AMS shall provide time synchronization for all NVRs

d. The AMS shall be deployed at each physical site/station to allow autonomous operation
of the station even if the communication to the Head-End is interrupted.

3.8 Maintenance Alarms

a. A special technical supervisory application shall be available to the system technical
supervisor, providing him with indications on the system’s components viability.

1. Each of the supervised units shall be listed with the following:

(2) Indication that the supervised unit is working properly.
(b) Number of alarms.
(c) Date and time of latest alarm.

2. When one of the DVMS elements fails, a pop-up alarm shall appear as the top
window on the DVMS Supervisor’s workstation with a PC speaker alarm tone. A
recommend response shall be displayed to the user. Authorized user shall also have
the ability to select and display a Maintenance alarm on the main viewing
application.

b. The DVMS supervisory application shall have the capability to receive Built-In-Test
(BIT) reports from the different DVMS components, including video validation alarms.

c. Maintenance alarms may initiate the transmission email and/or SNMP Trap.

39 Resiliency
3.9.1 Monitoring/ Playback and Recording Continuous Operations

a. In case of AMS failure the existing monitor and playback operations shall continue
without an interruption.
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In case of network disconnection between the workstation or decoder and the recording
devices, the workstation or decoder shall continue requesting the monitored stream
until the network is recovered.

In case of AMS failure the recording of the channels on the NVR shall continue
without an interruption.

3.9.2 Redundant Application Management Server (AMS)

a.

b.

The DVMS shall support an active-standby configuration of the AMS.

The DVMS shall include two separate application servers, in active (Master) — standby
(Slave) configuration.

1. In case of failure in the Master application server, the Slave application server shall
take over all the existing functionalities.

2. Failover time shall not exceed 5 minutes.

3. Failover shall be fully automatic and without user intervention.
Maintenance notifications and alerts:

1. The DVMS shall display an alert message with the relevant failure details

2. Upon recovery (once the Master server has been repaired) the DVMS shall provide
a notification with the relevant details

3.10 Security

3.10.1 Data Accessibility

a. The DVMS shall enable the system administrator to define user profiles with different
user security access privileges.

b. Each user group shall be able to have access privileges to specific video or audio
resources and to specific system operations, such as video monitoring, playback and
channel setup.

c. To ensure secured access to the DVMS System, the DVMS user management
application shall be used by the DVMS System Administrator to centrally set-up and
maintain user profiles. A user may be associated with multiple user profiles.

d. The DVMS shall allow the following user management settings:

1. User creation
2. User import from Microsoft Active Directory
(a) The system administrator shall be able to import existing users from an Active
Directory repository and assign to them profiles.
(b) The authentication of an imported user shall be done against Active Directory.
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(c) The DVMS shall support Windows Active Directory integration, to enable
authenticating users against the Active Directory central user repository.

3. User Profiles

(a) A profile shall be used as a privileges template. Unlimited number of profiled
may be created.

(b) A user may be assigned with one or more profile(s).

3.11 Video & Audio Streaming and Recording
3.11.1  Overview

Video and audio shall be recorded on NVRs.

To prevent overload of the network, all NVRs shall record locally at each physical site

and stream video to the center upon demand.

The Network Video Recording System (NVR) shall be used to record IP video from

video encoders or IP cameras. The NVR shall be NiceVision NVR 9200 or approved

equal.

The NVR shall be capable of supporting Mega-Pixel cameras: 1.3MP, 2MP, 3MP and

SMP.

The NVR and DVR shall be based upon a fully modular architecture, which allows for

upgrades for additional recording capacity in the future.

The system shall simultaneously display live, playback and record video while

continuously recording onto the system’s Hard-Drive(s) and archiving to remote

storage server.

The NVR shall support Real Time Streaming Protocol (RTSP) signaling to

communicate with edge devices that support RTSP protocol.

The NVR shall support HTTP/TCP signaling to communicate with edge devices that

support HTTP protocol.

3.11.2  Networking Capabilities
The NVR shall support 2 separate network interface cards (NICs).
b. The NVR shall include support for the following network segments:

1. Video collection network — the network in which video is collected, encoded and
transported over an IP enabled network to the NVR.

2. Video viewing network — the network in which video is transmitted across an IP
enabled network, to remote or local decoding devices, which display it on analog or
digital displays.

Network segment assignment options:
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1. The NVR shall be able to define different network segment assignments for each of

the NICs.
2. The NVR shall be able to define different network segment assignments on the
same NIC.
3.11.3  Video Stream Monitoring

a. The DVMS shall support video streaming from the NVR or directly from the encoding
devices.

b. When streaming directly from the edge devices the workstation will receive a multicast
stream directly from the encoding device for monitoring purposes. The NVR will
register to the same multicast group for recording.

c. The DVMS shall support multicast at SSM mode (source specific multicast).

d. The DVMS shall support the following monitoring protocols:

e. RTP/TCP — unicast support only.

f. RTP/UDP — unicast and multicast support.

3.11.4  Video Stream Playback

a. The DVMS shall support the RTP/TCP protocol (unicast support only) for playback
purposes.

3.11.5 Automatic Streaming

a. The DVMS shall be able to provide a multicast stream for remote 3rd party decoding
devices (e.g. BARCO) over an IP network.

b. The DVMS shall be able to configure different multicast addresses per recording
channels.

3.12 Access Control
Migrate the existing Water Department and Waste Water Department systems onto the new
ACS platform.

3.12.1  ACS System Upgrades (Add/Alternate)

a. The access control software shall be Software House C-Cure 800/8000 or approved
equivalent. Provide manufacturer recommended server and suitable UPS in existing SOC
network cabinets. System shall be C-Cure 800/8000 or approved equal.

b. Provide new badging software for minimum 1,500 users. This includes server for software
and image retainage. System database must be backed up minimum every 30 days to City
owned server. Software shall be C-Cure ID Badging software or approved equivalent.

c. Badge design to be coordinated with City to include color background, employee name and
photo.
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Badge printer shall be FargoDTC400E or approved equal.

e. Badge cards shall be employ SmartCard technology providing proximity reader capability
with future application of biometrics storage on board card. Provide 1,000 cards as part of
this procurement.

3.12.2  Control Panel
a. The access control panel shall be Software House iStar rack mount controllers or
approved equal.
3.12.3  Card Reader
a. The card reader shall be a dual technology capable HID Reader, or approved equal.
3.12.4  Magnetic Locks
a. The magnetic door lock shall be Dortronic Systems Inc. 1600 Magnetic Lock or
approved equal.
3.12.5 Indicator Lights
a. The security system on/off indicator lights shall be Dortronics 7201 Series Hi Intensity
LED’s or approved equal. (See attached vendor spec. sheets).
3.13 UPS
a. The digital Uninterrupted Power Supply (UPS) shall be prvided for all system
components, 4 hour minimum, and be Tripp-lite SUI000RTXL2UA, or approved
equal.
3.14 Motion Detector
3.14.1 Interior Motion Detector
a. The interior motion detector shall be Bosch DS860 or approved equal. (See attached
vendor spec. sheets).
3.14.2  Request-to-Exit Detector
a. The request-to-exit detector shall be Bosch DS150i series or approved equal. (See
attached vendor spec. sheets).
3.15 Door / Hatch Contacts
a. The door / hatch contacts shall be GE-Sentrol 2500 Series or approved equal. (See
attached vendor spec. sheets).
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3.16 Camera Pole and Foundation

a. Camera Pole and Foundation shall be Valmont DS330 Pole or equal. (See attached
vendor spec. sheets). For estimating purposes, plan for a pole height of 25 feet.

317 Perimeter Fencing
a. The perimeter fencing shall be a minimum of 8 foot high chain link, galvanized and
black vinyl coated with 3-strand barbed wire per San Diego Regional Standard
Drawings SDM-112, SDM-114, and M-20.
3.18 Audio System

a. The audio system to be provided to select sites will be the Valcom VIP-801TS
Networked Page Zone Extender or approved equal.

b. Speaker Horns will be Valcom VIP 480L IP speakers or approved equal.
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4.0 Quantities

The following preliminary quantities and descriptions for each location are being provided
to the Design-Builder to establish the minimum work required at each location. Quantities
may vary at no cost increase to the City.

65th and Herrick Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
Exterior Motion Sensor 4 EA
Exterior IR Illuminator 4 EA
Request to Exit Sensor EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
IP Speakerhorn 2 EA
Ornamental Wrought Iron Fencing 35 LF
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolish Costs for Site (Includes Removal) 1 LS

Bayview Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Bayview Reservoir

Description Quantity Unit
Thermal CCTV Outdoor Camera 6 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
Electrical/Data Conduit/Wiring, Trenching 1500 FT
Grounding Kits 1 EA
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Bernardo Heights Pump Station

Description Quantity Unit
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Miscellaneous Other Site Improvements 1 LS

Black Moutain Pump Station (Lower)

Description Quantity Unit
IP Speakerhorn 1 EA
Miscellaneous Other Site Improvements 1 LS

Black Moutain Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Thermal CCTV Outdoor Camera 4 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 4 EA
Electrical/Data Conduit/Wiring, Trenching 1600 FT
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Cabrillo Palisades Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Outdoor Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
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IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 500 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 25 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Miscellaneous Other Site Improvements 1 LS
Carmel Mountain High Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Carmel Mountain High Reservoir

Description Quantity Unit
Backbone Indoor Microwave System Antenna 1 EA
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Indoor Type Radio 1 EA
Wireless "Backbone" Outdoor Type Radio 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
IP Speakerhorn 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Carmel Mountain Industrial Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
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Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 25 FT
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
Carmel Mountain Mall Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Fixed CCTV Day/Night Outdoor Camera 2 EA
Security Mounting Pole (25" 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Electrical/Data Conduit/Wiring, Trenching 50 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Catalina Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Security Operations Center (SOC)

Description Quantity Unit
Backbone Indoor Microwave System Antenna 2 EA
Wireless Antenna (Outdoor) 4 EA
Wireless "Spur" Type Radio 4 EA
Wireless "Backbone" Indoor Type Radio 2 EA
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8 ft Mesh Fence with 18" Outrigger/Barbed Wire 2000 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Miscellaneous Other Site Improvements 1 LS
Video Management System - SOC (Server, Software, &
Controller) 2 LS
Operator Workstation w/VMS Client Software 2 LS
IP Networked Page Zone Extender 1 LS
Situation Management Platform/Gateways/Licences 1 LS
Chollas Heights Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
PTZ CCTV Day/Night Outdoor Camera 4 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 120 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
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Cielo and Woodman Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 560 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 2 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 500 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Climax Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 2 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 50 FT
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Electrical/Data Conduit/Wiring, Trenching 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Deerfield Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Exterior Motion Sensor 4 EA
Exterior IR Illuminator 4 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
IP Speakerhorn 1 EA
Electrical/Data Conduit/Wiring 100 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Del Cerro Highland Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 2 EA
Indoor Security Cabinet (Swing Gate) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
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Network Router (Includes cabling/jumpers) 1 EA
Del Cerro Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Electrical/Data Conduit/Wiring 50 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Del Cerro Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Thermal CCTV Outdoor Camera 4 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring 100 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Eagle Ridge Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Door/Hatch Contacts 1 EA
Fixed CCTV Day/Night Outdoor Camera 2 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 50 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
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East Gate Mall Regulator

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 150 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Elliot Pipeline Regulator

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 100 FT
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Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 25 FT
Electrical/Data Conduit/Wiring, Trenching 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Friars Road Regulator

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 2 EA
Security Mounting Pole Foundation 2 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 100 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS

La Jolla View Standpipe

Description Quantity Unit
Wireless Antenna (Outdoor) 4 EA
Wireless "Spur" Type Radio 4 EA
Access Control Panel 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Thermal CCTV Outdoor Camera 4 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
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6 ft Mesh Fence with 18" Outrigger/Barbed Wire 500 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Los Penasquitos Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Los Penasquitos Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Outdoor Type Radio 2 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Mercy Mira Mesa High Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
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Miramar Ranch North Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 2 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 40 FT
Electrical/Data Conduit/Wiring, Trenching 150 FT
Grounding Kits 1 EA
Miscellaneous Other Site Improvements 1 LS

Montezuma Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Electrical/Data Conduit/Wiring 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Muirlands Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
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Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 1050 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Ocean View Hills Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Ornamental Wrought Iron Fencing 350 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS

Otay Mesa Pump Station

Description Quantity Unit

Wireless Antenna (Outdoor) 1 EA
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Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Door Magnetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 400 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Miscellaneous Other Site Improvements 1 LS
Paradise Mesa #1 Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
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IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 220 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Paradise Mesa #2 Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 300 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Paradise Mesa Hills #2 Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 4 EA
Wireless "Spur" Type Radio 2 EA
Wireless "Backbone" Outdoor Type Radio 2 EA
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Access Control Panel 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 2 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
Paradise Mesa Standpipe

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Backbone" Outdoor Type Radio 2 EA
Door Magnetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Exterior Motion Sensor 5 EA
Exterior IR Illuminator 5 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 5 EA
Security Mounting Pole (25") 3 EA
Security Mounting Pole Foundation 3 EA
IP Speakerhorn 2 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 450 EA
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Demolition Costs for Site (Includes Removal) 1 LS

Penasquitos Bluffs #8 Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

‘ Point Loma Reservoir
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Description Quantity Unit
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
Thermal CCTV Outdoor Camera 4 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring, Trenching 300 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS

Pomerado Park Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Backbone" Outdoor Type Radio 2 EA
Exterior IR Illuminator 1 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring 100 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Pomerado Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
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8 ft Mesh Fence with 18" Outrigger/Barbed Wire 400 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 300 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Princess Park Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 150 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Rancho Bernardo Industrial Pump Station

Description Quantity Unit
Exterior IR Illuminator 4 EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
IP Speakerhorn 1 EA
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 80 FT
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Grounding Kits 1 EA
Miscellaneous Other Site Improvements 1 LS
Rancho Bernardo Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Outdoor Type Radio 1 EA
Thermal CCTV Outdoor Camera 6 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring, Trenching 500 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
Miscellaneous Other Site Improvements 1 LS

Rancho Penasquitos Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Redwood Village Standpipe

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
Access Control Panel 1 EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
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8 ft Mesh Fence with 18" Outrigger/Barbed Wire 500 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 300 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Demolition Costs for Site (Includes Removal) 1 LS
San Andreas Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 1 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
Fixed CCTV Day/Night Outdoor Camera 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Digital Video Recorder with UPS 1 EA
Ornamental Wrought Iron Fencing 60 LF
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

San Carlos Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 2 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
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Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
Scripps Ranch Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Scripps Woods #2 Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 400 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 100 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Soledad Reservoir

Description Quantity Unit

Wireless Antenna (Outdoor) 1 EA
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Wireless "Spur" Type Radio 1 EA
IP Speakerhorn 2 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 30 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
South Creek Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 100 FT
Electrical/Data Conduit/Wiring, Trenching 200 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

South San Diego Reservoir

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Gate - Card Reader/Mounting Post 1 EA
Gate - Magnetic Lock 1 EA
Thermal CCTV Outdoor Camera 4 EA
IP Speakerhorn 4 EA
Electrical/Data Conduit/Wiring, Trenching 400 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
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Network Router (Includes cabling/jumpers) ‘ 1 ‘ EA

Stonebridge Pump Station #1

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
Fixed CCTV Day/Night Outdoor Camera 4 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Ornamental Wrought Iron Fencing 400 LF
Electrical/Data Conduit/Wiring 50 FT
Electrical/Data Conduit/Wiring, Trenching 150 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Stonebridge Pump Station #2

Description Quantity Unit
Backbone Indoor Microwave System Antenna 2 EA
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Indoor Type Radio 2 EA
Access Control Panel 1 EA
Door/Hatch Contacts 4 EA
Door Magenetic Lock 1 EA
Card Reader - Door/Hatch 1 EA
Interior Motion Detector 2 EA
Request to Exit Sensor 1 EA
Gate - Card Reader/Mounting Post 1 EA
Indoor Security Cabinet (Swing Gate) 1 EA
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PTZ CCTV Day/Night Outdoor Camera 1 EA
Thermal CCTV Outdoor Camera 4 EA
Security Mounting Pole (25") 4 EA
Security Mounting Pole Foundation 4 EA
IP Speakerhorn 2 EA
Digital Video Recorder with UPS 1 EA
Ornamental Wrought Iron Fencing 800 FT
Electrical/Data Conduit/Wiring 75 FT
Electrical/Data Conduit/Wiring, Trenching 300 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Texas Street Regulator

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Interior Motion Detector 1 EA
Gate - Card Reader/Mounting Post 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
8 ft Mesh Fence with 18" Outrigger/Barbed Wire 160 FT
Vehicle Gates (Dual Swing) with Gate Opener/Loops 1 EA
Electrical/Data Conduit/Wiring, Trenching 25 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Thorn Street Regulator

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Access Control Panel 1 EA
Door/Hatch Contacts 1 EA
Card Reader - Door/Hatch 1 EA
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LED Indicator - Inside Hatch (Connects to reader) 1 EA
Interior Motion Detector 1 EA
Outdoor Security Cabinet (NEMA-4) 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 1 EA
Security Mounting Pole Foundation 1 EA
Digital Video Recorder with UPS 1 EA
Electrical/Data Conduit/Wiring 50 FT
Grounding Kits 2 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
University Heights Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
Exterior Motion Sensor 6 EA
Exterior IR Illuminator 6 EA
Fixed CCTV Day/Night Outdoor Camera 6 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 6 EA
Security Mounting Pole Foundation 6 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring 75 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS

Waring Road Pump Station

Description Quantity Unit
Wireless Antenna (Outdoor) 1 EA
Wireless "Spur" Type Radio 1 EA
IP Speakerhorn 2 EA
Electrical/Data Conduit/Wiring 75 FT
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Miscellaneous Other Site Improvements 1 LS
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Black Mountain High Level Site

Description Quantity Unit
Backbone Interior Wireless System Antenna 2 EA
Wireless Antenna (Outdoor) 9 EA
Wireless "Spur" Type Radio 8 EA
Wireless "Backbone" Indoor Type Radio 1 EA
Wireless "Backbone" Outdoor Type Radio 1 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Cowles Mountain High Level Site

Description Quantity Unit
Backbone Interior Wireless System Antenna 3 EA
Wireless Antenna (Outdoor) 5 EA
Wireless "Spur" Type Radio 5 EA
Wireless "Backbone" Indoor Type Radio 3 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Encanto High Level Site

Description Quantity Unit
Backbone Interior Wireless System Antenna 1 EA
Wireless Antenna (Outdoor) 2 EA
Wireless "Spur" Type Radio 1 EA
Wireless "Backbone" Indoor Type Radio 1 EA
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Wireless "Backbone" Outdoor Type Radio 1 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Lyons Peak High Level Site

Description Quantity Unit
Backbone Interior Wireless System Antenna 3 EA
Wireless Antenna (Outdoor) 3 EA
Wireless "Spur" Type Radio 3 EA
Wireless "Backbone" Indoor Type Radio 3 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA

Mount Woodson High Level Site

Description Quantity Unit
Backbone Interior Wireless System Antenna 2 EA
Wireless "Backbone" Indoor Type Radio 2 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25") 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
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5.0

Network Router (Includes cabling/jumpers) ‘ 1 ‘ EA
San Ysidro High Level Site
Description Quantity Unit
Backbone Interior Wireless System Antenna 2 EA
Wireless "Backbone" Indoor Type Radio 2 EA
Exterior Motion Sensor 1 EA
Exterior IR Illuminator 1 EA
PTZ CCTV Day/Night Outdoor Camera 1 EA
Security Mounting Pole (25" 1 EA
Security Mounting Pole Foundation 1 EA
IP Speakerhorn 1 EA
Digital Video Recorder with UPS 1 EA
Grounding Kits 1 EA
Network Switch (Includes cabling/jumpers) 1 EA
Network Router (Includes cabling/jumpers) 1 EA
Reference Standards:
1. STANDARD SPECIFICATIONS
Document No. Filed Description
PITS0504090 05-04-09 | Standard Specifications for Public Works Construction
(The GREENBOOK), 2009 Edition
PITS09011001 09-01-10 | City of San Diego Standard Specifications for Public Works
Construction (The WHITEBOOK), 2010 Update *
AEC1231064 12-31-06 | California Department of Transportation, Manual of Uniform
Traffic Control Devices (MUTCD 2006)
769023 09-11-84 | Standard Federal Equal Employment Opportunity Construction
Contract Specifications and the Equal Opportunity Clause

NOTE: The City of San Diego Supplement, 2010 Update now consolidates various City
Public Works Construction Standard Specifications which in the past were included in the
Supplementary Special Provisions. The Bidders’ attention is directed to this edition of the
City Supplement for a close review to ensure no important information is missed for the
preparation of the Bids.

2. STANDARD DRAWINGS

Document No. Filed Description

PITS09011002 09-01-10 City of San Diego Standard Drawings *

N/A Varies City Standard Drawings - Updates Approved For Use (when
specified)*

AEC0925061 09-25-06 Caltrans 2006 U.S. Customary Unit Standard Plans

NOTE: * Available online under Engineering Documents and References at:

http://www.sandiego.gov/engineering-cip
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ATTACHMENT A
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Water Site Locations

Sites without Existing Security Equipment and with No Connectivity

Site # Site Name Address City Zip Lat Long Site Type Existing Connectivity
1|Cabrillo Palisades PS 3190 Health Center Dr San Diego 92123 32.80169 117.15269 PS nothing
2|Chollas Heights PS 3303 60th St San Diego 92105 32.74105 117.06663 PS nothing
3|Cielo & Woodman PS 6599 Cielo Dr. San Diego 92114 32.7037 117.05495 PS nothing
4|East Gate Mall Regulator 5302 Eastgate Mall San Diego 92121 32.88054 117.18913 Regulator nothing
5|Elliot Pipeline Regulator 5592 Clairemont Mesa Blvd San Diego 92117 32.83425 117.17223 Regulator nothing
6|Friars Rd Regulator 2275 Rio Bonito Way San Diego 92108 32.77794 117.13535 Regulator nothing
7|La Jolla View Standpipe Brodiaea Way & Encelia Drive San Diego 92037 32.84209 117.26151 Standpipe nothing
8|Muirlands PS 7480 Country Club Dr San Diego 92037 32.84188 117.26339 PS nothing
9]Ocean View Hills PS 4951 Ocean View Hills Pkwy San Diego 92154 32.5818 117.0254 PS nothing

10|Otay Mesa PS 5350 Otay Valley Rd San Diego 92154 32.58505 117.01183 PS nothing
11|Paradise Hills #2 PS 1930 Sea Star Lane San Diego 92139 32.68428 117.05555 PS nothing
12|Paradise Mesa #1 PS 1695 Plaza Crest Ridge Rd San Diego 92114 37.69135 117.05228 PS nothing
13|Paradise Mesa #2 PS 2599 Alta View Dr. San Diego 92139 32.67845 117.04575 PS nothing
14|Paradise Mesa Standpipe 1513 Statton Ct. San Diego 92114 32.69322 117.04622 Standpipe nothing
15|Pomerado PS 10455 Pomerado Rd San Diego 92131 32.89857 117.10039 PS nothing
16({Princess Park PS 1740 Masterson Ln San Diego 92154 32.5656 117.03983 PS nothing
17|San Andreas PS 3042 Tercer Cerde Del Mar 92014 32.98533 117.24517 PS nothing
18[Scripps Woods #2 PS 12344 Semillon Blvd San Diego 92131 32.91116 117.06514 PS nothing
19(South Creek PS 12330 Springhurst Dr. San Diego 92128 32.94236 117.07611 PS nothing
20[Stonebridge PS #1 14079 Stonebridge Pkwy San Diego 92131 32.92278 117.03413 PS nothing
21[Stonebridge PS #2 14800 Stonebridge Pkwy San Diego 92131 32.92673 117.00764 PS nothing
22| Texas St. Regulator 2915 Camino Del Rio South San Diego 92108 32.77073 117.13166 Regulator nothing
23|Thorn St Regulator 3005 Thorn St San Diego 92104 32.73931 117.12917 Regulator nothing
24|Red Wood Villiage Standpipe 6056 Hughes St. San Diego 92115 32.74848 117.06703 Standpipe nothing
25(Black Mtn 32.98139 117.1165 HLS nothing
26|Cowles Mtn 32.8135 117.0322 HLS nothing
27|Encanto 32.70461 117.0525 HLS nothing
29]|Lyons Peak 32.70104 116.76563 HLS nothing
28|Mt Woodson 33.00903 116.97354 HLS nothing
30{San Ysidro 32.56166 117.0352 HLS nothing
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Sites with Existing Security Equipment and Connectivity

Site # Site Name Address City Zip Lat Long Site Type Existing Connectivity
31|65th and Herrick 6501 Herrick St San Diego 92114 32.71111 117.05785 PS Leased DSL VPN Circuit
32|Bayview Reservoir 5400 Thunderbird Lane San Diego 92037 32.81812 117.23959 Res (uses Bayview PS T1 line)
32|Bayview PS 2000 Parkview Terrace San Diego 92037 32.81812 117.23959 PS Leased T1 - Co-located with Bayview Res
33|Black Mtn Reservoir 14600 Black Mtn. Road (approx.) |San Diego 92129 32.98568 117.12824 Res (uses the wireless at the Black Mtn PS)
33|Black Mtn PS 14600 Black Mtn. Road (approx.) |San Diego 92129 32.98568 117.12824 PS Wireless to Rancho Penasquitas PS - Co-Located with PS
34|Carmel Mtn High Reservoir 13642 Shoal Summit Dr San Diego 92128 32.96542 117.07719 Res Leased T1
35[{Carmel Mtn High PS 11600 Shoal Creek Dr San Diego 92128 32.96618 117.08033 PS Leased T1
36{Carmel Mtn Industrial 11403 Rancho Carmel Dr. San Diego 92128 32.98564 117.08197 PS Leased T1
37{Carmel Mtn Mall PS 11202 Rancho Carmel Dr. San Diego 92128 32.98206 117.08338 PS Leased T1
38[Climax 7084 Coleshill Dr. San Diego 92119 32.81095 117.01841 PS Leased Opteman
39|Deerfield PS 8002 Mision Gorge Rd. San Diego 92120 32.81629 117.06245 PS Leased T1
40{Del Cerro Highlands PS 6097 Madra Ave San Diego 92120 32.78906 117.05562 PS Leased Opteman
41{Del Cerro PS 5700 Marne Ave San Diego 92120 32.78238 117.06158 PS Leased T1
42[Del Cerro Reservoir 5880 Rockhurst Ct. San Diego 92120 32.78696 117.06046 Res Leased Opteman
43[Eagle Ridge 7822 Wing Flight Ct. San Diego 92119 32.8053 117.02766 PS Leased Opteman
44{Los Penasquitos PS 15265 Andorra Way San Diego 92129 32.99137 117.08451 PS Leased Opteman
45{Los Penasquitos Reservoir Penasquitos Dr. & Avenida Maria _[San Diego 92129 32.98583 117.09238 Res wireless to Pomerado Park
46{Mercy Mira Mesa High 9525 Babauta rd. San Diego 92129 32.93642 117.12301 PS Leased Opteman
47{Miramar Ranch North Res 11496 Weatherhill Way San Diego 92131 32.93642 117.12301 Res (uses Miramar Ranch North PS leased Line)
47 {Miramar Ranch North PS 11497 Weatherhill Way San Diego 92131 32.92791 117.10117 PS Leased Opteman - Co-located with Miramar Ranch North Res
48[{Montezuma 4998 Catoctin Dr. San Diego 92115 32.76881 117.05854 PS Leased Opteman
49|Penasquitos Bluffs #8 PS 9198 Oviedo St San Diego 92129 32.96843 117.12959 PS Leased T1
50a|Point Loma Res 1061 Catalina blvd. San Diego 92106 32.72498 117.24424 Res (uses Ctalina PS leased line)
50b|Catalina PS 4062 Varona St. San Diego 92106 32.72563 117.24396 PS Leased Opteman - Co-located with Point Loma Reservoir
5lalPomerado Park Reservoir 16126 Avenida Venusto San Diego 92128 33.00475 117.07508 Res (uses Bernardo Heights PS T-1 line)
51b|Bernardo Heights PS 16126 Avenida Venusto San Diego 92128 33.00475 117.07508 PS Leased T1 - Co-located with Pomerado Park Res
52|Rancho Bernardo Reservoir 16059 Big Springs Way San Diego 92127 33.00751 117.08435 Res (uses Rancho Bernardo Industrial PS leased line)
52|Rancho Bernardo Industrial PS 16055 big Springs Way San Diego 92127 33.00751 117.08435 PS Leased Opteman - Co-located with Rancho Bernardo Res
53|Rancho Penasquitos PS 8888 Sparren Way San Diego 92129 32.97303 117.13501 PS Leased Opteman
54|San Carlos Reservoir 7944 Wingspan Dr (Tommy Dr.) San Diego 92119 32.80774 117.02797 Res Leased Opteman
55|Scripps Ranch Reservoir 12225 Spring Canyon rd. San Diego 92131 32.92199 117.06693 Res (uses Scripps McMillan PS leased line)
55|Scripps McMillan PS 12225 Spring Canyon rd. San Diego 92131 32.92199 117.06693 PS Leased Opteman - Co-located with Scripps Ranch Res
56| Security Operations Center (SOC) |2794 Caminito Chollas San Diego 92105 32.73479 117.07166 [ Control Center Fiber
57|Soledad Reservoir 6751 La Jolla Scenic Dr La Jolla 92037 32.83774 117.24859 Res Leased T1
57|Soledad PS 6751 La Jolla Scenic Dr La Jolla 92037 32.83774 117.24859 Res Leased T1
58|South San Diego Reservoir 1998 Magdalena Avenue Chula Vista 32.6011 116.9753 Res Leased T1
59]|University Heights Reservoir 4220 Idaho St San Diego 92105 32.75428 117.13406 PS Leased T1
59| University Heights PS 4220 Idaho St San Diego 92105 32.75428 117.13406 PS Leased T1
60[Waring Road PS 4850 Waring Rd. San Diego 92120 32.78313 117.08751 PS Leased Opteman
Communication Only Sites - To be used to build out backbone and connect other sites
Site # Site Name Address City Zip Lat Long Site Type Existing Connectivity
7|La Jolla Country Club Reservoir  |7269 Encelia Dr. San Diego 92037 32.84147 117.25769 Res Communication Only Site
19|South Creek Repeater 32.93551 117.06874 Rptr Communication Only Site
31|65th and Herrick Repeater 32.71078 117.05479 Rptr Communication Only Site
17]|Sewer Pump Station 78 32.96293 117.255595 Sewer PS Communication Only Site
15{Pomerado PS Repeater 32.894154 117.110642 Rptr Communication Only Site
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Site Distances

Site A Site B Dist'ance Data Rate Licc.ensed / Indoor / Ou:xtdoor Estimate Antenna Size
(miles) (Mbps) Unlicensed Transceiver
65th and Herrick 65th and Herrick Rptr 0.18 8 Unlicensed Outdoor 2' Panel
Bayview Res Elliot Pipeline Reg 4.08 8 Unlicensed Outdoor 2' Panel
Black Mtn Black Mtn Res 0.75 16 Licensed QOutdoor 2' Panel
Black Mtn Lyons Peak 28.1 94 Licensed Indoor 6' Parabolic
Black Mtn Mercy Mira Mesa High PS 3.13 8 Licensed QOutdoor 2' Panel
Black Mtn Miramar Ranch North PS 3.8 16 Licensed QOutdoor 2' Panel
Black Mtn Penasquitos Bluffs 8 PS 1.19 8 Licensed QOutdoor 2' Panel
Black Mtn Pomerado PS Rptr 6.02 8 Licensed QOutdoor 2' Panel
Black Mtn Rancho Bernardo Res 2.58 94 Licensed QOutdoor 2' Panel
Black Mtn Rancho Penasquitos PS 1.22 8 Licensed Outdoor 2' Panel
Black Mtn Sewer Pump Station 78 8.19 8 Licensed QOutdoor 2' Panel
Black Mtn Stonebridge PS 1 6.26 8 Licensed QOutdoor 2' Panel
Cabrillo Palisades PS Soledad PS 6.11 8 Unlicensed Qutdoor 2' Panel
Carmel Mtn High Res Carmel Mtn High PS 0.18 8 Unlicensed QOutdoor 2' Panel
Carmel Mtn High Res Los Penasquitos Res 1.65 94 Licensed QOutdoor 2' Panel
Carmel Mtn High Res Mt Woodson 6.73 94 Licensed Indoor 2' Panel
Carmel Mtn Mall PS Carmel Mtn Indus PS 0.26 8 Unlicensed QOutdoor 2' Panel
Catalina PS Bayview Res 6.38 16 Unlicensed Outdoor 2' Panel
Catalina PS La Jolla Country Club Res 8.02 16 Unlicensed Outdoor 2' Panel
Chollas Heights PS Redwood Villiage Standpipe 0.52 20 Unlicensed Outdoor 2' Panel
Chollas SOC Chollas Heights PS 0.53 20 Licensed Outdoor 2' Panel
Chollas SOC Encanto 2.35 40 Licensed Indoor 2' Panel
Chollas SOC San Carlos Res 5.64 16 Licensed Outdoor 2' Panel
Chollas SOC Thorn St Reg 3.36 4 Licensed Outdoor 2' Panel
Chollas SOC University Heights PS / Res 3.87 16 Licensed Outdoor 2' Panel
Cielo and Woodman PS 65th and Herrick Rptr 0.49 8 Unlicensed Outdoor 2' Panel
Cowles Mtn Cabrillo Palisades PS 7.06 16 Licensed Outdoor 2' Panel
Cowles Mtn Chollas SOC 5.9 124 Licensed Indoor 2' Panel
Cowles Mtn Deerfield PS 1.77 8 Licensed Outdoor 2' Panel
Cowles Mtn Del Cerro Highland PS 2.16 16 Licensed Outdoor 2' Panel
Cowles Mtn Friars Rd Reg 6.48 8 Licensed Outdoor 2' Panel
Cowles Mtn Lyons Peak 17.35 94 Licensed Indoor 4' Parabolic
Cowles Mtn Stonebridge PS 2 7.92 94 Licensed Indoor 2' Panel
Cowles Mtn Waring Rd PS 3.84 8 Licensed Outdoor 2' Panel
Del Cerro Highlands PS Climax 2.62 8 Unlicensed Outdoor 2' Panel
Del Cerro PS Del Cerro Res 0.31 8 Unlicensed Outdoor 2' Panel
Elliot Pipeline Reg Eastgate Mall Reg 3.35 4 Unlicensed Outdoor 2' Panel
Encanto Cielo and Woodman PS 0.16 16 Licensed Outdoor 2' Panel
Encanto Paradise Mesa Standpipe 0.87 40 Licensed Outdoor 2' Panel
Friars Rd Reg Texas St Reg 0.54 4 Unlicensed Outdoor 2' Panel
La Jolla Country Club Res La Jolla View Standpipe 0.22 16 Unlicensed Outdoor 2' Panel
La Jolla View Standpipe Muirlands PS 0.11 8 Unlicensed Outdoor 2' Panel
Los Penasquitos PS Carmel Mtn Mall PS 0.65 16 Unlicensed Outdoor 2' Panel
Los Penasquitos Res Los Penasquitos PS 0.6 16 Unlicensed Outdoor 2' Panel
Los Penasquitos Res Pomerado Park Res 1.65 94 Licensed Outdoor 2' Panel
Lyons Peak Ocean Veiw Hills PS 17.22 8 Licensed Outdoor 3' Parabolic
Lyons Peak Otay Mesa PS 16.43 8 Licensed Outdoor 3' Parabolic
Lyons Peak San Ysidro 18.42 40 Licensed Indoor 3' Parabolic
Lyons Peak South San Diego Res 14.02 8 Licensed Outdoor 3' Parabolic
Montezuma Del Cerro PS 0.95 16 Unlicensed Outdoor 2' Panel
Mt Woodson Stonebridge PS 2 6.02 94 Licensed Indoor 2' Panel
Paradise Hills 2 PS Paradise Mesa 1 PS 0.53 8 Unlicensed Outdoor 2' Panel
Paradise Hills 2 PS Paradise Mesa 2 PS 0.7 8 Unlicensed Outdoor 2' Panel
Paradise Hills 2 PS Paradise Mesa Standpipe 0.84 40 Licensed Outdoor 2' Panel
Pomerado Park Res Rancho Bernardo Res 0.58 94 Licensed Outdoor 2' Panel
Pomerado PS Pomerado PS Rptr 0.67 8 Unlicensed Outdoor 2' Panel
Redwood Village Standpipe Montezuma 1.48 18 Unlicensed Outdoor 2' Panel
San Carlos Res Eagle Ridge PS 0.17 8 Unlicensed Outdoor 2' Panel
San Ysidro Paradise Hills 2 PS 8.52 40 Licensed Outdoor 2' Panel
San Ysidro Princess Park PS 0.37 8 Licensed Outdoor 2' Panel
Scripps Ranch Res Scripps Woods PS 2 0.81 8 Unlicensed Outdoor 2' Panel
Scripps Ranch Res South Creek Rptr 0.94 8 Unlicensed Outdoor 2' Panel
Sewer Pump Station 78 San Andreas PS 1.65 8 Unlicensed Outdoor 2' Panel
SouthCreek PS South Creek Rptr 0.64 8 Unlicensed Outdoor 2' Panel
Stonebridge PS 2 Scripps Ranch Res 3.45 18 Unlicensed Outdoor 2' Panel
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City of San Diego Water Security Connectivity Network
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Table C-1

Bayview Reservoir to Elliot Pipeline Regulator

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm

Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (sec/yr)
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BAYVIEW RESERVOIR ELLIOT PIPELINE REGULATOR

32495.02N
32.81806
117 14 22.99 W
-117.23972
456.04 ft
50.00 ft AGL
74.2
74.2
-0.2

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50dB

74.2
4.08 mi

0.472
0.325
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32503.01N
32.83417
11710 19.99 W
-117.17222
381.48 ft
50.00 ft AGL
254.23
254.24
0.2

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00dB
0.50dB

254.23
4.08 mi

0.03dB
0.00dB
0.00dB
0.00dB

124.08 dB
81.8
127.11
-45.32
27.68
46
27.62

2.58E-07
99.99997423
8

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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BAYVIEW RESERVOIR

Figure C-1

Bayview Reservoir to Elliot Pipeline Regulator

ELLIOT PIPELINE

REGULATOR
32495.02N
1718 2299 W ﬁ?s (1Jo3i()919’\s|3 w
NAD 83: Ny e
Elev: 456.04ftMSL— o Elev: 381.48ft MSL
TRANSMITTER: s oo TRANSMITTER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
ERP: 51.54 dBm ] e ERP: 51.54 dBm
TX Antenna:
TX Antenna: i [arsi ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
DESC: FP2-5-28Vpol . | o GAIN: 28.20 dBi
GAIN: 28.20 dBi ORIENT: 254.24
ORIENT: 74.20
250ft— —250ft
188 | 1aan RX Antenna (Primary):
RX Antenna (Primary): ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL gif’NQ- 2?2265(1_;8 Vpol
DESC: FP2-5-28 Vpol 125 125t ORIENT. 254 24'
GAIN: 28.20 dBi : .
ORIENT: 74.20
B3ft— (B3
0f T T T T Oft
Ol Tmi 2mi 3mi 4mi 4.08mi
RECEIVER: )
FREQ: 5800.00 MHz RECEIVER:
A m SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 74.20°T Reverse 254.23°T

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED,; BIL,; Eg;r)RS (May 20 FCC Interpolation (4 -
HGT points)
TECHHOLOGY SOLUTIONS

AECOM TECHHICAL SERVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

L HCHEIL R, W 24502
&34 230 0200

g Jec oy corm
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Table C-2

Black Mountain to Black Mountain Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alighnment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (sec/yr)
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BLACK MTN
325853.00N
32.98139

117 06 59.00 W

-117.11639
1561.02 ft
50.00 ft AGL
292.51
292.51
-11.16

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00dB
0.50 dB

292.51
0.75 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

BLACK MTN RESERVOIR

32598.02N
32.98556
11707 41.99 W
-117.12833
779.04 ft
50.00 ft AGL
112.51
112.48
11.16

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.38 dBi

1.00dB
0.50 dB

112.51
0.75 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

109.38 dB
81.76
112.39
-30.62
42.38
46
40.81

5.77E-11
99.99999999
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWw.aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 292.51

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 292.51

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:

Figure C-2

Black Mountain to Black Mountain Reservoir

16250t

15636t

1500ft—

14380~

1375kt~

13130

12500~

1188t

11256~

1063f—

1000°—

4380

875k~

813

TRt~

16256t

(15630

1500t

(14380

137560

13130

12500

1188k

11256t

(10630t

(10000

938t

75t

-E13it

(750t

i T
0.0mi 0.1mi

Effective Earth Curvature:

T T T T
0.2mi 0.3mi O.4mi 0.5mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

T T
0.Emi 0.7mi

Azimuth 292.51°T Reverse 112.51°T

1
0.75mi

BLACK MTN RESERVOIR

32598.02N

117 07 41.99 W

NAD 83:

Elev: 779.04 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 112.48

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 112.48

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED,; BIL,; Eg;r)RS (May 20 FCC Interpolation (4 ey
HGT points) e
TECHHOLO Y SOUJTIONS

AECOM TECHMICAL SERMVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106
L' NCHBURG, W2 4502

3 20 g200 .
Request for Proposal (Rev. March 2011) “=34) WA JEC OITLCOM
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Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Line 1
(Linel File/ID)
Linel Length

Linel Loss

Circulator Loss
Connector Loss
Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

Table C-3

Black Mountain to Lyons Peak

BLACK MTN
325853.00N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
133.36
133.36
0.82

5800
30.000 dBm

SDF 6 - 52A
AMSX0005 X000500005
37.40 dBi
37.39 dBi

Andrew EWP52 Elliptical Waveguide_ 5.6
LmsANDOO 0120000013
80.00 ft
0.98 dB

0.50 dB
0.25dB
0.50 dB
0.50 dB

133.36
28.10 mi

0.021
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

LYONS PEAK
32423.38N
32.70094
116 45 56.56 W
-116.76571
3690.24 ft
50.00 ft AGL
313.55
313.55
-0.82

5800
-73.000 dBm

SDF 6 - 52A
AMSX0005 X000500005
37.40 dBi
37.39 dBi

Andrew EWP52 Elliptical Waveguide_ 5.6
LmsANDOO 0120000013
80.00 ft
0.98 dB

0.50dB
0.25dB
0.50dB
0.50dB

313.55
28.10 mi

0.19dB
0.07 dB
0.00dB
0.00dB

140.84 dB
104.79
146.56
-41.77
31.23

46
31.08

1.66E-06
99.99983441
52

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www.aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

3750f—

3500f—

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 62.52 dBm o]

32500~

2750t~

TX Antenna: 500
ANT HGT: 50.00 ft AGL

DESC: SDF 6 -52A 22500
GAIN: 37.40 dBi

ORIENT: 133.36 20007

1750k~
1500~

RX Antenna (Primary): 12501
ANT HGT: 50.00 ft AGL

DESC: SDF 6 -52A 1000
GAIN: 37.40 dBi

ORIENT: 133.36 750f

S00f—

Figure C-3
Black Mountain to Lyons Peak

LYONS PEAK

3242 3.38N
116 45 56.56 W
NAD 83:
370N Elev: 3690.24 ft MSL

(35000
TRANSMITTER:

[ FREQ: 5800.00 MHz
ERP: 62.52 dBm

3000t

™ TX Antenna:
ANT HGT: 50.00 ft AGL
DESC: SDF 6 -52A

| oosm GAIN: 37.40 dBi
ORIENT: 313.55

25000

(20000

(17500

1500 RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

I-12500 DESC: SDF 6 - 52A
GAIN: 37.40 dBi
ORIENT: 313.55

1000k
(750t

(500t

250F
Omi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00 1.333

Effective Earth Curvature:

T T
10mi 20mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Land Use Data:

Azimuth 133.36°T Reverse 313.55°T

250t
28.10mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Topo Data Step: 0.10
mi

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT 1997)

TIA TR8 (May 20

Request for Proposal (Rev. March 2011)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

DFM: 46.00
Topo Data Interp: I
FCC Interpolation (4 -
points)
TECHMOLO Y SOLUTIONS

AEC O TECHHICAL SERVICES, IHC .
20745 TIMBERLAKE ROAD SUITE 106

LY HEHBILRG , WA 24602
34 220 0200

g dac o com
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Table C-4

Black Mountain to Mercy Mira Mesa High

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN
3258 53.00 N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
187.12
187.12
-3.69

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

187.12
3.13 mi

0.503
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

MERCY MIRA MESA HIGH
3256 11.00N
32.93639
117 07 23.02 W
-117.12306
496.22 ft
50.00 ft AGL
7.12
7.12
3.69

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

7.12
3.13 mi

0.02 dB
0.00 dB
0.00 dB
0.00 dB

121.77 dB
81.79
124.79
-43
30
46
29.89

7.24E-08
99.99999276
2

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www .aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 187.12

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 187.12

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-4

Black Mountain to Mercy Mira Mesa High

1700ft—

1600t

1500ft—

14000~

13000~

1200f—

11000~

1000ft—

S00f—

200~

700~

EO0f—

500°—

400ft—

300f—

1700t

1600k

1500t

(14000

13000

1200t

11000

1000k

(-a0ait

(0ot

(700t

(—E00ft

500t

—400it

(300t

200¢
Omi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

3mi

Azimuth 187.12°T Reverse 7.12°T

Topo Data Interp:
FCC Interpolation (4
points)

2001t
2.13mi

34 220 0200

MERCY MIRA MESA HIGH

3256 11.00 N

117 07 23.02 W

NAD 83:

Elev: 496.22 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 7.12

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 7.12

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHNICAL SERWICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

LrNCHBURG, WA a0
LA 3 OITL S0

95 | Page


MitchellTR
New Stamp 1


Table C-5

Black Mountain to Miramar Ranch North PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital EIFM
Digital AIFM
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN MIRAMAR RANCH NORTH PS
3258 53.00 N 325540.01 N
32.98139 32.92778
117 06 59.00 W 117 06 4.00 W
-117.11639 -117.10111
1561.02 ft 1002.62 ft
50.00 ft AGL 50.00 ft AGL
166.48 346.49
166.48 346.49
-1.59 1.59
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.40 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
166.48 346.49
3.80 mi 3.80 mi
0.03dB
0.00dB
0.00 dB
0.00dB
123.46 dB
81.78
126.49
-44.71
28.29
0
0
46
28.22
0.146
0.325
5.59E-08
99.99999441
2

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Wwww .aecom.com
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Figure C-5

Black Mountain to Miramar Ranch North PS

BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

1700ft—

16007

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm vaoon]

1500f—

1300ft—

TX Antenna: 120004
ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol  11ommy
GAIN: 28.20 dBi

ORIENT: 166.48 1000

A00ft—
200~

RX Antenna (Primary): 700
ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol 600R
GAIN: 28.20 dBi

ORIENT: 166.48 S0k

400°—

MIRAMAR RANCH NORTH
PS

325540.01 N
117 06 4.00 W
NAD 83:
1700k Elev: 1002.62 ft MSL

—1E00f
TRANSMITTER:

150 FREQ: 5800.00 MHz
ERP: 51.54 dBm

1400t

™ TX Antenna:
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
L1100 GAIN: 28.20 dBi
ORIENT: 346.49

12000

10000

(-andt

-enor RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
7ot DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi
ORIENT: 346.49

(600t
(5600t

(400t

300F T
Omi Tmi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature:
DFM: 46.00 1.333

Topo Data Step: 0.10

mi HGT

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Topo Data Types:
30m; 30s; VMB; DTED; BIL;

T
2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Land Use Data:
TIA TR8 (May 20
1997)

T
Jmi

Azimuth 166.48°T Reverse 346.49°T

300t
2.80mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: [
FCC Interpolation (4 .
points)
TECHHOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, ING .

20715 TIMBERLAE ROAD SUITE 106
LM HELI R, WA 2602

34 230 G200

binind 3ec rm cOom
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Table C-6

Black Mountain to Pomerado PS Repeater

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital EIFM

Digital AIFM

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN POMERADO PS RPTR
3258 53.00 N 325338.94N
32.98139 32.89415
117 06 59.00 W 117 06 38.30 W
-117.11639 -117.11064
1561.02 ft 488.94 ft
50.00 ft AGL 50.00 ft AGL
176.82 356.82
176.82 356.82
-1.93 1.93
5800 5800

26.990 dBm
-73.000 dBm
SPF3-52B SPF3-52B
AMSX0005 X000500006 AMSX0005 X000500006
32.00 dBi 32.00 dBi
32.00 dBi 32.00 dBi
1.00dB 1.00dB
0.50 dB 0.50 dB
176.82 356.82
6.02 mi 6.02 mi
0.04 dB
0.00 dB
0.00 dB
0.00 dB
127.46 dB
90.99
130.5
-39.51
33.49
0
0
46
33.25
0.615
0.325
2.84E-07
99.99997165
9

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www .aecom.com

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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BLACK MTN

32 5853.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 55.34 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 176.82

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 176.82

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1700ft—

16007

1500f—

1400ft—

1300ft—

12000~

11007t~

10007~

A00ft—

200~

700k~

EO0R—

500f—

400°—

Figure C-6

Black Mountain to Pomerado PS Repeater

POMERADO PS RPTR

325338.94 N
117 06 38.30 W
NAD 83:
1700k Elev: 488.94 ft MSL

—1E00f

TRANSMITTER:

e FREQ: 5800.00 MHz
ERP: 55.34 dBm

1400t

™ TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
L 11000 GAIN: 32.00 dBi
ORIENT: 356.82

12000

10007

(-andt

H-soor RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
F™ DESC: SPF3-52B

GAIN: 32.00 dBi
ORIENT: 356.82

(600t
|-500it

(400t

300F T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T T T
2mi 3mi 4mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 176.82°T Reverse 356.82°T

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T 300
Bmi E.02mi

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
NDFEM- 46 00

Topo Data Interp:
FCC Interpolation (4

A=COM

TECHNOLOGY SO0LUTIONS
AECOM TECHHICAL SERVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

L HCHEIL R, W 24502

&34 230 0200

g Jec oy corm
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Table C-7

Black Mountain to Penasquitos Bluffs 8 PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN
3258 53.00 N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
220.71
220.71
-9.33

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

220.71
1.19 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

PENASQUITOS BLUFFS 8 PS
3258 5.99N
32.96833
117 07 46.99 W
-117.12972
530.76 ft
50.00 ft AGL
40.7
40.71
9.33

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00 dB
0.50 dB

40.7
1.19 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

113.36 dB
81.8
116.37
-34.57
38.43
46
37.73

5.66E-10
99.99999994
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434 239-9200 WwWw .aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 220.71

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 220.71

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1700ft—

16007

1500f—

14007~

13000

12000t~

11000~

10007~

S00°—

200°—

700k~

EO0R—

Figure C-7
Black Mountain to Penasquitos Bluffs 8 PS

PENASQUITOS BLUFFS 8
PS

32585.99 N
117 07 46.99 W
NAD 83:
1700k Elev: 530.76 ft MSL

1600t

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

15000

(1400t

TX Antenna:

1300k ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
12000 GAIN: 28.20 dBi
ORIENT: 40.71

—1100f

(1000t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
e GAIN: 28.20 dBi
ORIENT: 40.71

(900t

(700t

(600t

SO0F
0.0mi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10

mi

T T T T T T T T T
0.1mi 0.2mi 0.3mi O.4mi 0.5mi 0.Emi 0.7mi 0.8mi 0.9mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 220.71°T Reverse 40.70°T

T T 500t
1.0mi 1.1mi 1.15mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: [
FCC Interpolation (4 e
points)
TECHHOLO G SOLUTIONS

AECOM TECHNICAL SERVICES, ING .

20745 TIMBERLA&KE ROAD SUITE 406
LYNCHBURG, WAZ4602

334 230 9200

WnEn Jec am com

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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Table C-8

Black Mountain to Rancho Penasquitos PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)

Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN
3258 53.00 N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
242.03
242.03
-9.83

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

242.03
1.22 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

RANCHO PENASQUITOS PS
3258 23.02N
32.97306
117 08 6.00 W
-117.135
440.78 ft
50.00 ft AGL
62.02
62.01
9.83

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.39 dBi

1.00 dB
0.50 dB

62.02
1.22 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

113.62 dB
81.77
116.63
-34.86
38.14
46
37.48

6.63E-10
99.99999993
0

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.03

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.03

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-8

Black Mountain to Rancho Penasquitos PS

1700ft—

1E00R—]

1500ft—

1400°—

13000~

12000~

11000~

10007~

900°—

200°—

700~

EO0R—

500~

RANCHO PENASQUITOS
PS

3258 23.02 N
117 08 6.00 W
NAD 83:
1700k Elev: 440.78 ft MSL

S
TRANSMITTER:

|-15000 FREQ: 5800.00 MHz
ERP: 51.54 dBm

14000

12001 TX Antenna:

ANT HGT: 50.00 ft AGL

|-1200 DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

1100 ORIENT: 62.01

(—1000f

(900t

RX Antenna (Primary):

A00F T T
0.0mi 0.1mi 0.2mi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

T T T T T T
0.3mi 0.4mi 0.5mi 0.6mi 0.7mi 0.8mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 242.03°T Reverse 62.02°T

-enon ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol

oo GAIN: 28.20 dBi
ORIENT: 62.01

600

| 5n0r:

; ; s
1.0mi 1w 1.22mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00

Topo Data Interp: s

FCC Interpolation (4

A=COM
TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERMVICES, THNC .
20715 TIMBER LAKE ROAD SUITE 106
LrNCHBURG, WA ga02

(2 20 200 Ll 38 G LSO

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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Table C-9

Black Mountain to Sewer Pump Station 78

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

BLACK MTN
3258 53.00 N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
261.1
261.1
-2.03

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

261.1
8.19 mi

0.119
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

SEWER PUMP STATION 78
3257 46.55N
32.96293
117 15 20.16 W
-117.2556
2791 ft
50.00 ft AGL
81.02
81.02
2.03

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

81.02
8.19 mi

0.05dB
0.01dB
0.00 dB
0.00 dB

130.13 dB
81.79
133.19
-51.4
21.6
46
21.59

2.13E-06
99.99978726
67

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWw.aecom.com
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Figure C-9

Black Mountain to Sewer PS 78

BLACK MTN
SEWER PUMP STATION 78
iifgssglgogol\lw 3257 46.55N
o 117 15 20.16 W
NAD 83: NAD 83:
Elev: 1561.02 ft MSL _— 17500 Elev: 27.91ft MSL

TRANSMITTER:

TRANSMITTER:

: 1800 715000 FREQ: 5800.00 MHz
ERDe sieddem ERP:  51.54 dBm
1 #™ X Antenna:
TX Antenna: ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
DESC: FP2-5-28 Vpol 1000R-| 1000k GAIN: 28.20 dBi
GAIN: 28.20 dBi ORIENT: 81.02

ORIENT: 261.10

TRt~

(750t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

RX Antenna (Primary): S0 I-s00r . e
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
' GAIN: 28.20 dBi
DESC: FP2-5-28 Vpol ORIENT: 81.02
GAIN: 28.20 dBi o
ORIENT: 261.10 25 a5
T T T T T T T T Oft
Ol Tmi 2mi 3mi Ami Smi Bmi Tmi B 8.19mi
RECEIVER: RECEIVER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
SENS: -73.00 dBm SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 261.10°T Reverse 81.02°T

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [
mi 30m; 30s; VMB; DTED; BIL; B‘E\WT)RS (May 20 FCC Interpolation (4 e
HGT points)
TECHNOLO G SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106
LHCHBURG, WA 20602

<) 25 9200 Uil 38 QL SO
Request for Proposal (Rev. March 2011)
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Table C-10
Black Mountain to Stonebridge PS 1

Site BLACK MTN STONEBRIDGE PS 1
Latitude 3258 53.00 N 325522.01N
Lat (Dec Degrees) 32.98139 32.92278
Longitude 117 06 59.00 W 11702 3.01' W
Lon (Dec Degrees) -117.11639 -117.03417
Site Elevation 1561.02 ft 696.52 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 130.19 310.24
Antenna Orientation 130.19 310.24
Path Angle -15 15
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.40 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 130.19 310.24
Distance 6.26 mi 6.26 mi
Absorption Loss 0.04 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 127.79 dB
Total Gains dBm 81.79
Total Loss dB 130.83
Received Signal Level dBm -49.04
Unfaded Fade Margin dB 23.96
Digital DFM 46
Composite Fade Margin 23.93
Terrain Factor (a) 0.138
Climate Factor (b) 0.325
Undp (TFM) 6.40E-07
Reliability (%) 99.999936
Outage (seclyr) 20

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHI

INOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502

(434)239-9200

Www.aecom.com
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BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 130.19

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 130.19

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1700ft—

1E00R—]

1500ft—

1400°—

13000~

12000~

11000~

10007~

900°—

200°—

700~

EO0R—

500~

Figure C-10
Black Mountain to Stonebridge PS 1

1700t

—1E00R

(1500t

14000

(13000

(1200t

11000

(—1000f

(900t

(enat

-700ft

[—E00ft

(500t

A00F T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
3mi

T
Ami

Land Use Data:
TIA TR8 (May 20
1997)

T
Smi

Topo Data Interp:
FCC Interpolation (4
points)

T
Emi

Azimuth 130.19°T Reverse 310.24°T

400t
E.2Emi

334 230 G200

STONEBRIDGE PS 1

32552201 N
11702 3.01 W

NAD 83:

Elev: 696.52 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 310.24

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 310.24

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOG Y SOLUTIONS

AECOM TECHMICAL SERMVICES, THNC .
20715 TIMBER LAKE ROAD SUITE 106G

LrNCHBURG, W 24502
LA e OITLSam
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Table C-11
Cabrillo Palisades PS to Soledad Reservoir

Site CABRILLO PALISADES PS SOLEDAD RESERVOIR
Latitude 32486.01 N 325016.01 N
Lat (Dec Degrees) 32.80167 32.83778
Longitude 117 09 10.01 W 117 14 55.00 W
Lon (Dec Degrees) -117.15278 -117.24861
Site Elevation 446.19 ft 711.45 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 294.08 114.02
Antenna Orientation 294.08 114.02
Path Angle 0.47 -0.47
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.41 dBi 27.40 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 294.08 114.02
Distance 6.11 mi 6.11 mi
Absorption Loss 0.04 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00dB
Other Loss 0.00 dB
Free Space Loss 127.58 dB
Total Gains dBm 81.79
Total Loss dB 130.62
Received Signal Level dBm -48.83
Unfaded Fade Margin dB 24.17
Digital DFM 46
Composite Fade Margin 24.14
Terrain Factor (a) 0.223
Climate Factor (b) 0.325
Undp (TFM) 9.16E-07
Reliability (%) 99.99990837
Outage (seclyr) 29

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200

www.aecom.com
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CABRILLO PALISADES PS

3248 6.01N

117 09 10.01 W

NAD 83:

Elev: 446.19 ft MSL

813ft—

Thiit—

TRANSMITTER:

FREQ: 5800.00 MHz BBEA—

ERP: 51.54 dBm

E25ft—

TX Antenna:
ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol S0

GAIN: 28.20 dBi

ORIENT: 294.08 438

375f—

313t

RX Antenna (Primary):

ANT HGT: 50.00 ft AGL 2500

DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi 18—

ORIENT: 294.08

125ft—

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

5E3ft—

Cabrillo Palisades PS to Soledad Reservoir

Figure C-11

SOLEDAD RESERVOIR

325016.01 N
117 14 55.00 W
NAD 83:
813 Elev: 711.45 ft MSL

750t

TRANSMITTER:
= FREQ: 5800.00 MHz
ERP: 51.54 dBm

(—E25ft

TX Antenna:
583t ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
st GAIN: 28.20 dBi
ORIENT: 114.02

4380

375t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
e GAIN: 28.20 dBi
ORIENT: 114.02

3130

188t

1250

T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T T T
2mi 3mi Ami

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 294.08°T Reverse 114.02°T

T T £
Bmi E1Tmi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00

Topo Data Interp: ]

FCC Interpolation (4

points) e
TECHMOLO G SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LyHCHBURG, WA 29602
3 228 200 Uil 3E O ITL SO

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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Table C-12
Carmel Mountain High Reservoir to Carmel Mountain High PS

Site CARMEL MTN HIGH RESERVOIR CARMEL MTN HIGH PS
Latitude 3257 56.02 N 3257 58.00 N
Lat (Dec Degrees) 32.96556 32.96611
Longitude 117 04 37.99 W 117 04 49.01 W
Lon (Dec Degrees) -117.07722 -117.08028
Site Elevation 952.76 ft 792.16 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 282.04 102.04
Antenna Orientation 282.04 102.04
Path Angle -9.5 9.5
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.41 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 282.04 102.04
Distance 0.18 mi 0.18 mi
Absorption Loss 0.00 dB
Rain Loss 0.00 dB
Alignment Loss 0.00dB
Other Loss 0.00 dB
Free Space Loss 97.06 dB
Total Gains dBm 81.8
Total Loss dB 100.06
Received Signal Level dBm -18.26
Unfaded Fade Margin dB 54.74
Digital DFM 46
Composite Fade Margin 45.46
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 4.75E-14
Reliability (%) 100
Outage (seclyr) 0
A=COM
-
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWw.aecom.com

Request for Proposal (Rev. March 2011)
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CARMEL MTN HIGH
RESERVOIR

325756.02N

117 04 37.99 W

NAD 83:

Elev: 952.76 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 282.04

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 282.04

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-12

Carmel Mountain High Reservoir to Carmel Mountain High PS

1025ft—

10007
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3507t~
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10256t

10000

(975t

(a0t
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[-e7ait

a0t

[-e25tt

|20t

0.0mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
0.1mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:

30m; 30s; VMB; DTED; BIL;

HGT 1997)

TIA TR8 (May 20

Azimuth 282.04°T Reverse 102.04°T

Topo Data Interp:
FCC Interpolation (4
points)

775
0.18mi

CARMEL MTN HIGH PS

325758.00 N

117 04 49.01 W

NAD 83:

Elev: 792.16 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 102.04

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 102.04

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHHICAL SERWICES, INC .

20715 TIMBERLAKE ROAD SUITE 106

34 230 G200

LrNCHBURG, WaAZ4002
IR 3 OITL S0
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Table C-13

Carmel Mountain Reservoir to Los Penasquitos Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)

Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss

Rain Loss CRANE:

Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)

Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

3257 56.02 N
32.96556
117 04 37.99 W
-117.07722
952.76 ft
50.00 ft AGL
327.57
327.57
-0.42

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

327.57
1.65 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

CARMEL MTN HIGH RESERVOIR LOS PENASQUITOS RESERVOIR

32598.99N
32.98583
117 05 33.00 W
-117.0925
888.29 ft
50.00 ft AGL
147.56
147.56
0.42

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

147.56
1.65 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

116.24 dB
81.78
117.25
-35.47
37.53

46
36.95

1.89E-09
99.99999981

0
L )/
—\ &
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.

20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
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CARMEL MTN HIGH
RESERVOIR

325756.02N

117 04 37.99 W

NAD 83:

Elev: 952.76 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 327.57

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 327.57

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1083ft—

10007t

9380~

&75f—

8130

750t~

B8R~

B25ft—

SE3f

Carmel Mountain High Reservoir to Los Penasquitos Reservoir

Figure C-13

— 1063t

10006t

9381t

&5t

13t

—7a0it

E28ft

(G251t

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
Tmi

Land Use Data:
TIA TR8 (May 20
1997)

SE3ft
1.65mi

Azimuth 327.57°T Reverse 147.56°T

Topo Data Interp:
FCC Interpolation (4
points)

LOS PENASQUITOS
RESERVOIR

32598.99N

117 05 33.00 W

NAD 83:

Elev: 888.29 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 147.56

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 147.56

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHNICAL SERVICES, INC.

20715 TIMBERLAKE ROAD SUITE 106

347 230 9200

LrMCHBURG, WAZaa0me
[ATEUR Xy el
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Table C-14
Carmel Mountain High Reservoir to Mount Woodson

Site CARMEL MTN HIGH RESERVOIR
Latitude 3257 56.02N
Lat (Dec Degrees) 32.96556
Longitude 117 04 37.99 W
Lon (Dec Degrees) -117.07722
Site Elevation 952.76 ft
Antenna Center 50.00 ft AGL
Bearing (T) 63.43
Antenna Orientation 63.43
Path Angle 2.94
Antenna Tilt
Freq (MHz) 5800
TX Power 26.990 dBm
RX Threshold
Antenna FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi
Ant Gain (Along Path) 27.40 dBi
Jumper Loss 1.00 dB
Radome Loss 0.50dB
Bearing (T) 63.43
Distance 6.73 mi
Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss
Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin
Terrain Factor (a) 0.055
Climate Factor (b) 0.325

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

MT WOODSON
330033.01N
33.00917
116 58 25.00 W
-116.97361
2778.87 ft
50.00 ft AGL
243.49
243.49
-2.94

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

243.49
6.73 mi

0.05dB
0.00 dB
0.00 dB
0.00 dB

128.42 dB
81.79
129.47
-47.69
25.31
46
25.28

2.32E-07
99.9999768
7

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
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114 | Page



CARMEL MTN HIGH
RESERVOIR

325756.02N

117 04 37.99 W

NAD 83:

Elev: 952.76 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 63.43

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 63.43

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

3000ft—

27500~

28000~

22500~

20007~

17500~

15000~

12500

10007—]

750~

SO0

Figure C-14
Carmel Mountain High Reservoir to Mount Woodson
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Water Department Security Upgrade Design—Build Contract

T T
2mi 3mi

T
4mi

Fresnel Zone: 1.0 F1 at 5800.00000MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:

TIA TR8 (May 20

1997)

T T
Smi Emi

Azimuth 63.43°T Reverse 243.49°T

Topo Data Interp:
FCC Interpolation (4
points)

SO0t
E.73mi

334 230 G200

MT WOODSON

330033.01N

116 58 25.00 W

NAD 83:

Elev: 2778.87 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 243.49

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 243.49

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOG Y SOLUTIONS

AECOM TECHMICAL SERMVICES, THNC .
20715 TIMBER LAKE ROAD SUITE 106G

LrNCHBURG, W 24502
LA e OITLSam

115 | Page


MitchellTR
New Stamp 1


Table C-15

Carmel Mountain Mall PS to Carmel Mountain Industrial

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

CARMEL MTN MALL PS
325854.98 N
32.98194
117 04 59.99 W
-117.08333
635.75 ft
50.00 ft AGL
17.93
17.93
2.7

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

17.93
0.26 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

CARMEL MTN INDUSTRIAL
32598.02 N
32.98556
117 04 54.98 W
-117.08194
700.95 ft
50.00 ft AGL
197.93
197.9
-2.7

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.37 dBi

1.00 dB
0.50 dB

197.93
0.26 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

100.24 dB
81.76
103.24
-21.48
51.52
46
44.93

3.00E-13
100
0

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW .aecom.com
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Figure C-15
CARMEL MTN MALL PS Carmel Mountain Mall PS to Carmel Mountain Industrial

CARMEL MTN INDUSTRIAL

32 5854.98 N
117 04 59.99 W 32598.02 N
NAD 83: 117 04 54.98 W
e NAD 83:
Elev: 635.75 ft MSL _— —FED Elev: 700.95 ft MSL
7a0t— 7500
TRANSMITTER: TRANSMITTER:
FREQ: 5800.00 MHz 7o [—7adtt FREQ: 5800.00 MHz
ERP: 51.54dBm ERP: 51.54 dBm
' 70— |-730
7201 |-720n TX Antenna:
TX Antenna: ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL 10— |-710n DESC: FP2-5-28 Vpol
DESC: FP2-5-28 Vpol GAIN: 28.20 dBi
GAIN: 28.20 dBi 7001— oot ORIENT: 197.9
ORIENT: 17.93
E90ft— (—E30ft
Ea0fit— [—EE0ft
RX Antenna (Primary):
RX Antenna (Primary): 670 Fe7ot ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC:  FP2-5-28 Vpol
DESC: FP2-5-28 Vpol B501—] == GAIN: 28.20 dBi
GAIN: 28.20 dBi o . ORIENT: 197.9
ORIENT: 17.93
E40it—] | Bao
B30f T T 30ft
0.0mi 0.1mi 0.2mi 0.26mi
RECEIVER: RECEIVER:
FREQ:  5800.00 MHz FREQ: 5800.00 MHz
SENS: _ -73.00 dBm SENS: -73.00 dBm
(50.00 Ohms) (50.00 Ohms)
DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 17.93°T Reverse 197.93°T DIGITAL SPECS:
DFM: 46.00 1.333 DFM: 46.00
: Topo Data Types: Land Use Data: Tooo Data Intern:
Topo Data Step: 0.10 opo Data Interp: I
mi 30m; 30s; VMB; DTED; BIL; Igs\wT)RS (May 20 FCC Interpolation (4
HGT points) e
TECHHOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
L' NCHBLU R, WA 24602

jeeliypac Ay sy 1] Uil 3E ML SO
Request for Proposal (Rev. March 2011)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract 117 | Page


MitchellTR
New Stamp 1


Table C-16

Catalina PS to Bayview Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

CATALINA PS BAYVIEW RESERVOIR
324332.02N 32495.02N
32.72556 32.81806
117 14 38.00 W 117 14 22.99 W
-117.24389 -117.23972
223.84 ft 456.04 ft
50.00 ft AGL 50.00 ft AGL
2.18 182.18
2.18 182.18
0.4 -0.4
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.40 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
2.18 182.18
6.38 mi 6.38 mi
0.04 dB
0.00 dB
0.00 dB
0.00 dB
127.96 dB
81.79
131
-49.22
23.78
46
23.76
0.281
0.325
1.44E-06
99.99985621
45

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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Figure C-16
Catalina PS to Bayview Reservoir

CATALINA PS
BAYVIEW RESERVOIR
117 14 38,00 W 3249502 N
38. 117 14 22.99 W
NAD 83: T
Elev: 223.84 ft MSL Elev: 456.04 ft MSL

BE3ft— 563t

500/~ 500 TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54dBm e

438f—

TX Antenna:

375 a7t ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

TX Antenna:
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi = ' ORIENT: 182.18
ORIENT: 2.18
250ft—] f—250ft
185 | e RX Antenna (Primary):
. . ANT HGT: 50.00 ft AGL
RX Antenna (Primary): DESC:  FP2-5-28 Vpol

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol

125ft—

125t

GAIN: 28.20 dBi
ORIENT: 182.18

GAIN: 28.20 dBi

ORIENT: 2.18

B3| |-ean

o ; T T T T ‘ ot

i i 2mi 3mi ami S i 6.36mi
RECEIVER:
RECEIVER:

FREQ: 5800.00 MHz FREQ: 5800.00 MHz
SENS: -73.00 dBm SENS: -73.00dBm

(50.00 Ohms) (50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 2.18°T Reverse 182.18°T DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED,; BIL; Eg;r)RS (May 20 FCC Interpolation (4 -
HGT points) -
TECHMOLO &Y SOLUTIONS

AECOM TECHMICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
L NCHBURG, W2 602
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Table C-17

Catalina PS to La Jolla Country Club Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

CATALINA PS
324332.02N
32.72556
117 14 38.00 W
-117.24389
223.84 ft
50.00 ft AGL
354.22
354.22
0.67

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

354.22
8.02 mi

0.086
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

(434) 239-9200

LA JOLLA COUNTRY CLUB RESERVOIR

3250 29.00N
32.84139
117 1528.01 W
-117.25778
719.32 ft
50.00 ft AGL
174.21
174.21
-0.67

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

174.21
8.02 mi

0.05dB
0.01dB
0.00 dB
0.00 dB

129.96 dB
81.79
133.02
-51.23
21.77
46
21.76

1.39E-06
99.99986089
44

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
www.aecom.com
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CATALINA PS

324332.02N

117 14 38.00 W

NAD 83:

Elev: 223.84 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 354.22

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 354.22

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-17

Catalina PS to La Jolla Country Club Reservoir

813ft—

750ft—

BESit—

E25ft—

5E3ft—
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125ft—
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(500t

4380t

(3750
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250t

—est

1250

B3t

T
Omi Tmi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

T T T T
2mi 2mi Ami Smi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:

30m; 30s; VMB; DTED,; BIL;

HGT 1997)

TIA TR8 (May 20

T T
Emi Fmi

Azimuth 354.22°T Reverse 174.21°T

Topo Data Interp:
FCC Interpolation (4
points)

r—0ft
2.02mi

LA JOLLA COUNTRY CLUB
RESERVOIR

325029.00 N

117 15 28.01 W

NAD 83:

Elev: 719.32 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 174.21

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 174.21

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106
Lr'NCHBURG, W 24002

334 2209 a200 Ay 38 0L CaIm
Request for Proposal (Rev. March 2011)
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Table C-18

Chollas Heights PS to Red Wood Village Standpipe

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)

Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

CHOLLAS HEIGHTS PS RED WOOD VILLAGE STANDPIPE

3244 28.00N
32.74111
11704 0.01 W
-117.06667
455.54 ft
50.00 ft AGL
358.26
358.26
0.13

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

358.26
0.52 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

(434) 239-9200

3244 55.00 N
32.74861
117 04 0.98 W
-117.06694
461.78 ft
50.00 ft AGL
178.26
178.23
-0.13

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.37 dBi

1.00 dB
0.50 dB

178.26
0.52 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

106.14 dB
81.77
109.14
-27.37
45.63
46
42.8

8.91E-12
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
www.aecom.com
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CHOLLAS HEIGHTS PS

3244 28.00 N

117 04 0.01 W

NAD 83:

Elev: 455.54 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 358.26

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 358.26

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-18

Chollas Heights PS to Red Wood Village Standpipe
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Effective Earth Curvature:
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Request for Proposal (Rev. March 2011)
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T T
0.2mi 0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED,; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T 3!
0.5mi  0.52mi

Azimuth 358.26°T Reverse 178.26°T

Topo Data Interp:
FCC Interpolation (4
points)

30t

34 230 G200

RED WOOD VILLAGE
STANDPIPE

3244 55.00 N

117 04 0.98 W

NAD 83:

Elev: 461.78 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 178.23

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 178.23

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHHICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LrMCHBURG, Va2 aa02
A Je OITL GO
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Table C-19

Cowles Mountain to Cabrillo Palisades PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

COWLES MTN
3248 49.00 N
32.81361
117 01 55.99 W
-117.03222
1513.86 ft
50.00 ft AGL
263.34
263.34
-1.64

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

263.34
7.06 mi

0.187
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

CABRILLO PALISADES PS
3248 6.01 N
32.80167
117 09 10.01 W
-117.15278
446.19 ft
50.00 ft AGL
83.28
83.28
1.64

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

83.28
7.06 mi

0.05 dB
0.00 dB
0.00 dB
0.00 dB

128.85 dB
81.79
131.9
-50.11
22.89

46
22.87

1.60E-06
99.99984026
50

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www.aecom.com
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 263.34

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 263.34

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1600ft—

15007~

14007t~

13000~

12000~

11000~

1000ft—

S00f—

2007~

700ft—

E00fi—

500f—

4007~

300~

200ft—

1000~

Figure C-19

Cowles Mountain to Cabrillo Palisades PS

1600t

(15000

1400t

13000

(1200t

—1100f

1000t

(-a0ait

(0ot

[~ 700i

—E00ft

500t

(400t

(200t

(200t

100t

T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
2mi

T T
2mi Ami

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T
Emi

Azimuth 263.34°T Reverse 83.28°T

Topo Data Interp:
FCC Interpolation (4
points)

T 0ft
7.0Bmi

3 238 5200

CABRILLO PALISADES PS

32486.01 N

117 09 10.01 W

NAD 83:

Elev: 446.19 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 83.28

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 83.28

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERVICES, MG .
20715 MMBERLAKE ROAD SUITE 106

LvHCHBURG, WA 29602
10N 3 AITL SO
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Table C-20

Cowles Mountain to Deerfield PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

COWLES MTN DEERFIELD PS
3248 49.00 N 32 4859.00 N
32.81361 32.81639
117 01 55.99 W 117 03 45.00 W
-117.03222 -117.0625
1513.86 ft 317.75 ft
50.00 ft AGL 50.00 ft AGL
276.21 96.2
276.21 96.19
-7.28 7.28
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.39 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
276.21 96.2
1.77 mi 1.77 mi
0.01dB
0.00 dB
0.00 dB
0.00 dB
116.84 dB
81.78
119.85
-38.07
34.93
46
34.6
0.5
0.325
4.22E-09
99.99999958
0

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 WA .aecom.com
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 276.21

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 276.21

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1600ft—

15007~

1400ft—

13000~

12000~

11007~

1000f—

3007~

800~

700~

EO0R—

S00°—

4000~

Cowles Mountain to Deerfield PS

Figure C-20

DEERFIELD PS

32 48 59.00 N
117 03 45.00 W
NAD 83:
1600 Elev: 317.75 ft MSL

15000

TRANSMITTER:

14001 FREQ: 5800.00 MHz
ERP: 51.54 dBm

13000

12001 TX Antenna:

ANT HGT: 50.00 ft AGL
I-11000 DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
1000 ORIENT: 96.19

(900t

—E00t
RX Antenna (Primary):
7ot ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
|-oare GAIN: 28.20 dBi
ORIENT: 96.19

(500t

(400t

300F

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:
TIA TR8 (May 20
1997)

Azimuth 276.21°T Reverse 96.20°T

300t
1.77mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00

Topo Data Interp: s

FCC Interpolation (4

points) d
TECHHOLO &Y SOLUTIONS

AECOM TECHMICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
Ly HCHBU RS, WA 29502
jeeliypac Ay sy 1] Uil 3E ML SO

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
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Table C-21

Cowles Mountain to Del Cerro Highland PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

COWLES MTN
3248 49.00 N
32.81361
117 01 55.99 W
-117.03222
1513.86 ft
50.00 ft AGL
218.89
218.89
-3.78

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

218.89
2.16 mi

0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

DEL CERRO HIGHLANDS PS
3247 21.01N
32.78917
117 03 20.02 W
-117.05556
758.45 ft
50.00 ft AGL
38.88
38.88
3.78

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

38.88
2.16 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

118.57 dB
81.78
121.58
-39.8
33.2
46
32.98

9.13E-08
99.99999087
3

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWw .aecom.com
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 218.89

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 218.89

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-21

Cowles Mountain to Del Cerro Highlands PS

17150

1563t

1406ft—

1250f—

1094k~

935

781k

B25ft—

17130

1563kt

(—1406ft

1250t

10941t

a8k

-7ttt

(G251t

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:
TIA TR8 (May 20
1997)

T
2mi

Azimuth 218.89°T Reverse 38.88°T

Topo Data Interp:
FCC Interpolation (4
points)

463
2.1Emi

347 230 9200

DEL CERRO HIGHLANDS
PS

324721.01N

117 03 20.02 W

NAD 83:

Elev: 758.45 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 38.88

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 38.88

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LrMCHBURG, WAZaa0me
[ATEUR Xy el
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Table C-22

Cowles Mountain to Friars Road Regulator

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

COWLES MTN
3248 49.00 N
32.81361
117 01 55.99 W
-117.03222
1513.86 ft
50.00 ft AGL
247.81
247.81
-2.38

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

247.81
6.48 mi

0.126
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

FRIARS RD REGULATOR
3246 41.02 N
32.77806
11708 7.01 W
-117.13528
94.24 ft
50.00 ft AGL
67.76
67.75
2.38

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.39 dBi

1.00 dB
0.50 dB

67.76
6.48 mi

0.04 dB
0.00 dB
0.00 dB
0.00 dB

128.10 dB
81.78
131.14
-49.36
23.64
46
23.62

6.98E-07
99.99993018
22

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 247.81

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 247.81

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1750ft—

15000~

1250t~

10007t~

TRt~

500k~

260kt~

Figure C-22
Cowles Mountain to Friars Road Regulator

1750t

15000

12508

10006t

(750t

(500t

(250t

T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
2mi

T
4mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:

TIA TR8 (May 20

1997)

T T
Smi Emi

Azimuth 247.81°T Reverse 67.76°T

Topo Data Interp:
FCC Interpolation (4
points)

O
E.48mi

334 230 9200

FRIARS RD REGULATOR

324641.02N
11708 7.01 W

NAD 83:

Elev: 94.24 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 67.75

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 67.75

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHMICAL SERMICES, INC .
20715 TIMBERLAKE ROAD SUITE 106G

L NCHBURG, W2 4502
IR e OITLE0Mm
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Site COWLES MTN LYONS PEAK
Latitude 3248 49.00N 3242 3.38N
Lat (Dec Degrees) 32.81361 32.70094
Longitude 117 01 55.99 W 116 45 56.56 W
Lon (Dec Degrees) -117.03222 -116.76571
Site Elevation 1513.86 ft 3690.24 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 116.51 296.65
Antenna Orientation 116.51 296.65
Path Angle 1.36 -1.36
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 30.000 dBm
RX Threshold -73.000 dBm
Antenna SDF 4 - 52A SDF 4 - 52A
(Ant File/ID) AMSX0005 X000500004 AMSX0005 X000500004
Ant Gain (Major Lobe) 33.90 dBi 33.90 dBi
Ant Gain (Along Path) 33.90 dBi 33.90 dBi

Line 1 Andrew EWP52 Elliptical Waveguide_ 5.6 Andrew EWP52 Elliptical Waveguide_ 5.6
(Linel File/ID) LmsANDOO 0120000013 LmsANDOO 0120000013
Linel Length 80.00 ft 80.00 ft
Linel Loss 0.98 dB 0.98 dB
Circulator Loss 0.50 dB 0.50 dB
Connector Loss 0.25dB 0.25dB
Jumper Loss 0.50 dB 0.50dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 116.51 296.65
Distance 17.35 mi 17.35 mi
Absorption Loss 0.12dB
Rain Loss CRANE: 0.04 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 136.66 dB
Total Gains dBm 97.8
Total Loss dB 142.28
Received Signal Level dBm -44.48
Unfaded Fade Margin dB 28.52
Digital DFM 46
Composite Fade Margin 28.44
Terrain Factor (a) 0.025
Climate Factor (b) 0.325
Undp (TFM) 8.65E-07

Reliability (%)
Outage (seclyr)

Table C-23
Cowles Mountain to Lyons Peak

99.99991349

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Wwww .aecom.com

Request for Proposal (Rev. March 2011)
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

3750f—

3500f—

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 59.02 dBm o]

32500~

2750t~

TX Antenna: 25000
ANT HGT: 50.00 ft AGL

DESC: SDF4-52A 22606
GAIN: 33.90 dBi

ORIENT: 116.51 20007t

1750k~
1500°—

RX Antenna (Primary): 12501
ANT HGT: 50.00 ft AGL

DESC: SDF 4 -52A 1000
GAIN: 33.90 dBi

ORIENT: 116.51 750f

S00f—

Figure C-23
Cowles Mountain to Lyons Peak

LYONS PEAK

3242 3.38N
116 45 56.56 W
NAD 83:
370N Elev: 3690.24 ft MSL

3500t

TRANSMITTER:

I-3zs0n FREQ: 5800.00 MHz
ERP: 59.02dBm

3000t

27 TX Antenna:

ANT HGT: 50.00 ft AGL

DESC: SDF4-52A
22500 GAIN: 33.90 dBi

ORIENT: 296.65

25000

(20000

(17500

1500 RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

I-12500 DESC: SDF 4 -52A
GAIN: 33.90 dBi
ORIENT: 296.65

1000k
(750t

(500t

250F
Omi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)

Effective Earth Curvature:

T
10mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Azimuth 116.51°T Reverse 296.65°T

250t
17.35mi

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp:
FCC Interpolation (4 -
points) ol
TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERMICES, INC .
20715 TIMBERLAKE ROAD SUITE 106G
L NCHBURG, W2 4502

3 £33 g200 Ui 38 L COrm)
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Table C-24

Cowles Mountain to Security Operations Center (SOC)

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

COWLES MTN
3248 49.00 N
32.81361
117 01 55.99 W
-117.03222
1513.86 ft
50.00 ft AGL
202.91
202.91
-2

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

202.91
5.90 mi

0.271
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

(434) 239-9200

SECURITY OPERATIONS CENTER (SOC)

3244499 N
32.73472
117 04 18.01 W
-117.07167
423.56 ft
50.00 ft AGL
22.89
22.89
2

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

22.89
5.90 mi

0.04 dB
0.00 dB
0.00 dB
0.00 dB

127.29 dB
81.79
130.33
-48.54
24.46
46
24.43

9.40E-07
99.99990596

30
|V _ ]
L
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502
www .aecom.com
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COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 202.91

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 202.91

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-24

Cowles Mountain to Security Operations Center (SOC)

1600ft—

15000~

1400ft—

13000~

12000~

11007~

1000f—

3007~

800~

700~

EO0R—

S00°—

4000~

300F

1600t

15000

(1400t

13000

(12000

(1100t

10000

(900t

[—enatt

(700t

(E00ft

(500t

(400t

T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Topo Data Types:
30m; 30s; VMB; DTED; BIL;

HGT

T
2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

1997)

Land Use Data:
TIA TR8 (May 20

T
Bmi

Azimuth 202.91°T Reverse 22.89°T

Topo Data Interp:
FCC Interpolation (4
points)

300t
5.50mi

334 230 9200

SECURITY OPERATIONS
CENTER (SOC)

3244499 N

117 04 18.01 W

NAD 83:

Elev: 423.56 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 22.89

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 22.89

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106

Lr'NCHBURG, W 24002
1A 3 OTLE0M
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Table C-25

Cowles Mountain to Waring Road PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

COWLES MTN WARING RD PS
3248 49.00 N 3246 59.02 N
32.81361 32.78306
117 01 55.99 W 117 05 15.00 W
-117.03222 -117.0875
1513.86 ft 120.98 ft
50.00 ft AGL 50.00 ft AGL
236.82 56.79
236.82 56.78
-3.92 3.92
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.39 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
236.82 56.79
3.84 mi 3.84 mi
0.03dB
0.00 dB
0.00 dB
0.00 dB
123.57 dB
81.79
126.6
-44.81
28.19
46
28.12
6.046
0.325
2.46E-06
99.99975435
77

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 WA .aecom.com
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Figure C-25

COWLES MTN Cowles Mountain to Waring Road PS
WARING RD PS
3248 49.00 N
117 01 55.99 W 117 05 15,00 W
NAD 83: NAD 83: .
Elev: 1513.86 ft MSL — P, Elev: 120.98 ft MSL

1500/t~ 1500k

TRANSMITTER:

TRANSMITTER: 1400f— L1 anni

FREQ: 5800.00 MHz FREQ: 5800.00 MHz

ERP: 51.54dBm 13000-| 1200 ERP: 51.54 dBm

1200f— —1200f
TX Antenna:

TX Antenna: 11 Fom ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL 4y |.m DESC: FP2-5-28 Vpol
DESC: FP2-5-28 Vpol GAIN: 28.20 dBi
GAIN: 28.20 dBi 300 | aoar ORIENT: 56.78

ORIENT: 236.82

&00f— (00t

700~ (700t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 56.78

EO0f— (—E00H:
RX Antenna (Primary):
ANT HGT: 50.00 ft AGL 500y a0t
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 236.82 300 -

4007~ (400t

200ft— (200t

100f 100t

T T T
Omi Tmi 2Zmi 3mi 2.84mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 236.82°T Reverse 56.79°T

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [
mi 30m; 30s; VMB; DTED; BIL; I&\WT)RS (May 20 FCC Interpolation (4 -
HGT points)
TECHHOLO G SOLUTIONS

AECOM TECHHICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
L' NCHBURG, W2 9602

3 23 g200 Uik 3E L SO
Request for Proposal (Rev. March 2011)
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Table C-26
Del Cerro Highlands PS to Climax

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

DEL CERRO HIGHLANDS PS

3247 21.01N
32.78917
117 03 20.02 W
-117.05556
758.45 ft
50.00 ft AGL
55.23
55.23
-0.07

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

55.23
2.62 mi

0.325

CLIMAX
3248 38.99N
32.81083
11701 7.00 W
-117.01861
742.62 ft
50.00 ft AGL
235.25
235.25
0.07

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

235.25
2.62 mi

0.02 dB
0.00 dB
0.00 dB
0.00 dB

120.23 dB
81.8
123.25
-41.45
31.55
46
31.4

2.37E-07
99.99997634
7

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com
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DEL CERRO HIGHLANDS PS

32472101 N

117 03 20.02 W

NAD 83:

Elev: 758.45 ft MSL

825ft—

800ft—]

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

750ft—

TX Antenna:
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi 700

ORIENT: 55.23

E75it—

E50ft—

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi 800

ORIENT: 55.23

575ft—

F75ft—

F25it—

E25ft—

Figure C-26

Del Cerro Highlands PS to Climax

—B825t

a0k

775t

—7a0i

725

700k

(—E75ft

650k

(—E25ft

B0t

575

550

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:
TIA TR8 (May 20

Azimuth 55.23°T Reverse 235.25°T

Topo Data Interp:
FCC Interpolation (4
points)

550f
2E2mi

334 230 9200

CLIMAX

3248 38.99 N
11701 7.00 W

NAD 83:

Elev: 742.62 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 235.25

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 235.25

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106

Lr'NCHBURG, W 24002
1A 3 OTLE0M
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Table C-27

Del Cerro PS to Del Cel Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

DEL CERRO PS
3246 57.00 N
32.7825
117 03 42.01 W
-117.06167
453.17 ft
50.00 ft AGL
11.92
11.92
7.6

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

11.92
0.31 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

DEL CERRO RESERVOIR
324712.98 N
32.78694
117 03 38.02 W
-117.06056
673.56 ft
50.00 ft AGL
191.92
191.96
-7.6

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.44 dBi

1.00 dB
0.50 dB

191.92
0.31 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

101.77 dB
81.82
104.77
-22.95
50.05
46
44.56

7.12E-13
100
0

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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Figure C-27
Del Cerro PS to Del Cerro Reservoir

DEL CERRO PS
DEL CERRO RESERVOIR

3246 57.00 N

32471298 N
]I\.IJ.A7DOS34.«2.01 w 117 03 38.02 W
. NAD 83:

Elev: 453.17 ft MSL — 75 Elev: 673.56 ft MSL

F00ft— 700

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TRANSMITTER:
FREQ: 5800.00MHz . | o7
ERP: 51.54 dBm

E50ft— —Ea0ft

TX Antenna:
ANT HGT: 50.00 ft AGL

TX Antenna: — - .
ANT HGT: 50.00 ft AGL gilch. 2':3P2265dé8 Vpol
DESC: FP2-5-28 Vpol : . i
GAIN: 28.20 dBi P B0t et ORIENT: 191.96
ORIENT: 11.92

575ft— 575t

550ft— 550k

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

RX Antenna (Primary): a s : _5-
ANT HGT: 50.00 ft AGL 25t CD;ZSNQ- 2?2205(1 é? Vpol

DESC: FP2-5-28 Vpol .
GAIN: 28.20 dBi ORIENT: 191.96
ORIENT: 11.92

500ft—] 500t

475 475t

T T T 450f
0.0mi 0.1mi 0.2mi 03m  03Tmi

450

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 11.92°T Reverse 191.92°T

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [
mi 30m; 30s; VMB; DTED; BIL; B‘E\WT)RS (May 20 FCC Interpolation (4 e
HGT points)
TECHNOLO G SOLUTIONS

AECOM TECHNICAL SERVICES, INC,
20015 MMBERLA-E ROAD SUITE 05
LN HBUR G, W2 960
3 228 200 LTETRE 02T g peduly
Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
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Table C-28

Elliot Pipeline Regulator to East Gate Mall Regulator

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm

Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

ELLIOT PIPELINE REGULATOR EAST GATE MALL REGULATOR

32503.01N
32.83417
11710 19.99 W
-117.17222
381.48 ft
50.00 ft AGL
342.87
342.87
0.02

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00 dB
0.50 dB

342.87
3.35 mi

0.509
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

325250.02N
32.88056
11711 21.01W
-117.18917
388.53 ft
50.00 ft AGL
162.86
162.86
-0.02

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

162.86
3.35mi

0.02 dB
0.00 dB
0.00 dB
0.00 dB

122.36 dB
81.8
125.38
-43.58
29.42
46
29.33

1.03E-07
99.99998974

3
| ) _ ]
L
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502
(434) 239-9200 www .aecom.com
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Figure C-28

Elliot Pipeline Regulator to East Gate Mall Regulator

ELLIOT PIPELINE REGULATOR

32503.01N

117 10 19.99 W

NAD 83:

Elev: 381.48 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 342.87

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 342.87

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

450ft—

—450it

4257

4007t

375f—

360ft—

325t—

300ft—

275f—

425t

400t

375t

—350f

325t

3007

275t

250f

250

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
Tmi

T
2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED,; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T
3mi 2.36mi

Azimuth 342.87°T Reverse 162.86°T

Topo Data Interp:
FCC Interpolation (4
points)

334 2308 5200

EAST GATE MALL
REGULATOR

325250.02 N

117 11 21.01 W

NAD 83:

Elev: 388.53 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 162.86

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 162.86

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

=COM

TECHHNOLOEY SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106

LrNCHBURG, Wa 2 a602
AN 360G OITL S0
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Table C-29

Encanto to Cielo and Woodman PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

ENCANTO
3242 16.99 N
32.70472
117 03 9.00 W
-117.0525
483.27 ft
50.00 ft AGL
242.29
242.29
-5.52

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

242.29
0.16 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

CIELO AND WOODMAN PS
3242 13.00 N
32.70361
117 03 18.00 W
-117.055
399.36 ft
50.00 ft AGL
62.29
62.32
5.52

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.43 dBi

1.00 dB
0.50 dB

62.29
0.16 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

96.19 dB
81.81
99.19
-17.38
55.62

46
45.55

2.88E-14
100
0

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 WWW.a2ecom.com
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ENCANTO

3242 16.99N

117 03 9.00 W

NAD 83:

Elev: 483.27 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.29

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.29

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

54iit—

530ft—

520t

510/t

S00ft—]

430t

480ft—

470ft—

40—

430ft—

420ft—

410ft—

400ft—

Figure C-29
Encanto to Cielo and Woodman PS

540t

530k

520t

5100

500t

430t

—4e0it

470k

(460t

4501t

440t

4301t

[—420f

410k

400t

390f

390
0.0mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
0 Tmi

Land Use Data:
TIA TR8 (May 20
1997)

Azimuth 242.29°T Reverse 62.29°T

Topo Data Interp:
FCC Interpolation (4
points)

0.1Emi

3 230 G200

CIELO AND WOODMAN PS

3242 13.00N

117 03 18.00 W

NAD 83:

Elev: 399.36 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 62.32

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 62.32

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LYHCHBURG, WA ZS602
AN 32 QITL 20M
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Table C-30

Encanto to Paradise Mesa Standpipe

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

ENCANTO
3242 16.99 N
32.70472
117 03 9.00 W
-117.0525
483.27 ft
50.00 ft AGL
154.62
154.62
-0.03

5800
26.990 dBm

FP2-5-28 Vpol

AMSX0005 X000500017

28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

154.62
0.87 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

PARADISE MESA STANDPIPE

3241 35.99N
32.69333
117 02 46.00 W
-117.04611
480.72 ft
50.00 ft AGL
334.62
334.62
0.03

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

334.62
0.87 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

110.65 dB
81.79
113.66
-31.87
41.13
46
39.91

1.19E-10
99.99999999
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434 239-9200 WWW.aecom.com
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ENCANTO

3242 16.99N

117 03 9.00 W

NAD 83:

Elev: 483.27 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 154.62

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 154.62

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-30

Encanto to Paradise Mesa Standpipe

5h0ft—

—5a0ft

525ft—]

S00ft—]

475f—

450ft—

425ft—

400ft—

375ft—

360ft—

325ft—

300ft—

|—525¢t

500t

4750

4501t

425t

400t

375t

(3500

325t

300k

275f T T
0.0mi 0. 1mi 0.2mi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations

Water Department Security Upgrade Design—Build Contract

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T T T
0.3mi O.4mi 0.5mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Land Use Data:
TIA TR8 (May 20
1997)

T T T
0.Emi 0.7mi 0.8mi

Azimuth 154.62°T Reverse 334.62°T

Topo Data Interp:
FCC Interpolation (4
points)

2750t
0.87mi

334 238 B2 00

PARADISE MESA
STANDPIPE

32413599 N

117 02 46.00 W

NAD 83:

Elev: 480.72 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 334.62

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 334.62

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LYHCHBURG, WA 2602
1NN S AL Sam
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Table C-31
Friars Road Regulator to Texas Street Regulator

Site FRIARS RD REGULATOR TEXAS ST REGULATOR
Latitude 3246 41.02N 32461499 N
Lat (Dec Degrees) 32.77806 32.77083
Longitude 117 08 7.01 W 117 07 54.01 W
Lon (Dec Degrees) -117.13528 -117.13167
Site Elevation 94.24 ft 66.35 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 157.13 337.13
Antenna Orientation 157.13 337.1
Path Angle -0.56 0.56
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.37 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 157.13 337.13
Distance 0.54 mi 0.54 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 106.53 dB
Total Gains dBm 81.76
Total Loss dB 109.53
Received Signal Level dBm -27.76
Unfaded Fade Margin dB 45.24
Digital DFM 46
Composite Fade Margin 42.59
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 1.12E-11
Reliability (%) 100
Outage (seclyr) 0

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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FRIARS RD REGULATOR

324641.02N
11708 7.01 W

NAD 83:

Elev: 94.24 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 157.13

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 157.13

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-31

Friars Road Regulator to Texas Street Regulator

1560ft—

140t

130ft—

1207t

110/t

100ft—

B0t—

70—

Eft—

a0ft—

TEXAS ST REGULATOR

32 46 14.99 N
117 07 54.01 W
NAD 83:

150t Elev: 66.35 ft MSL

140t

TRANSMITTER:
T FREQ: 5800.00 MHz
ERP: 51.54 dBm

120

TX Antenna:

[0 ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
|10t GAIN: 28.20 dBi
ORIENT: 337.1

30

a0

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
- GAIN: 28.20 dBi
ORIENT: 337.1

70

(50t

40

30

T
0.0mi 0.1mi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

T T
0.2mi 0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Land Use Data:
TIA TR8 (May 20
1997)

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
0.4mi

Azimuth 157.13°T Reverse 337.13°T

T
0.5mi 0.54mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: |
FCC Interpolation (4 e
points)
TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TIMBER LAKE ROAD SUITE 1106
Lv'HC HBURG , WAaZa602
18334 29 200 A 38 0L GO

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
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Table C-32

La Jolla Country Club Reservoir to La Jolla View Standpipe

Site LA JOLLA COUNTRY CLUB RESERVOIR LA JOLLA VIEW STANDPIPE
Latitude 325029.00 N 325031.99 N
Lat (Dec Degrees) 32.84139 32.84222
Longitude 117 1528.01 W 117 1541.00 W
Lon (Dec Degrees) -117.25778 -117.26139
Site Elevation 719.32 ft 526.25 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 285.24 105.23
Antenna Orientation 285.24 105.28
Path Angle -9.54 9.54
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.45 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 285.24 105.23
Distance 0.22 mi 0.22 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 98.62 dB
Total Gains dBm 81.84
Total Loss dB 101.62
Received Signal Level dBm -19.78
Unfaded Fade Margin dB 53.22
Digital DFM 46
Composite Fade Margin 45.25
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 1.16E-13
Reliability (%) 100
Outage (seclyr) 0
-
A=COM
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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Figure C-32

ooy, @ JOl1a Country Club Reservoir to La Jolla View Standpipe

RESERVOIR

325029.00 N

117 15 28.01 W
NAD 83:

Elev: 719.32 ft MSL

F75t—

7E0ft—]

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54dBm 7251

FO0ft—

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 285.24 850t

E75ft—

RX Antenna (Primary): GO0
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 285.24

575ft—

550ft—

525f

LA JOLLA VIEW
STANDPIPE

325031.99N
117 15 41.00 W
NAD 83:
75 Elev: 526.25 ft MSL

750t

TRANSMITTER:
FREQ: 5800.00 MHz
|-72sit ERP: 51.54 dBm

700t TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 105.28

—E75t
—Ea0ft

(—E25ft

RX Antenna (Primary):
- ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

57t ORIENT: 105.28

|—550f

0.0mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00 1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)

Effective Earth Curvature:

T
0 1mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Azimuth 285.24°T Reverse 105.23°T

T 525f
0.2mi 0.22mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00
Topo Data Interp: )
FCC Interpolation (4 e
points)
TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERMVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106
L' NCHBURG, W2 4502

3 223 g200 Ui 38 QL COIT)
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Table C-33

La Jolla View Standpipe to Muirlands PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

LA JOLLA VIEW STANDPIPE

325031.99N
32.84222
117 15 41.00 W
-117.26139
526.25 ft
50.00 ft AGL
260.3
260.3
-12.76

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

260.3
0.11 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

MUIRLANDS PS
325030.98 N
32.84194
117 1547.99 W
-117.26333
389.35 ft
50.00 ft AGL
80.3
80.3
12.76

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

80.3
0.11 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

93.04 dB
81.79
96.04
-14.25
58.75

46
45.78

4.72E-15
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW .aecom.

com
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LA JOLLA VIEW STANDPIPE

325031.99N

117 15 41.00 W

NAD 83:

Elev: 526.25 ft MSL

BO0ft—

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

5E0ft—]

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 260.3

475f—

450ft—

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol 4250

GAIN: 28.20 dBi
ORIENT: 260.3

400ft—

575ft—]

525ft—

500ft—

Figure C-33

La Jolla View Standpipe to Muirlands PS

MUIRLANDS PS

325030.98 N

117 15 47.99 W

NAD 83:
600t Elev: 389.35 ft MSL
575t TRANSMITTER:

FREQ: 5800.00 MHz
ERP: 51.54 dBm

(550t

TX Antenna:

s2st ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

[Eoo ORIENT: 80.30

475t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 80.30

(4501t

425t

4001t

375f

375f

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

0.0mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T
0.1mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 260.30°T Reverse 80.30°T

0.11mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: )
FCC Interpolation (4 e
points)
TECHHOLO G SOLUTIONS

AECOM TECHHICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
Ly'HCHBU RS, WA 24502
&3 228 200 Inind JEC ML C oI

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
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Table C-34

Los Penasquitos PS to Carmel Mountain Mall PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

LOS PENASQUITOS PS CARMEL MTN MALL PS

3259 29.00 N
32.99139
117 05 3.98 W
-117.08444
765.99 ft
50.00 ft AGL
174.35
174.35
-2.16

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

174.35
0.65 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

3258 54.98 N
32.98194
117 04 59.99 W
-117.08333
635.75 ft
50.00 ft AGL
354.35
354.36
2.16

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00 dB
0.50 dB

354.35
0.65 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

108.19 dB
81.81
111.19
-29.38
43.62
46
41.64

2.87E-11
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200

www.aecom.com
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Figure C-34

LOS PENASQUITOS PS Los Penasquitos PS to Carmel Mountain Mall PS AL b AL P
325929.00N 325854.98 N
11705 3."98 w 117 04 59.99 W
NAD 83: NAD 83
Elev:  765.99 ft MSL 82 - Elev: 635.75 ft MSL
TRANSMITTER: B0 - TRANSMITTER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
ERP: 51.54dBm ERP: 51.54dBm
7750 |7 75t
TX Antenna:
TX Antenna: ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL ™" 7ot DESC: FP2-5-28 Vpol
DESC: FP2-5-28 Vpol GAIN: 28.20 dBi
GAIN: 28.20 dBi ORIENT: 354.36
ORIENT: 174.35 7251 |—rosh
700ft— f—700ft .
RX Antenna (Primary):
. ANT HGT: 50.00 ft AGL
RX Antenna (Primary): . 5-
ANT HGT: 50.00 ft AGL s et DESC:  FP2-5-28 Vpol

GAIN: 28.20 dBi

DESC: FP2-5-28 Vpol ORIENT: 354.36

GAIN: 28.20 dBi
ORIENT: 174.35 E50—| |esott

B25f 251t

T T T T T T
0.0mi 0 Tmi 0.2mi 0.3mi O.4mi 0.5mi 0.6mi 0.E5mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 174.35°T Reverse 354.35°T

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [ )
mi 30m; 30s; VMB; DTED; BIL; Eg;r)RS (May 20 FCC Interpolation (4 I
HGT points)
TECHHOLO Y SOUJTIONS

AECOM TECHMICAL SERMVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106
L' NCHBURG, W2 4502

3 223 g200 Ui 38 QL COIT)
Request for Proposal (Rev. March 2011)
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Table C-35
Los Penasquitos Reservoir to Los Penasquitos PS

Site LOS PENASQUITOS RESERVOIR LOS PENASQUITOS PS
Latitude 32598.99N 3259 29.00 N
Lat (Dec Degrees) 32.98583 32.99139
Longitude 117 05 33.00 W 117 05 3.98 W
Lon (Dec Degrees) -117.0925 -117.08444
Site Elevation 888.29 ft 765.99 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 50.7 230.7
Antenna Orientation 50.7 230.69
Path Angle -2.19 2.19
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.39 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 50.7 230.7
Distance 0.60 mi 0.60 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 107.50 dB
Total Gains dBm 81.78
Total Loss dB 110.5
Received Signal Level dBm -28.72
Unfaded Fade Margin dB 44.28
Digital DFM 46
Composite Fade Margin 42.05
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 1.95E-11
Reliability (%) 100
Outage (sec/yr) 0

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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LOS PENASQUITOS
RESERVOIR

32598.99N

117 05 33.00 W

NAD 83:

Elev: 888.29 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 50.70

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 50.70

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-35

Los Penasquitos Reservoir to Los Penasquitos PS

360ft—

925ft—]

900ft—]

75—

850ft—

825ft—

800ft—

F75f—

7o0ft—

T25f

—350it

925t

(300

375t

—E50f

325t

|00t

775t

(—7a0f

T
0.0mi 0 1mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
0.2mi

T
0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T
0.5mi

Azimuth 50.70°T Reverse 230.70°T

Topo Data Interp:
FCC Interpolation (4
points)

T25f
0.EOmi

34 230 5200

LOS PENASQUITOS PS

325929.00 N

117 05 3.98 W

NAD 83:

Elev: 765.99 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 230.69

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 230.69

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHMIC AL SERVICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LvHCHBURG, W2 9602
1N 38 AITLE0Mm
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Table C-36

Los Penasquitos Reservoir to Pomerado Park Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

LOS PENASQUITOS RESERVOIR POMERADO PARK RESERVOIR

32598.99N
32.98583
117 05 33.00 W
-117.0925
888.29 ft
50.00 ft AGL
37.97
37.97
-0.39

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

37.97
1.65 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

(434) 239-9200

330016.99N
33.00472
117 04 30.00 W
-117.075
829.40 ft
50.00 ft AGL
217.98
217.98
0.39

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

217.98
1.65 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

116.23 dB
81.78
119.24
-37.45
35.55
46
35.17

2.96E-09
99.9999997
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
www .aecom.com
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LOS PENASQUITOS
RESERVOIR

32598.99N

117 05 33.00 W

NAD 83:

Elev: 888.29 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 37.97

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 37.97

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

360t

925ft—]

900ft—]

75

850ft—

825t

800ft—

F75f—

7o0ft—

T25f

t—

—

—

Figure C-36
Los Penasquitos Reservoir to Pomerado Park Reservoir

—350it

925t

(300

275t

[—E50f

325t

(800t

775

(—7a0f

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:

TIA TR8 (May 20

1997)

Azimuth 37.97°T Reverse 217.98°T

Topo Data Interp:
FCC Interpolation (4
points)

T25f
1.65mi

34 220 G200

POMERADO PARK
RESERVOIR

330016.99N

117 04 30.00 W

NAD 83:

Elev: 829.40 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 217.98

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 217.98

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO G SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LrNCHBURG, WAz g0
VAR 32 OTLCOMm
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Table C-37

Lyons Peak to Ocean View Hills PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss
Gainl
Gain2

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

LYONS PEAK
3242 3.38N
32.70094
116 45 56.56 W
-116.76571
3690.24 ft
50.00 ft AGL
241.56
241.56
-2.09

5800
30.000 dBm

SPF3-52B

AMSX0005 X000500006

32.00 dBi
32.00 dBi

1.00dB
0.50 dB

241.56
17.22 mi

0.022
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

OCEAN VIEW HILLS PS
32345401 N
32.58167
11701 31.01 W
-117.02528
365.32 ft
50.00 ft AGL
61.42
61.42
2.09

5800
-73.000 dBm

SPF3-52B
AMSX0005 X000500006
32.00 dBi
32.00 dBi

1.00 dB
0.50 dB
dB
dB

61.42
17.22 mi

0.12dB
0.04 dB
0.00dB
0.00 dB

136.59 dB
94
139.75
-45.75
27.25
46
27.19

9.98E-07
99.99990018
31

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWwW.aecom.com
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LYONS PEAK

3242 3.38N

116 45 56.56 W

NAD 83:

Elev: 3690.24 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 58.35dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 241.56

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 241.56

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

3750f—

3500/t~

3250f—

30007~

27500~

2500f—

22500~

2000t~

1750f—

15000~

12500~

1000ft—

70—

500ft—

250kt~

Figure C-37
Lyons Peak to Ocean View Hills PS

37500

3500k

(3250t

(320000

27500

2500t

22500

20006

(1750t

(15000

(12500

1000t

7a0ft

—500it

(250t

Ot

i
Omi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
10mi

Land Use Data:
TIA TR8 (May 20
1997)

Azimuth 241.56°T Reverse 61.42°T

Topo Data Interp:
FCC Interpolation (4
points)

17.22mi

334 230 9200

OCEAN VIEW HILLS PS

32345401 N

117 01 31.01 W

NAD 83:

Elev: 365.32 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 58.35dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 61.42

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 61.42

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHMICAL SERMICES, INC .
20715 TIMBERLAKE ROAD SUITE 106G

L NCHBURG, W2 4502
IR e OITLE0Mm

161 | Page


MitchellTR
New Stamp 1


Table C-38

Lyons Peak to Otay Mesa PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

LYONS PEAK OTAY MESA PS
3242 3.38N 32356.00N
32.70094 32.585
116 45 56.56 W 117 00 42.98 W
-116.76571 -117.01194
3690.24 ft 275.18 ft
50.00 ft AGL 50.00 ft AGL
240.97 60.84
240.97 60.84
-2.25 2.25
5800 5800
30.000 dBm
-73.000 dBm
SPF3-52B SPF3-52B
AMSX0005 X000500006 AMSX0005 X000500006
32.00 dBi 32.00 dBi
32.00 dBi 32.00 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
240.97 60.84
16.43 mi 16.43 mi
0.11 dB
0.03dB
0.00 dB
0.00 dB
136.18 dB
94
139.32
-45.32
27.68
46
27.61
0.023
0.325
8.20E-07
99.99991796
26

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 Www.aecom.com
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Figure C-38
LYONS PEAK Lyons Peak to Otay Mesa PS

OTAY MESA PS

32423.38N
Lo Sesow b
NAD 83: Ny
Elev: 369024ftMSL . Elev: 275.18 ft MSL
3500f— (35008
TRANSMITTER: - | e TRANSMITTER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
ERP: 58.35dBm 30000 |-3000 ERP: 58.35dBm
27500~ 27500
TX Antenna:
TX Antenna: 800 F=o ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL 0] | .  DESC: SPF3-52B
DESC: SPF3-52B GAIN: 32.00 dBi
GAIN: 32.00 dBi 2000/ | 20001 ORIENT: 60.84

ORIENT: 240.97

1750f— (1750t

15000~ (15000

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

12500~ (12500

E)I\I('I'Alr-]ltCeEEI]'n%(gP()r(l)n’f]tarAy();L 10007 100 DESC: SPF3-52B
. SPE GAIN: 32.00 dBi
DESC: SPF3-52B e L SAIN: 32004
GAIN: 32.00 dBi : 60.
ORIENT: 240.97 S0 -
2500t~ 2501
IF T Oft
Ol 10mi 16.43mi
RECEIVER: )
FREQ: 5800.00 MHz RECE!VER.
FREQ: 5800.00 MHz
SENS: -73.00 dBm .
50.00 Oh SENS: -73.00 dBm
0. ms) (50.00 Ohms)
DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 240.97°T Reverse 60.84°T DIGITAL SPECS:
DFM: 46.00 1.333 DFM: 46.00

: Topo Data Types: Land Use Data: Tooo Data Intern:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED,; BIL; Eg;r)RS (May 20 FCC Interpolation (4 -
HGT points) o

TECHHNOLOEY SOLUTIONS
AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106

LrNCHBURG, Wa 2 a602

Request for Proposal (Rev. March 2011) @34 Z35- 5200 WIRAT JEG OITL GO
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Table C-39

Lyons Peak to San Ysidro

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

LYONS PEAK SAN YSIDRO
3242 3.38N 323342.01N
32.70094 32.56167
116 45 56.56 W 11702 7.01 W
-116.76571 -117.03528
3690.24 ft 468.18 ft
50.00 ft AGL 50.00 ft AGL
238.67 58.52
238.67 58.52
-1.9 1.9
5800 5800

30.000 dBm
-73.000 dBm
SPF3-52B SPF3-52B
AMSX0005 X000500006 AMSX0005 X000500006
32.00 dBi 32.00 dBi
32.00 dBi 32.00 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
238.67 58.52
18.42 mi 18.42 mi
0.12dB
0.04 dB
0.00 dB
0.00 dB
137.17 dB
94
140.33
-46.33
26.67
46
26.62
0.023
0.325
1.46E-06
99.9998541
46

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 Www.aecom.com
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LYONS PEAK

3242 3.38N

116 45 56.56 W

NAD 83:

Elev: 3690.24 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 58.35dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 238.67

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 238.67

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

3750f—

3500/t~

3250f—

30007~

27500~

2500f—

22500~

2000t~

1750f—

15000~

12500~

1000ft—

70—

500ft—

250kt~

Figure C-39
Lyons Peak to San Ysidro

SAN YSIDRO

323342.01 N
11702 7.01 W
NAD 83:

3700 Elev: 468.18 ft MSL

3500k

TRANSMITTER:
FREQ: 5800.00 MHz
|-20001 ERP: 58.35dBm

(3250t

2750k

TX Antenna:

[r2s0on ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi

2006 ORIENT: 58.52

22500

(1750t

(15000

RX Antenna (Primary):

ANT HGT: 50.00 ft AGL

1000 DESC: SPF3-52B
GAIN: 32.00 dBi

-7 ORIENT: 58.52

(12500

5008t

(250t

Ot

i
Omi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
10mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 238.67°T Reverse 58.52°T

18.42mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM:  46.00
Topo Data Interp: B
FCC Interpolation (4
A=COM
TECHHOLO G S0LUTIONS

AECOM TECHMICAL SERMVICES, TNC .
20715 TIMBERLAKE ROAD SUITE 106
LrHCHBURG, WaZg502
34 23 Q200 L) 38 ML GO
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Table C-40

Lyons Peak to South San Diego Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)

Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

LYONS PEAK
3242 3.38N
32.70094
116 45 56.56 W
-116.76571
3690.24 ft
50.00 ft AGL
240.67
240.67
-2.5

5800
30.000 dBm

SPF3-52B
AMSX0005 X000500006
32.00 dBi
32.00 dBi

1.00dB
0.50 dB

240.67
14.02 mi

0.023
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

(434 239-9200

SOUTH SAN DIEGO RESERVOIR

32364.00N
32.60111
11658 31.01 W
-116.97528
463.34 ft
50.00 ft AGL
60.56
60.56
2.5

5800
-73.000 dBm

SPF3-52B
AMSX0005 X000500006
32.00 dBi
32.00 dBi

1.00 dB
0.50 dB

60.56
14.02 mi

0.09 dB
0.03 dB
0.00 dB
0.00 dB

134.80 dB
94
137.92
-43.93
29.07
46
28.99

3.70E-07
99.99996303
12

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502
www.aecom.com
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LYONS PEAK

3242 3.38N

116 45 56.56 W

NAD 83:

Elev: 3690.24 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 58.35dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 240.67

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 240.67

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

3750f—

3500f—

32500~

3000ft—

2750t~

25007~

22500t~

20007~

1750k~

1500~

1250f—

1000f—

70—

S00f—

Figure C-40
Lyons Peak to South San Diego Reservoir
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3500t
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3000t
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250f T T
Omi Tmi 2mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T T T T
2mi Ami Bmi Emi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T T T
Tmi Smi Smi

Land Use Data:
TIA TR8 (May 20
1997)

T T T T
10mi Tmi 12mi 13mi

Azimuth 240.67°T Reverse 60.56°T

Topo Data Interp:
FCC Interpolation (4
points)

250t
14.02mi

334 220 G200

SOUTH SAN DIEGO
RESERVOIR

32364.00N

116 58 31.01 W

NAD 83:

Elev: 463.34 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 58.35dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 60.56

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: SPF3-52B
GAIN: 32.00 dBi
ORIENT: 60.56

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO G SOLUTIONS

AECOM TECHNICAL SERMWICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LYHCHBURG, WA ZH602

bnind 3ec o com
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Table C-41

Montezuma to Del Cerro PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

MONTEZUMA DEL CERRO PS
3246 8.00N 3246 57.00 N
32.76889 32.7825
117 03 31.00 W 117 03 42.01 W
-117.05861 -117.06167
454.07 ft 453.17 ft
50.00 ft AGL 50.00 ft AGL
349.25 169.24
349.25 169.26
-0.01 0.01
5800 5800
26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.42 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
349.25 169.24
0.95 mi 0.95 mi
0.01dB
0.00 dB
0.00 dB
0.00 dB
111.47 dB
81.81
114.48
-32.66
40.34
46
39.29
0.5
0.325
1.90E-10
99.99999998
0

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502

(434)239-9200 Www.aecom.com
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Figure C-41

MONTEZUMA Montezuma to Del Cerro PS

DEL CERRO PS
3246 8.00 N

32 4657.00 N
117 03 31.00 W 117 03 42.01 W
NAD 83: NAD 83:
Elev: 454.07 ft MSL — —EO5f Elev: 453.17 ft MSL
TRANSMITTER: s 'ex  TRANSMITTER:

FREQ: 5800.00 MHz
ERP: 51.54 dBm

FREQ: 5800.00 MHz

ERP: 51.54dBm
475f— |—475ft

TX Antenna:

ANT HGT: 50.00 ft AGL

[0t DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi

ORIENT: 169.26

TX Antenna:
ANT HGT: 50.00 ft AGL "™
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

ORIENT: 349.25 425 [t
400ft— —400ft .
RX Antenna (Primary):
. ANT HGT: 50.00 ft AGL
RX Antenna (Primary): DESC: FP2-5-28 Vpol
ANT HGT: 50.00 ft AGL i |-a7st A .
GAIN: 28.20 dBi
DESC: FP2-5-28 Vpol ORIENT: 169.26
GAIN: 28.20 dBi ' '
ORIENT: 349.25 50— |80t
325H T T T T T T T T T 3256
0.0mi 01mi 0.2mi 0.3mi 0.4mi 0.5mi 0.Bmi 0.7mi 0.8mi 0.9mi 0.95mi
RECEIVER:
RECEIVER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
SENS: -73.00 dBm SENS: -73.00 dBm
(50.00 Ohms) (50.00 Ohms)
DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 349.25°T Reverse 169.24°T DIGITAL SPECS:
DFM: 46.00 1.333 DFM: 46.00

Land Use Data:

. Topo Data Types: T Data Intern:
Topo Data Step: 0.10 opo Data Interp: I
mi 30m; 30s; VMB; DTED; BIL; Eg;r)RS (May 20 FCC Interpolation (4 ]
HGT points)

TECHHOLO G SOLUTIONS
AECOM TECHNICAL SERVICES, INC .
20715 TIMBERLAKE ROAD SUITE 05
LrMCHBEURG, WaAZa9a02
33 223 g0 Ui JE 0L SO
Request for Proposal (Rev. March 2011)
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Table C-42

Mount Woodson to Stonebridge PS 2

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

MT WOODSON STONEBRIDGE PS 2
330033.01N 325536.01 N
33.00917 32.92667
116 58 25.00 W 117 00 28.01 W
-116.97361 -117.00778
2778.87 ft 1106.79 ft
50.00 ft AGL 50.00 ft AGL
199.26 19.24
199.26 19.23
-3.01 3.01
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.41 dBi 27.39 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
199.26 19.24
6.02 mi 6.02 mi
0.04 dB
0.00 dB
0.00 dB
0.00 dB
127.46 dB
81.79
130.5
-48.71
24.29
46
24.26
0.05
0.325
1.92E-07
99.99998082
6

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com

170 | Page



MT WOODSON

330033.01N

116 58 25.00 W

NAD 83:

Elev: 2778.87 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 199.26

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 199.26

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

3000ft—

27500~

28000~

22500~

20007~

17500~

15000~

12500

1000f—

750~

SO0

Figure C-42

Mount Woodson to Stonebridge PS 2

3000t

27500

(25000

(2250t

(20000

17500

(15000

12500

10000

(7a0ft

T
Omi Tmi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
2mi

T
3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T
Bmi

Azimuth 199.26°T Reverse 19.24°T

Topo Data Interp:
FCC Interpolation (4
points)

Ti—500ft
E.02mi

STONEBRIDGE PS 2

325536.01 N

117 00 28.01 W

NAD 83:

Elev: 1106.79 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 19.23

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 19.23

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHNICAL SERVICES, INC.

20715 TIMBERLAKE ROAD SUITE 106

340 230 9200

LrNCHBU RS, WAZH002
1R 3 BITL S0
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Table C-43

Paradise Hills 2 PS to Paradise Mesa 1 PS

Site PARADISE HILLS 2 PS PARADISE MESA 1 PS
Latitude 3241 3.01N 3241 29.00N
Lat (Dec Degrees) 32.68417 32.69139
Longitude 117 03 20.02 W 11703 7.99 W
Lon (Dec Degrees) -117.05556 -117.05222
Site Elevation 404.61 ft 337.35 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 21.36 201.37
Antenna Orientation 21.36 201.36
Path Angle -1.37 1.37
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.39 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 21.36 201.37
Distance 0.53 mi 0.53 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 106.42 dB
Total Gains dBm 81.78
Total Loss dB 109.42
Received Signal Level dBm -27.64
Unfaded Fade Margin dB 45.36

Digital DFM 46

Composite Fade Margin 42.66
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 1.05E-11
Reliability (%) 100
Outage (seclyr) 0

Request for Proposal (Rev. March 2011)
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A=COM

TECHNOLOGY SOLUTIONS
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PARADISE HILLS 2 PS

32413.01N

117 03 20.02 W

NAD 83:

Elev: 404.61 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 21.36

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 21.36

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Paradise Hills 2 PS to Paradise Mesa 1 PS

475ft—

450ft—]

425f—]

400ft—

375ft—

360ft—

325ft—

300ft—

275ft—

Figure C-43

475t

—450ft

(425t

400t

375t

350t

(3251t

300k

(275

250f

250 T
0.0mi 0.1mi

Effective Earth Curvature:

T T
0.2mi 0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

T
0.5mi

Azimuth 21.36°T Reverse 201.37°T

0.53mi

PARADISE MESA 1 PS

324129.00N
11703 7.99 W

NAD 83:

Elev: 337.35ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 201.36

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 201.36

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [ )
mi 30m; 30s; VMB; DTED; BIL; Eg;r)RS (May 20 FCC Interpolation (4 I
HGT points)
TECHHOLO Y SOUJTIONS

AECOM TECHMICAL SERMVICES, IMC .
20715 TIMBERLAKE ROAD SUITE 105
L MCHBURG, WA 29502
3 223 g200 Ui 38 QL COIT)
Request for Proposal (Rev. March 2011)
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Table C-44
Paradise Hills 2 PS to Paradise Mesa 2 PS

Site PARADISE HILLS 2 PS PARADISE MESA 2 PS
Latitude 32413.01N 324041.99N
Lat (Dec Degrees) 32.68417 32.67833
Longitude 117 03 20.02 W 117 02 44.99 W
Lon (Dec Degrees) -117.05556 -117.04583
Site Elevation 404.61 ft 342.36 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 125.36 305.37
Antenna Orientation 125.36 305.36
Path Angle -0.97 0.97
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017  AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.39 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 125.36 305.37
Distance 0.70 mi 0.70 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 108.71 dB
Total Gains dBm 81.78
Total Loss dB 111.71
Received Signal Level dBm -29.93
Unfaded Fade Margin dB 43.07
Digital DFM 46
Composite Fade Margin 41.28
Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM) 3.91E-11
Reliability (%) 100
Outage (seclyr) 0

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
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PARADISE HILLS 2 PS

32413.01N

117 03 20.02 W

NAD 83:

Elev: 404.61 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 125.36

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 125.36

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-44

Paradise Hills 2 PS to Paradise Mesa 2 PS

475ft—

450ft—]

425f—]

400ft—

375ft—

360ft—

325ft—

300ft—

275ft—

PARADISE MESA 2 PS

324041.99 N
117 02 4499 W
NAD 83:
AT Elev: 342.36 ft MSL

50t TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

(425t

TX Antenna:

400t ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

e ORIENT: 305.36

350t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 305.36

(3251t

300k

(275

250f

250 T
0.0mi 0.1mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T T T T
0.2mi 0.3mi 0.4mi 0.5mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 125.36°T Reverse 305.37°T

T
0.Emi 0.70mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: [
FCC Interpolation (4
A=COM
TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERMICES, TNC .
20715 TIMBER LAKE ROAD SUITE 106
LNCHBURG, WA 24502
(334 223 Q200 L) 3E 0 ML GO

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations

Water Department Security Upgrade Design—Build Contract 175 | Page


MitchellTR
New Stamp 1


Table C-45

Paradise Hills 2 PS to Paradise Mesa Standpipe

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)

Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss

Rain Loss CRANE:

Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)

Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

PARADISE HILLS 2 PS PARADISE MESA STANDPIPE

3241 3.01N
32.68417
117 03 20.02 W
-117.05556
404.61 ft
50.00 ft AGL
41.1
41.1
0.99

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

411
0.84 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

3241 35.99N
32.69333
117 02 46.00 W
-117.04611
480.72 ft
50.00 ft AGL
2211
221.09
-0.99

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.39 dBi

1.00 dB
0.50 dB

221.1
0.84 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

110.33 dB
81.78
113.34
-31.56
41.44
46
40.14

9.95E-11
99.99999999
0

A=ZCOM

TECHNOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502
(434) 239-9200

www .aecom.com
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PARADISE HILLS 2 PS

32413.01N

117 03 20.02 W

NAD 83:

Elev: 404.61 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 41.10

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 41.10

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-45

Paradise Hills 2 PS to Paradise Mesa Standpipe

5h0ft—

525ft—

500ft—

475ft—

450t

4257

400ft—

375f—

360ft—

325ft—

300ft—

275ft—

—5a0ft

5251t

500t

(475t

4501t

425t

4007t

375t

(3500

325

(300t

275t

250f

250 T
0.0mi 0.1mi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
0.2mi

Topo Data Types:
30m; 30s; VMB; DTED; BIL;

HGT

T T T
0.3mi O.4mi 0.5mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

1997)

Land Use Data:
TIA TR8 (May 20

T T T
0.Emi 0.7mi 0.8mi

Azimuth 41.10°T Reverse 221.10°T

Topo Data Interp:
FCC Interpolation (4
points)

0.84mi

3 230 G200

PARADISE MESA
STANDPIPE

32413599 N

117 02 46.00 W

NAD 83:

Elev: 480.72 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 221.09

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 221.09

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106

LHCHBU R, WA 29602
1A 32 AL E0M
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Table C-46

Pomerado Park Reservoir to Rancho Bernardo Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

POMERADO PARK RESERVOIR RANCHO BERNARDO RESERVOIR

3300 16.99 N
33.00472
117 04 30.00 W
-117.075
829.40 ft
50.00 ft AGL
289.27
289.27
-1

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

289.27
0.58 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

330027.00N
33.0075
117 053.98 W
-117.08444
775.84 ft
50.00 ft AGL
109.26
109.26
1

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

109.26
0.58 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

107.15 dB
81.79
110.15
-28.36
44.64

46
42.26

1.58E-11
100
0

[ o/
—\ &
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.

20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502

(434) 239-9200 www .aecom.com
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POMERADO PARK
RESERVOIR

330016.99 N

117 04 30.00 W

NAD 83:

Elev: 829.40 ft MSL

8R0ft—

70—

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm —

860ft—]

840ft—|

TX Antenna: g3
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol 820t~
GAIN: 28.20 dBi
ORIENT: 289.27 8107

800ft—
7a0ft—

RX Antenna (Primary): 780
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol 70—
GAIN: 28.20 dBi
ORIENT: 289.27 70

750ft—

40

Figure C-46

Pomerado Park Reservoir to Rancho Bernardo Reservoir

RANCHO BERNARDO
RESERVOIR

330027.00 N
117 05 3.98 W
NAD 83:
SR Elev: 775.84 ft MSL

|-aran

TRANSMITTER:

-o50t FREQ: 5800.00 MHz
ERP: 51.54 dBm

350t

et TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
| ea0n GAIN: 28.20 dBi
ORIENT: 109.26

8300

—a10m

|00k

|-7a0n RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
e DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi
ORIENT: 109.26

—770f
(—7Edi

750t

0.0mi U‘\Imw
RECEIVER:

FREQ: 5800.00 MHz

SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00 1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)

Effective Earth Curvature:

T T T
0.2mi 0.3mi O.4mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Azimuth 289.27°T Reverse 109.26°T

T A0t
0.5mi 0.58mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00

Topo Data Interp: s

FCC Interpolation (4

A=COM
TECHMOLO G S0LUTIONE

AECOM TECHMICAL SERVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106
Ly HCHBU RG, WAz g602
3 23 g200 Uik 3E L SO
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Table C-47
Rancho Bernardo Reservoir to Black Mountain

Site RANCHO BERNARDO RESERVOIR
Latitude 330027.00N
Lat (Dec Degrees) 33.0075
Longitude 117 05 3.98 W
Lon (Dec Degrees) -117.08444
Site Elevation 775.84 ft
Antenna Center 50.00 ft AGL
Bearing (T) 225.89
Antenna Orientation 225.89
Path Angle 3.29
Antenna Tilt
Freq (MHz) 5800
TX Power 26.990 dBm
RX Threshold
Antenna FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi
Ant Gain (Along Path) 27.40 dBi
Jumper Loss 1.00dB
Radome Loss 0.50 dB
Bearing (T) 225.89
Distance 2.58 mi
Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss
Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin
Terrain Factor (a) 4
Climate Factor (b) 0.325

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

BLACK MTN
3258 53.00 N
32.98139
117 06 59.00 W
-117.11639
1561.02 ft
50.00 ft AGL
45.87
45.87
-3.29

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

45.87
2.58 mi

0.02 dB
0.00 dB
0.00 dB
0.00 dB

120.12 dB
81.79
123.14
-41.35
31.65

46
315

2.22E-07
99.99997777
7

=N
(8
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502
(434) 239-9200 Wwww .aecom.com
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RANCHO BERNARDO
RESERVOIR

330027.00N

117 05 3.98 W

NAD 83:

Elev: 775.84 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 225.89

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 225.89

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-47

Rancho Bernardo Reservoir to Black Mountain

1700ft—

1600f—

1500f—

14007~

13000

12000t~

11000~

10007~

S00°—

2007

700k~

EO0R—

SO0

1700t

1600t

15000

(1400t

1300t

12000

—1100f

(1000t

(900t

(enat

(700t

(600t

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Topo Data Types:
30m; 30s; VMB; DTED; BIL;

HGT

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

1997)

Land Use Data:
TIA TR8 (May 20

Azimuth 225.89°T Reverse 45.87°T

Topo Data Interp:
FCC Interpolation (4
points)

SO0t
2.58mi

334 230 G200

BLACK MTN

3258 53.00 N

117 06 59.00 W

NAD 83:

Elev: 1561.02 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 45.87

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 45.87

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERMVICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

L' NCHBURG, W2 4502
IR 3 OITLE0m
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Table C-48

Red Wood Village Standpipe to Montezuma

Site RED WOOD VILLAGE STANDPIPE
Latitude 3244 55.00N
Lat (Dec Degrees) 32.74861
Longitude 117 04 0.98 W
Lon (Dec Degrees) -117.06694
Site Elevation 461.78 ft
Antenna Center 50.00 ft AGL
Bearing (T) 19.14
Antenna Orientation 19.14
Path Angle -0.06
Antenna Tilt
Freq (MHz) 5800
TX Power 26.990 dBm
RX Threshold
Antenna FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi
Ant Gain (Along Path) 27.40 dBi
Jumper Loss 1.00 dB
Radome Loss 0.50dB
Bearing (T) 19.14
Distance 1.48 mi

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a) 0.5
Climate Factor (b) 0.325
Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

MONTEZUMA
3246 8.00 N
32.76889
117 03 31.00 W
-117.05861
454.07 ft
50.00 ft AGL
199.14
199.14
0.06

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

199.14
1.48 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

115.27 dB
81.79
118.28
-36.49
36.51
46
36.05

1.70E-09
99.99999983
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LYNCHBURG, VA 24502

(434)239-9200 www.aecom.com
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RED WOOD VILLAGE
STANDPIPE

3244 55.00 N

117 04 0.98 W

NAD 83:

Elev: 461.78 ft MSL

525ft—

Figure C-48

TRANSMITTER: 500f—|
FREQ: 5800.00 MHz
ERP: 51.54 dBm

4757

TX Antenna:
ANT HGT: 50.00 ft AGL "™
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

ORIENT: 19.14 425

400ft—

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL 75—
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

ORIENT: 19.14 o]

325f

Red Wood Village Standpipe to Montezuma

MONTEZUMA

3246 8.00N
117 03 31.00 W
NAD 83:
52t Elev: 454.07 ft MSL

e TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 5154 dBm

475t

TX Antenna:

ANT HGT: 50.00 ft AGL
[0t DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 199.14

4250

400t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
B GAIN: 28.20 dBi
ORIENT: 199.14

(350

0.0mi U‘\Irm UZIrm
RECEIVER:

FREQ: 5800.00 MHz

SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00 1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)

Effective Earth Curvature:

T
0.3mi

T T T T T T T
O.4mi 0.5mi 0.Emi 0.7mi 0.8mi 0.9mi 1.0mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Azimuth 19.14°T Reverse 199.14°T

T T T J25f
1.2mi 1.3mi 1.dmi 1.48mi

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00dBm

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: |
FCC Interpolation (4 e
points)
TECHMOLOGY SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106
LYHCHBURG, WA 2602

chiypac A= s i) Uil 385 OITL SO
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Table C-49

San Carlos Reservoir to Eagle Ridge

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SAN CARLOS RESERVOIR
3248 28.01 N
32.80778
117 01 41.02 W
-117.02806
816.03 ft
50.00 ft AGL
174.6
174.6
-6.53

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

174.6
0.17 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

EAGLE RIDGE
324819.01 N
32.80528
117 01 40.01 W
-117.02778
711.45 ft
50.00 ft AGL
354.6
354.56
6.53

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.37 dBi

1.00 dB
0.50 dB

354.6
0.17 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

96.63 dB
81.76
99.63
-17.87
55.13

46
45.5

3.75E-14
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com
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Figure C-49

SAN CARLOS RESERVOIR

3248 28.01 N

117 01 41.02 W

NAD 83:

Elev: 816.03 ft MSL

875ft—

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

850ft—

825

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol a00ft—
GAIN: 28.20 dBi
ORIENT: 174.60

F75f—

RX Antenna (Primary): 70—
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

ORIENT: 174.60 725

San Carlos Reservoir to Eagle Ridge

EAGLE RIDGE

3248 19.01 N
117 01 40.01 W
NAD 83:
a7t Elev: 711.45 ft MSL

TRANSMITTER:
-aso FREQ: 5800.00 MHz
ERP. 51.54 dBm

e TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
|0k GAIN: 28.20 dBi
ORIENT: 354.56

775t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
o DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 354.56

|75

FO0f

FO0f
0.0mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

T
0 Tmi

0.17mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 174.60°T Reverse 354.60°T DIGITAL SPECS:
DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
o 30m; 30s; VMB; DTED; BIL; B‘E\WT)RS (May 20 FCC Interpolation (4 ey’
HGT points) e
TECHHOLO G SOLUTIONS

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AECOM TECHMICAL SERMVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
L NCHBU R, W2 9602
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Table C-50

San Ysidro to Paradise Hills 2 PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SAN YSIDRO PARADISE HILLS 2 PS
323342.01N 3241 3.01N
32.56167 32.68417
117 02 7.01 W 117 03 20.02 W
-117.03528 -117.05556
468.18 ft 404.61 ft
50.00 ft AGL 50.00 ft AGL
352.03 172.02
352.03 172.02
-0.08 0.08
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSXO0005 X000500017
28.20 dBi 28.20 dBi
27.40 dBi 27.40 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
352.03 172.02
8.52 mi 8.52 mi
0.06 dB
0.01dB
0.00 dB
0.00 dB
130.48 dB
81.79
133.55
-51.76
21.24
46
21.22
0.335
0.325
7.35E-06
99.99926507
232

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW .aecom.com

186 | Page



SAN YSIDRO

32334201 N
11702 7.01 W

NAD 83:

Elev: 468.18 ft MSL

BE3ft—

500ft—]

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

438f—

375f—

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 352.03

313t

260ft—

188ft—
RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol 125
GAIN: 28.20 dBi
ORIENT: 352.03

E3ft—

Figure C-50

San Ysidro to Paradise Hills 2 PS

PARADISE HILLS 2 PS

32413.01N
117 03 20.02 W
NAD 83:
—ER3 Elev: 404.61 ft MSL

500t TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

4380

TX Antenna:

st ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

e ORIENT: 172.02

250t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 172.02

—1est

125t

B3t

Oft

Omi Tmi
RECEIVER:

FREQ: 5800.00 MHz

SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature:
DFM: 46.00 1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)

T T T T T
2mi Jmi 4mi Bmi Emi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Azimuth 352.03°T Reverse 172.02°T

T T
Tmi Emi 2.52mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: I
FCC Interpolation (4 e
points)
TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TIMBER LAKE ROAD SUITE 106
L'NCHBURG, W 245002

234 220 g200 L) 38 LGOI
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Table C-51

San Ysidro to Princess Park PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SAN YSIDRO PRINCESS PARK PS
323342.01N 323356.02N
32.56167 32.56556
117 02 7.01 W 117 02 22.99 W
-117.03528 -117.03972
468.18 ft 258.28 ft
50.00 ft AGL 50.00 ft AGL
315.98 135.97
315.98 135.93
-6.09 6.09
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.41 dBi 27.36 dBi
1.00 dB 1.00 dB
0.50 dB 0.50dB
315.98 135.97
0.37 mi 0.37 mi
0.00 dB
0.00 dB
0.00 dB
0.00 dB
103.30 dB
81.75
106.3
-24.54
48.46
46
44.05
0.5
0.325
1.74E-12
100
0

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

AZCOM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
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SAN YSIDRO

32334201 N
11702 7.01 W

NAD 83:

Elev: 468.18 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 315.98

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 315.98

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

525ft—

500ft—]

475ft—]

450ft—

425ft—

400ft—

75—

360ft—

325ft—

300ft—

275f—

250ft—

Figure C-51
San Ysidro to Princess Park PS

525t

500t

4751t

(4501t

425t

400kt

3750

(350

(3251t

300

275t

250t

2250t

225f
0.0mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
0 1mi

T
0.2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:

TIA TR8 (May 20

1997)

T
0.3mi

Azimuth 315.98°T Reverse 135.97°T

Topo Data Interp:
FCC Interpolation (4
points)

0.37mi

34 230 9200

PRINCESS PARK PS

323356.02N

117 02 22.99 W

NAD 83:

Elev: 258.28 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 135.93

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 135.93

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, INC.
20715 TIMBER LAKE ROAD SUITE 106

LrMCHBURG , WAaZaa0e
A 3 DL GO
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Table C-52

Scripps Ranch Reservoir to Scripps Woods PS 2

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SCRIPPS RANCH RESERVOIR SCRIPPS WOODS PS 2

325518.98 N
32.92194
117 04 0.98 W
-117.06694
994.01 ft
50.00 ft AGL
173.15
173.15
-1.42

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00dB
0.50 dB

173.15
0.81 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

325437.01N
32.91028
117 03 55.01 W
-117.06528
888.45 ft
50.00 ft AGL
353.15
353.15
1.42

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

353.15
0.81 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

110.03 dB
81.78
113.04
-31.26
41.74
46
40.36

8.36E-11
99.99999999
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www.aecom.com
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SCRIPPS RANCH RESERVOIR

32551898 N

117 04 0.98 W

NAD 83:

Elev: 994.01 ft MSL

1050ft—

1025f
TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

10007

9750~

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi Szt
ORIENT: 173.15

350ft—

S00f—

875

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi 8257
ORIENT: 173.15

850~

a00ft—

Figure C-52

Scripps Ranch Reservoir to Scripps Woods PS 2

SCRIPPS WOODS PS 2

3254 37.01 N
117 03 55.01 W
NAD 83:
1050 Elev: 888.45 ft MSL

(1025t

TRANSMITTER:
FREQ: 5800.00 MHz
I-10000 ERP: 51.54 dBm

975t

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

|-azsi: ORIENT: 353.15

380t

|-a00it

—E75it

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
|-esare DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 353.15

825t

(00t

75 T T
0.0mi 0.1mi 0.2mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature:
DFM: 46.00 1.333

Topo Data Step: 0.10

mi HGT

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Topo Data Types:
30m; 30s; VMB; DTED; BIL;

T T
0.3mi 0.4mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

T
0.5mi

Land Use Data:
TIA TR8 (May 20

1997)

T
0.Emi

Azimuth 173.15°T Reverse 353.15°T

T 775kt
0.7mi 0.8H8 1 mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: [
FCC Interpolation (4 .
points)
TECHHOLOGY SOLUTIONS

AECOM TECHNICAL SERVICES, ING .

20715 TIMBERLAKE ROAD SUITE 106
LYHCHEURE, Wi 29602

34 230 G200

binind e arm com

191 | Page


MitchellTR
New Stamp 1


Table C-53

Security Operations Center (SOC) to Chollas Heights PS

Site SECURITY OPERATIONS CENTER (SOC)
Latitude 3244 499N
Lat (Dec Degrees) 32.73472
Longitude 117 04 18.01 W
Lon (Dec Degrees) -117.07167
Site Elevation 423.56 ft
Antenna Center 50.00 ft AGL
Bearing (T) 33.48
Antenna Orientation 33.48
Path Angle 0.66
Antenna Tilt
Freq (MHz) 5800
TX Power 26.990 dBm
RX Threshold
Antenna FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi
Ant Gain (Along Path) 27.40 dBi
Jumper Loss 1.00 dB
Radome Loss 0.50 dB
Bearing (T) 33.48
Distance 0.53 mi

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a) 0.798
Climate Factor (b) 0.325
Undp (TFM)

Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

CHOLLAS HEIGHTS PS
3244 28.00N
32.74111
11704 0.01 W
-117.06667
455,54 ft
50.00 ft AGL
213.48
213.49
-0.66

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00dB
0.50 dB

213.48
0.53 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

106.32 dB
81.81
109.32
-27.51
45.49
46
42.73

1.56E-11
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com
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Figure C-53
Security Operations Center (SOC) to Chollas Heights PS

SECURITY OPERATIONS

CENTER (SOC) CHOLLAS HEIGHTS PS
3244 4.99 N
117 04 18.01 W ﬁ;«gﬁg-gg \I>Iv
NAD 83: 11704 0.
Elev: 42356ftmMSL o Elev: 45554 ft MSL
TRANSMITTER: TRANSMITTER:
FREQ: 5800.00 MHz | S0 FREQ: 5800.00 MHz
ERP: 51.54 dBm ERP: 51.54 dBm
7 [ TX Antenna:
TX Antenna: ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
DESC: FP2-5-28Vpol o] s GAIN: 28.20 dBi
GAIN:  28.20 dBi ORIENT: 213.49

ORIENT: 33.48

425f—] (425t

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL

RX Antenna (Primary): 00— |00t . e
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

DESC: FP2-5-28 Vpol ORIENT: 21349
GAIN: 28.20 dBi - 2ls.
ORIENT: 33.48 s a7t

3506 T T T T T 350t

0.0mi 0mi 0.2mi 0.3mi O.4mi 0.5mi 0.53mi

RECEIVER:

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS: Effective Earth Curvature: Fresnel Zone: 1.0 F1 at 5800.00 MHz Azimuth 33.48°T Reverse 213.48°T DIGITAL SPECS:
DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED; BIL; Eg;r)RS (May 20 FCC Interpolation (4 -
HGT points) [
TECHHOLOGY SOLUTIONS

AECOM TECHHICAL SERVICES, IMC.
20715 TIMBERLAXE ROAD SUITE 105
Lr'MCHBURG, WAz 00
Request for Proposal (Rev. March 2011) 2 AN, BBE BT GO
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Table C-54

Security Operations Center (SOC) to Encanto

Site SECURITY OPERATIONS CENTER (SOC) ENCANTO
Latitude 3244499 N 3242 16.99N
Lat (Dec Degrees) 32.73472 32.70472
Longitude 117 04 18.01 W 117 03 9.00 W
Lon (Dec Degrees) -117.07167 -117.0525
Site Elevation 423.56 ft 483.27 ft
Antenna Center 75.00 ft AGL 50.00 ft AGL
Bearing (T) 151.62 331.63
Antenna Orientation 151.62 331.63
Path Angle 0.16 -0.16
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.40 dBi
Jumper Loss 1.00dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 151.62 331.63
Distance 2.35 mi 2.35 mi
Absorption Loss 0.02 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00dB
Other Loss 0.00 dB
Free Space Loss 119.29 dB
Total Gains dBm 81.79
Total Loss dB 122.31
Received Signal Level dBm -40.51
Unfaded Fade Margin dB 32.49
Digital DFM 46
Composite Fade Margin 32.3
Terrain Factor (a) 4
Climate Factor (b) 0.325
Undp (TFM) 1.38E-07
Reliability (%) 99.9999862
Outage (seclyr) 4
A=COM
|
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www.aecom.com
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SECURITY OPERATIONS
CENTER (SOC)

3244499N

117 04 18.01 W

NAD 83:

Elev: 423.56 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 75.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 151.62

RX Antenna (Primary):
ANT HGT: 75.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 151.62

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-54

Security Operations Center (SOC) to Encanto

5h0ft—

525ft—

500ft—

475ft—]

4507t

4257t

400ft—

75—

350ft—

325ft—

300ft—

275ft—

250ft—

ENCANTO

3242 16.99 N
117 03 9.00 W
NAD 83:
5t Elev: 483.27 ft MSL

55t
TRANSMITTER:

|-s00te FREQ: 5800.00 MHz
ERP: 51.54 dBm

475

|-as0t TX Antenna:

ANT HGT: 50.00 ft AGL
|-az5 DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi

|-a00r ORIENT: 331.63

(3750

350t

RX Antenna (Primary):
a2 ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
300 GAIN: 28.20 dBi
ORIENT: 331.63

275t

(—250ft

225f

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types: Land Use Data:
30m; 30s; VMB; DTED; BIL; TIA TR8 (May 20
HGT 1997)

Azimuth 151.62°T Reverse 331.63°T

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T 225f
2mi 2.35mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM:  46.00

Topo Data Interp: B

FCC Interpolation (4

A=COM
TECHNOLO Gy SOLUTIONS

AECOM TECHMICAL SERVICES, INC.
20715 MIMBERLAKE ROAD SUITE 106
LyHCHBURG, WA 29602
3 228 200 LTETRE 02T g peduly
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Table C-55

Security Operations Center (SOC) to San Carlos Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SECURITY OPERATIONS CENTER (SOC)

3244 499N
32.73472
117 04 18.01 W
-117.07167
423.56 ft
50.00 ft AGL
26.75
26.75
0.76

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50dB

26.75
5.64 mi

0.798
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

SAN CARLOS RESERVOIR

3248 28.01 N
32.80778
117 01 41.02 W
-117.02806
816.03 ft
50.00 ft AGL
206.77
206.78
-0.76

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.41 dBi

1.00 dB
0.50 dB

206.77
5.64 mi

0.04 dB
0.00 dB
0.00 dB
0.00 dB

126.89 dB
81.8
129.93
-48.13
24.87
46
24.83

2.20E-06
99.99978013

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www .aecom.com
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Figure C-55
Security Operations Center (SOC) to San Carlos Reservoir

SECURITY OPERATIONS

CENTER (SOC) SAN CARLOS RESERVOIR
3244499 N
Li70s w0 w e
NAD 83: NAD g3
Elev. 42356ftMSL o  Elev: 816.03 ft MSL
TRANSMITTER: e ik TRANSMITTER:
FREQ: 5800.00 MHz FREQ: 5800.00 MHz
ERP: 51.54dBm _— - ERP: 51.54 dBm
TX Antenna:
TX Antenna: FE esst ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
DESC: FP2-5-28Vpol ., | - GAIN: 28.20 dBi
GAIN: 28.20 dBi ORIENT: 206.78
ORIENT: 26.75
BR3ft— —563ft
. | o RX Antenna (Primary):
RX Antenna (Primary): ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL gif’NQ- 2?2265(1_;8 Vol
DESC: FP2-528Vpol ] U ORIENT: 20678
GAIN: 28.20 dBi : .
ORIENT: 26.75
37Ek— (—375ft
33 T T T T T 3130
Ol Tmi 2mi 3mi Ami ami 5.E4mi
RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 26.75°T Reverse 206.77°T

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp: [
mi 30m; 30s; VMB; DTED; BIL; Eg;r)RS (May 20 FCC Interpolation (4 )
HGT points)
TECHHNOLOGY SOLUTIONS

AECOM TECHNICAL SERWICES, INC.
20715 MMBERLAKE ROAD SUITE 106
LrHCHBURS, WAZSE02

3 28 200 LAl JE QL SO
Request for Proposal (Rev. March 2011)
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Table C-56

Security Operations Center (SOC) to Thorn Street Regulator

Site SECURITY OPERATIONS CENTER (SOC) THORN ST REGULATOR
Latitude 3244 499N 3244 21.98 N
Lat (Dec Degrees) 32.73472 32.73944
Longitude 117 04 18.01 W 117 07 45.01 W
Lon (Dec Degrees) -117.07167 -117.12917
Site Elevation 423.56 ft 330.46 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 275.56 95.53
Antenna Orientation 275.56 95.54
Path Angle -0.3 0.3
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500017
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.41 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 275.56 95.53
Distance 3.36 mi 3.36 mi
Absorption Loss 0.02 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 122.41 dB
Total Gains dBm 81.8
Total Loss dB 125.43
Received Signal Level dBm -43.63
Unfaded Fade Margin dB 29.37
Digital DFM 46
Composite Fade Margin 29.28
Terrain Factor (a) 4.067
Climate Factor (b) 0.325
Undp (TFM) 8.44E-07
Reliability (%) 99.99991558
Outage (seclyr) 27
.
A=COM
TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Www .aecom.com
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Figure C-56
Security Operations Center (SOC) to Thorn Street Regulator

SECURITY OPERATIONS

CENTER (SOC) THORN ST REGULATOR
11704 18,01 W 32042098
Efé?- 83423 56 ft MSL NAD 83:
’ ’ 475, 475 Elev: 330.46 ft MSL
450ft—] (450t
TRANSMITTER: TRANSMITTER:
FREQ: 5800.00 MHz sz | gosn FREQ: 5800.00 MHz
ERP: 51.54dBm ERP: 51.54 dBm
400ft—| (400t
TX Antenna:
TX Antenna: i 7St ANT HGT: 50.00 ft AGL
ANT HGT: 50.00 ft AGL DESC: FP2-5-28 Vpol
DESC: FP2-5-28Vpol ¥ -0t GAIN: 28.20 dBi
GAIN: 28.20 dBi ORIENT: 95.54
ORIENT: 275.56 3250t |-o5h
300ft— (—300ft
o T
RX Antenna (Primary): S Epo
ANT HGT: 50.00 ft AGL 200 - gils,Nq 2|:;P2205d é? Vpol
DESC: FP2-5-28 Vpol ORIENT. 95.84
GAIN: 28.20 dBi 2251 |_soms

ORIENT: 275.56

200ft— (200t

T T T 175k
Omi Tmi 2mi 3mi 3.36mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Azimuth 275.56°T Reverse 95.53°T

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 1.333 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
o 30m; 30s; VMB; DTED; BIL; B‘E\WT)RS (May 20 FCC Interpolation (4 ey
HGT points) e
TECHNOLOGY S OLUTIONS

AECOM TECHMICAL SERMVICES, THNC .
20715 TIMBER LAKE ROAD SUITE 106G
LrNCHBURG, W 24502

Request for Proposal (Rev. March 2011) (E34) Z32- 5200 WA FEE OITL GO
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Table C-57

Sewer Pump Station 78 to San Andreas PS

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

SEWER PUMP STATION 78

3257 46.55N
32.96293
117 1520.16 W
-117.2556
2791 ft
50.00 ft AGL
21.26
21.26
0.62

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

21.26
1.65 mi

0.5
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

SAN ANDREAS PS
32597.01N
32.98528
117 14 43.01 W
-117.24528
121.72 ft
50.00 ft AGL
201.27
201.27
-0.62

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

201.27
1.65 mi

0.01dB
0.00 dB
0.00 dB
0.00 dB

116.23 dB
81.79
119.24
-37.45
35.55
46
35.17

2.97E-09
99.9999997
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200

www.aecom.com
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SEWER PUMP STATION 78

3257 46.55N

117 15 20.16 W
NAD 83:

Elev: 27.91 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 21.26

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 21.26

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

175t

150ft—

125t—

100ft—

75—

50ft—]

25it—

Figure C-57
Sewer Pump Station 78 to San Andreas PS

— 175t

1500

125

100k

(751t

(50t

(25t

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
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T
Tmi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:

TIA TR8 (May 20

1997)

Azimuth 21.26°T Reverse 201.27°T

Topo Data Interp:
FCC Interpolation (4
points)

Oft
1.65mi

34 230 G200

SAN ANDREAS PS

32597.01N

117 14 43.01' W

NAD 83:

Elev: 121.72 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 201.27

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 201.27

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHHICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106

LrMCHBURG, Va2 aa02
A Je OITL GO
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Table C-58

Stonebridge PS 2 to Cowles Mountain

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

STONEBRIDGE PS 2 COWLES MTN
325536.01 N 3248 49.00 N
32.92667 32.81361
117 00 28.01 W 117 01 55.99 W
-117.00778 -117.03222
1106.79 ft 1513.86 ft
50.00 ft AGL 50.00 ft AGL
190.35 10.33
190.35 10.33
0.56 -0.56
5800 5800

26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500017 AMSX0005 X000500017
28.20 dBi 28.20 dBi
27.41 dBi 27.40 dBi
1.00 dB 1.00 dB
0.50 dB 0.50 dB
190.35 10.33
7.92 mi 7.92 mi
0.05dB
0.01dB
0.00 dB
0.00 dB
129.84 dB
81.79
132.9
-51.11
21.89
46
21.87
0.103
0.325
1.56E-06
99.999844
49

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 WWW.aecom.com

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract
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STONEBRIDGE PS 2

325536.01 N

117 00 28.01 W

NAD 83:

Elev: 1106.79 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 190.35

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 190.35

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1600ft—

1500ft—

14000~

1300f—

1200t

11000~

10007t~

300°—

A00°—

700~

EO0f—

S00f—

4007t~

300°—

Figure C-58

Stonebridge PS 2 to Cowles Mountain

1600t

1500t

14000

1300t

1200k

—1100f

10006t

(900t

(00t

(700t

(600t

(500t

(400t

(300t

200f T
Omi Tmi

Effective Earth Curvature:
1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
2mi

T T
3mi 4mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T T
Emi Fmi

Azimuth 190.35°T Reverse 10.33°T

Topo Data Interp:
FCC Interpolation (4
points)

2001t
7.92mi

&34 230 0200

COWLES MTN

3248 49.00 N

117 01 55.99 W

NAD 83:

Elev: 1513.86 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 10.33

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 10.33

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm

(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO G SOLUTIONS

AECOM TECHHICAL SERWICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

LrNCHBURG, WA R 9802
IR 3 OITL S0
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Table C-59

Stonebridge PS 2 to Scripps Ranch Reservoir

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital DFM

Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)

STONEBRIDGE PS 2
325536.01 N
32.92667
117 00 28.01 W
-117.00778
1106.79 ft
50.00 ft AGL
264.6
264.6
-0.35

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

264.6
3.45 mi

0.272
0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

SCRIPPS RANCH RESERVOIR

325518.98 N
32.92194
117 04 0.98 W
-117.06694
994.01 ft
50.00 ft AGL
84.57
84.57
0.35

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500017
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

84.57
3.45 mi

0.02 dB
0.00 dB
0.00 dB
0.00 dB

122.63 dB
81.79
125.65
-43.86
29.14

46
29.05

6.44E-08
99.99999356
2

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200
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STONEBRIDGE PS 2

325536.01 N

117 00 28.01 W

NAD 83:

Elev: 1106.79 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 264.60

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 264.60

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

1188ft—

11250

1063f—

1000ft—

9380~

2750

8130

7500~

B8R~

E25f—

SE3f

Figure C-59

Stonebridge PS 2 to Scripps Ranch Reservoir

1188t

112560

(10630t

1000t

938t

e7ait

13t

70t

E28ft

(251t

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T
Tmi

T
2mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED,; BIL;

HGT

Land Use Data:
TIA TR8 (May 20

1997)

T
3mi

Azimuth 264.60°T Reverse 84.57°T

Topo Data Interp:
FCC Interpolation (4
points)

SE3ft
3.45mi

334 230 9200

SCRIPPS RANCH
RESERVOIR

32551898 N

117 04 0.98 W

NAD 83:

Elev: 994.01 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 84.57

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 84.57

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

=COM

TECHHOLO G SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106

Lr'NCHBURG, W 24002
1A 3 OTLE0M
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Table C-60

South Creek Pump Station to South Creek Pump Station Repeater

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital EIFM
Digital AIFM
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

SOUTH CREEK PS
3256 32.50 N
32.94236
117 04 34.00 W
-117.07611
441.94 ft
50.00 ft AGL
137.78
137.78
478

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500020
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

137.78
0.64 mi

0.325

SOUTH CREEK PS RPTR
3256 7.84 N
32.93551
117 04 7.46 W
-117.06874
723.17 ft
50.00 ft AGL
317.79
317.77
-4.78

5800
-73.000 dBm

FP2-5-28 Vpol
AMSX0005 X000500020
28.20 dBi
27.38 dBi

1.00 dB
0.50 dB

317.79
0.64 mi

0.00 dB
0.00 dB
0.00 dB
0.00 dB

107.96 dB

81.77
110.96
-29.18
43.82

0

0

46
41.76

5.07E-11
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 Www .aecom.com
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SOUTH CREEK PS

32563250 N

117 04 34.00 W

NAD 83:

Elev: 441.94 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 137.78

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 137.78

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Fi gure C-60

South Creek Pump Station to South Creek Pump Station Repeater

F75t—

Thiit—

T25ft—

F00it—

E75ft—

E50ft—

B25ft—

E00ft—

575ft—

560ft—

525ft—

S00ft—

4757

450ft—]

SOUTH CREEK PS RPTR

32567.84N
11704 7.46 W
NAD 83:
75 Elev: 723.17 ft MSL

[—750ft

TRANSMITTER:

it FREQ: 5800.00 MHz
ERP: 51.54 dBm

700t

e TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
| gomit GAIN: 28.20 dBi
ORIENT: 317.77

—Ea0ft

—E00ft:

(575t

|50 RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
525t DESC: FP2-5-28 Vpol

GAIN: 28.20 dBi
ORIENT: 317.77

500t
(475t

—450ft

4256t

425f T
0.0mi 0.1mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

T T
0.2mi 0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

T
O.4mi

Land Use Data:
TIA TR8 (May 20
1997)

Azimuth 137.78°T Reverse 317.79°T

T
0.Emi 0.Edmi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00

Topo Data Interp: B

FCC Interpolation (4

A=COM
TECHMNOLO G SOLUTIONS

AECOM TECHMICAL SERMICES, INC.
20715 MMBERLAKE ROAD SUITE 106
LyHCHBURG, WAZg602
3 28 200 LAl 3 OITL SO

Request for Proposal (Rev. March 2011)
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Table C-61
Scripps Ranch Reservoir to South Creek Pump Station Repeater

Site SCRIPPS RANCH RESERVOIR SOUTH CREEK PS RPTR
Latitude 325518.98 N 3256 7.84N
Lat (Dec Degrees) 32.92194 32.93551
Longitude 117 04 0.98 W 11704 7.46 W
Lon (Dec Degrees) -117.06694 -117.06874
Site Elevation 994.01 ft 723.17 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 353.62 173.62
Antenna Orientation 353.62 173.62
Path Angle -3.12 3.12
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500020
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.40 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Bearing (T) 353.62 173.62
Distance 0.94 mi 0.94 mi
Absorption Loss 0.01dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 111.34 dB
Total Gains dBm 81.8
Total Loss dB 114.35
Received Signal Level dBm -32.55
Unfaded Fade Margin dB 40.45
Digital EIFM 0
Digital AIFM 0
Digital DFM 46
Composite Fade Margin 39.38
Terrain Factor (a) 1
Climate Factor (b) 0.325
Undp (TFM) 3.54E-10
Reliability (%) 99.99999997
0

Outage (seclyr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434)239-9200 WWW .aecom.com

208 | Page



Scripps Ranch Reservoir to South Creek Pump Station Repeater

SCRIPPS RANCH RESERVOIR

32551898 N

117 04 0.98 W

NAD 83:

Elev: 994.01 ft MSL

1050ft—

1025f—

TRANSMITTER:

10007

FREQ: 5800.00 MHz
ERP: 51.54dBm 75
950fi—
TX Antenna: 9250

ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol 300R-|

GAIN: 28.20 dBi

ORIENT: 353.62 875t
850f—
B25f—

RX Antenna (Primary): 300

ANT HGT: 50.00 ft AGL

DESC: FP2-5-28 Vpol 7750
GAIN: 28.20 dBi

ORIENT: 353.62 0]

725k~

Fi gure C-61

— 1050t

10256t

10000

75t

—o50it

925t

(anat

e7ait

(e50it

(825t

(00t

—775I

|-750it

=725t

7O0F T T
0.0mi 0 Tmi 0.2mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:

Effective Earth Curvature:
1.333

T T T
0.3mi 0.4mi 0.5mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

T
0.Emi

T T T
0.7mi 0.8mi 0.9mi

Azimuth 353.62°T Reverse 173.62°T

700t
0.94mi

SOUTH CREEK PS RPTR

32567.84N

11704 7.46 W

NAD 83:

Elev: 723.17 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 173.62

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 173.62

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00dBm

(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00 DFM: 46.00
) Topo Data Types: Land Use Data: Topo Data Interp:
Topo Data Step: 0.10 opo Data Interp:
mi 30m; 30s; VMB; DTED,; BIL; Eg;r)RB (May 20 FCC Interpolation (4 -
HGT points) -
TECHHOLOGY SOLUTIONS

AECOM TECHMICAL SERVICES, INC .
20715 TINBER LAKE ROAD SUITE 106
LrNCHBURG, Wa 2 a602

Request for Proposal (Rev. March 2011) @34 Z35- 5200 WIRAT JEG OITL GO
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Pomerado Pump Station

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB
Received Signal Level dBm
Unfaded Fade Margin dB
Digital EIFM
Digital AIFM
Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)
Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

Table C-62

to Pomerado Pump Station Repeater

POMERADO PS POMERADO PS RPTR

325354.85N 325338.94N
32.89857 32.89415
117 06 1.40 W 117 06 38.30 W
-117.10039 -117.11064
551.04 ft 488.94 ft
50.00 ft AGL 50.00 ft AGL
242.93 62.92
242.93 62.95
-1.01 1.01
5800 5800
26.990 dBm
-73.000 dBm
FP2-5-28 Vpol FP2-5-28 Vpol
AMSX0005 X000500020 AMSX0005 X000500020
28.20 dBi 28.20 dBi
27.40 dBi 27.43 dBi
0.50 dB 0.50 dB
242.93 62.92
0.67 mi 0.67 mi
0.00 dB
0.00 dB
0.00 dB
0.00 dB
108.38 dB
81.82
109.38
-27.56
45.44
0
0
46
42.7
0.5
0.325
2.02E-11
100
0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 Wwww .aecom.com
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POMERADO PS

325354.85N

117 06 1.40 W

NAD 83:

Elev: 551.04 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.93

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 242.93

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

B10ft—

E00f—]

5a07it—|

5E0ft—]

570/

5E0ft—]

560ft—

540ft—

530ft—

520ft—

510ft—

S00ft—

450ft—

Figure C-62
Pomerado Pump Station to Pomerado PS Repeater

—B10it

—E00ft:

(540t

—5enit
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(560t
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—540ft
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5200

5100

500

4301t

4B0f T
0.0mi 0.1mi

Effective Earth Curvature:

1.333

Topo Data Step: 0.10
mi

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

T T
0.2mi 0.3mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:

30m; 30s; VMB; DTED; BIL;

HGT

T
0.4mi

Land Use Data:
TIA TR8 (May 20
1997)

T
0.Emi

Azimuth 242.93°T Reverse 62.92°T

Topo Data Interp:
FCC Interpolation (4
points)

480f
0.E7mi

34 230 G200

POMERADO PS RPTR

325338.94 N

117 06 38.30 W

NAD 83:

Elev: 488.94 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 52.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 62.95

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 62.95

RECEIVER:
FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

A=COM

TECHHOLO &Y SOLUTIONS

AECOM TECHHICAL SERWICES, INC .
20715 TIMBERLAKE ROAD SUITE 106

LrNCHBURG, WaAZ4002
IR 3 OITL S0
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Table C-63

65th and Herrick to 65th and Herrick Repeater

Site
Latitude
Lat (Dec Degrees)
Longitude
Lon (Dec Degrees)
Site Elevation
Antenna Center
Bearing (T)
Antenna Orientation
Path Angle
Antenna Tilt
Freq (MHz)
TX Power
RX Threshold

Antenna
(Ant File/ID)
Ant Gain (Major Lobe)
Ant Gain (Along Path)

Jumper Loss
Radome Loss

Bearing (T)
Distance

Absorption Loss
Rain Loss CRANE:
Alignment Loss
Other Loss

Free Space Loss
Total Gains dBm
Total Loss dB

Received Signal Level dBm
Unfaded Fade Margin dB

Digital EIFM

Digital AIFM

Digital DFM
Composite Fade Margin

Terrain Factor (a)
Climate Factor (b)

Undp (TFM)

Reliability (%)
Outage (sec/yr)

Request for Proposal (Rev. March 2011)

65TH AND HERRICK

3242 40.00 N
32.71111
117 03 28.26 W
-117.05785
227.31 ft
50.00 ft AGL
97.27
97.27
0.66

5800
26.990 dBm

FP2-5-28 Vpol
AMSX0005 X000500020
28.20 dBi
27.40 dBi

1.00 dB
0.50 dB

97.27
0.18 mi

0.325

Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract

65TH AND HERRICK RPTR
3242 38.81N
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65TH AND HERRICK

3242 40.00 N

117 03 28.26 W

NAD 83:

Elev: 227.31 ft MSL

TRANSMITTER:
FREQ: 5800.00 MHz
ERP: 51.54 dBm

TX Antenna:

ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 97.27

RX Antenna (Primary):
ANT HGT: 50.00 ft AGL
DESC: FP2-5-28 Vpol
GAIN: 28.20 dBi
ORIENT: 97.27

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00 dBm
(50.00 Ohms)

DIGITAL SPECS:
DFM: 46.00

Figure C-63

65th and Herrick to 65th and Herrick Repeater
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0 1mi

Fresnel Zone: 1.0 F1 at 5800.00 MHz

Topo Data Types:
30m; 30s; VMB; DTED; BIL;
HGT

Land Use Data:
TIA TR8 (May 20
1997)

Azimuth 97.27°T Reverse 277.27°T

0.18mi

RECEIVER:

FREQ: 5800.00 MHz
SENS: -73.00dBm
(50.00 Ohms)

DIGITAL SPECS:

DFM: 46.00
Topo Data Interp: I
FCC Interpolation (4
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TECHHOLOEY SOLUTIONS
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Table C-64

Cielo and Woodman Pump Station to 65th and Herrick Repeater

Site CIELO AND WOODMAN PS 65TH AND HERRICK RPTR
Latitude 3242 13.00N 324238.81N
Lat (Dec Degrees) 32.70361 32.71078
Longitude 117 03 18.00 W 117 03 17.24 W
Lon (Dec Degrees) -117.055 -117.05479
Site Elevation 399.36 ft 238.26 ft
Antenna Center 50.00 ft AGL 50.00 ft AGL
Bearing (T) 1.42 181.42
Antenna Orientation 1.42 181.42
Path Angle -3.53 3.53
Antenna Tilt
Freq (MHz) 5800 5800
TX Power 26.990 dBm
RX Threshold -73.000 dBm
Antenna FP2-5-28 Vpol FP2-5-28 Vpol
(Ant File/ID) AMSX0005 X000500017 AMSX0005 X000500020
Ant Gain (Major Lobe) 28.20 dBi 28.20 dBi
Ant Gain (Along Path) 27.40 dBi 27.40 dBi
Jumper Loss 1.00 dB 1.00 dB
Radome Loss 0.50 dB 0.50 dB
Gainl dB
Gain2 dB
Bearing (T) 1.42 181.42
Distance 0.49 mi 0.49 mi
Absorption Loss 0.00 dB
Rain Loss CRANE: 0.00 dB
Alignment Loss 0.00 dB
Other Loss 0.00 dB
Free Space Loss 105.75 dB
Total Gains dBm 81.79
Total Loss dB 108.75
Received Signal Level dBm -26.95
Unfaded Fade Margin dB 46.05
Digital EIFM 0
Digital AIFM 0
Digital DFM 46
Composite Fade Margin 43.01
Terrain Factor (a) 1
Climate Factor (b) 0.325
Undp (TFM) 1.41E-11
Reliability (%) 100
Outage (seclyr) 0

A=COM

TECHNOLOGY SOLUTIONS
AECOM TECHNICAL SERVICES, INC.
20715 TIMBERLAKE ROAD SUITE 106
LYNCHBURG, VA 24502
(434) 239-9200 www.aecom.com

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit C— Link Budgets and Calculations
Water Department Security Upgrade Design—Build Contract 214 Page



F igure C-64
Cielo and Woodman Pump Station to 65th and Herrick Repeater
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1.0 Introduction

The City of San Diego (City) contracted with AECOM Technology Solutions (AECOM) to assess current
and future security and communication system needs at water facility reservoirs, pump stations and
regulator sites. To gather the data needed, surveys were conducted at each site by Walter “Budge”
Currier and Bill Vanderbur of AECOM between February 22 and 25, 2011, with participation from
John Stohr and Ryan Kunkle of the City. This report presents the methodology used to conduct the
surveys, an overview of the existing security systems found, the minimum security standards
acceptable for each different types of water facility site (i.e., reservoir, pump station, or regulator),
an overview of the existing communications systems found, and the actual survey completed for
each site.

The purpose of the site surveys was to: 1) gather data on the existing security and communication
systems currently installed at each site, assess future security and communication system needs and
obtain sufficient information to effectively develop the bridging documents required to provide
security monitoring for sites not currently equipped; and 2) ascertain the capability of bringing both
existing and future remote sites on-line via a wireless communications medium. Each site was
inspected to obtain the information shown in Figure 1.

Figure 1: Site Survey Data Entry Form

*|CITY OF SAN DIEGO Water Site Security and Communications Assessment

SITE DATA ENTRY FORM

Site Name: | street:

. : ! Photo File Name (ex. IMG243.jpg)
Inspection Date: | City: Zipcode: I— Photo File Name (ex. IMG243

InspectedBy: IBiIIy Vanderbur and Budge Currier latitude:

Phase Mumber: I SiteType: I 'I longitude:

General Security Comments faeneral Security Observations:

Sitelighting: I

Site Perimeter: |

PerimeterCond: I 'I PaowerAvail: I 'I

Mumber and Type of CCTV Camera Perimeter Gate
Fixed | PTZ | | f
Motion_Sensor: |

Photo Title for Report

Infared: I

Access_Control: |

Gate_Desc: |

Intrusion_Det: I Description:

FoliageCond: |

Communications:

Planning Level Opinion of
Probable Cost:

Recommend:
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The data collected was then entered into a Microsoft Access database. The database will be
provided to the City and is intended to be used as a “living” document that the City will update and
maintain. It will provide the basis for a current catalog of the status of the security systems for each
water facility site. It should be noted that all of the associated photos used in the production of this
report are contained in a separate electronic file folder. This report, when delivered, will consist of a
hardcopy print and electronic copies that include the Microsoft Access database file and the file
containing both the low and high resolution photographs. All of this information is to be used at the
City’s own discretion.

Note: All information contained in this report is subject to PCIl information control and is not to be
shared with anyone without City of San Diego approval.

2.0 Security Overview

Pre-existing security monitoring equipment was present on approximately 50 percent of the sites
surveyed. Of these sites, most were equipped with either fixed or pan tilt zoom (PTZ) style cameras,
Protech Piramid XL2 motion detection units, Extreme CCTV UF-100 infrared illuminators, proximity
style card readers, Sentrol door contact sensors, and dual technology interior motion detection
units. Dual technology refers to a detector that combines two different types of detector
technology. Often, manufacturers of security detectors will opt to combine the functions of a
microwave motion detector with that of an infrared (IR). That way, if one sensor is triggered, the
other confirms or ignores the alarm. This function effectively reduces the number of false alarms
reported.

At the sites surveyed, existing base of perimeter intrusion detection systems included the Southwest
Microwave Intrepid MicroPoint system, and in two locations, Southwest Microwave’s short range
microwave sensors. The Intrepid system was not operational at any site, as reported by the Security
Operations Center (SOC) operator. This was also found to be the same problem at two treatment
plants previously surveyed where the large volume of false alarms rendered the system unusable.
The motion detection units on most of the sites would be sufficient to handle intruder alerts, and
the Intrepid system is not an appropriate solution for these sites.

An issue observed s at a number of sites is overgrown foliage, which in some cases is severe. Where
overgrown foliage is noted in the site survey reports contained herein, trimming should not be
considered to be part of the work required by the security contractor. Rather, it is recommended
that City Maintenance remove the overgrown foliage as soon as possible. It is a general security
mantra to be able to visually surveil the site via a “drive by” by local law enforcement and the
overgrowth will not allow the observation of a potential crime in progress.

Most of the sites with existing security systems are operational and the SOC is notified if access is
gained. However, a handful of sites were down completely, and the City was aware of most of the
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reasons for the non-operational site status. Lack of funding is the primary reason why repairs at
these sites have not taken place to date.

The site entrance vehicle gates with security included a card reader adjacent to the gate with
maglocks (Magnetic Locks) used at the center of the gate. While this technique can be effective for
pedestrian sized gates, it is typically not suited for dual swing gate installations. As demonstrated
throughout this survey, it was not difficult to simply push/pull on the gate and have the maglock
eventually give way and due to shear physics, the gate opens. This action alone should generate a
“forced open” alarm situation similar to when an alarmed door is forced open and the two door
contact sensors lose their connection. This is not an ideal solution for securing vehicle gates and
recommendations to correct this situation will be included in the bridging documents.

Most of the sites have an adequate fence line in place with mesh fencing capped with outriggers and
barbed wire. Others have an ornamental wrought iron security style fence (angled/pointed tips at
the top of fence). Most are in decent condition and require perhaps only minor maintenance that
would include re-stretching the fabric, restringing the barbed wire, patching breach holes,
addressing erosion control issues, etc. A few locations will require comprehensive replacement and
even fewer need a fence to be installed where none exists today.

For sites that are not yet equipped with security, the design/build drawings will identify the
recommended location and type of equipment to be installed. The recommendations contained in
this report include installation of fixed or PTZ style cameras, IR illuminators, and motion detection,
plus access control including card readers, motion detection and door contact sensors. The
technology to provide high quality images/detection/illumination may require integrated camera
solutions that accommodate video, motion detection, and IR illumination in one housing. This will be
developed as part of the performance specifications component of the bridging documents. The
intention is not to duplicate what is already installed at existing security sites, but to provide a newer
solution for the sites that are not yet secure. In regards to the older installations, AECOM does not
feel that it is warranted at this time to do wholesale replacement of the security system at all sites.
However, at those locations where cameras are no longer operational, or where there is minimal
security today, replacement with newer technology will be recommended.

There are several categories of sites that have a direct impact on public water supply. The criticality
of these sites should be verified on a site by site basis with Homeland Security assessments that
should have been conducted post 9/11. Most cities have a list of critical infrastructure sites with
weighted relevance and potential target impacts developed through a detailed assessment using a
myriad of algorithms (such as Sandia Laboratories RAM style assessments). Each site is ranked in the
level of overall importance/necessity to survival and risk potential if tampered with. Based on other
city assessments, reservoirs ranked highest in water distribution categories in terms of impact, then
treatment plants, pump stations, then regulators. The security at each type of site should be
commensurate with the level of importance and risk. Therefore, in this survey, special attention has
been paid to the reservoir sites.
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21 Reservoir Site Considerations

Introducing anything into the City’s water supply would be catastrophic, but at the same time it
would take a considerable amount of tainting to be effective from a terrorist perspective due to the
sheer volume of water (hundreds of thousands to millions of gallons of water). This type of terrorist
attack would take a considerable amount of time, as it requires penetrating the site with a large
vehicle, transferring the chemical/biological/radioactive material from the vehicle, and introducing it
through locked hatches. Most of these sites are “off the beaten track” which facilitates the “time”
issue. Therefore, detection and response will be the key mitigation techniques required, not just at
the reservoir sites, but at all locations. The recommendations refer to thermal infrared PTZ cameras
equipped with video analytics to act as the detection/alarm/tracking sequence. Views across large
bodies of water to view shorelines, or other areas rely heavily on heat signature triggers. What is
currently installed today at the reservoir sites is very limited in terms of image quality and detection
ability (especially at night) and only offers a symbol of deterrence. Effective security technologies
using thermal IR cameras with video analytics has been proven at reservoirs, airports, seaports, the
deserts of the Middle East, etc., and it is appropriate to implement this more advanced (and costly)
solution at the few reservoir sites included in this assessment.

2.2 Pump Station (PS) Site Considerations

Pump stations maintain water pressure to commercial and residential areas around the City. Should
a pump fail, there is typically redundancy built into the system to accommodate the loss of pressure.
However, a catastrophic event such as the total destruction of a pump facility may impact a
significant number of customers if no redundant station is available. The purpose of security at most
pump stations is to detect/alarm the SOC so the site can be viewed, the situation assessed, and
appropriate action taken based on the assessment. Most incidents involve trespassers looking for
anything loose that they can break/cut and steal to sell. So, the level of security should be consistent
with the site and its perceived value to a perpetrator. Perimeter intrusion is the first level of security,
and penetrating the pump house is the second.

2.3 Regulator Site Considerations

Similar to pump house security, the regulators are highly vulnerable due to their location in vaults at
street corners in residential, or deep within industrial, areas. However, their overall target value is
low from a terrorist perspective. They can be very appealing to the transient access into the vault
can be accomplished. Having CCTV and IR detection on a nearby pole with a view of the
vault/manhole cover helps in the initial detection, but when the vault or manhole is breached, the
motion detection inside the space serves as the main trigger with the CCTV simply observing the
intrusion.

24 Signage

Generally, the existing signage at the sites is limited to the name of the location. As a common
deterrent, signage should be posted around the entire perimeter and be prominently displayed at
main entrances. The signage should make potential intruders consider the risk prior to entering the
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site. Signage that indicates CCTV is present can be very effective and private property signs
indicating potential prosecution work as well. A combination sign at main gates is also
recommended. Samples are provided below.

~ WARNING]J| ERIVATE
ALL ACTIVITIES
ARE RECORDED NO

e rsoseemat | TRESPASSING

AGAINST THIS FACILITY UNDER PENALTY OF LAW

3.0 Communications Overview

Longitude and latitude coordinates were collected at each site to be input into a software program
that interfaces with topographic information and determines probable line of sight metrics.
Potential high elevation sites that will receive wireless transmissions from lower elevation sites are
also input into the system and the engineer generates the proposed link data aligning sites with their
closest high site. The main challenge is to find a clear “line of sight” between each site in a system
configuration that supports redundancy by creating loops within the system. During the site visits,
AECOM personnel focused on determining which sites could support multiple antennas and using
this information, we developed a reasonable, cost effective solution. Every effort has been made to
limit the size and number of microwave antennas potentially located at each site, yet provide
sufficient connectivity to support the security needs.

All of the sites visited are currently equipped with SCADA radio antennas. These do not require
direct line of site with the receiving antenna, but need to have a strong enough signal to traverse the
terrain and be received. The bandwidth requirements in a SCADA system are minimal whereas a
wireless system passing video information does require line of sight microwave transmission.

The sites with existing security equipment are connected to the Chollas SOC, either by leased T1
lines, leased Optiman circuits or DSL connections through AT&T. Two sites have existing microwave
connections and a majority of the sites have City-owned fiber optic lines installed that are used to
carry signals and video feeds from the pump station to the reservoir and back. This communication
equipment typically includes a Cisco router and a Cisco switch connected to the DVR and the lease
circuit. A router and network distribution center at the SOC interfaces each site with the video
displays and other interfaces that the operator uses at the SOC.

Representatives from the City’s Communication Division provided information on the availability of
the high level (elevation) communication sites, existing microwave connections, and potential use of
the City-owned fiber-optic that runs throughout the City. From this data we will develop a proposed
connectivity network that will be included in the bridging documents. Most of the sites will have at
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most two 12”X12” panel antennas similar to those used at Black Mountain and Los Penasquitos
Reservoir, while the high level sites at Black Mountain, Mt. Woodson, Cowles Mountain, Lyons Peak,
San Ysidro, and the Chollas SOC center will have multiple connections. Additional details on the
connectivity network will be provided in the bridging documents.

4.0 Site Surveys

The following pages contain the results of each site survey conducted. These yielded good
information to use in developing the bridging documents. The assistance provided by the City was
invaluable and will assist AECOM in completing the bridging documents project and ultimately
providing the City with a more secure infrastructure.

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit D— Site Security Assessment prepared by AECOM 227 Page
Water Department Security Upgrade Design—Build Contract



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: 65th and Herrick PS Street Address: 6501 Herrick St
Inspection Date: 2/22/2011 Phase: 1 City: san Diego Zipcode: 92114

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.71111 Longitude: 117.05785

Site Lighting: oOn Building Exterior Only
Site Perimeter: 7 foot wrought iron fence

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 5 PTZ: 0 Fixed None

Motion Sensor: None

Infared: None

Access Control: HID Reader to main door/Sentrol Door Contact:

Gate Description: Chain/Lock

Foliage Condition: Minor trimming required

General Security Observations:

The site has fixed CCTV cameras covering three of the four sides of the
building. There is no CCTV coverage of gate. General lack of motion detectio

to the building exterior where bullet proof glass was installed where a window
existed. Evidence of graffiti inside property line indicates breaches have
occurred.

Communication Observations:

The site has an existing DSL VPN Circuit with a Cisco 831 Router with open
ports. There is 40 Amp commercial power with no open breakers and backup
power using portable generator. The existing communication rack is an
aluminum rack mounted high on a wall. The DVR is in a separate rack.

Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Exterior - Public Art
antenna mounted to the building.

Recommendations:

Recommend removing window and filling in with CMU blocks. Consider
enclosing public art side out to sidewalk to create separation from public to
building. Add IR illuminators and motion detection to site. Add CCTV on publi
art side to ensure all four sides of building are covered. Add PTZ with IR and
MD to provide coverage of main gate. Recommend fencing off public art side
of building with matching fence. Add two audio speakers to ward off
trespassers (deter tagging).

Photo 3 - Security Cabinet

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Bayview PS Street Address: 2000 Parkview Terrace
Inspection Date: 2/24/2011 Phase: 1 City: san Diego Zipcode: 92037
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.81812 Longitude: 117.23959

Site Lighting: None
Site Perimeter: 6 foot wrought iron fence

Perimeter Condition: Poor

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 N/A N/A
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: HID Reader/Sentrol Door Contacts/Interior Moti

Gate Description: Site: HID Reader/Manual Gate

Foliage Condition: overgrown

General Security Observations:

Shared property with Bayview Reservoir. Pump station secured with fixed
CCTV/IR/MD covering all four sides. No issues with this bldg. Overall site has
significant foliage overgrowth.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with 3 ope
breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada connectivity is provided through 20 foot  Photo 2 - Pump Station Building Rear
pole mounted to the building.

Recommendations:

No recommendations required for this building. Refer to Bayview Reservoir fa
perimeter coverage issues.

Photo 3 - Security Equipment rack

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Bayview Reservoir Street Address: 5400 Thunderbird Lane

Inspection Date: 2/24/2011 Phase: 1 City: San Diego Zipcode: 92037
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.81812 Longitude: 117.23959
Site Lighting: None ~ b '
Site Perimeter: 6 foot wrought iron fence s

Perimeter Condition: Poor

CCTV Camera Number / Type: Perimeter: Gate:

Fixed: o PTZ: 2 PTZ PTZ

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: n/a

Gate Description: HID Reader/Manual Gate Photo 1- Main Entrance CCTV/Motion
Detector

Foliage Condition: overgrown

General Security Observations:

Large expanse of space with limited/inadequate CCTV coverage. Perimeter
access uninhibited except for ornamental fence line along south/east sides.
Security equipment for site located in Pump Station building. Neighbor locate:
at Northwest corner concerned about security camera coverage having vanta
point of their home/balcony/hot tub. Perimeter grossly overgrown with foliage.

Communication Observations:

The cameras at the reservoir are linked via Ethernet / fiber to the Bayview PS
and utilize the communication links at the Pump Station for connectivity.

Photo 2 - Perimeter View

Recommendations:

Recommend thermal PTZ cameras on each corner of property equipped with
video analytics. Clear of fence lines of overgrown vines, trees and bushes.

Photo 3 - View Across Reservoir

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
Page 3
Request for Proposal (Rev. March 2011)

Attachment A — Exhibit D— Site Security Assessment prepared by AECOM 230 | Page
Water Department Security Upgrade Design—Build Contract



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Bernardo Heights PS

Inspection Date: 2/23/2011

Inspected By:

Phase: 1

Billy Vanderbur and Budge Currier

Street Address: 16126 Avenida Venusto

City: san Diego

Latitude: 33.00475

Zipcode: 92128

Site Lighting: Floodiights on building

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None at building

Foliage Condition: No issue.

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 1 PTZ: 1 PTZ None

Gate Description: card reader with maglock, chain/lock

General Security Observations:

Site is fenced with mesh and barbed wire. Vehicle gate needs to be readjuste
so maglocks will work properly. One camera with IR on pole on property, one
off property. Motion sensors on each corner of building. Main gate has card
reader and mag lock. Site lighting from floodlights on building - appear broker
Site connects via fiber optics up the hill to Pomerado Park outdoor cabinet.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an s
a Cisco 2960 Router with 4 open ports. There is commercial power with 4 ope

breakers and backup power using portable generator. The existing

communication rack contains the DVR, UPS and has one open rack space.
Conduits run into the shelter. Scada connectivity is provided through scada
antenna mounted to the building. Communication costs included with Bernarc

Heights Reservoir

Recommendations:

Repair exterior lighting with new motion sensored floodlights. Realign vehicle |

gate. Add card reader to building with door contacts.

Longitude: 117.07508

Photo 3 - Security Equipment Rack

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Black Mtn PS - Bldg 14799A

Street Address:

14600 Black Mtn Rd

Inspection Date: 2/23/2011

Inspected By:

Phase: 1

Billy Vanderbur & Budge Currier Latitude:

City: san Diego

Zipcode: 92129

32.98568 Longitude: 117.12824

Site Lighting: on Building Only - Motion detection with flood lights
Site Perimeter: 6' chain link mesh with outriggers and barbed wir

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed PTZ

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: HID Reader/Sentrol Door Contacts/Interior Moti

Gate Description: Site: HID Reader/Auto-Gate/Trigon HF-2

Intercom

Foliage Condition: Overgrown around perimeter

General Security Observations:

This Pump Station connects to the Upper Pump Station via fiber optics and is
on the same property with the Black Mountain Reservoir. The perimeter fencil
is okay but needs some minor repairs. More information provided under Black
Mountain Reservoir pertaining to site perimeter. Motion detection with flood
lights used on perimeter of building.

Communication Observations:

The site has a microwave connection to Rancho Penasquitos PS and utilizes
the fiber at Rancho Penasquitos PS for connectivity back to the Chollas SOC
Microwave radio and antenna are mounted to bldg. Fiber runs between pump
house, the distribution bldg and the reservoir. There is 125 Amp commercial
power with 2 open breakers. The existing communication rack contains the
DVR, UPS and has one open rack space. Conduits run into the shelter. Scad
connectivity is provided through scada antenna mounted to the building.

Recommendations:

underneath. The rain gutter next to the main entrance needs to be secured
since it is easily penetrated- suggest welding several 8 inch pipes together an
attach to the concrete to close the gap but also to allow water to flow freely.
The foliage needs to be cut down around the perimeter, especially where it
contacts the fence line (both inside/out).

N\

The gate locations around the perimeter should be fixed to prevent access frc [*§

Ty
) PN
¢

Photo 2 - Pump Station Building

Photo 3 - Security Cabinet

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Black Mtn Reservoir Street Address: 14600 Black Mtn. Road (approx.)
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92129
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.98568 Longitude: 117.12824

Site Lighting: oOn buildings only
Site Perimeter: 6' mesh with barbed wire.

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 2 None PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: Card Reader with Mag locks and auto-sliding Photo 1- Sample Perimeter Gate
gate.

Foliage Condition: overgrown

General Security Observations:

The reservoir is connected to the lower Pump Station with fiber optics. There
a chemical building structure next to tank that has CCTV/IR/MD coverage on
all sides. The tank has two PTZ cameras installed on top with IR. Coverage i<
limited to one side of reservoir leaving other side and vast perimeter largely
uncovered. The perimeter fence is in good shape but needs some attention tc
restring some barbed wire and to close the gaps under the existing gates.
Intruders have definitely been coming under the gates.

Communication Observations:

The cameras at the reservoir are linked via fiber to the Black Mtn PS and utili:
the communication links at the Pump Station for connectivity.

Photo 2 - View of Reservoir Tank with

) CCTV on top.
Recommendations:

Install thermal cameras with video analytics at strategic points around the
reservoir with special attention on the fence lines. The perimeter is extensive
but coverage around the reservoir is paramount. Add audio speakers around
site. Reference Black Mountain Pump Station for additional security discussic
since they both reside within the same property line.

Photo 3 - Chemical Building next to tank.

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Cabrillo Palisades PS Street Address: 3190 Health Center Dr
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92123
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.80169 Longitude: 117.15269

Site Lighting: On shed only.
Site Perimeter: mesh with barbed wire

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: chainflock Photo 1- Main Gate

Foliage Condition: No issue.

General Security Observations:

Site used to include a standpipe but that has since been demolished leaving
just the pump station. The fenceline is in disrepair and needs total
replacement. Upgrade pump house door. Many breach points, assumed by
transients. Bordered by commercial businesses.

Communication Observations:

This site has no existing security connections. The pump station building doe:
not have room and communication equipment will likely be outside in a FEMA
cabinet. There is commercial power with 3 open breakers. The existing
SCADA antenna is mounted to the building. There is room to install multiple
microwave antennas if needed. Site used to have a reservoir, which has bee
removed.

Recommendations:

Demo and install new fence line with mesh and barbed wire. Replace pump
house door/jamb. Install card reader/mag locks at new gate. Install card reade &
and door contacts at pump house with MD on the interior. Add two new
security posts at opposite sides of property with CCTV/IR/MD. Add
PTZ/IR/MD for new gate. Provide upgraded floodlights to top of pump house.
Add audio speaker to pump house.

Photo 3 - General Site Conditions

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Carmel Mtn High PS Street Address: 11600 Shoal Creek Dr
Inspection Date: 2/23/2011 Phase: 1 City: San Diego Zipcode: 92128
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.96618 Longitude: 117.08033

—

Site Lighting: oOn building only
Site Perimeter: Wrought Iron and Mesh with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 2 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: card reader at door with door contacts

Gate Description: Card Reader with mag lock, chain/lock Photo 1- Main Gate

Foliage Condition: Minor trimming required

General Security Observations:

Large site enclosed with combination of ornamental wrought iron and mesh
with barbed wire. Single PTZ for gate, single fixed CCTV for general site of
building. CCTV at door side of building only with IR/MD. Rear corner not
covered.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with 1 ope
breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.
Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Lone secu rity poIe on property
antenna mounted to the building. This site had an HP server solution used.

Recommendations:

Add fixed CCTV/IR/MD on southwest corner of building to cover rear of
property.

Photo 3 - View of building.

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Carmel Mtn High Reservoir Street Address: 13642 Shoal Summit Dr
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92128
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.96542 Longitude: 117.07719

Site Lighting: None
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 5 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: n/a

Gate Description: Card Reader with mag locks, chain/lock

Foliage Condition: No issue

General Security Observations:

Site is very clean and open. Good CCTVcoverage. Has HP NVR solution.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with 4 ope
breakers and backup power using portable generator. An outdoor stainless

steel communication shelter contains the DVR, UPS and routers. Conduits ru

into the shelter. Scada connectivity is provided through pole mounted scada Photo 2 - Typical Security Pole
antenna.

Installation
Recommendations:

No security upgrades required at this site.

Photo 3 - QOutdoor Security Cabinet

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and “ -nt OM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Carmel Mtn Industrial PS

Inspection Date: 2/23/2011

Insgected By: Billy Vanderbur and Budge Currier

Phase: 1

Street Address:

11403 Rancho Carmel Dr.

City: san Diego
Latitude: 32.98564

Zipcode: 92128

Longitude: 117.08197

Site Lighting: oOn building only
Site Perimeter: Mesh fence with barbed wire

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: No access control on door

Gate Description: Chain/Lock

Foliage Condition: No issue

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 2 PTZ: 1 Fixed PTZ

General Security Observations:

Location is adjacent to freeway. Fence line close to building edge and appear
to be location of compromise. DVR has been stolen as well as a fixed CCTV

camera from same suspect corner.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with 10
open breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.
Conduits run into the shelter. Scada connectivity is provided through scada

antenna mounted to the building.

Recommendations:

Replace fixed CCTV camera. Add concertina wire along top at corner of site
closest to the buildings roof line only. Recommend adding floodlights with
motion sensors on both east/West sides of the building. Add audio speaker
due to remoteness of site. Add card reader and door contacts to building dool

Add card reader and mag locks at main gate.

Photo 2 - Problem area on SW corner

Photo 3 - Missing DVR in Rack

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Carmel Mtn Mall PS Street Address: 11202 Rancho Carmel Dr.
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92128
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.98206 Longitude: 117.08338

Site Lighting: oOn building only
Site Perimeter: Mesh fence with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 1 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: cCard Reader at door with door contacts

Gate Description: Card Reader with mag lock Photo 1 - Building View

Foliage Condition: No issue

General Security Observations:

Building has motion detection on each corner. Fixed CCTV coverage of
building from pole mounted CCTV camera at main gate. Second pole at
Northeast corner is missing CCTV/IR detection equipment. Bad idea to moun |}

to corner fence pole. Needs to be inside the property line. Obvious breach po
in NE corner.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an |ss
a Cisco 2960 Router with 4 open ports. There is commercial power with 9 ope
breakers and backup power using portable generator. The existing
communication rack contains the UPS, but DVR was stolen. Rack has one
open rack space. Conduits run into the shelter. Scada connectivity is providec Photo 2- NW Corner - Missing camera
through scada antenna mounted to the building. and breach location

Recommendations:

Install new pole inside NE corner and mount two fixed CCTV/IR on pole to
cover fence line. Repair mesh fence. Add audio speaker on building and
floodlights at North side of building. Verify view angle from CCTV camera on
SW pole has good image of building entrance. If not, consider adding
additional fixed camera at door entrance.

Photo 3- Main Gate

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Catalina PS Street Address: 4062 varona St.
Inspection Date: 2/24/2011 Phase: 1 City: san Diego Zipcode: 92106
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.72563 Longitude: 117.24396

Site Lighting: oOn buildings only
Site Perimeter: Ornamental wrought iron security fence

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 3 PTZ None
Motion Sensor: Protech Piramid XL2

Infared: Builtinto camera per SOC

Access Control: card reader at doors

Gate Description: Card reader on post, automatic gate. Photo 1- Main Gate

Foliage Condition: Minor trimming required

General Security Observations:

Site uses integrated MD with PTZ cameras. No security issues at this site.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2950 Router
with many open ports. There is commercial power with open breakers and
backup power using portable generator. There is no existing communication
rack. Equipment is mounted to the wall and is not well organized. Conduits ru
into the shelter. Scada connectivity is provided through scada antenna Photo 2 - Pump House
mounted to the building. Site also provides connectivity for Point Loma Res.

Recommendations:

No changes required.

Photo 3- |R Beam

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Chollas Facility Street Address: 2797 Caminito Chollas
Inspection Date: 2/22/2011 Phase: 1 City: san Diego Zipcode: 92105
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.73479 Longitude: 117.07166

Site Lighting: Combination pole lighting and building exterior lighting.

Site Perimeter: 6 foot chain link with 18 inch outriggers and 3
strand barbed wire

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 3 PTZ: 3 Fixed/PTZ  Fixed/PTZ

Motion Sensor: None observed

Infared: None observed

Access Control: HID Readers to SOC

Gate Description: Automatic sliding gates - 3 locations Photo 1- Main Entrance Gate

Foliage Condition: Overgrown around perimeter

General Security Observations:

The Chollas site consists of multiple city branches occupying various areas of
the overall site. This report is focused on the water branch only. Primary
access to the site is through the main entrance that is unmanned until after
hours. Access to the Water department area is controlled using card access
through an automatic vehicle gate. The next layer is to pass through a
pedestrian gate that is also equipped with a card reader and maglocks. The
entrance to the EOC/SOC trailer is also equipped with a card reader. The ma
gate is closed at the end of the day and a guard is posted at the main gate
guardhouse.

Communication Observations:

The site is the connecting point for the Oteman and T1 leased line. There is a

Cisco 6509, and two 7206 routers at the control center. There is commercial

power with open breakers. The existing communication room contains all the

circuits and connections for the Security Operations Center. Conduits run intc

the center. The Scada system is also controlled in a separate room at the Photo 2 - Perimeter Photo #1
SOC. There is a tripod 60' tower on the site that is 1/3 full and is used by

Public Safety.

Recommendations:

The perimeter fence/gates around the water branch needs to be replaced aloi
the north, east and south sides of that area. This does not include the entire
City property line, but only that portion that surrounds the general SOC
boundaries. Recommend vehicle gate be installed in southeast corner of wate |
department property to alleviate the need for a staffed guard further south. Th [§
gate should be equipped with a card reader and automatic sliding gate to
control access into/out of the area.

Photo 3 - Perimeter Photo #2

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and “ - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Chollas Heights PS Street Address:

Inspection Date: 2/22/2011 Phase: 2 City: san Diego
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.74105

3303 60th St

Zipcode: 92105
Longitude: 117.06663

Site Lighting: Single light on structure
Site Perimeter: 5 foot chain link fence, no barbed wire

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Chain/Lock

Foliage Condition: overgrown

General Security Observations:

Location in neighborhood. Bordered on two sides by residential. North side to
open area. Fence is too short and has no barbed wire on top. Generally low ri
area.

Communication Observations:

This site has no existing security connections. The pump station building has

room for an equipment rack. There is 60 amp commercial power with 11 oper

breakers. This is higher elevation site. The existing SCADA antenna is
mounted to the building. There is room to install multiple microwave antennas
needed.

Recommendations:

Replace entire fence line with 8 foot fence and 18 inch outriggers with 3
strands barbed wire. Install single door vehicle gate with access control reade
and maglock. Mount dome cameras on opposing corners of building with fixet
day/night vision cameras. Install motion detection inside/out and door sensors
Include on PTZ camera for main gate coverage. Mount security cabinet
equipment inside building.

Photo 3 - Existing antenna

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit D— Site Security Assessment prepared by AECOM
Water Department Security Upgrade Design—Build Contract
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Cielo and Woodman PS Street Address: 6599 Cielo Dr.
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92114

Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.7037 Longitude: 117.05495

Site Lighting: None

Site Perimeter: 6 foot chain link fence with 3 strands barbed wire
around sheds only

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: Chain/lock to pedestrian gate only.

Gate Description: Pedestrian Gate only

Foliage Condition: Recently mowed by City

General Security Observations:

The Pump Station is an underground facility with equipment sheds above. Th
fence line surrounds the sheds only, the access hatch to the vault is outside
the fence but was locked.

Communication Observations:

This site has no existing security connections. The pump station is in an
underground vault, any equipment rack would likely be an outdoor FEMA
cabinet. There is commercial power with open breakers. This is higher
elevation site. The existing SCADA antenna is mounted a 15 foot pole. There
room to install multiple microwave antennas if needed.

Recommendations:

Property is much larger than the equipment area. City requested to fence in
entire property line and include two vehicle access gates at the North and eas
sides of the property. Install new fence line with 8 foot chain link fence and 18
inch outriggers with 3 strands barbed wire. Install double door vehicle gates
with access control reader and maglock. Install new poles with lighting and
attach dome cameras on opposing corners of site with fixed day/night vision
cameras. Install motion detection inside/out and hatch door sensors. Include
one PTZ camera for North gate coverage. Install exterior mounted cabinet for
new security equipment DVR and access control modules. Add HID reader
inside hatch entrance and motion detectors inside vault. Add vehicle bollards
protect roadside hatch and above ground equipment.

Photo 3 - Equipment Sheds

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and “ - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Climax PS Street Address: 7084 Coleshill Dr.
Inspection Date: 2/25/2011 Phase: 1 City: San Diego Zipcode: 92119

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.81095 Longitude: 117.01841

Site Lighting: streetlight.
Site Perimeter: Residential - no fence

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: Inside vault

Infared: None

Access Control: Inside vault entrance - door contacts

Gate Description: Card Reader

Foliage Condition: No issue.

General Security Observations:
Clean site.

Communication Observations:

The site has no existing cameras, but does have an existing AT&T leased fibe
Circuit for access control. The data connections were not observed during the
site survey. There is commercial power with 15 open breakers. Underground

vault with no backup power. Scada connectivity is provided through pole
mounted scada antenna.

Recommendations:

Add fixed camera on interior with new DVR and UPS.

Photo 3 - Vault Interior

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Deerfield PS Street Address: 8002 Mission Gorge Rd.
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92120
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.81629 Longitude: 117.06245

Site Lighting: Perimeter lighting on poles.
Site Perimeter: Mesh fence - no barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Chain/Lock Photo 1 - Site entrance

Foliage Condition: overgrown

General Security Observations:

Generally clean site. Foliage overgrown. Fixed CCTV domes exist on each
corner of building. No IR/MD. No access control into building. Fence missing
barbed wire. Intrepid fence senor system installed but not operational. Card
reader at gate with mag locks.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with 5 ope
breakers and backup power using portable generator. The existing
communication rack contains the DVR, put the UPS sits on the floor and
routers are mounted to the wall. Conduits run into the shelter. Scada Photo 2 - Building view
connectivity is provided through scada antenna mounted to the building.

Recommendations:

Install MD/IR with each camera. Install outriggers and barbed wire on fencing
Add card reader to door into building. Install dual CCTV cameras/MD/IR on
existing light poles at opposing corners of property. Add PTZ/IR pole with bes
view of gate. Trim foliage back. Add audio speaker.

Photo 3 - Perimeter View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Del Cerro Highlands PS Street Address: 6097 Madra Ave
Inspection Date: 2/25/2011 Phase: 1 City: San Diego Zipcode: 92120

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.78906 Longitude: 117.05562

Site Lighting: n/a
Slte Perlmeter: Residential - Vault in sidewalk

Perimeter Condition: No Perimeter Fencing
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: Not on exterior

Infared: None

Access Control: Inside vault - Card Reader

Gate Description: Hatch style Photo 1- View of vault site

Foliage Condition: No issue

General Security Observations:
No issues.

Communication Observations:

The site has no existing cameras, but does have an existing AT&T leased fibe
Circuit for access control. The data connections were not observed during the
site survey. There is commercial power with many open breakers.
Underground vault with no backup power. Scada connectivity is provided
through pole mounted scada antenna.

Photo 2 - View of vault Interior

Recommendations:

Install fixed camera and integrate with existing motion sensor in vault along w
new DVR and UPS.

Photo 3 -

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Del Cerro PS Street Address: 5700 Mare Ave
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92120
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.78238 Longitude: 117.06158

Site Lighting: street light only

Site Perimeter: Commercail property to North, Residential to the
South and West.

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed None

Motion Sensor: None

Infared: None

Access Control: Building is key locked only

Gate Description: Gate has broken card reader with mag locks Photo 1 - Site view from street

Foliage Condition: No issue

General Security Observations:

Site security needs attention, Missing IR/MD associated with three cameras ¢
building corners. North side of building has no CCTV. Intepid PIDS system is ¢
not operational per SOC. Vehicle gate located at rear of property and is chain
locked. Primary entrance is through ped gate at street side.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with open
breakers and backup power using portable generator. The existing aluminum
rack is mounted to the wall with the UPS. The DVR is in a separate rack.

Conduits run into the shelter. Scada connectivity is provided through 10 foot  Photo 2 - Broken card reader at ped gate
pole mounted to the building.

Recommendations:

Provide complement of IR/MD for existing cameras. Add additional Fixed
CCTV/IR/MD on North side of building. Add PTZ/IR for view of pedestrian
gate. Repair Card reader at ped gate.

Photo 3 - View of vehicle gate

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Del Cerro Reservoir Street Address: 5880 Rockhurst Ct.
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92120

Inspected By:  Billy Vanderbur and Budge Currier Latitude:

32.78696 Longitude: 117.06046

Site Lighting: Minimal
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 0 Fixed None

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: Card reader with maglocks

Foliage Condition: Minor trimming required

General Security Observations:

Current CCTV includes fixed cameras with IR/MD at all four corners of site.
Fence line in good shape except at North end where steep grade causes

problems with erosion under fence. Security cabinet located outdoors. Foliage

needs to be cleared from fence lines and tress.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power.
Equipment is in an outdoor stainless steel cabinet which contains routers,

DVR, UPS and other communication equipment. Conduits run into the shelter

Scada connectivity is provided through pole mounted scada antenna. Easy
LOS to Redwood Standpipe.

Recommendations:

Photo 1- Main Gate

Photo 2 - View of security pole

Augment existing CCTV with thermal IR cameras with video analytics located &

at NE corner of property and SW corner of property to cover fence lines. Add
PTZ/IR/MD to existing pole at SE corner. Add two audio speakers to site.
Folilage needs to be trimmed back.

Photo 3 - Site overview

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Eagle Ridge PS Street Address: 7822 wing Flight Ct.
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92119
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.8053 Longitude: 117.02766

Site Lighting: Low
Site Perimeter: No fence - in residential

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: Interior only

Infared: None

Access Control: None

Gate Description: Garage door with card reader Photo 1- View from front

Foliage Condition: Trees but not an obstruction.

General Security Observations:

This site is in residential area. Foot traffic paths from street heading North
indicate a lot of passersby. Neighbor says they never heard of any problems
here. No fence exists. Door contact switches on garage door are corroded.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with €
open breakers and backup power using portable generator. The pump station
has a garage type door that opens. The existing communication rack contains
the equipment needed to connect the door contacts. There are no cameras ai Photo 2 - Security cabinet
this site. Conduits run into the shelter. Scada connectivity through scada

antenna mounted to a street light pole.

Recommendations:

Recommend not fencing it in. There isn't much room to work with and since it
is all enclosed except for the garage door. Add fixed CCTV/IR on East and

west walls with opposing views of garage entrance and new DVR with UPS. |8
Glare from southern exposure would affect the a single view from South side. [
Replace door contact switches.

Photo 3 - Side view

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: East Gate Mall Regulator Street Address: 5302 Eastgate Mall
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92121
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.88054 Longitude: 117.18913

Site Lighting: None
Site Perimeter:  None

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Hatch access only Photo 1- Site Photo

Foliage Condition: No issue.

General Security Observations:

This underground regulator location is on the inside bend of the road. The
hatch cover is rusted off the hinges making it nonsecure.

Communication Observations:

This site has no existing security connections. The regulator is in an
underground vault accessed via vault doors, any equipment rack would likely
be an outdoor NEMA cabinet. There is commercial power. The existing
SCADA antenna is mounted a 20 foot pole. There is an water treatment facilit
nearby that may provide connectivity.

Recommendations:

Recommend replacing entire hatch cover. Install new perimeter fence around
property line with outriggers and barbed wire. Install traffic rated bollards to
protect site. Install 1 poles with dual day/night fixed cameras, IR/MD and a lig
illuminating the area. Add HID reader and mag locks at new gate.

Photo 3 - Rusted Hatch Lid

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: El Capitan Dam Street Address: 16852 El Monte Rd
Inspection Date: 2/28/2011 Phase: 1 City: Lakeside Zipcode: 92040
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.88242 Longitude: 116.80952

Site Lighting: Limited given vast expanse of property
Site Perimeter: Fenced in areas, not all.

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: PTZ: 6 PTZ PTZ

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: Chain/Lock Photo 1- Tunnel

Foliage Condition: No issue

General Security Observations:

Vast expanse of area lends itself to using thermal IR cameras and video
analytics technologies. Current system is not sufficient to handle night time
operations effectively.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2507 Router.
We were unable to open the outdoor stainless steel communication cabinet.
Conduits run into the shelter. There is commercial power, but no backup
power. Scada connectivity is provided through pole mounted scada antenna.
Several camera locations in the reservoir area all linked via fiber. Photo 2 - City Building

Recommendations:

Provide PTZ thermal IR and video analytics a top dam with view angles
towards water, sides of the dam and down below the dam. Add thermal IR an
video analytics at lower level area of dam and at tunnel entrance. Add new
thermal IR at City office trailers at end of road with vantage points toward Hw\
8, the boat piers and oncoming traffic to the parking lot. Add audio speakers ¢
tunnel, top of dam and at city trailers.

Photo 3 - Security Cluster on lower level
of dam

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Elliot Pipeline Regulator Street Address: 5592 Clairemont Mesa Bivd
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92117
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.83425 Longitude: 117.17223

Site Lighting: None
Site Perimeter: Located in plot of land next to motel.

Perimeter Condition: No Perimeter Fencing
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: None Photo 1- General Site View

Foliage Condition: No issue.

General Security Observations:

This underground site is located adjacent to a motel. No fence, no security.
About 2-3 feet of water sitting in bottom of vault.

Communication Observations:

This site has no existing security connections. The regulator is in an
underground vault accessed via vault doors, any equipment rack would likely
be an outdoor FEMA cabinet. There is commercial power. A 2 story building i:
directly north. The existing SCADA antenna is mounted a 20 foot pole. It is
possible to mount multiple antennas at this site.

Recommendations:

Recommend that a fence be constructed around the site. The extent of the
property line to be verified with the City surveyor. Install card reader, motion
detection inside vault space. Add PTZ/IR/MD on new pole inside fenceline.
Add outdoor security cabinet to house DVR, equipment. Add card reader and
mag lock to new fence.

Photo 3 - Interior Sample

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and “ - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Friars Rd Regulator Street Address: 2275 Rio Bonito Way
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92108
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.77794 Longitude: 117.13535

Site Lighting: From adjacent parking lot only
Slte Perlmeter: Mesh with no barbed wire

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Chain/Lock

Foliage Condition: No issue

General Security Observations:

Site is adjacent to commercial building. No barbed wire on fence.

Communication Observations:

This site has no existing security connections. The regulator is above ground,
but there is no building. Any equipment rack would be an outdoor FEMA
cabinet. There is commercial power. The existing SCADA antenna is mountes
a 20 foot pole. It is possible to mount multiple antennas at this site.

Photo 2 - Vault Hatch

Recommendations:

Add barbed wire to top of fence. Install card reader and mag lock to gate. Adc
PTZ/IR/MD on new pole inside yard. Add new outdoor security cabinet with
DVR and UPS. replace vault hatch doors, rusted.

Photo 3 - Opposing view of site

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: LalJolla Country Club Reservoir

Inspection Date: 2/24/2011

Phase: 2

Insgected By: Billy Vanderbur and Budge Currier

Street Address: 7269 Encelia Dr.

City: san Diego
Latitude: 32.84147

Zipcode: 92037

Longitude: 117.25769

Site Lighting: Not Evaluated
Site Perimeter:  Wrought Iron

Infared: None

Access Control: None

Gate Description: Vehicle gate with chain/lock

Foliage Condition: No issue.

Perimeter Condition: Fair

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

General Security Observations:

Location not included in this project and the fields are left blank. This site will

be used for connectivity only.

Communication Observations:

This site has no existing security connections. The reservoir has an adjacent
pump station that has room for communication equipment cabinet. There is
commercial power with 3 open breakers. The existing SCADA antenna is
mounted to the building. Multiple LMR (Public Safety) antennas are located a

the site. There is room to install multiple microwave antennas if needed.

Recommendations:

This site will be used for communications connectivity only. This site is part of
another project that will address security upgrades. Communication costs for
this link were included with the La Jolla View Standpipe and Catalina PS sites

Photo 2 - Existing Antennas at Site

Photo 3 -

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: LalJolla View Standpipe Street Address: Brodiaea Way & Encelia Drive
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92037
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.84209 Longitude: 117.26151

Site Lighting: None
Site Perimeter: 6 foot chain link with outriggers and barbed wire

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Manual Gate

Foliage Condition: overgrown

General Security Observations:

Standpipe is located at end of service road. Access to service road is a locke:
vehicle gate but area is approved for hiking. Site is fenced but fence is subpa
and penetrations by intruders is evident. Site is considered a good vantage
point of the lower valley.

Communication Observations:

This site has no existing security connections. The reservoir has no building;
communication equipment would need to be installed in an outdoor NEMA
cabinet. There is commercial power with a conduit running to existing SCADA f
cabinet. The existing SCADA antenna is mounted to a 15 foot pole. There is
room to install multiple microwave antennas if needed.

Recommendations:

Demo and build new fence with outriggers and barbed wire with automated "
vehicle gate. Install thermal cameras with video analytics at opposing corners [
of property. Install PTZ/IR/MD at gate entrance. Install new outdoor security
cabinet. Perimeter foliage needs to be trimmed back. Add audio speakers
since this is a remote site. Install long range PTZ for city view.

Photo 3- Main Gate

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Los Penasquitos PS Street Address:

15265 Andorra Way
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92129
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.99137 Longitude: 117.08451

Site Lighting: uUnderground vault
Site Perimeter: Located in residential area

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: Interior Sensor

Infared: None

Access Control: Key Locked Hatch with Card Reader inside vau

Gate Description: Vault Hatch with door contact sensors

Foliage Condition: No issue

General Security Observations:

The underground vault is located between two homes in a residential area.
Hatch contact sensors and card reader are installed in vault.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with &
open breakers. No Backup Power. The existing communication rack is in an
underground vault and contains the DVR, UPS and has one open rack space |
Conduits run into the shelter. Pole mounted Scada antenna.

Recommendations:

Add fixed CCTV camera inside vault with new DVR and UPS. Otherwise, this
site has no issues.

Photo 3 - Card Reader with access
indicator

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
Page 28
Request for Proposal (Rev. March 2011)

Attachment A — Exhibit D— Site Security Assessment prepared by AECOM 255 | Page
Water Department Security Upgrade Design—Build Contract



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Los Penasquitos Reservoir Street Address: Penasquitos Dr. & Avenida Maria
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92129
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.98583 Longitude: 117.09238

Site Lighting: Limited to what is provided on tank.
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Fair

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: n/a

Gate Description: Card reader with mag lock, chain/lock Photo 1- Main Gate

Foliage Condition: Needs to be cleared away from fence line.

General Security Observations:

The fence line is in poor condition. Obvious breach points around perimeter.
Hiking trail runs along perimeter fence. This site connects to Pomerado Park
Reservoir via wireless connection.

Communication Observations:

The site has a microwave connection to the Pomerado Park Res. Microwave

radio and antenna mounted on a 20' pole. Conduit runs from pole to a outdoo
stainless steel communication shelter. The shelter contains the routers, DVR,
UPS and camera connections. There is commercial power at the site. Condui
run into the shelter. Scada connectivity is provided through pole mounted Photo 2 - Pole Installation with

scada antennas. CCTV/IR/MD

Recommendations:

Repair existing fence to close up breach points and to restring the barbed wir:
Non-galvanized fence ties used and have since rusted out and need to be :
replaced. Consider building speed hump/bump under main gate to close gap.

Otherwise installed security appears effective. Add audio speakers due to
remoteness of site.

Photo 3 - Sample Breach Point

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
Page 29
Request for Proposal (Rev. March 2011)

Attachment A — Exhibit D— Site Security Assessment prepared by AECOM 256 | Page
Water Department Security Upgrade Design—Build Contract



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Mercy Mira Mesa High PS

Street Address:

9525 Babauta rd.

Inspection Date: 2/23/2011 Phase: 1

Inspected By:  Billy Vanderbur and Budge Currier

City: san Diego
Latitude: 32.93642

Zipcode: 92129

Longitude: 117.12301

Site Lighting: oOn building only.
Site Perimeter: 6 foot black mesh fence with barbed wire

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 1 Fixed PTZ

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: HID Reader with door sensor and interior motio

Gate Description: HID Reader with Maglock and chain/lock

Foliage Condition: overgrown

Photo 1- Main Gate

General Security Observations:

Overall the site is in great condition other than needing the foliage trimmed

back.

Communication Observations:

The site has an existing AT&T leased Fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with & '
L§

open breakers and backup power using portable generator. The existing

communication rack contains the DVR, UPS and has one open rack space.
Conduits run into the shelter. Scada connectivity is provided through scada

antenna mounted to the building.

Recommendations:

Trim back foliage.

Photo 2 - Foliage Around Camera Pole

Photo 3 - Property Line View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Miramar Ranch North PS Street Address: 11497 Weatherhill Way
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92131
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.92791 Longitude: 117.10117

Site Lighting: sSite lighting exists around the reservoir
Site Perimeter: 6 foot fence with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: HID Reader at door with door contact and interi

Gate Description: See reservoir description Photo 1- Entrance to Pump Station
Building

Foliage Condition: See reservoir description

General Security Observations:

The site is overall in good shape. The building is secured. Unfortunately, the
security system was not operational at this time.

Communication Observations:

The site has an existing AT&T leased Fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with ]
open breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Termination Field
antenna mounted to the building.

Recommendations:

No security upgrades required at this building. Investigate problem why existii
security system is not operational at this time. Site is collocated with the
Miramar Ranch North Reservoir and communication costs are included with
the reservoir site.

Photo 3 - Security Cabinet

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Miramar Ranch North Reservoir Street Address: 11496 Weatherhill Way
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92131
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.93642 Longitude: 117.12301

Site Lighting: sSite lighting exists around the reservoir
Site Perimeter: 6 foot fence with barbed wire

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 1 Fixed PTZ

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: card Reader and maglock at gate

Gate Description: Two gates exist: One at the base of the
driveway with chain/lock only; the other at th

PP NY TN ALE 110 Y PEDAPN PON PPN

FoIiage Condition: Needs to be trimmed back in areas

General Security Observations:

The site is shared with the Pump Station. There are stairs up to the top of the
reservoir with a gate that is not functioning properly and could be easily scale

Communication Observations:

The cameras at the reservoir are linked via Ethernet / fiber to the Miramar
Ranch PS and utilize the communication links at the Pump Station for
connectivity.

Recommendations:

Recommend enclosing stair entrance with 8 foot fence with barbed wire with
pedestrian gate access. Gate would require HID reader and maglocks. Due tc
the elevation of this site, consider adding day/night PTZ on pole on western
side of property for view of that area of the city.

Photo 3 - Site Interior with View of City

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Montezuma PS Street Address: 4998 Catoctin Dr.
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92115
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.76881 Longitude: 117.05854

Site Lighting: None
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed None

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: card reader at bldg door

Gate Description: Card Reader with mag lock, chain/lock

Foliage Condition: No issue.

General Security Observations:

No lighting at site. No PTZ view of main gate. Card readers not working at
gate/door.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with ¢
open breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Site View
antenna mounted to the building.

Recommendations:

Add floodlights with motion sensor on NW and NE side of building. Add
PTZ/IR/MD on West corner of building with view of main gate. Investigate wh)
card readers weren't operational.

Photo 3 - Typical security cluster

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Muirlands PS Street Address: 7480 Country Club Dr
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92037
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.84188 Longitude: 117.26339

Site Lighting: None
Site Perimeter: 6 foot chain link fence, no barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Manual Gate chain/lock

Foliage Condition: No issue.

General Security Observations:

The perimeter fence encapsulates the building and pump shed only. The City -
suggested fencing in the entire property at this location. The homeowners
installed a mesh fabric to the outside of existing fence to mask the image of tt
site.

Communication Observations:

This site has no existing security connections. The pump station building has
very little room for an equipment rack, an outdoor NEMA cabinet would likely
needed. There is 80 amp commercial power with 3 open breakers. The existir
SCADA antenna is mounted to the building. There is room to install multiple
microwave antennas if needed.

Recommendations:

Recommend removing mesh and existing fence. Install new perimeter fence
along property line with outriggers and barbed wire and automated gate. Inste |}
2 poles with dual day/night fixed cameras and motion detection and site lightir |
around perimeter. Install pole for day/night PTZ with motion detection to cove
main gate. Add HID reader and maglocks to new gate. Add card reader, door
sensors and motion detection in building.

Photo 3- Main Gate

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Ocean View Hills PS Street Address: 4951 Ocean View Hills Pkwy
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92154
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.5818 Longitude: 117.0254

Site Lighting: Perimeter well lit. sl s
Site Perimeter: 5 foot ornamental wrought iron '

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Chain/Lock Photo 1- Site Overview

Foliage Condition: Minor trimming along road required.

General Security Observations:

Overall a clean site to work with. Existing light poles could facilitate security
attachments. Fence is short and scalable.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is commercial power with 13 open
breakers. The existing SCADA antenna is mounted to the building. There is
room to install multiple microwave antennas if needed.

Recommendations:

Replace entire fence with 8 foot ornamental wrought iron security fence or
augment existing through other means. Install fixed CCTV/IR/MD at all four
corners of property with view of perimeter. Add PTZ/IR/MD at entrance gate.
Add card reader and mag lock at Main gate. Add card reader, door contacts,
interior motion sensors, DVR and UPS, and security cabinet in building.

Photo 3 - View of South side of building

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Otay Mesa PS Street Address: 5350 Otay Valley Rd
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92154
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.58505 Longitude: 117.01183

Site Lighting: on building only - very low
Site Perimeter: mesh fence with barbed wire

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: Key Lock to door

Gate Description: Chain/lock Photo 1- Site Overview

Foliage Condition: No issue

General Security Observations:

This site is very remote. The blocked off road to the west is a dumping grounc
for contractor waste. The perimeter fence is in poor-fair condition. The pumps |
are outdoors with a shed cover over the top.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is commercial power with 3 open breakers
The existing SCADA antenna is on a 30 foot pole mounted to the building.
There is an existing microwave link at site. There is room to install multiple
microwave antennas if needed. Photo 2 - Inside the yard

Recommendations:

Work with City surveyor to determine extent of property line. Recommend
rebuilding the fence to the extent of the property line. Add additional perimete
lighting around the site. Install two poles with fixed CCTV/IR/MD at opposing
corners of property. Add PTZ/IR/MD at new gate location with overview of
dumping ground area. Ideally, relocate K-rail further North to prevent vehicles
from travelling too close to the site. Add audio speaker towards roadside. Adc
card reader and mag locks at main gate. Add card reader, door contacts,
interior motion detection and security cabinet inside building. Add fixed CCTV
with IR with view of pumps on corner of building.

Photo 3- Antenna View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -t OM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Paradise Mesa #1 PS Street Address:
Inspection Date: 2/22/2011 Phase: 2 City: san Diego

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 37.69135

1695 Plaza Crest Ridge Rd

92114

Longitude: 117.05228

Site Lighting: street light only

Site Perimeter: 6 foot chain link fence with outriggers and 3
strands barbed wire

Perimeter Condition: Fair

CCTV Camera Number / Type: Perimeter: Gate:

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: chain/lock

Foliage Condition: overgrown

Fixed: o PTZ: 0 None None

General Security Observations:

Location is secluded in small valley between subdivisions. Fence line butts uf
to building structure. Given the structure is in a secluded area but surrounded

by residential lends itself to being prone to tampering/mischief activity.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is 60 amp commercial power, but the pant
may need to be updated. The existing SCADA antenna is mounted on a pole |
on a nearby hillside about 100m from the building and is connected via buriec
cable. There is room to install multiple microwave antennas if needed. There Photo 2 - Site Photo

a high berm just east of the site.

Recommendations:

Demo existing fence and rebuild to extent of city property line. Add PTZ/Fixec
CCTV with IR/MD at gate. Add card reader and maglocks at gate. Add pole
with fixed CCTV/IR/MD at opposite corner of site. Add card reader to building
with door contacts and interior motion detection. Mount security equipment
inside building. Add motion sensor with floodlight on building angled towards

pump equipment. Suggest adding audio speaker.

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Paradise Mesa #2 PS Street Address: 2599 Alta View Dr.
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92139
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.67845 Longitude: 117.04575

Site Lighting: None
Site Perimeter: No fence currently

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Access to underground vault via locked hatc|

Foliage Condition: Groundcover only

General Security Observations:

The site resides on a residential corner. The vault is located underground.

Communication Observations:

This site has no existing security connections. The pump station is in an
underground vault, any equipment rack would likely be in the underground
vault. There is commercial power with 4 open breakers. The existing SCADA

antenna is mounted a 15 foot pole. This is not a good site for multiple
microwave antennas.

Recommendations:

Recommend fencing the entire perimeter and provide a vehicle gate. Provide
day/night cameras, motion detection and site lighting. Install HID reader,

maglocks at gate. Install reader inside vault opening and attach hatch sensor: [S&
Mount day/night camera inside vault with motion detection sensors.

Photo 3 - Hatch View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Paradise Mesa Hills #2 PS Street Address: 1930 Sea Star Lane
Inspection Date: 2/22/2011 Phase: 2 City: San Diego Zipcode: 92139
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.68428 Longitude: 117.05555

Site Lighting: None
Slte Perlmeter: 6 foot chain link, no barbed wire

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 Fixed PTZ

Motion Sensor:

Infared:

Access Control: chain/lock

Gate Description: Manual Vehicle Gate

Foliage Condition: overgrown

General Security Observations:

The site was a standpipe location as well as a pumping station but the
standpipe has since been removed. There is no existing security at this
location. The entrance is around the corner from the actual pump equipment.
The existing fence line lacks outriggers and barbed wire. The foliage is very
overgrown. The location offers a great vantage point to provide a broad area
coverage of that portion of the city.

Communication Observations:

This site has no existing security connections. The pump station has no
building; communication equipment would need to be installed in an outdoor
FEMA cabinet. There is commercial power with open breakers. The existing
SCADA antenna is mounted to a 20 foot pole. There is LMR (Public Safety

Radio) equipment at the site. There is room to install multiple microwave Photo 2 - Pump Equipment
antennas if needed.

Recommendations:

The existing fence line needs to be upgraded to include outriggers and barbe!
wire. Access control card reader and maglocks need to be installed at the gat
plus PTZ/IR/MS coverage. A single fixed CCTV camera with IR/MD needs to
be installed to cover the pump equipment. Add additional pole with two fixed
CCTV cameras/IR/MD on East side of lot to cover perimeter fence lines.
Recommend adding motion sensor with flood lights to cover the pump area tc
add additional lighting to the area which is very dark at night. Recommend
adding a pole with a CCTV PTZ camera to provide coverage of the site with a
view angle of the driveway and the pump area. The PTZ could also provide
coverage of the city from that vantage point. Mount the security equipment
cabinet near the pump equipment. Trim back all foliage.

Photo 3 -

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Paradise Mesa Standpipe Street Address: 1513 Statton Ct.
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92114
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.69322 Longitude: 117.04622

Site Lighting: None observed
Site Perimeter: 6 foot chain link fence with outriggers and barbec

wire
Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: chain/lock

FoIiage Condition: Overgrown around perimeter

General Security Observations:

Site is accessed through residential area through locked vehicle gate in cul-d
sac with service road leading up to main site gate. Fence is in disrepair and tt
site can be accessed at multiple locations under fence line.

Communication Observations:

This site has no existing security connections. The standpipe has no building;
communication equipment would need to be installed in an outdoor NEMA
cabinet. There is commercial power. The existing SCADA antenna is mountet
to a 15 foot pole. There is room to install multiple microwave antennas if
needed. Photo 2 - Main Gate

Recommendations:

Recommend new fence be installed around complete perimeter. If possible,
have all abandoned cell equipment reinstalled and removed from the site.
Install 4 poles with dual day/night fixed cameras and motion detection and sitt
lighting around perimeter. Install pole for day/night PTZ with motion detection
cover main gate. Add HID reader and maglocks to new gate. Add two audio
speakers due to remoteness of site up on hillside.

Photo 3 - Interior of Site

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Penasquitos Bluffs #8 PS Street Address: 9198 Oviedo St
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92129
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.96843 Longitude: 117.12959

Site Lighting: Floodlights all around building
Site Perimeter: Mesh fence with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed None

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: Key lock

Gate Description: Card reader with mag lock Photo 1 - Side view of property

FoIiage Condition: Minor trimming required

General Security Observations:

Site located on residential corner. All four sides of building covered with
CCTV/IR/MD. Low risk area.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with no
open breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Rear view of property
antenna mounted to the building.

Recommendations:

No security upgrades required at this site.

Photo 3 - Typical security equipment
cluster

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Point Loma Reservoir Street Address: 1061 Catalina bivd.
Inspection Date: 2/24/2011 Phase: 1 City: San Diego Zipcode: 92106

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.72498 Longitude: 117.24424

Site Lighting: Sparse pole lighting.
Site Perimeter: Ornamental wrought iron security fence

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 4 PTZ: 0 Fixed Fixed

Motion Sensor: None

Infared: None

Access Control: card access attached to outdoor security cabin

Gate Description: Manual, Chain lock, mag locks not connecte:

Foliage Condition: Minor trimming

General Security Observations:

The site has four security poles with a fixed camera on each. No IR/MD. Use
of SW Microwave 300B IDS units along Catalina Blvd. Problem is path
between units is blocked with heavy tree vegetation causing the unit to sound
off constantly. No other IDS system in use for remainder of fence line.

Communication Observations:

The cameras at the reservoir are linked via fiber to the Catalina PS and utilize
the communication links at the Pump Station for connectivity.

Photo 2 - Security cabinet

Recommendations:

Recommend replacing the CCTV on the SE and NW corners with dual therm:
IR cameras with video analytics. Add PTZ/IR/MD to main gate pole for main
gate view. Either abandon the SW Microwave system and trim back foliage o1 i
replace with video analytics. Add two audio speakers to site. Communication
cost estimates are included with the collocated Catalina PS site.

Photo 3 - Overgrown Tree

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Pomerado Park Reservoir Street Address: 16126 Avenida Venusto
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92128
Inspected By: Billy Vanderbur and Budge Currier Latitude: 33.00475 Longitude: 117.07508

Site Lighting: Limited lighting on poles
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None at cabinet

Gate Description: Card reader with mag lock, chain/lock Photo 1- Main Gate

Foliage Condition: No issue.

General Security Observations:

Site properly fenced and in good condition. 4 sets of poles with dual
fixed/IR/MD. One pole missing IR unit (appears stolen). Outdoor cabinet has
noisy fan unit-possibly bad bearing. Connects to Bernardo Heights Pump
Station via buried fiber optic cable.

Communication Observations:

The cameras at the reservoir are linked via Ethernet / fiber to the Bernardo
Heights PS and utilize the communication links at the Pump Station for
connectivity. There is a fiber connection between PS and Reservoir. Site is
also linked to Los Penasquitos Reservoir via microwave and the 10 cameras

Los Penasquitos are routed through Pomerado Park and back to Chollas SO« Photo 2 - Typical Pole Installation with
CCTV/IR/MD

Microwave is mounted to a 15' pole with radio on the pole.

Recommendations:

Replace missing IR unit. Repair/replace fan blower unit on cabinet. Add audic
speakers due to remote location.

Photo 3 - Missing IR Unit

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Pomerado PS Street Address: 10455 Pomerado Rd
Inspection Date: 2/23/2011 Phase: 2 City: san Diego Zipcode: 92131

Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.89857 Longitude: 117.10039

} p A v B
Site Lighting: oOn building only

Site Perimeter: Eucalyptus Trees, planted vegetation

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Vehicle Gate - Chain/lock

Foliage Condition: No issue.

General Security Observations:

Site located off Pomerado Road. Existing vehicle entrance gate but no
perimeter fence around site. No lighting except that attached to building. Mes|
cage covering above ground valves at East corner of property. Plenty of roomr
and power inside PS building for security cabinet.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is 100 amp commercial power with 18 ope
breakers. The existing SCADA antenna is on a 30 foot pole mounted to the
building. There is room to install multiple microwave antennas if needed.

Photo 2 - Main Gate

Recommendations:

Install new fence with 8 foot fence and 18 inch outriggers with 3 strands
barbed wire around property line. Install new automated vehicle gate with
access control reader and maglock at main entrance, add two other gates at
east and west ends of property for city vehicle access (if needed). Mount domr
cameras on opposing corners of building with fixed day/night vision cameras.
Install motion detection inside/out and door sensors. Include new day/night
PTZ camera and motion sensor at main gate. Build gate further off roadside t
allow for enough room for larger vehicles to stop in front of gate.

Photo 3 - Site Interior

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and “ - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Princess Park PS

Inspection Date:
Inspected By:

2/22/2011 Phase: 2 City: san Diego

Billy Vanderbur and Budge Currier Latitude: 32.5656

Street Address: 1740 Masterson Ln

Zipcode:
Longitude: 117.03983

92154

Site Lighting: Building only
Site Perimeter: ~ Mesh fence only.

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: chain/lock

Photo 1- Valve Enclosure

Foliage Condition: overgrown

General Security Observations:

Remote site at edge of residential. Perimeter fence has no barbed wire
attached to top. Foliage overgrown.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is commercial power with many open

breakers. The existing SCADA antenna is on a 20 foot pole next to the buildir
There is room to install multiple microwave antennas if needed.

Recommendations:

Cut back all foliage to allow for minimum of 6 months growth. Attach outriggel
and barbed wire to existing fence/gate. Install two new poles for security
equipment and lighting. Install card reader and mag locks at gate and install
automatic gate opener. Install PTZ/IR on NE pole for gate view. Add card
reader. door contacts, motion sensors and security cabinet in building. Install
audio speaker to exterior of building. Add barbed wire and lock pedestrian gai
to valve enclosure south of Pump Station.

Photo 3 - East view

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Rancho Bernardo Industrial PS

Inspection Date:
Inspected By:

2/23/2011

Billy Vanderbur and Budge Currier

Phase: 1

Street Address:
City: san Diego

16055 Big Springs Way

Zipcode:

Latitude: 33.00751

92127

Longitude: 117.08435

Site Lighting: None

Site Perimeter: Mesh fence with barbed wire

Motion Sensor: Protech Piramid XL2

Infared: None

Access Control: card Reader at door

Gate Description: Chain/Lock only

Foliage Condition: overgrown

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

General Security Observations:

Shared site with Rancho Bernardo Reservoir. Separate gate entrance into PS
Presently the gate is staggered and easily penetrated. The concrete drainage

ditch to the side is also penetrable. Motion sensors located on all four sides o =

building but no CCTV/IR installed.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power and
backup power using portable generator. The existing communication rack
contains the DVR, UPS and has one open rack space. Conduits run into the
shelter. Scada connectivity is provided through scada antenna mounted to the
building. This site also provides connectivity for Rancho Bernardo Res.
Communication estimates are included iwht the Rancho Bernardo Res.

Recommendations:

ADD fixed CCTV/IR to al four corners of building. Trim all foliage back to allov
for 6 months growth before next trimming. Existing grade into PS needs to be
redone to facilitate a flat horizontal plane beneath the gates. Once this is dont
reset the gates and limit the gap below to 6 inches or less. Add vertical grate
with no more than 8 inches between bars or fill concrete ditch with 8 inch pipe
welded together to allow water flow but to prevent intrusion. Add card reader
and maglocks to gate. Restretch mesh and restring barbed wire. Replace
fence attachment wire with galvanized wire. See Reservoir upgrades for more

details.

Photo 3- PS Security Rack

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Rancho Bernardo Reservoir Street Address: 16059 Big Springs Way
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92127
Inspected By: Billy Vanderbur and Budge Currier Latitude: 33.00751 Longitude: 117.08435

Site Lighting: None
Site Perimeter: Mesh fence with barbed wire.

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 1 PTZ None

Motion Sensor: None

Infared: IR lluminator with PTZ Camera

Access Control: None

Gate Description: Chain/Lock Photo 1- Main Gate

Foliage Condition: overgrown

General Security Observations:

Overall security is very light for this site. The main gate is flimsy with gaps
under each side of gate. Fence mesh very loose and attached with non

galvanized wire. Barbed wire ineffective and loose atop the fence. Single CC™
camera coverage not sufficient for this type of site. Foliage overgrown in area
of fence line.

Communication Observations:

The cameras at the reservoir are linked via fiber to the Rancho Bernardo
Industrial PS and utilize the communication links at the Pump Station for
connectivity.

Recommendations:

Restretch and attach the existing fencing around the perimeter. Ensure tensic
wires are installed top/bottom. Attach using galvanized wire straps. Restring
barbed wire/replace outriggers if rusted. Either remove unused fence panel ol
mesh over it to prevent penetration. Install three new poles on the perimeter
and attach thermal PTZ CCTV cameras with video analytics. Replace existing
PTZ/IR with thermal PTZ CCTV cameras with video analytics. Replace main
gate with automatic gate openers, add card reader and maglocks. Add audio
speaker at PS for Main Gate and on new SW corner pole near soccer fields.

Photo 3 - Fence Panel segment

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Rancho Penasquitos PS Street Address: 8888 Sparren Way
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92129
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.97303 Longitude: 117.13501

Site Lighting: oOn building only
Site Perimeter: 8' ornamental wrought iron

Perimeter Condition:  Good e j

]
CCTV Camera Number / Type: Perimeter: Gate: ! # i““ I
Fixed: 4 PTZ: 1 Fixed PTZ T VST e

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: card reader at doors

Gate Description: Auto sliding gate with card reader and Photo 1- Main Gate
intercom boxes - each side of fence.

Foliage Condition: No issue.

General Security Observations:

This is a new site and all systems are operational and well covered.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with < &
open breakers and backup power using portable generator. The existing -
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada antenna mounted to building. Microwave Photo 2 - Intercom/Proximity Reader
mounted to building that provides connectivity for Black Mtn PS and Reservoi

Recommendations:

No security upgrades required at this site. They should all look like this!
Probable costs includes the cost to replace the router, switch and grounding ¢
new communications are put in to replace the AT&T owned equipment.

Photo 3 - Building View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Red Wood Village Standpipe Street Address: 6056 Hughes St.
Inspection Date: 2/22/2011 Phase: 2 City: san Diego Zipcode: 92115

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.74848 Longitude: 117.06703
: T

Site Lighting: None
Site Perimeter: 6 foot chain link with outriggers and barbed wire

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Chain/Lock

Foliage Condition: overgrown

General Security Observations:

Site is accessed through school property through locked gate to another gate
entrance to site. Power is located to right of gate entrance. Several cell servic
providers have towers and cell equipment shacks on property that are
segregated from main property. Access for these providers will need to be
maintained.

Communication Observations:

This site has no existing security connections. The standpipe has no building;
communication equipment would need to be installed in an outdoor FEMA
cabinet. There is commercial power. The existing SCADA antenna is mountet
to a 10 foot pole. There is room to install multiple microwave antennas if
needed. Cell Phone providers are located at the site. Access to site is Photo 2 - Interior View and Cell Provider
restricted due to school proximity. Areas

Recommendations:

Recommend demo of existing fence and install new fence around complete
perimeter. Install 2 poles with dual day/night fixed cameras and motion
detection and site lighting around perimeter. Install pole for day/night PTZ witl
IR and motion detection to cover main gate. Add HID reader and maglocks ar
automatic gate opener to new gate. Install NEMA security cabinet on south
side of property. This is a very good high site that consideration should be
made to incorporate a high quality day/night PTZ camera to provide coverage
for that part of the city. The pole for this camera would be placed along the
eastern fence line.

Photo 3 - Interior View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: San Andreas PS Street Address: 3042 Tercer Cerde
Inspection Date: 2/23/2011 Phase: 2 City: DelMar Zipcode: 92014

Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.98533 Longitude: 117.24517
_ ]
i AT

Site Lighting: None
Site Perimeter:  Block wall

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Wrought iron frame covered with painted
plywood. Padlocked.

Foliage Condition: No Issue.

General Security Observations:

The site is located with the main gate on the public side and the rest of the
perimeter on the gated community side.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is commercial power with 10 open
breakers. The existing SCADA antenna is mounted to the building. Site is in
gated community.

Recommendations:

Recommend 18-24 inch wrought iron spike fence to be attached to top of bloc ”
wall. Add HID reader and maglocks to main gate and building entrance. Instal e
new day/night PTZ and motion sensor to exterior of building with view of gate . ——
Attach fixed camera with motion sensor to building with view of entrance door [&
and external pumps. Add contact switches to hatch covers in public area
outside fenced area.

Photo 3 - Hatches in Public Area

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: San Carlos Reservoir Street Address: 7944 wingspan Dr (Tommy Dr.)
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92119
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.80774 Longitude: 117.02797

Site Lighting: Minimal
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Fair

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: Card reader with mag locks, chain/lock

Foliage Condition: Minor trimming required.

General Security Observations:

Overall site has good coverage of CCTV/IR/MD. Missing PTZ/IR/MD at gate.
Few breach locations along fence line that need to be addressed. Ped gate a
rear of site needs to be reworked with storm drain area - Erosion issue.
Security cabinet mounted outdoors next to entrance.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with ¢
open breakers. No backup power. There is an outdoor stainless steel
communication shelter for routers, DVR and UPS. Conduits run into the
shelter. Scada connectivity is provided through pole mounted scada antenna.

Recommendations:

Install PTZ/IR/MD with view of main gate. Mitigate potential breach points.
Repair rear ped gate area to better address breach point.

Photo 3 - Rear Ped Gate

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Scripps McMillan PS Street Address: 12225 Spring Canyon rd.
Inspection Date: 2/23/2011 Phase: 1 City: San Diego Zipcode: 92131
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.92199 Longitude: 117.06693

o

Site Lighting: None observed
Site Perimeter: 6 foot fence with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 6 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: HID Reader, Maglock, Chain/lock Photo 1- Main Gate

Foliage Condition: overgrown

General Security Observations:

Site was reported not operational. System installed is comprehensive in
coverage with CCTV and motion detection. Due to the elevation of this site,
consider installing one day/night PTZ camera on 180 degree patrol on
northwestern side of property.

Communication Observations:

The cameras at the reservoir are linked via Ethernet / fiber to the Scripps
Ranch PS and utilize the communication links at the Pump Station for
connectivity. There are cell companies at the site with two separate shelters.

Photo 2 - Entrance to Site

Recommendations:

No security upgrades required at this site. Investigate reason security system
is not currently operating.

Photo 3 - Existing Camera

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
Page 52
Request for Proposal (Rev. March 2011)

Attachment A — Exhibit D— Site Security Assessment prepared by AECOM 279 | Page
Water Department Security Upgrade Design—Build Contract



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Scripps Ranch Street Address: 12225 Spring Canyon rd.
Inspection Date: 2/23/2011 Phase: 1 City: san Diego Zipcode: 92131
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.92199 Longitude: 117.06693

—

Site Lighting: None observed
Site Perimeter: 6 foot fence with barbed wire

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 6 PTZ: 1 Fixed PTZ
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: HID Reader, Maglock, Chain/lock Photo 1- Main Gate

Foliage Condition: overgrown

General Security Observations:

Shared site with Scipps McMillan PS. Site security system not currently
operational.

Communication Observations:

The site has an existing AT&T leased Fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power and
backup power using portable generator. The existing communication rack

contains the DVR, UPS and has one open rack space. Conduits run into the
shelter. Scada connectivity is provided through a 20' pole mounted antenna.

Recommendations:

No security upgrades required at this site. Investigate reason security system
is not currently operating.

Photo 3 - Interior View #2

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Scripps Woods #2 PS

Inspection Date: 2/23/2011 Phase: 2

Insgected By: Billy Vanderbur and Budge Currier

Street Address:
City: san Diego

12344 Semillon Blvd

Zipcode:
Latitude: 32.91116

92131

Site Lighting: on exterior of building only

Site Perimeter: ~ Nofence.

Perimeter Condition: No Perimeter Fencing

Gate Description: Vehicle Gate - Chain/lock

Foliage Condition: No issue.

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access _Control: None

General Security Observations:

The site is located in a subdivision bordered by a home on one side and oper
outside of the rest of the property line. A generator has been staged at this
location and was found unsecured (no towing lock on trailer).

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is 200 amp commercial power with open
breakers. The existing SCADA antenna is mounted to the building. There is

room to install multiple microwave antennas if needed.

Recommendations:

Install new 6 foot fence with 18 inch outriggers and 3 strands barbed wire
around property line. Install new vehicle gate with access control reader and
maglock. Mount dome cameras on opposing corners of building with fixed
day/night vision cameras. Install motion detection inside/out and door sensors
Include new day/night PTZ camera and motion sensor at main gate. Build gat
further off roadside to allow for enough room for larger vehicles to stop in fron |

of gate.

Photo 3 - Site View #1

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Security Operations Center (SOC) Street Address:

Inspection Date: 2/22/2011 Phase: 1 City: san Diego

Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.73479

2794 Caminito Chollas

92105

Longitude: 117.07166

Site Lighting: Generally sufficient around building.
Site Perimeter: Reference Chollas Facility Observations

Perimeter Condition: Poor
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 1 PTZ: 0 None Fixed

Motion Sensor: None

Infared: None

Access Control: HID Card reader at main entrance to EOC/SOC

Gate Description: n/a

Foliage Condition: No issue.

General Security Observations:

SOC resides in a pre-fab building, attached to the EOC pre-fab structure. The
space is elongated and staffed by one security operator. There are 20+ flat
screen desk monitors that run the length of the operator console that show
CCTV images of Water facilities. There are 3 larger wall mounted LCD
monitors; only 2 are operational. Equipment cabinets on the East side house
variety of network equipment, video switchers, DVR's etc. The space and
current systems are generally not conducive to effectively provide security
operations due to the lack of an integrated security software platform such as
Physical Security Information Management System (PSIM) providing automat
alerts to the operator.

Communication Observations:

The communications at this facility are the internal intranet that is used to rous
the site data that is received from the Water Sites that have security to the
Security Operations Center. The entry for Chollas Facility includes
communication costs.

Recommendations:

Modify this space to incorporate the security and communications systems fol
the additional water facilities as well as the existing facilities and to make it ar
intelligent, intuitive space with information management. The space and the
systems be assessed to determine the best approach and solution to integrat
the CCTV, ACS and IDS systems along with video analytics at strategic
facilities and alarm notification policies and procedures that should be
implemented. This would greatly enhance the operators efficiency as well as
creating the platform for better security monitoring and concise information
collection of selected events.

Photo 1- No photos exist of this space.

Photo 2 -

Photo 3 -

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Soledad Reservoir and PS Street Address: 6751 La Jolla Scenic Dr
Inspection Date: 2/24/2011 Phase: 1 City: LaJolla Zipcode: 92037
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.83774 Longitude: 117.24859

Site Lighting: None except at pump room door

Site Perimeter: Main Road - Wrought Iron; remainder 6 foot chair
link with barbed wire.

Perimeter Condition: Fair

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 6 PTZ: 1 Fixed Fixed
Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: HID and door contacts

Gate Description: HID with maglocks/manual gate Photo 1- Main Gate

Foliage Condition: overgrown

General Security Observations:

Site is well covered with CCTV and motion sensors. Perimeter fence has a
number of manmade penetrations that need to be repaired. The pump room
has an HID reader and door contacts with motion sensors inside. The foliage
very overgrown and blocking camera views. The SOC indicated the security &
this site was not currently operational.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with no
open breakers and backup power using portable generator. The existing
communication rack is in a vault below ground and contains the DVR, UPS
and has one open rack space. Conduits run into the shelter. Scada connectiv. Photo 2 - Interior View #1
is provided through a 10 foot pole mounted antenna. The Soledad HLS is

across the street.

Recommendations:

Solve reason security is not presently working at this site. Trim foliage away
from entire perimeter. Repair fence penetrations (manmade) and lock
pedestrian gate at northeast corner of property. Install 30 feet of new fencelin
from ped gate to corner of property.

Photo 3 - Pump Room Entrance

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but s
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: South Creek PS

Inspection Date: 2/23/2011

Inspected By:

Phase: 2

Billy Vanderbur and Budge Currier

Street Address:

12330 Springhurst Dr.

City: san Diego

Latitude: 32.94236

Zipcode: 92128

Longitude: 117.07611

Site Lighting: oOn building only
Site Perimeter: 7 foot wrought iron fence.

Gate Description:

Foliage Condition: Minor trimming required.

Dual vehicle gate with chain/lock.

Perimeter Condition: Good

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access _Control: None

Photo 1 - Building Photo

General Security Observations:

Perimeter fence is sufficient. Clean site with good sightlines. Minor foliage

trimming required. Good neighborhood.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is 50 amp commercial power with open
breakers. The existing SCADA antenna is on a 20 foot pole mounted to the
building. There is room to install multiple microwave antennas if needed.

Recommendations:

Recommend installing two poles in opposite corners equipped with day/night
fixed cameras and motion sensors to cover perimeter and all building access
points. Install HID reader and maglocks on main gate. Install HID reader at

building entrance, sensors on doors and motion detection on interior.

Photo 3 - Interior View #1

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.

Request for Proposal (Rev. March 2011)

Attachment A — Exhibit D— Site Security Assessment prepared by AECOM

Water Department Security Upgrade Design—Build Contract

AZCOM
Page 57
284 | Page



SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: South San Diego Reservoir Street Address: 1998 Magdalena Avenue
Inspection Date: 2/22/2011 Phase: 1 City: ChulaVista Zipcode:
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.6011 Longitude: 116.9753

Site Lighting: None
Site Perimeter: Mesh with barbed wire

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 4 PTZ PTZ

Motion Sensor: Yes

Infared: Builtinto camera

Access Control: None

Gate Description: Card reader with maglock, chain/lock Photo 1- Perimeter view

Foliage Condition: No issue.

General Security Observations:

Site is currently being refurbished. No security is operational at this time. Sole
array has been slightly damaged and will require replacement of up to eight
panels. Fence line is in good condition. Perimeter system not operational.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit, but the cabinet could not be
opened to verify. There is solar power provided by 2 arrays with 16 BP Model
SX160B panels in each array. There is an outdoor stainless steel
communication cabinet with conduits. Scada connectivity is provided through
pole mounted scada antenna.

Photo 2 - Existing security array

Recommendations:

Replace all cameras with thermal IR cameras with video analytics. Attach to
solar array system for power source. Replace main gate access control reade
and mag locks. Abandon existing perimeter intrusion detection system.
Replace damaged solar panels. Add audio speakers at all four corners.

Photo 3 - View of Main Gate with PV
and cabinet

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A = COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Stonebridge PS #1 Street Address: 14079 Stonebridge Pkwy
Inspection Date: 2/23/2011 Phase: 2 City: san Diego Zipcode: 92131
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.92278 Longitude: 117.03413

Site Lighting: Site has perimeter lighting
Site Perimeter:  Low block wall

Perimeter Condition: Good
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None

Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Dual vehicle gate - chain/lock Photo 1- Building Photo

Foliage Condition: Minor trimming needed

General Security Observations:

The site has a low block wall around 3/4 of the site. The rear of the property
has a 4 foot mesh fence installed on top of the block wall.

-
|

Communication Observations:
This site has no existing security connections. The pump station building has
room for an equipment rack. There is 150 amp commercial power with 6 oper

breakers. The existing SCADA antenna is mounted to the building. There is
room to install multiple microwave antennas if needed.

Recommendations:

Recommend installing two poles in opposite corners equipped with day/night
fixed cameras and motion sensors to cover perimeter and all building access
points. Install HID reader and maglocks on main gate. Install HID reader at
building entrance, sensors on doors and motion detection on interior. Install 1
24 inch wrought iron fence on top of low wall and add outriggers and barbed
wire to existing mesh fence at rear of property.

Photo 3 - Sample of Low Wall

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Stonebridge PS #2

Inspection Date: 2/23/2011 Phase: 2

Insgected By: Billy Vanderbur and Budge Currier

Street Address: 14800 Stonebridge Pkwy

City: San Diego Zipcode: 92131
Latitude: 32.92673 Longitude: 117.00764

Perimeter Condition: Good

Site Lighting: site is well lit around perimeter and on buildings
Site Perimeter: Contiguous solid block wall est. ~8 foot high

CCTV Camera Number / Type: Perimeter:

Gate:

Fixed: o PTZ: 0 None

Motion Sensor: None

Infared: None

Access Control: None

Foliage Condition: No issue.

Gate Description: Dual vehicle gate - chain/lock

None

Photo 1- Main Gate

General Security Observations:

The site contains a reservoir tank and a pump station.

Communication Observations:

This site has no existing security connections. The pump station building has
room for an equipment rack. There is 300 amp commercial power with 6 oper
breakers. The existing SCADA antenna is mounted to the building. There is

room to install multiple microwave antennas if needed.

Recommendations:

Recommend placing several camera poles around property with day/night fixe

Photo 2 - Pump Station Building

cameras, motion sensors and IR illuminators. Install HID Reader at main pum [#

station building entrance and door sensors on all doOrs. Install motion sensor:
in pump room and power room. Install PTZ/IR/MD to cover main gate.

Photo 3 - Interior View #1

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Texas St. Regulator Street Address: 2915 Camino Del Rio South
Inspection Date: 2/24/2011  Phase: 2 City: san Diego Zipcode: 92108
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.77073 Longitude: 117.13166

Site Lighting: None
Site Perimeter:  Nofence

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Manhole cover in street Photo 1- View of site

Foliage Condition: No issue

General Security Observations:

Underground vault with access through manhole in street. No existing securit
Copper wire had been stolen from grounding system.

Communication Observations:

This site has no existing security connections. The regulator is in an
underground vault accessed by manhole covers. Any equipment rack would k
an outdoor FEMA cabinet. There is commercial power. The existing SCADA
antenna is mounted a 20 foot pole. It is not possible to mount multiple antenn
at this site. Ground wires had been stolen. Photo 2 - Manhole covers

Recommendations:

Install modest fence around SCADA and proposed new security cabinet with
pedestrian gate only. Add access control and mag locks on ped gate. Install
single pole for communications and security equipment attachment. Install
motion detection in vault. Install PTZ/IR on pole inside new fenced area.
Replace missing ground wire.

Photo 3 - Second view of site

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -t OM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Thorn St Regulator Street Address: 3005 Thorn St
Inspection Date: 2/24/2011 Phase: 2 City: san Diego Zipcode: 92104
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.73931 Longitude: 117.12917

Site Lighting: street light at corner
Site Perimeter: Residential corner - no fence

Perimeter Condition: No Perimeter Fencing

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 0 None None
Motion Sensor: None

Infared: None

Access Control: None

Gate Description: Manhole access to underground vault Photo 1 - Site View #1

Foliage Condition: No issue.

General Security Observations:

Location is at minor intersection. Other traffic cabinets coexist on corner alon |8
with SCADA box. No security at this location.

Communication Observations:

This site has no existing security connections. The regulator is in an
underground vault accessed by manhole covers. Any equipment rack would t
an outdoor FEMA cabinet. There is commercial power. The existing SCADA
antenna is mounted a 20 foot pole. It is not possible to mount multiple antenn

at this site. This site is on a busy corner with 2 story buildings on each side of Photo 2 - Site View #2
street.

Recommendations:

Install security cabinet along with other cabinets. Install single pole for

communications and security equipment attachment. Install motion detection
vault. Install PTZ/IR on new pole.

Photo 3 -

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: University Heights PS

Inspection Date: 2/24/2011

Inspected By:

Phase: 1

Billy Vanderbur and Budge Currier

Street Address:

4220 ldaho St

City: san Diego
Latitude: 32.75428

Zipcode: 92105

Longitude: 117.13406

Site Lighting: Site/building lighting exists
Site Perimeter: Mesh with barbed wire

Motion Sensor: Protech Piramid XL2

Infared: None

Access Control: card reader at door

Gate Description: Card reader and mag locks

Foliage Condition: No issue

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 1 PTZ: 0 Fixed None

General Security Observations:

Site has limited CCTV and no IR currently. Minor fencing issues including
some missing barbed wire in areas. Segregation from adjacent property is no

well defined and needs fencing installed.

Communication Observations:

The site has an existing AT&T leased T-1 Circuit with a Cisco 2651 switch an
a Cisco 2960 Router with 4 open ports. There is commercial power with many

open breakers and backup power using portable generator. The existing

communication rack contains the DVR, UPS and has one open rack space.
Conduits run into the shelter. Scada connectivity is provided through scada

antenna mounted to the building.

Recommendations:

Repair minor problems with fence line, install barbed wire or concertina wire
where the property adjoins the skate park next door. Add additional CCTV to

accommodate thorough coverage.

Photo 1- Main Gate

Photo 2 - East View

Photo 3 - West View

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: University Heights Reservior Street Address:

Inspection Date: 2/24/2011 Phase: 1 City: san Diego
Inspected By:  Billy Vanderbur and Budge Currier Latitude: 32.75428

4220 ldaho St

Zipcode: 92105
Longitude: 117.13406

Site Lighting: Street lights / lighting on top of reservoir
Site Perimeter: 8 footchain link

Perimeter Condition: Fair
CCTV Camera Number / Type: Perimeter: Gate:
Fixed: o PTZ: 1 None None

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: None

Gate Description: Chain/Lock

Foliage Condition: Poor

General Security Observations:

Reservior is an elevated concrete reservoir that occupies 2/3 of the city block
Top of reservior is used as public park facility. Along one side of resevoir
stairway provides access to top of reservoir with locked ped gate. At top of
stairs the fence has large gaps that need repair. No cameras, sensors or
latches around the facility. At one time intrusion detection along the top of
fence was installed, but is no longer functional. Lighting is limited. One PTZ
camera with MD/IR is located along Idaho Street. Trees along fence line neec
to be trimmed back.

Communication Observations:

The University Heights Reservoir shares the existing AT&T leased T-1 Circuit '

with the University Heights Pump Station which is adjacent to the reservior.
Cost estimates for the reservoir are included with the University Heights pumj
station.

Recommendations:

Clear all trees away from the fence. Repair holes in fencing at top of rear stail
and install fencinging / gate around stairway at street level. Add fixed
CCTV/MD/IR around perimeter. Add additional lighting at rear ped gate. Add
speakers at MW/SE corners. Add hatch lid contact switches. Add PTZ camer:
at NW pole. Relocate existing PTZ off of fence pole to new SE pole.

Photo 2 - Rear Stairs to Breached Fence

Photo 3 - View Across Skate Park (North
to South)

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but

unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A -COM
safeguarded in accordance with City directives governing protection and dissemination of such information.
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SECURITY UPGRADES for the CITY OF SAN DIEGO - WATER SITE SECURITY ASSESSMENT

Site Name: Waring Road PS Street Address: 4850 Waring Rd.
Inspection Date: 2/25/2011 Phase: 1 City: san Diego Zipcode: 92120
Inspected By: Billy Vanderbur and Budge Currier Latitude: 32.78313 Longitude: 117.08751

Site Lighting: oOn building only.
Site Perimeter: Mesh with barbed wire

Perimeter Condition:

CCTV Camera Number / Type: Perimeter: Gate:
Fixed: 8 PTZ: 0 Fixed None

Motion Sensor: Protech Piramid XL2

Infared: Extreme CCTV UF-100

Access Control: card reader to door

Gate Description: Card reader with mag locks, chain/lock Photo 1- Main Gate

Foliage Condition: overgrown.

General Security Observations:

Site is very remote. Property road connects to hotel a little further up the hill.
Main perimeter fence is overgrown with vegetation. Needs to be completely
cleared out. Good CCTV coverage of site. Gates on NE side have oversized [
gap beneath next to curb.

Communication Observations:

The site has an existing AT&T leased fiber Circuit with a Cisco 2811 switch
and a Cisco 2960 Router with 4 open ports. There is commercial power with &
open breakers and backup power using portable generator. The existing
communication rack contains the DVR, UPS and has one open rack space.

Conduits run into the shelter. Scada connectivity is provided through scada  Photo 2 - Vegetation Issue
antenna mounted to the building.

Recommendations:

Clear all vegetation away from the fence. Vine type vegetation has overtaken
the fence. Consider adding speed bump under NE gates to minimize gap
under fence. No other security issues exist. Add audio speaker to site.

Photo 3- NE Gates

The attached Materials contain Security Sensitive information that is "For Official Use Only" or other types of sensitive but -
unclassified information requiring protection against unauthorized disclosure. The attached materials will be handled and A - COM

safeguarded in accordance with City directives governing protection and dissemination of such information.
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AECOM

7807 Convoy Court
Suite 200

San Diego, CA 92111
858.268.8080 tel
858.292.7432 fax
www.aecom.com

AECOM is a global provider of professional technical
and management support services to a broad range
of markets, including transportation, facilities,
environmental, energy, water and government. With
approximately 45,000 employees around the world,
AECOM is a leader in all of the key markets that it
serves. AECOM provides a blend of global reach,
local knowledge, innovation, and technical
excellence in delivering solutions that create,
enhance and sustain the world's built, natural, and
social environments. A Fortune 500 company,
AECOM serves clients in approximately 125
countries and had revenue of $7.0 billion during the
12 months ended Dec. 31, 2010.

More information on AECOM and its services can be
found at www.aecom.com.
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Eclipse — Digital Microwave Platform

Overview

Eclipse is one of the industry’s leading platforms for microwave access, transport
and backhaul applications and has been proven in network deployments all over
the world for a wide variety of applications.

Introduced in 2004 and ever since consistently rated as No. 1 by customers,
Eclipse provides the most comprehensive wireless solution available for transport of
all types of traffic, from low-capacity PDH to high-capacity SDH/SONET to Carrier
Ethernet.

Eclipse was the first platform to introduce the market’s most innovative features,
such as Super-PDH™ capacity migration, advanced nodal networking and Liquid
Bandwidth assignment of available radio capacity between TDM and Ethernet
traffic, all to deliver high-end performance at lower overall cost of ownership.

With proven performance under the most rugged conditions, Eclipse leads the way
in supporting efficient and scalable wireless networks.

Aviat Networks supports the open source community. Please contact one of the Aviat Networks Open Source Compliance Officers if you would

like additional information or access to the source code including BusyBox.

Key Features

e Compact split-mount architecture.

e Software-scalable capacity migration enables easy adaptation to changing conditions and future needs.

e Broad licensed frequency band support.

e Optimized nodal solution supports multiple radio paths with built-in traffic routing, add-and-drop and
aggregation.

e Unique Super-PDH networking provides a simple and cost-effective alternative to SDH/SONET.

e Carrier Ethernet transport, with Liquid Bandwidth assignment between high-speed Ethernet and TDM traffic.

Aviat Networks supports the open source community. Please contact one of the Aviat Networks Open Source
compliance officers at softwarecompliance@aviatnet.com for additional information.

Specifications

e Frequency bands: 5, L6, U6, 7, 8, 10, 11, 13, 15, 18, 23, 26, 32, 38 GHz
e Modulations: QPSK, 16, 32, 64, 128, 256 QAM
e Capacity/throughput (per channel, per polarization):
o 6 to 360Mbit/s Ethernet/IP
o 4 to 100xE1 (2Mbit/s), 4 to 127xDS1 (1.544Mbit/s)
o 1 to 4xE3 (34Mbit/s), 1 to 6xDS3 (45Mbit/s)
o 1 to 2xSTM1/0C3 (155Mbit/s)
e Channel bandwidths:
o 3.5,7, 13.75, 14, 27.5, 28, 55, 56 MHz (ETSI/ITU)
o 5,10, 20, 30, 40, 50, 80 MHz (ANSI/FCC)
Capacity doubling: co-channel operation with XPIC
Architecture options: nodal, terminal, repeater; split-mount with outdoor RF unit
Nodal capability: up to six independent radio paths from a single indoor unit
Nodal capacity: 200 Mbit/s (TDM + Ethernet)
Environmental compliance: ETS 300 019

www.aviatnetworks.com
5200 Great America Parkway, Santa Clara California, 95054
Tel. (408) 567-7000, Fax. (408) 567-7001
Web: http://www.aviatnetworks.com, Email: webmaster@aviatnet.com

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit E- Vendor Cut Sheets
Water Department Security Upgrade Design-Build Contract 295 | Page



Reliable Connectivity Anywhere™

@firetide@

Viable Alternative to Fiber

Infrastructure mesh technology from
Firetide provides municipal, industrial

and enterprise users with the bandwidth
needed to expand the reach of their existing
networks, while adding a variety of fixed and
mobile applications: city-wide video surveil-
lance, traffic management and intelligent
transportation systems, Wi-Fi access for
mobile city workers and wireless broadband
for underserved areas.

Convenient Upgrade Paths

HotPort® 7000 mesh nodes ship as
802.11a/b/g/n dual-radio capable hardware,
with enhanced functionality enabled through
software licenses. Projects that do not
require 802.11n MIMO (multiple input, mul-
tiple output) capacity or dual-radio capability
can start with 802.11a/b/g-enabled single-
radio configuration. Dual-radio functionality
can easily be enabled through a software
license at an additional cost. Similarly, a
separate software license can enable MIMO
functionality for operation in 40 MHz chan-
nels, and to take advantage of 802.11n
technology to achieve throughput of up to
300 Mbps outdoors and 400 Mbps indoors.

HotPort 7000 Indoor Mesh Node

HotPort 7000 Outdoor Mesh Node

Request for Proposal (Rev. March 2011)
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Easier Deployments

& Network Management

Unlike wired networks, where deployment is
cumbersome, the self-forming nature of the
Firetide mesh network ensures rapid deploy-
ment of large-scale networks. The HotPort
7000 mesh features integrated spectrum
analysis, network capacity planning and
antenna alignment tools for easier deploy-
ments and network management.

Higher Reliability

The HotPort 7000 nodes form a multi-
point to multi-point ad hoc wireless mesh
network with no single point of failure.
Unlike a wired network, where a cutin the
cable could take several days to resolve, the
Firetide mesh routes the trafficimmediately
on an alternate link ensuring continuous
service and network availability.

Dual-radio Performance

To maximize performance, dual-radio
HotPort 7000 nodes support two radio
modes. In the “bonded” mode, both radios
are combined to operate as a single unit
that provides double the bandwidth of a sin-
gle radio equivalent. In the “linear” mode,
both radios operate independently enabling
sustained bandwidth levels over an unlim-
ited number of hops. This enables long
linear topologies, such as when networking
a railway line, and provides a sustained
level of service to every node, which is

also critical for large municipal networks.

Outdoor
Mesh Node/
Access Point

MeshBridge™
Connection

Water Department Security Upgrade Design—Build Contract
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Quality of Service

Firetide's patented AutoMesh™ flow based
routing protocol supports advanced load
balancing and congestion control mecha-
nisms for optimal routing within the mesh
network. The HotPort 7000 mesh infrastruc-
ture also provides extensive VLAN capabilities
critical for deploying a multi-service network
on a large scale.

Metro-scale Deployments

Firetide's network easily scales up to several
hundreds of mesh nodes for city-wide deploy-
ment. Advanced features like MeshBridge™
and Gigabit EthernetDirect™ support mesh
connectivity across multiple locations.

Multicast & Security

Firetide infrastructure provides reliable
multicast capabilities critical for large-scale
public safety and broadband access networks.
Firetide mesh provides advanced security,
including 802.11i support, dual-layer of
FIPS140-2 certifiable 256-bit AES encryption,
digital certificates on network elements,
digitally signed firmware files, MAC based
access control lists and VLAN based access
control lists.

Flexible Configuration

Indoor and outdoor HotPort 7000 nodes
feature dual or single configurable radios
inthe 2.4, 4.9 (U.S. public safety licensed
band) and 5 GHz frequency ranges. HotPort
7000 mesh can utilize channel widths of 5,
10, 20 and 40 MHz (MIMO only), with 5 and
10 MHz channel widths only available on the
4.9 GHz band.

74 ; HotPoint

il Sx. 4\ Access Point
V4 \ =3
pZ . ;9:
2 Mesh2 W 7 .~
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HotView Pro™
Management
Software
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Specifications

Models
¢ HotPort 7010—Indoor Mesh Node*
* HotPort 7020—0Qutdoor Mesh Node*

* Purchase of software license(s) required for dual-

radio and/or 802.11n MIMO functionality

Mesh Protocol
* Firetide AutoMesh™ Protocol

Security and Encryption

* 40 bit, 104 bit WEP keys

* 128 hit, 256 bit AES keys
(WPA2, end-to-end data)

* MAC address filtering

* Digitally signed firmware files

* Digital certificates on nodes

Traffic Prioritization
* Quality of Service (QoS 802.1p)

Wireless Interface
« IEEE 802.11a/b/g/h/n ad hoc;
3X3 MIMO with 2 streams*
* Purchase of software license required
for802.11n MIMO functionality
* 3X3 MIMO with 2 streams
* Transmit power up to 400 mW per stream
* Frequency ranges
2.412 - 2.483 GHz
4.94 - 4.99 GHz (US public safety band)
5.15 - 5.25 GHz (Indoor use only)
5.25-5.35GHz
5.470 - 5.725 GHz
5.725 - 5.850 GHz
* Receive sensitivity (typical)
2.4 GHz, DSSS
1 Mbps: -95 dBm
11 Mbps: -88 dBm
2.4 GHz, OFDM
6 Mbps: -90 dBm
54 Mbps: -73 dBm
5 GHz, OFDM
6 Mbps: -90 dBm
54 Mbps: -73 dBm
* Ability to configure 5,10, 20 and
40 Mhz (MIMO only) channel bandwidth
» Dynamic Frequency Selection (DFS)
* Transmit Power Control (TPC)

Mesh Management Software

* HotView Pro™ mesh management software
(required)

Regulatory Agency Certifications

« Contact your Firetide dealer for product avail-
ability and certifications for your country

* RoHS and WEEE compliant

Warranty
* Hardware: one year limited warranty
* Software: 90 days limited warranty

Reliable Connectivity An

HotPort 7000 Outdoor Connectors

Outdoor Model—7020

Network Ports

* Three GigE 10/100/1000 Mbps Ethernet ports
with weatherproof connectors, LED activity
indicator

» IEEE 802.3, 802.3u compliant

* CSMA/CD 10/100 autosense

* Ports 2, 3 PSE Power over Ethernet per 802.3af

Enclosure
* Cast aluminum NEMA-4X/IP66 enclosure
* Six type-N female antenna connectors
 Two weatherproof power connectors: ACand DC
* Three weatherproof Ethernet connectors
 System LEDs (power, status, mesh)
* Weight: 12 lbs (5.4 kg) with bracket
and sunshield
* Dimensions: 11.6" X 8.1" X 4.1"

Power

¢ AC Input: 100-240 VAC, 50-60 Hz, 0.9 A

* DCInput: 12 VDC £15%, 4 A powering 2 PoE
devices; 1.7 A without PoE

e Ports 2 and 3: IEEE 802.3af compliant PoE
(PSE) consumption

Environmental Specifications

 Operating temperature: -40°C to +60°C
 Storage temperature: -40°C to +85°C

* Humidity (non-condensing): 10% to 90%

* Storage humidity (non-condensing): 5% to 95%
* Maximum altitude 15,000 feet (4600 meters)

Included Accessories

* Antennas: Six 2.4 GHz and six 5 GHz,
5 dBi, indoor-rated omni directional
(included for network staging only)

* Bracket for pole and wall mounting

 External AC power cord (non-North America
power cord is separate orderable item)

* Removable sunshield

* Three weatherized Ethernet connectors for
watertight RJ-45 coupling

Optional Accessories

* Qutdoor weatherized Ethernet transition cables
for use with HotPoint® access points

¢ Omni, directional & panel antennas
(Please see Antenna Guide)

HotPort 7000 Indoor Connectors

Indoor Model—7010

Network Ports

* Four GigE 10/100/1000 Mbps Ethernet ports
with LEDs

» TEEE 802.3, 802.3u compliant

* CSMA/CD 10/100 autosense

Enclosure

* System LEDs (power, status, mesh)

* Ethernet port LEDs (link, status, activity)

« Connectors: Six RPSMA female antenna,
one power, four Ethernet (RJ-45)

* Reset button (recessed)

* Weight: 2 lb 14 0z (1.3 kg)

¢ Dimensions 9.4" X5.9" X 1.6"

Power

e DCInput: 12VDC, 2.5A

* Port 1: IEEE 802.3at compliant PoE (PD)

* External power supply: 100-240 VAC, 50/60 Hz

Environmental Specifications

* Operating temperature: 0°C to +60°C

* Storage temperature: -20°Cto +70°C

* Humidity (non-condensing): 10% to 90%

* Storage humidity (non-condensing): 5% to 95%
* Maximum altitude 15,000 feet (4600 meters)

Included Accessories

* AC power adapter with cord (non-North America
power cord is separate orderable item)

* Antennas: Six 2.4 GHz and six 5 GHz, 5 dBi,
omni directional

Optional Accessories

* Wall or cubicle-mount bracket

Other Firetide Products

& @ & o

Access Points CPE
HotPoint Indoor HotClient Indoor
& Outdoor Access Points & OQutdoor Customer

Premises Equipment

O

Software

HotView Pro Network

Management Software, Accessories
Firetide Mobility Antennas, Mounting

Controller, Firetide
WLAN Controller

Kits, Cables, etc.

www.firetide.com
140 Knowles Drive, Los Gatos, CA 95032
Phone: +1 408-399-7771 | Fax: +1 408-399-7756 | Email: info@firetide.com

C‘}Dfiretid@

© 2010 Firetide, Inc. All rights reserved. Information subject to change without notice. Firetide, HotPort, and HotPoint are registered trademarks of Firetide, Inc. Reliable connectivity anywhere,
HotClient, HotView, HotView Pro, MeshBridge, and AutoMesh are trademarks of Firetide, Inc. DS018D-0610
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AXIS a

COMMUNICATIONS

AXIS Q1921/-E Thermal Network Cameras

High quality detection and wide range coverage.

AXIS Q1921/-E Thermal Network Cameras are a perfect complement to any network video system

that needs to secure an area 24 hours a day, seven days a week. The cameras use thermal imaging,

which allows users to detect people, objects and incidents in complete darkness and difficult condi-

tions such as smoke, haze, dust and light fog.

AXIS Q1921 is intended for indoor environments, while
AXIS Q1921-E is an out-of-the-box, outdoor-ready
model with a built-in window heater that is designed to
withstand harsh weather conditions.

A resolution of 384x288 and a range of lenses make it
possible to optimize detection performance to meet
most application requirements. Advanced software
processing and a frame rate of up to 30 fps will further
improve the thermal image quality.

Since thermal cameras are immune to problems with
light conditions and normal shadows, they can achieve
higher accuracy than conventional cameras in most
intelligent video applications.

Request for Proposal (Rev. March 2011)
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AXIS Q1921/-E cameras offer motion detection, audio
detection, and detection of tampering attempts.
The cameras also provide capacity for third-party
analytics modules, including support for AXIS Camera
Application Platform. AXIS Q1921/-E cameras support
ONVIF for interoperability between network video
products.

Installation is made easy and cost effective with Power
over Ethernet (IEEE 802.3af). AXIS Q1921/-E cameras
support H.264 video compression, which reduces band-
width usage and storage needs. The cameras provide
multiple, individually configurable video streams in
H.264 and Motion JPEG.

Water Department Security Upgrade Design—Build Contract

DATASHEET

> Thermal imaging for
IP-Surveillance

> Lens alternatives for
different applications

> High-quality
detection

> Intelligent video
capabilities

> Power over Ethernet

OnviF
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Technical specifications — AXIS Q1921/-E Thermal Network Cameras

Camera System integration

Models Indoor: Q1921, 10 mm and 19 mm Application Open API for software integration, including the ONVIF
Outdoor: Q1921-E, 10 mm, 19 mm, 35 mm and 60 mm Programming specification available at www.onvif.org, as well as VAPIX® and
Image sensor Uncooled Micro bolometer 384x288 pixels Interface AXIS Camera Application Platform from Axis Communications,
. . . specifications available at www.axis.com
Detection range  Lens F Horlzonta_l Human Vehicle Support for AXIS Video Hosting System (AVHS) with One-Click
(TA lens) angle of view  (1.8x0.5 m) (2.3x2.3m) Camera connection
10mm 1.2 55° 200 m/220 yd. 460 m/505 yd. - - - - - - - -
19mm 1.0 29° 380 m/415 yd. 870 m/950 yd. Intelligent video  Video motlon detection, active tampenng ala‘rm, audio
3Bmm 1.2 15° 700 m/765 yd. 1610 m/1760 yd. detectlo_n. Suppqrt for AXI_S_Camera A_ppl|_cat|on Platform
60mm 1.2 9° 1200 m/1312yd. 2760 m/3020 yd. enables installation of additional applications
Calculated with Johnson's criteria. The detection range varies in Alarm triggers Intelligent video and external input
different weather conditions. Alarm events File upload via FTP, HTTP and email; notification via email, HTTP
Sensitivity NETD < 100 mK and TCP; external output activation
compression Motion JPEG Casing AXIS Q1921: Zinc chassis
Resolutions Sensor is 384x288. Image can be scaled up to 768x576 and to AXIS Q1921-E: IP66-rated aluminum casing and a germanium
standard VGA resolutions window
Standard frame  Up to 30 fps within EU, Norway, Switzerland, Canada, USA, Processor and ARTPEC-3, 128 MB RAM, 128 MB Flash
rate Japan, Australia, New Zealand memory
Up to 8.3 fps in other countries”™ Power Power over Ethernet IEEE 802.3af Class 3
*Frame rate above 9 fps may be subject to export control 8-20V DC/20-24 V AC
regulations AXIS Q1921: max 6 W, max 10 VA
Video streaming At least 1 stream in H.264 and Motion JPEG: simultaneous, AXIS Q1921-E: max 10 W, max 16 VA
individually configured streams in max. resolution at 30 fps Power supply not included
Controllable frame rate and bandwidth. VBR/CBR H.264 Connectors RJ-45 10BASE-T/100BASE-TX PoE, terminal block for power,
Image settings Compression, brightness, exposure control, rotation, mirroring of terminal block for two configurable inputsfoutputs
images, text and image overlay, privacy mask, multiple palettes 3.5 mm mic/line in, 3.5 mm line out

RS-422/RS-485
Terminal block for AXIS Q1921/-E heater

Audio streaming  Two-way, half duplex

. Local storage SD/SDHC memory card slot (card is not included)
Audio AAC LC 8/16 kHz, G.711 PCM 8 kHz, G.726 ADPCM 8 kHz .
compression Configurable bit rate Operating AXIS Q1921/-E: -40 °C to 60 °C (-40 °F to 140 °F)
diti Humidity 20-80% RH -condensi
Audio input/ AXIS Q1921: Built-in microphone, external microphone or line conditions umicity b RH (non-condensing)
output input, line output Approvals EN 55022 Class B, EN 61000-3-2, EN 61000-3-3, EN 55024,

EN50121-4, EN 61000-6-1, EN 61000-6-2, EN 60950-1,

AXIS Q1921-E: External microphone or line input, line output
KC Class B, FCC Part 15 Subpart B Class B, VCCI Class B ITE

IEC TR 60721-4-3 3M4]-4-4 4Md (shockjuibration)
Security Password protection, IP address filtering, HTTPS* encryption, IEC 60529 I1P66
IEEE 802.1X* network access control, digest authentication, Weight AXIS Q1921:950 g (2.101b.) - 970 g (2.14 Ib.)
user access log AXIS Q1921-E: 3475 g (7.66 Ib.) - 3650 g (8.05 Ib.)
Supported IPv4/v6, HTTP, HTTPS*, QoS Layer 3 DiffServ, FTP, SMTP, Bonjour, Included Connector kit, Installation Guide, CD with User's Manual,
protocols UPnP, SNMPv1/v2c/v3(MIB-I1), DNS, DynDNS, NTP, RTSP, RTP, accessories recording software, installation and management tools,
TCP, UDP, IGMP, RTCP, ICMP, DHCP, ARP, SOCKS. Wide range of Windows decoder 1-user license
PT heads supported (drivers available for download at AXIS Q1921-E: wall mount bracket, 5 m (16 ft.) Ethernet cable
WWw.axis.com). 8 .
Optional Wall bracket accessories
accessories Pan/tilt motor
*This product includes software developed by the OpenSSL Lenses: 10 mm, 19 mm, 35 mm and 60 mm
Project for use in the OpenSSL Toolkit. (www.openssl.org) AXIS Camera Station and video management software from
Axis' Application Development Partners. For more information,
More information is available at www.axis.com see www.axis.com/products/video/software/
Dimensions: AXIS Q1921 Network Camera Dimensions: AXIS Q1921-E Network Camera including

wall mount bracket with internal cable channel

78mm(3.17)  x 172 mm (6.8")

,,,,,,,,,,,,,,,,, ": E': Max. inclination
il ) =
/ =
= 3 s Bl
o| &= —
= | = = ‘
£l Lens (focal length) x (mm/in. 0 = !
EE% ( o) b ) ) 52 180 mm (7.1")
Rzl 10imm 18/0.7 £ 1= 204 mm (8") i
BE 19 mm 14/0.5 2 & 7 g0mm 3.1%)
) ) 405 mm (15.9") Back side of
--grzom | With sunshield Wall mount arm wall mount bracket
®
©2011 Axis Communications AB. AXIS COMMUNICATIONS, AXIS, ETRAX, ARTPEC and VAPIX are registered trademarks or trademark applications of Axis AB A xI S A
in various jurisdictions. All other company names and products are trademarks or registered trademarks of their respective companies. We reserve the right
to introduce modifications without notice, COMMUNICATIONS
rﬁequest Tor E‘roposa (Rev. March 2011)
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Intrusion Systems | DS150i Series Request-to-exit Detectors

BOSCH

Invented for life

DS150i Series Request-to-exit Detectors

» Single or double door use

» Wall or ceiling mountable

» Internal vertical pointability

» Wrap-around coverage pattern
» Selectable relay trigger mode

» Selectable fail safe/fail secure modes

The DS150i Series consists of the DS150i Detector (light Certifications and Approvals
gray) and the DS151i Detector (black). They are
specifically designed for Request-to-exit (REX) Region Certification
applications. The DS150i and DS151i detect motion in
Europe CE 89/336/EEC, EN55022: 1998 +A1:

their coverage area and signal an access control system or

. 2000 +A2: 2003, EN50130-4: 1996
door control device.

+A1: 1998 +A2: 2003, EN61000-4-2:
1995 +A1: 1998 +A2: 2001,
EN61000-4-3: 2002 +A1: 2003,
Functions EN61000-4-4: 1995 +A1: 2000 +A2:
2001, EN61000-4-5: 1995 +A1: 2001,
EN61000-4-6: 1996 +A1: 2001 +A2:
Externally visible activation LED. 2001, EN61000-4-11:1994 +A1: 2001,
EN60950-1: 2001

2004/108/EC; EN 50130-4:1996
+A1:1998 +A2:2003; EN
60950-1:2006

USA UL ALVY: Access Control Systems Units
(UL294)

Test Features

Request for Proposal (Rev. March 2011) www.boschsecurity.com
Attachment A — Exhibit E- Vendor Cut Sheets

Water Department Security Upgrade Design—Build Contract 300 | Page



2 | DS150i Series Request-to-exit Detectors

Installation/Configuration Notes

4.5m Om 45m

0 ft : Om

15 ft 0ft

0ft Om
10 ft 0 ft

Front View and Top Views

A front view of the DS150i and DS151i coverage, as well
as top views of the coverage pattern on the floor. The
typical coverage measurements are 2.4 m x 3 m

(8 ft x 10 ft).

Om 1.5m 0m 45m
Oft _140 +14o Om
15 ft| I 4.5

0ft  5ft 0ft 157>

Side View
A side view of the DS150i and DS151i coverage pattern.

Americas:

Bosch Security Systems, Inc.
130 Perinton Parkway

Fairport, New York, 14450, USA

Europe, Middle East, Africa:

Bosch Security Systems B.V.

P.O. Box 80002

5600 JB Eindhoven, The Netherlands
Phone: + 31 40 2577 284

Fax: +31 40 2577 330
emea.securitysystems@bosch.com
www.boschsecurity.com

Asia-Pacific:

Phone: +1 800 289 0096

Fax: +1 585 223 9180
security.sales@us.bosch.com
www.boschsecurity.us
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Technical Specifications

Electrical

Current Draw:
Voltage:

Mechanical

Alarm Output:
Indicators:
Relay Latch Time:

Enclosure Dimen-
sions:

Enclosure Material:

Power Loss Default
Mode:

Timer Mode:

Mounting Location:

Environmental

Operating Tempera-
ture:
Radio Frequency In-

terference (RFI) Im-
munity:

26 mAat12VDC
12 VAC or VDC; 24 VAC or VDC

Two Form C relay contacts
One activation LED
Adjustable to 60 sec

3.8cmx15.9cmx3.8cm
(1.5in.x6.25in.x1.5in.)

High impact ABS plastic enclosure
Programmable fail-safe or fail-secure modes.

Programmable reset (accumulative) or non-reset
(counting) mode.
Surface mount on wall or ceiling

-29°Cto +49°C (-20°F to +120°F)

No alarm or setup on critical frequencies in the
range from 26 MHz to 1000 MHz at 50 V/m.

Ordering Information

DS150i Request-to-exit PIR Detector

DS150i

Gray enclosure. For use in request-to-exit
(REX) applications. Provides 2.4 mx 3 m
(8ftx 10 ft) coverage.

DS151i Request-to-exit PIR Detector

DS151i

Black enclosure. For use in request-to-exit
(REX) applications. Provides 2.4 mx 3 m
(8ftx 10 ft) coverage.

Accessories
TP161 Trim Plate

TP161

Ablack trim plate used when mounting the
sensor over a standard single-gang box.

TP160 Trim Plate

TP160

Alight gray trim plate used when mounting
the detector over a standard single-gang box.

Represented by

Robert Bosch (SEA) Pte Ltd, Security Systems
11 Bishan Street 21

Singapore 573943

Phone: +65 6258 5511

Fax: +65 6571 2698
apr.securitysystems@bosch.com
www.boschsecurity.com
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Intrusion Systems | DS860 Series TriTech PIR/Microwave Detector

BOSCH

Invented for life

DS860 Series TriTech PIR/Microwave

Detector

The DS860 Series TriTech Detectors with their passive
infrared and microwave processing provide excellent catch
performance with freedom from false alarms. These surface
or corner mount detectors are available with two different
microwave frequencies:

Model Microwave Frequency
DS860 10.525 GHz

B models 9.9 GHz
Functions

Signal Processing

Uses passive infrared and microwave technologies to
provide an alarm condition when both fields of protection
are simultaneously activated. Alarm signals must meet the
signaling requirements of both technologies to activate an
alarm.

Adjustable PIR and Microwave Sensitivity

¢ PIR Signal Processing: Motion Analyzer Il uses multiple
thresholds and timing windows to analyze timing,
amplitude, duration and polarity of signals to make an
alarm decision. Will not alarm on extreme levels of
thermal and illumination disturbances caused by
heaters and air conditioners, hot and cold drafts,
sunlight, lightning, and moving headlights. Two
sensitivity settings are provided.

Request for Proposal (Rev. March 2011)
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» Artificial Intelligence

» Five layers of detection including look-down zone
» Supervised microwave and PIR

» Selectable PIR sensitivity

» Draft/insect immunity

» Five mounting options

» Two coverage patterns

» Vertical and horizontal pointability

e Microwave Signal Processing: Pattern recognition
circuitry identifies and ignores repetitive false alarm
sources. Adaptive processing adjusts to background
disturbances. This helps to reduce false alarms while
maintaining catch performance.

Test Features

Externally visible alarm LED flashes to indicate a trouble

condition.

Supervised Microwave and PIR

Patented fully supervised microwave and PIR circuitry

provides single technology coverage in the event the

microwave subsystem fails. Use the memory circuit to force

a self-test at anytime.

Draft and Insect Immunity

The sealed optical chamber provides immunity to drafts and

insects.

www.boschsecurity.com
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2 | DS860 Series TriTech PIR/Microwave Detector

Certifications and Approvals

Region Certification

Europe CE All models: 89/336/EEC, 1999/5/EC,
EN55022:1998 +A1:2000 +A2:2003,
EN50130-4:1996 +A1:1998 +A2:2003,
EN61000-4-2: 1995 +A1:1998
+A2:2001, EN61000-4-3: 2002
+A1:2003, EN61000-4-4: 1995
+A1:2000 +A2:2001, EN61000-4-5:
1995 +A1:2001, EN61000-4-6: 1996
+A1:2001 +A2:2001, EN61000-4-11:
1994 +A1:2001, EN60950-1: 2001
+A11:2004,EN 300400-2V1.1.1
(2001-09), EN 301 489 Parts -1 and -3
V1.2.2 (2000-08)

DS860 only: 1999/5/EC, ETS 300 400
April 1996, ETS 300 683 April 1997,
EN60950 Dec. 1992

DS860 only: B-509-0014/c

DS860 only: ANSR: Intrusion Detection
Units (UL639)

FCC DS860 only: ESVDS730 ESVDS730

Belgium INCERT
USA UL

Italy IMQ DS860-ITA only: U0627
Canada uLc DS860 only: ANSRC: Intrusion Detection
Units
IC DS860 only: 12499102781
China CcC DS860-CHI only: 2009031901000563
Brazil ANATEL DS860 only: 0667-03-1855
Singapore iDA DS860 only: LPREQ-S0150-2004
Europe DS860-Acomplieswiththerequirementsof EN50131-1
Grade 2
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Installation/Configuration Notes

Om 18.3m
30 ft 9.15m

0ft

30 ft - 9.15m
0 ft 60 ft

Top View

Standard Broad Coverage: 18.3 m x 18.3 m (60 ft x 60 ft)

0 18.
10" 83m
7.5 ft— 23 m

0 ft 60 ft
Side View

Standard Broad Coverage: 18.3 m x 18.3 m (60 ft x 60 ft)

Om 31m
5ft 1.5 m
0 ft Om
51t 1.5m

ft

0 ft 100

Top View
Optional Long Range Coverage: 30.5m x 3 m (100 ft x 10 ft)
Requires optional ORL92-3 lens.

Om 31m
———— T
0 ft— Om

0 ft 100 ft
Side View

Optional Long Range Coverage: 30.5m x 3 m (100 ft x 10 ft)
Requires optional ORL92-3 lens.

Mounting
The recommended mounting height is 2.3 m (7.5 ft). They
mount to a standard single gang electrical box.
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Technical Specifications
Enclosure Design
Dimensions:  12.7cmx7.1cmx5.6cm

(5in.X2.8in.X2.2in.)
Material: High impact ABS plastic enclosure.

Environmental Considerations

OperatingTempera- -40°C to +49°C (-40°F to +120°F)

ture: For UL Certificated installations, 0°C to +49°C (+32°F
to +120°F)

Radio Frequency In- No alarm or setup on critical frequencies in the range

terference (RFI) im- from 26 MHz to 950 MHz at 50 V/m.

munity:

DS860-A: Complies with Environmental Class Il (EN50130-5)

Mounting

Height Range: 1.8mt02.4m (6 ftto 8 ft)

Location: Surface or corner mount

Outputs

Alarm: Normally-closed reed relay ratedat 3.0 W, 125 mAat 28 VDC
for resistive loads and protected by a 4.7 Q resistor in the
common C leg.

Tamper: Normally-closed tamper switch. Contacts rated at 28 VDC,

125 mA maximum.

Power Requirements

Current Draw: 16 mAat12VDC
Voltage: 9VDCto 15VDC
Trademarks

Trademark names are used throughout this document. In
most cases, these designations are claimed as trademarks
or registered trademarks in one or more countries by their
respective owners. Rather than placing a trademark symbol
in every occurrence of a trademark name, Bosch Security
Systems, Inc. uses the names only in an editorial fashion
and to the benefit of the trademark owner with no intention
of infringing the trademark.

TriTech is a registered trademark of Bosch Security Systems in the United
States.
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Ordering Information

DS860 Detector (10.525 GHz)

Operates at 10.525 GHz. Provides five layers
of detection, supervised microwave and PIR.
selectable sensitivity, draft and insectimmun-
ity, five mounting options, and two coverage
patterns.

DS860-CHI Detector (10.525 GHz)
Operates at 10.525 GHz. For use in China.
Provides five layers of detection, supervised
microwave and PIR. selectable sensitivity,
draft and insect immunity, five mounting op-
tions, and two coverage patterns.

DS860B-ITA Detector (9.9 GHz)

Operates at 9.9 GHz. For use in Italy. Provides
five layers of detection, supervised microwave
andPIR. selectable sensitivity, draftand insect
immunity, five mounting options, and two cov-
erage patterns.

Accessories

B328 Gimbal-mount Bracket
Mounts on a single-gang box and allows rota-
tion of a detector. Wires are hidden inside.

Swiveling B335-3 low-profile mount
Swiveling, low-profile, plastic mount for wall
mounting. The vertical swivel range is +10° to
-20°, while the horizontal swivel range is +25°.
Available in triple packs.

B800 Ceiling-mount Bracket

Surface mounts detectors to the ceiling. The
vertical pivotrangeis +7°to-16° the horizontal
pivot range is +45°. Do not use for pet appli-
cations.

OLR92-3 Long-range Lens

Provides long-range coverage with a 30.5 m x
3m (100 ft x 10 ft) pattern. Shipped in pack-
ages of three.

DS860

DS860-CHI

DS860B-ITA

B328

B335-3

B800

OLR92-3

www.boschsecurity.com
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| DS860 Series TriTech PIR/Microwave Detector

Americas: Europe, Middle East, Africa: Asia-Pacific: Represented by
Bosch Security Systems, Inc. Bosch Security Systems B.V. Robert Bosch (SEA) Pte Ltd, Security Systems

130 Perinton Parkway P.O. Box 80002 11 Bishan Street 21

Fairport, New York, 14450, USA 5600 JB Eindhoven, The Netherlands Singapore 573943

Phone: +1 800 289 0096 Phone: + 31 40 2577 284 Phone: +65 6258 5511

Fax: +1 585 223 9180 Fax: +31 40 2577 330 Fax: +65 6571 2698

security.sales@us.bosch.com emea.securitysystems@bosch.com apr.securitysystems@bosch.com

www.boschsecurity.us www.boschsecurity.com www.boschsecurity.com
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CCTV | NWD-495 FlexiDomeDN I[P Cameras

BOSCH

Invented for life

NWD-495 FlexiDomeDN IP Cameras

The NWD-495 FlexiDomePN IP is a high-performance 1/3-
inch CCD Day/Night network camera, designed to ensure
the highest possible image quality at all times. This ultra-
compact and vandal-resistant camera provides DVD-like
quality MPEG-4 video at up to 25 and 30 images per second
(for PAL and NTSC respectively). Network video signals are
sent over IP networks and can be received and displayed on
a PC web browser, viewed and recorded using the DiBos
hybrid recording system, or managed as part of a VIDOS or
BVMS video management system. Moreover, send the
MPEG4 stream to a BOSCH Video over IP (BVIP) decoder
for viewing on a CVBS or VGA monitor.

The camera combines 15-bit digital video processing (which
enhances sensitivity) and XF-Dynamic (which extends the
dynamic range) to provide a sharper, more detailed image
with outstanding accuracy in color reproduction.
Depending on the available light, the NWD-495
automatically switches from color to monochrome,
enhancing sensitivity for IR illumination to provide high-
quality images even in challenging low-light conditions.

FlexiDome IP uses MPEG-4 compression, bandwidth
throttling, and multicasting capabilities to manage
bandwidth and storage requirements efficiently while
delivering the best image quality and resolution. The analog
monitoring video output and On-screen Displays (OSD)
simplify focus adjustment and network configuration,

Request for Proposal (Rev. March 2011)
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» High-impact, vandal-resistant enclosure

» Advanced Day/Night camera with mechanically
switching IR filter

» 15-bit DSP technology with XF-dynamic extended
dynamic range

» High-quality MPEG-4 at full D1/4CIF/2CIF/Half D1/CIF/
QCIF

» iSCSI recording

» Storage efficient tri-streaming: dual MPEG-4 and JPEG
simultaneously

» Power over Ethernet (IEEE 802.3af compliant)

leading to lower installation and support costs. Power over
Ethernet (PoE) makes installation easier and more cost-
effective because cameras no longer need AC power

Functions

Day/Night Mode

In Night Mode, the NWD-495 provides enhanced night
viewing by increasing the IR sensitivity. The IR filter can
switch automatically from color to monochrome by sensing
the illumination level or be remotely switched via a web
browser. An internal, through-the-lens IR detector enhances
monochrome mode stability by preventing the camera from
returning to the color mode when IR illumination is
dominant.

XF-Dynamic

The highly accurate 15-bit digital signal is automatically
processed to reveal every detail of the image in both the
highlight and low-light areas of the scene simultaneously.

www.boschsecurity.com
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2 | NWD-495 FlexiDomeDN IP Cameras

Intelligence

The FlexiDome Day/Night IP supports increased
intelligence at the edge that provides powerful tamper
detection for various combined picture cases arising from:
video loss, masking, hooding, defocusing, and diverted
camera. Bosch also offers Intelligent Video Motion
Detection (IVMD) as an additional licensable option. This
provides video content analysis (VCA) directly at the video
input for even more advanced VCA.

MPEG-4 Video Encoding

The FlexiDome MPEG-4 encoder creates high-quality
streaming video at low bit rates, minimizing bandwidth and
storage requirements, which further reduces costs. Each
FlexiDome IP camera can deliver up to 25 and 30 images per
second (PAL and NTSC) at true 4CIF video resolution.
Tri-streaming Video

FlexiDome IP cameras can generate two separate MPEG-4
video streams and one JPEG stream simultaneously, while
giving access to five users at a time. This advanced tri-
streaming capability, not typically found in other IP CCTV
systems, enables the user to optimize live viewing and
recording requirements to meet specific site and enterprise
needs. For example, BOSCH Video over IP Systems (BVIP)
can be configured to record video at one quality setting (e.g.
3.75 IPS at 2CIF), while simultaneously providing live
images at the best possible image quality (e.g. 30 IPS at
ACIF). Alternatively, the system deliver a high bandwidth,
MPEG-4 stream to a local LAN user, while simultaneously
streaming a low bandwidth MPEG-4 stream to a remote user
over a WAN connection, while using the JPEG stream for
remote viewing, for instance, on a PDA.

Power Options

Three power options, PoE, 24 VAC (12 to 28 VAC) and

12 VDC (+11 to +36 VDC), are available on the NWD-495.
Utilizing PoE makes installation easier and more cost-
effective, since cameras do not require a local AC power
source. Additionally, they can use an uninterruptible power
supply (UPS), which will allow continuous operation, even
during a power failure, e.g. in emergencies.

OSD-based Network Set-up

Network parameters and basic camera set-up, such as lens
set-up and back focus, are quickly and easily performed
using the on-screen displays (OSD) and composite video
monitoring output. Unlike other IP cameras, no network
connection, PC configuration utilities, or other tools are
required to set up FlexiDome IP.

Request for Proposal (Rev. March 2011)
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Recording

The FlexiDome IP cameras offer unparalleled recording
options — network-attached utilizing iSCSI devices, and of
course centrally, using network video recorders (NVRs). The
iSCSI RAID 5 storage support enables a camera to act as a
conventional DVR, while streaming high-performance live
video across the network. The cameras also offer 10 Mb
internal RAM storage.

Certifications and Approvals

Safety acc. to EN 60950-1 (CE)
acc. to UL 60950-1

acc. to EN 50130-4 (CE)

acc. to EN 55022 class B (CE)

acc. to EN 61000-3-2 (CE); EN 61000-3-3 (CE)
acc.to FCC CFR 47 Part 15, Class B

acc. to AS/NZS CISPR 22 (equal to CISPR 22)

Immunity
Emission

Installation/Configuration Notes
158
6.2

22.5
0.9

23.5
0.9

142.,5
5.6
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VDA-NWDWMT Wall Mount VDA-NWDCMT Corner Mount
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Parts Included
Quantity Component
A 1 NWD-495 FlexiDomePN [P Cameras
1 Focus aid
-5 1 Quick Installation Guide
N
&~ 1 CD-ROM with manual, software, and tools

VDA-NWDPMT Pipe Mount

thad
—@ 680 Technical Specifications

— [351 | .
P Va iyl Electrical
Q¥ = Fwer
E}K 'l Input voltage +11t0 +36 VDC (750 mA)
374-14 NPSM THREAD 1210 28 VAC, 45/65 Hz* (850 mA)
PoE, IEEE 802.3af
849, Power consumption 10.5 VA (max)
Connector 3-pole push-in
— Video

Video standards MPEG-4; JPEG

GOP structure I, IP

Data rate 9.6 Kbps to 6 Mbps (const. and variable)

Sensor 1/3-inch interline CCD

@ Sensor matrix
1 PAL 752x582
| | 1;155.;’5] NTSC 768 x 494
' Resolutions and frame rates ~ PAL NTSC
4CIF: 25/30 IPS 704x576 704 x 480
2CIF: 25/30IPS 704 %288 704 x240
half D1: 25/30 IPS 352x576 352x480
CIF: 25/301PS 352x288 352x240
QCIF: 25/30IPS 176x 144 176x120
Request for Proposal (Rev. March 2011) www.boschsecurity.com
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Video

Video out
signal
connector

Video S/N

Sensitivity (3200K, scenere-

flectivity 89%)
NightMode
color
NightMode + SenseUp

color + SenseUp

SenseUp
Dynamic range
BLC

Gain

White balance

Auto black

Electronic shutter
PAL
NTSC

Optical

Varifocal

Iris control

Viewing angle
3to9mm

Software control
Unit configuration
Flicker control

Contour
Firmware

Network

Protocols
Ethernet

Overall unit delay
PoE

Europe, Middle East, Africa:
Bosch Security Systems B.V.
P.O. Box 80002

5600 JB Eindhoven, The Netherlands

Phone: + 31 40 2577 284

Fax: +31 40 2577 330
emea.securitysystems@bosch.com
www.boschsecurity.com

1x
Analog composite (NTSC or PAL)
BNC, 75 ohm

50dB

Usable Usable Full
picture picture video

(30 IRE) (50 IRE) (100IRE)

0.111x 0.27 Ix 1.11x

(0.01fc) (0.026fc)  (0.1fc)
0.321x 0.69 Ix 2.71x
(0.031fc) (0.064fc) (0.26fc)
0.0111x 0.027 Ix 0.111x
(0.001fc) (0.003fc) (0.01fc)
0.032Ix 0.069 Ix 0.27 Ix
(0.003fc) (0.007fc) (0.026fc)
Off; autoup to 10 x

32x

On/off; area; manual selectable

Fixed; auto with selectable limit (max
28 dB)

Auto (2500 to 10000 K); AWB hold; fixed
selectable

On/off selectable

Auto; fixed; flickerless; default
1/50t0 1/150000s
1/60t0 1/150000s

IR-corrected, manual zoom and focus ad-
justment

Automatic

Wide 90.39x 66.4° (Hx V)
Tele 31.99x 23.99 (Hx V)

Via web browser or Configuration Manager
50/60 Hz, selectable

Horizontal and vertical, symmetrical

Flash ROM, remote update

Telnet, RTP, HTTP(S), ARP,TCP, UDP, IP,
ICMP, DHCP, IGMPv2/v3, SNMP, 802.1x

10/100 Base-T, auto-sensing, half/full du-
plex, RJ45

120 ms (MPEG-4)
IEEE 802.3af compliant

Americas: Asia-Pacific:

Mechanical

Dimensions (Hx W x D)*
Weight (without lens)
Color
Material

dome bubble

trim ring, camera body
Lens mounting

Adjustment range

Environmental

Operating temperature
Storage temperature
Humidity

Water/dust protection

Ordering Information

NWD-495V03-10P

PAL, 3to 9 mmF1.4 lens

NWD-495V03-20P

NTSC, 3to 9 mmF1.4 lens
TC 1334 Power Supply Unit

See drawing
Approx. 1.8 kg (3.96 Ib)
White (RAL 9010), black inner liner

Polycarbonate, clear, UV-blocking, anti-
scratch coating
Aluminum

C/CS
3600 pan, 90° tilt, +90° azimuth

-10°C to +40 °C (+14 OF to +104 OF)
-259Cto +70°C (-13 OF to +158 OF)

20% to 80% relative humidity (noncon-
densing)

IP 54, NEMA-3R

NWD-495V03-10P
NWD-495V03-20P

TC1334

120 VAC/24 VAC, 60 Hz, 30 VA

TC 120PS Power Supply Unit

TC120PS

110-120 VAC/15 VDC, 50/60 Hz, 300mA

TC 220PS Power Supply Unit

TC220PS

230VAC/12VDC, 50 Hz, 10 VA

TC 220PSX-24 Power Supply Unit

TC220PSX-24

230VAC/20 VAC, 50 Hz, 20 VA

Accessories
VDA-NWDPMT

VDA-NWDPMT

PENDANT MOUNT FOR FLEXIDOME IP SERIES

VDA-NWDWMT

VDA-NWDWMT

WALL MOUNT FOR FLEXIDOME IP SERIES

VDA-NWDCMT

VDA-NWDCMT

CORNER MOUNT FOR FLEXIDOME IP SERIES

Represented by

Bosch Security Systems, Inc.
130 Perinton Parkway

Fairport, New York, 14450, USA
Phone: +1 800 289 0096

Fax: +1 585 223 9180
security.sales@us.bosch.com
www.boschsecurity.us

R TR R N oy o
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Bosch Security Systems Pte Ltd
38C Jalan Pemimpin

Singapore 577180

Phone: +65 6319 3450

Fax: +65 6319 3499
apr.securitysystems@bosch.com
www.boschsecurity.com
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DATA SHEET

Complete Integration with Unlimited

Applications

CeCURE 800/8000 is a scalable security management solution
encompassing complete access control and advanced event
monitoring. The system integrates with critical business applications
including CCTV and digital video such as the American Dynamics
Intellex® digital video management system, visitor management,
ERP, HR/time and attendance, and third party devices such as fire
alarms, intercoms, burglar and other alarms.

Easy to Network

CeCURE 800/8000 client workstations and iSTAR® and iISTAR

eX controllers can be placed directly on an existing network and
across a wide area network (WAN). iSTAR controllers support dual
network connectivity and Dynamic Host Configuration Protocol
(DHCP), easing connectivity to most existing networks.

CeCURE 800/8000’s open architecture design ensures universal
support and enormous system flexibility by allowing the system
to interact with industry standard databases, video recorders and
cameras, and network devices.
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CeCURE’ 800/8000

Security Management Solution

Features that make a difference:

= Advanced event and alarm monitoring solution provides flexible
and powerful control

m Easily integrate with digital video management systems and
other business-critical applications

= Significantly enhance security with intrusion zones and
keypad commands

m Easily create cardholder unique identifiers (CHUIDs) with
extended card number support

= Assign up to 5 cards per cardholder, including a PIN only
credential

= Monitor multiple locations from a single guard station

m Extraordinary threat level support allows you to change the
operation of the system based on current events

= Dynamic clearance filters ensure personnel clearance numbers
match the clearance number of the protected area

= Intuitive .NET badging solution provides high performance,
cost-effective identification management system

= Powerful database partitioning gives maximum security to
buildings with multiple tenants

Ideal for government and enterprise

customers

Whether it's specifically complying with FIPS regulations, or ensuring
that safety precautions are augmented when critical security

events occur, CeCURE 800/8000 is the system of choice for
meeting today’s most stringent security regulations and demanding
administrative operations. In addition, CeCURE 800/8000 supports
the iISTAR eX Ethernet-ready controller to provide an encrypted
security solution for government applications or for any enterprise
looking for the highest security available in the industry.

Accountability and Auditing

A comprehensive audit trail is critical for pharmaceuticals and
healthcare facilities that must comply with process regulations.
CeCURE 800/8000’s field-level audit trail enhances the control you
have of data and system integrity by tracking changes made to all
relevant security objects, including configuration and clearance
data.

Unlimited Scalability

CeCURE 800/8000 is completely scalable and lets you easily

add functionality and increase capacity as your security needs
grow. Using .MSI, Microsoft’s standard installer technology,
CeCURE 800/8000 lets you easily install, upgrade, and repair
remote CeCURE 800/8000 workstations quickly and easily without
visiting every site.

tqca Fire &

Security
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take a closer look

Advanced event and alarm monitoring
station provides flexible and powerful
control

The CeCURE 800/8000 monitoring station displays
cardholder images based on granted/rejected access

or events. For added convenience, you can name,

prioritize and sort alarms as they occur right at the
CeCURE 800/8000 monitoring station. For example,

you can choose to name your alarm categories, such as
“1-Life Safety, 2-SCl, 3-DoD, and 4-General” in place of the
default Critical, High, Medium and Low, which allows you to
customize the interface based on your security parameters.
You can also easily sort alarms by priority and/or date and
select from up to eight unique defined priority labels and
more than 16 million colors for coding priorities.

For an easy way to manage critical alarms, a powerful

dual acknowledgment screen lets you retain a record of
events after all of the active causes behind them have been
resolved. It's an extremely effective way to manage new
alarms as they arise without losing track of those still under
investigation.

Monitor multiple locations from a single
guard station

With the CeCURE 800/8000 central monitoring option,
users can monitor multiple widely dispersed locations from
a single monitoring station, providing total enterprise
security management.
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Attachment A — Exhibit E- Vendor Cut Sheets
Water Department Security Upgrade Design—Build Contract

Powerful database partitioning gives
maximum security to buildings with
multiple tenants

CeCURE 800/8000 allows groups to share a single
database while, at the same time, partitioning to maintain
individual groups’ security. Partitioning supports multiple
tenant locations at one site or it can support a single
organization occupying multiple buildings, ensuring that
security officials have access only to information that is
pertinent to their facility.

Integration with digital video management
systems and other business-critical
applications ensures total control

Using the powerful application programming interface (API),
CeCURE 800/8000 provides seamless integration with
select digital video management systems (DVMS), including
American Dynamics Intellex, via its NetVue application.
This integration allows you to tie an event generated on
CeCURE 800/8000 to live video. With enhanced alarm
management, NetVue can automatically activate

CeCURE 800/8000 events based on motion detection
alarms received from a DVMS. Refer to the CeCURE
NetVue datasheet on www.swhouse.com for more

detailed information.

For integration with many other devices, such as fire
panels and intrusion detection systems, the bi-directional
serial interface can be used to receive and interpret
messages sent to CeCURE 800/8000. These messages
can trigger events and generate a journal entry on the
monitoring station. The interface can communicate with
the CeCURE 800/8000 via an RS-232 serial port or
remotely through TCP/IP via a qualified terminal server.
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features

Significantly enhance security with intrusion
zones and keypad commands

An intrusion zone is a group of doors and inputs that
defines a physical area that is monitored for alarms.
Grouping inputs and doors into intrusion zones allows easy
collective arming and disarming of alarm monitoring points
(inputs) as well as locking and unlocking groups of doors
while displaying their current mode and status. Leveraging
the intrusion zone feature, you can use keypad commands
to remotely activate camera, door and other events from
an RM reader keypad connected to an iSTAR controller.
Keypad commands provide a powerful way to trigger a
duress call, sound an alarm, lock and unlock doors,

and more, directly from an RM reader keypad. Keypad
commands can be configured to require a card
presentation and/or a PIN to validate the command.

Easily create CHUIDs with extended card
number support

CeCURE 800/8000 supports extended card numbers'
which allows users in government applications to comply
with certain federal guidelines (such as FIPS 201) that
require a multi-field CHUID. In addition, iSTAR controllers
support card numbers of up to 256 bits, eliminating the
need for multiple facility codes, site codes, or offset in
order to avoid card duplication. Longer card numbers
offer greater protection against card duplication and are
especially valuable to customers who require card numbers
that exceed 10 digits.

(1) Only with iSTAR controller
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Assign up to 5 cards per cardholder,
including a PIN only credential

CeCURE 800/8000 lets you assign up to 5 cards per
cardholder record, rather than having to create a separate
record for each card. Using this powerful feature, you can
assign a PIN as one of the cards, providing a flexible and
secure solution and greatly simplifying the management and
maintenance of personnel records.

For additional flexibility, you can use iSTAR controllers to
support up to 128 card formats system-wide and 10 card
formats per reader. This expanded ability to use multiple
card types (such as 26-bit, 37-bit, or Corporate 1000) at a
single reader frees you from having to consolidate or
re-issue new cards.

Controlling areas and managing occupancy
levels helps you maintain safety regulations
Once someone is granted access to the building the real
work begins to ensure that confidential areas are kept
protected, occupancy levels are maintained for safety, and
the general well being of employees and visitors is ensured.
CeCURE 800/8000 lets you easily configure all of the areas
in your building and across multiple buildings and identify
inbound and outbound readers to enforce anti-passback.
This allows you to prevent someone from passing his/her
access card back to another person for unauthorized entry,
using either a timed or event-driven configuration. Area
Lockout operates in much the same way, but takes it a
step further by actually locking a cardholder out of an area
based on a decrementing timer specification.

Managing occupancy levels is another powerful capability
that lets you define how many people and/or what type

of person is allowed in a room. This type of control is
essential for extremely classified areas, such as Secured
Compartmentalized Information Facilities (SCIFs) which exist
most often in the government-related marketplace. In these
sensitive instances, you can configure CeCURE 800/8000
to require a supervisor to be present before allowing an
employee to access the area. This type of restriction can
also apply to visitors who may require an escort as they
pass through restricted doors.
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Threat level support allows you to change
the operation of the system based on
current events

CeCURE 800/8000 provides a solution for government
agencies needing to comply with the Department of
Homeland Security requirements by allowing them to
change the operation of the security system based on a
threat level. For example, if the national threat level (defined
as “Low”, “Guarded”, “Elevated”, “High”, and “Severe”) is
raised, the administrator can react by changing the threat
levels in the C-CURE 800/8000 system, which may then be
configured to react in the following user-defined ways:

e Cardholders may be required to present a higher level
of credential to gain access to a door.
During a “High” threat level, cardholders may be required
to use a Personal Identification Number (PIN) in addition to
presenting their proximity card. In some instances, an
elevated threat level might also require that personnel
have approved escorts in order to gain access.

e QOperatorsor guards may need to validate their manual
actions with an approved response.
Under normal circumstances, guards may be able to freely
execute manual actions, such as temporarily unlocking
a door or gracing a card from the guard station. But, in
higher threat levels, these types of manual actions would
be challenged by the system, requiring an approved

response from the operator performing the action.

For example, the operator will be required to enter in a secret
code, or input a journal entry before the manual action will
be approved. In addition, operators may be required to
acknowledge each and every alarm on the guard station,
ensuring proper attention is being paid to potential risks.

* Events may be automatically activated
When the system is set at certain threat levels, specific
events can be activated throughout the entire facility, on a
wide range of readers, or on specific controllers. For
example, if the threat level is set to “Critical” on the
CeCURE 800/8000, this can automatically deploy road
bollards in designated security-critical roadways. Or,
clearance filters, a powerful, new feature that forces the
cardholders’ credentials to exactly match the credential at
an affected reader, can be enforced based on specific
security or threat levels.

Displaycurrent threat level color on maps and
monitoring station for consistent reminder of status
Ensuring that the current threat level is kept top of mind
by the operator or guard, the monitoring station and maps
both highlight the color that is associated with the threat
level.

Anescort may be required

During elevated threat levels, the system may require that
all visitors must be escorted by authorized personnel in
order to gain access to protected areas.

MODEL1 MODEL5 MODEL 10 MODEL 20 MODEL 30 MODEL 40 8000 8000PIus

Enterprise  Enterprise
Server Server

Number of Online Readers* 32 64 128 256 512 1000 2500 *

Number of Online Inputs 128 256 512 1024 2500 5000 10000 *

Number of Online Outputs 128 256 512 1024 2500 5000 10000 *

Number of Addressable

Controllers No limit No limit No limit No limit No limit No limit No limit No limit

Number of Cardholders* 10K 40K 40K 250K 250K 250K 500K 500K

Number of Assets N/A 40K 40K 250K 250K 250K 500K 500K

Number of Simultaneous

Client PCs Included with Server 2 3 4 16 64 128 128

Number of Client PCs

Definable on Server 999 999 999 999 999 999 999 999

Sentinel Required YES YES YES YES YES YES YES YES

* CeCURE 800/8000 is designed for unlimited expansion. The often stated 3,000 reader and 32,000 input/output handling are tested limits only and
do not represent expansion restrictions. System performance will vary depending upon specific hardware configuration including number of commu-

nication lines/ports, download/upload frequency, etc.
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Dynamic clearance filters ensure personnel
credentials match the clearance number of
the protected area

CeCURE 800/8000 includes a feature that allows you

to assign a clearance filter number to personnel which
must match the clearance filter number of the reader in

a protected area. For example, an operating room may be
accessible to all hospital personnel during non-surgery
times. At these times, the reader that secures the room
has a clearance number of “1” and each person with a
clearance filter number “1” can gain access. During
operations, however, the clearance filter on the reader
automatically changes to a “3”, which means only those
personnel who have a clearance filter of “3” will be
permitted access. This is done without changing the
underlying clearance available to the area.

Intuitive .NET badging solution provides
high performance, cost effective
identification management system

Access control cards are essential for security, but can also
be a nice way to communicate your company’s message to
employees and the public. The CeCURE 800/8000 badging
solution utilizes Microsoft’s .NET guidelines for the graphical
user interface and offers superior control of color and
graphics, providing the ability to create professional,
sophisticated badges.

Specialized display needs for badge layouts are common
and the Expression Builder allows you to easily meet these
needs by simply picking fields from a list that builds
sophisticated expressions, without ever having to under-
stand the complexity of expressions. For example, if you
want to ensure that an employee’s middle initial is printed
wherever appropriate, an expression allows the customer to
easily do this without adding blank lines where cardholders
may not have a middle initial.
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In many instances, a company can have hundreds, even
thousands, of badges in the system. CeCURE 800/8000
also makes it extremely easy to manage your badges

by allowing you to query on a common field and then
print those found by that query in one batch. Refer to the
CeCURE ID datasheet on www.swhouse.com for more
detailed information.

Managing access control using a graphical
interface

CeCURE 800/8000’s map interface allows you take any
CAD drawing or Visio file, save it as .bmp and then populate
your map with icons that reflect security objects, such as
doors, inputs, outputs, cameras, events, video tours and
views. You can also nest maps within maps to provide an
easy interface that lets you travel graphically around your
facility and manage events directly from the map.

At the monitoring station, you'll immediately see the benefits
of the mapping feature when a critical event such as “Door
Forced Open” occurs. This event can cause a live video
window to automatically pop-up on the map, giving you the
exact location and corresponding video footage. Here, the
nested maps come in very handy to help you drill down to
graphically navigate through the facility looking for the
person who may have caused the Door Forced Open event.
Using the dynamic icons and the powerful NetVue interface,
you can even launch a video tour of the affected area to
immediately investigate.

For more sophisticated management of a building layout,
CeCURE 800/8000 has solid integration with a third party
graphical interface called AEGIS which lets you account for
walls that have beeen knocked down, doors that may have
been moved, expansion projects and more.
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C-CURE Central
Card
Administration
(MS SQL or Oracle)

CCURE
Central Server

Wide Area Network

C-CURE 800/8000
Guard Station,
NetVue and
Central Monitoring

CCURE 800/8000 Dome  Camera

Guard Station,
NetVue and
Central Monitoring

Router

DVMS l

=

Router

DVMS l

RS232/RS485

1
1
1
1
1
1
1
1
1
1
1
1
1 | CCURE 800/8000
1 || Guard Station, NetVue
1
1
1
1
1
1
1
1
1
1
1
1
1

Badge Printer

Administration
CCURE 800/8000 Station
erver

and Central Monitoring
s 8000 C /8000
Server Redundant Server

CCUREID

Badging Client Modem |~ e

800/8000
Server

Secondary
Communication

Terminal Pach

(Modem)
Router _E1 Hub Ethernet iSTAR Cluster @[D
O/ O Sem=oe PTO—— e Mo ponceand ey
...................... i <esion 2 [N - - 5 [
CeCURE 800/8000 Server C+CURE 800/8000 Client
Recommended Minimum Requirements Recommended Minimum Requirements
Processor Processor........... 1.5 GHz Intel Pentium or higher
Model Number 1 through 10 1.5 GHz Intel Pentium Il or higher Free Hard Disk Space . 2.0 GB
Model Number 20 through 40 1.8 GHz Intel Pentium IIl or higher Memory ............ 512 MB RAM
Model 8000 and 8000 Plus 2.4 GHz Intel Pentium IV or higher Network Card. ....... 10 Base-T
Free Hard Disk Space 3.0 GB CD-ROM Drive . . ... .. 10X
Memory Monitor/Video Adapter board 177 SVGA (1024 x 768),
Model Number 1 through 40 1 GB RAM 64 MB RAM
Model 8000 and 8000 Plus 2 GB RAM Operating Systems. . . . Windows XP Professional
Network Card 10/100 Base-T (Service Pack 2)
etwork Lard. ... ase- Mouse. ............. PS/2 bus type
DVDDrive........... 2X
Momtolr/V|deo Adapter board 177 SVGA (1024 x 768) Note: It is recommended that customers use the most current
Operating System. . . .. Windows® Server 2003, i | ’ h trol
Windows XP Professional irmware release for each controller.
(Service Pack 2)
Mouse. ............. PS/2 bus type
Ports............... 2 serial, 1 parallel, USB
(with CeCURE 800/8000 v8.x a USB port is required)
Backup............. Tape or CDRW
Modem............. 56.7 Kbps
Sentinel ............ Supplied by Software House
Digiboard . .......... 8 port (Models 20/30/40
Product offerings and specifications are subject to change without notice. Actual products may vary from photos. Not all products include all features. Availability varies by region; contact
your sales representative. Certain product names mentioned herein may be trade names and/or registered trademarks of other companies.
© 2006 Sensormatic Electronics Corporation. All rights reserved. SHO030-DS-200610-R02-A4-EN
WWwWWw.swhouse.com g{o CERTIFIED ISV/Software Solutions tl’cﬂ Fire &
[ — Networking Infrastructure Solutions Security

Partner
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1000 INDUSTRIAL MAGNETIC LOCK

1200 Pounds
Holding Force

“Compact Size

Field Selectable
12 or 24 Voltage

Extra Low
Current Draw

Inswing/Outswing
Universal Mount
' Interior or Exterior Applications
The 1000 Series electromagnetic locks can be
used in harsh environments to secure doors and
gates. All electronics are sealed in epoxy and
are protected by the stainless steel housing
cover. The housing, armature and exposed
face of the electric lock are nickel plated to
resist rust and corrosion. A rigid conduit fit-
ting can be provided on one end of the lock to
protect power wiring in gate control installa-
tions.

Fail-Safe Operation

All Dortronics electromagnetic locks are fail-

safe, releasing instantly upon command or loss
) of power. There are no moving parts to wear,

o stick or bind. Without any bolt travel time or

possibility of misalignment to raise concern,

both locking and unlocking are accomplished

with ease and efficiency.

Extended Service Life
The rugged design and durable construction of
this lock assures virtually unlimited actuations
without fear of electrical fatigue or mechanical
breakdown. Proudly made in the USA,
= a LIFETIME WARRANTY is provided by
ANSI/BH:NIA’ Dortronics Systems on all electromagnetic locks.

A256.23

Universal Mounting

The standard #1000 model is supplied with an
adjustable mounting plate for use on outswing
doors. The #TJ-1000 unit is furnished with an
angle lock mounting plate and an armature “Z”
bracket for inswinging door installations. Any
1000 series lock may be converted in the field
for inswing door applications by adding the
1099-00 conversion kit. An optional conduit
fitted lock is available for exterior gate control
applications.

Low Current Draw

All 1000 series locks can be operate on either
12 or 24 VDC. The efficient design of these
locks requires only 170ma. at 24 volts DC to
maintain the rated 1200 pound holding force.

The well confined magnetic field combined
with the built-in spike and surge suppression
system of these locks, allow integration with
any access control system. Able to be con-
trolled individually or simultaneously from one
or several locations make the use of these locks
ideal for securing manual or automatically
operated doors and gates.

o0y DORTRONICS

PDS1000-2/02
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1000 SERIES ELECTRO-MAGNETIC LOCKS

1000
FOR STANDARD OUTSWING
DOOR APPLICATIONS
P e e o
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Specifications: Options: Installation:

Physical Size

#1000 Lock - 8-1/4" long x 2-9/16” high
x 1-1/2” deep

#1000 Armature - 8-1/4" long x 2-1/4”
high x 5/8” thick

#1000 Mounting Plate - 8-1/4” long x
1-1/2” wide x 1/4” thick

#1095 Top Jamb Mounting Angle - 8-1/4”
long x 2" x 1-1/2” x 1/4” thick

Electrical
170ma @24 VDC
340ma @12 VDC

In-swinging Doors:

TJ-1000 - 1000 series lock with top jamb
mounting hardware.

1099-00 Kit converts any 1000 to TJ1000

Finish:

1000 series locks are encased in a brushed

Stainless Steel housing suitable for interi-

or or exterior applications. Electro-mag-

net face and armature are electroless nick-

el plated for high resistance to rust

and corrosion.

DORTRONICS

xD Integral Door Position Switch SPDT
XCF Conduit Fitting option is available
for this lock.

Applications:

The 1000 series locks are supplied with a
4-conductor, 20 gauge power cable (equal
to Belden #M-8444) 18” long. By the
order in which these leads are connected
to the DC power source, the operating
voltage of the unit is determined. This
allows any of these locks to be used with
a 12 or 24 volt DC power supply.

Gate mounting:

1000xCF Specifies Conduit Fitting
When installing these locks on exterior
swing and slide gates, #1000xCF locks
should be specified to receive units with
the conduit fitting. This will afford pro-
tection to the power wiring for the lock.

1668 SAG HARBOR TURNPIKE,

www.dortronics.com -

Typically these locks are mounted on
outswinging doors using the mounting
plate accompanying the unit. This mount-
ing plate has elongated slots for ease of
alignment and reinforced threaded holes
for secure attachment of the lock to the
plate. An access hole is also provided in
the mounting plate to accommodate the
power cable.

The TJ-1000 units are supplied with an
angular mounting plate prepared for
attaching the mounting angle to the face
of the door frame. A “Z” bracket is also
furnished for the mounting of the arma-
ture plate to the door.

Gate/Inswing Conversion Kit
1099-00 Conversion kit includes (1) Z-
Bracket and (1) angle bracket with all
mounting hardware neede to convert a
standard 1000 lock into a TJ-1000 for
swinging gates or inswinging doors.

SAG HARBOR, NY 11963

SYSTEMS,INC.
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1106/1115 ELECTRO-MAGNETIC LOCKS

650 Pounds
Holding Force

Shallow 2
Mounting Profile

Low Efficient
Current Draw

Easy Access
Security Housing

Field Selectable
12 or 24 Voltage

1115

1106

Reliable Security:

This state of the art electro-magnetic locking
device provides positive, instantaneous door
control. Offered in models for single and
pairs of out-swinging, in-swinging, sliding,
and overhead doors. Filler plates, angle
brackets, and other mounting adapters are
available to satisfy a wide range of door and
frame types and conditions.

Safe Operation:

ULTRA-LOCK locking devices are inher-
ently failsafe, releasing instantly upon com-
mand or loss of power. With no moving parts
to wear, stick or bind; no mechanical linkages
to bend or break; and no bolt travel time or
misalignment to rai se concern, both unlocking
and locking are aways accomplished with
ease and efficiency.

Extended Service:

The rugged design and durable construction
insures virtually endless actuations without
fear of electrical fatigue or mechanical break-
down. This, combined with manufacturing to
the most stringent quality control standards,
allows Dortronics to offer a ten year limited
warranty on all electromagnetic locks.

NFPA Life Safety Compatible:

As electromagnetic locking devices function
independently of any mechanical type locks,
magnetic locks will not jeopardize the fire
door rating of an opening. These units are
ideal for use with fire and hazard detection
systems to provide unobstructed egress.
Highly recommended for use on Exit Door
Control Systems requiring code acceptable
delayed releasing, per NFPA 101.

Universal Control:

Able to be controlled and monitored individ-
ually, sequentialy, or simultaneously from
one or several locations, make the application
of ULTRA-LOCKSsideal in perimeter protec-
tion systems with automatic swinging and
dliding door systems, and intrusion alarm
systems.

The well confined magnetic field of the lock
alows it to be used in sensitive computer
areas. With the built-in suppressor system
protecting circuitry and components from
noise and spikes, ULTRA-LOCK systems
can be reliably interfaced with any electronic
access control and monitoring equipment .

(0o0y DORTRONICS

PDS1106/1115-10/97
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1106/1115 SERIES ELECTRO-MAGNETIC LOCKS
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Specifications Factory Options

Physical Size:
1106 Housing - 8-1/2" long x 2" high
x 1-13/16" deep overall
1115 Housing - 12-1/2" long x 2™ high
x 1-13/16" deep overall
1106/1115 Projection - 2-5/8™ total
depth including armature
Electrical:
Operating voltage field selectable
1106 - 245ma @ 24 VDC
480ma @12 VDC
1115 -290ma @ 24 VDC
580ma @12 VDC
In-Swinging Doors
TJ (prefix) - Top jamb mounting for in-
swinging doors (includes back
mount housing and Z bracket for
mounting armature)
See also 1190 armature mounting
assembly for all glass doors.

Custom Housings

G (prefix) - Extruded housing guard lip
conceals and protects armature

LV (prefix) - Extra long housing for
vertical jamb mounted locks

LW (prefix) - Extra wide housing for
horizontal full width mounted locks

Custom Finishes

x DBA - Dark Bronze Anodize
xGBA - Gold Bronze Anodize
xSBA - Black Satin Anodized
xUS3 - Polished Brass

xUS4 - Satin Brass

xUS26 - Polished Chrome
xUS26D - Satin Chrome

DORTRONICS

xD = Concealed Door Position Switch
SPDT rated @ .1 amp @ 30 volts

x2D = Two Door Position Switches (as
above for use with pairs of doors)

xL = Bi-color LED recessed into end
plate of housing with resistor for
use with 12 or 24 VDC

xB = Dual magnetic bond sensors detect
improper armature mating or lack
of sufficient lock power to provide
rated holding force

x2B = Two dual magnetic bond sensors
(same as above for pairs of
doors)

xAT= Housing enclosed adjustable
(2 to 120 second) time delay with
SPDT form C relay output

xR = AC to DC Rectifier concealed in
housing, mounted to electromagnet
(one required for each magnet if
operating from AC power)

x2R = Two AC to DC Rectifiers (one
per electromagnet, see above)

xCF = 1/2" Rigid conduit fitting
mounted in housing end plate (for
use in exposed wiring conditions
such as perimeter gate control)

xCT = Concealed cover tamper switch
SPDT snap action actuated by re-
moval of housing cover

xTS = Tamper resistant cover attach-
ment screws for enhanced security

xS = Miniature piezo sounder mounted
to housing provides an audible alert
during alarm conditions

1668 Sac HARBOR TURNPIKE,
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Installation

The elongated mounting holes on the
mounting plate permit easy adjustments.
Two of the four small holes behind the
electro-magnet are used to secure the
unit firmly in place and keep it from
rotating. The other two round holes can
be used should moving the magnet
slightly be required later. Four point
versus 2 point mounting, increases the,
stability and life of the installation.

A wire trough behind the electro-magnet
provides a convenient channel for leads,
allowing the installer to use the chamber
at either end for field connections.

Lock operating voltage is field se-
lectable to match the supply voltage.
Locks are shipped ready for 24 volt DC
power but can be field wired for 12 volt
DC power.

The armature mounting pack, includes a
specially designed shoulder screw to
insure proper floating action of the lock
armature at all times. The armature
mounting screw can be fully tightened
without affecting floating action. Roll
pins furnished also allow the armature
to flex while maintaining alignment.

Distributed by:

Sac Hareor, NY 11963

www.dortronics.com - (800) 906-0137 - (631) 725-8148 FAX
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Highly Visible
Daylight Viewing

Exterior / Interior
Applications

Maintenance-free
Long Lasting

Compact Standard
or Custom Plates

Quick & Easy
Mounting

Optional Piezo
Sounder

/201 SERIES HI-INTENSITY LEDsS

Super Bright LEDs

These hi-intensity LEDs are highly visible in
virtually any lighting condition, including
bright sunlight. Door security status can be
immediately conveyed to system users and
security personnel.

Wide Angle Viewing

The large diameter lens on the standard hi-
intensity LEDs are easily viewed even from
off-center. The weather-resistant hi-intensity
LEDs are furnished with an even larger sealed
LED lens for maximum outdoor visibility.

Interior or Exterior Use

The weather-resistant units are ideal perimeter
access control gates exposed to the weather. If
mounted near card readers, the LEDs can be
used to clearly indicate when individual doors
and/or gates can be accessed. Perfect for
industrial applications, these LEDs are easily
seen when viewed from a truck cab or forklift.

Compact Size

Two LEDs, typically one red and one green
will easily fit on a standard single gang wall
plate. When mullion mounting is required a
narrow 1-3/4” wide plate can be supplied.

Easy Universal Installation

Standard mounting hardware allows easy
installation onto standard single gang junction
boxes. All Dortronics LED indicators are field
selectable for 12 or 24 volts DC operation.

Long Lasting

Dortronics hi-intensity indicators are solid-state
LEDs manufactured from high quality semi-
conductor materials. LEDs are noted for their
extremely long life and these may never need
replacement. In addition, LEDs typically draw
only about 5% of the power of a comparable
incandescent component, allowing smaller, less
costly power supplies.

Customized Configurations

The 7200 series hi-intensity LEDs can be used
in lieu of standard bi-color T-1-3/4 LEDs and
factory applied onto double or triple gang
switch plates with any of the Dortronics stan-
dard push buttons or key switches. Other con-
figurations are also possible using custom-
sized plates. Contact the factory for assistance
in determining the exact size of custom plates.

Optional Piezo sounder
Available with either indoor or Weather proof
outdoor Piezo mounted on the plate.

PDS7201-05/05
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7201 SERIES HI INTENSITY LEDS

WATER PROOF SERIES

7201xL2-HWR

1 GANG STAINLESS STEEL PLATE
2 HI-INTENSITY WATER PROOF LED'S
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7202xL2-HWRxCS

2 GANG STAINLESS STEEL PLATE
2 HI-INTENSITY WATER PROOF LED'S
1 WATERPROOF PIEZO SOUNDER
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INDOOR SERIES
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1 GANG STAINLESS STEEL PLATE
1 HI-INTENSITY WATER PROOF LED'S
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Example Model Descriptions

7201xL1-H = 1 High Intensity LED

mounted on a 1 gang

Stainless Steel Plate
7201xL2-H = 2 High Intensity LEDs

mounted on a 1 gang

Stainless Steel Plate
7202xL2-HXCS = 2 High Intensity LEDs

with continuous Piezo sounder

mounted on a 2 gang

Stainless Steel Plate
7201xL1-HWR = 1 High Intensity

Water Proof LED on a 1-gang

Stainless Steel Plate
7201xL2-HWR = 2 High Intensity LEDs

Water Proof LEDs on a 1-gang

Stainless Steel Plate
7202xL2-HWRXCS = 2 High Intensity

Water Proof LEDs

with Water Proof Piezo sounder

mounted on a 2 gang

Stainless Steel Plate

Request for Proposal (Rev. March 2011)
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Ratings
LEDs - Rated .04 Amps @ 12 - 24 VVDC.
Nylon Body with Polycarbonate lens

-HWR Water Proof series has gaskets
behind each LED and Plate

Piezo Sounder - Standard indoor

Rated 20 mA @ 3-28 VDC.

Sound Pressure- 100 dBA @10 cm (Min.)
Resonant Frequency- 4500 Hz

Piezo Sounder - Water Proof

Rated 35 mA @ 12 VDC.

(not available in 24VDC)

Sound Pressure- 95 dBA @10 cm (Min.)
Resonant Frequency- 2800 Hz

Gang Plates - Stainless Steel 304
US23D Satin Finish
1-Gang 4-1/2 x 2-3/4”
2-Gang 4-1/2 x 4-1/2”
Narrow 4-1/2 x 1-3/4”

1668 SAG HARBOR TURNPIKE,

www.dortronics.com -
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Specifications

High Intensity LED Indicators shall be
manufactured by Dortronics Systems, Inc.
Furnish 7200 series LED indicators using
standard indoor or weather-resistant exte-
rior units as may be appropriate. Exterior
mounted indicators shall have sealing gas-
kets behind each LED and between the
mounting plate and the junction box.

Where noted, supply Dortronics optional
indoor style piezo sounder or optional
weather-resistant outdoor piezo sounder.

Mounting plates shall be constructed of
#304 stainless steel US23D Satin Finish
in single or double gang and supplied
with optional paint filled engraving as
noted. Attachment screws shall be slotted
oval head stainless steel. For extra securi-
ty, pin-in-hex head tamper-resistant
screws shall be supplied where required.

SAG HARBOR, NY 11963
(631) 725-8148 FAX
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RESIDENTIAL & LIGHT COMMERCIAL
SLIDE GATE OPERATOR WITH BATTERY BACKUP

RSL1 2V

DC-POWERED SLIDE GATE OPERATOR
WITH BUILT-IN BATTERY BACKUP

Our most advanced residential and light commercial pad
mounted slide gate operator. Features a powerful DC
motor with soft start/stop operation for quiet and
reliable performance and rated for gates up to 800 lbs.
and 25 ft. in length and cycling up to 120 times per day.

The RSL also utilizes the EverCharge® Power Management
System to provide industry leading power efficiency maximizing
cycles when running on battery backup or optional solar power
while maintaining optimum battery integrity. LiftMaster® Elite
Series® gate operators offer innovative features to meet a
variety of applications and feature a 3 year warranty.

Request for Proposal (Rev. March 2011)
Attachment A — Exhibit E- Vendor Cut Sheets
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solution for gate access and
additional access points.
Ability to add up to 50
remote controls.
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STANDARD FEATURES

DC Motor — soft start/stop operation
Reduces the stress and shock to the gate system by
slowly ramping up gate speed on

open and ramping down gate speed

on close. This type of operation

promotes longer gate and operator

life and quieter operation.

Battery Backup

Provides complete operation of
gate and all DC control devices
and sensing devices in the event
of power loss. 12V 7AH battery
standard, upgrade to 2nd 7AH
battery or 33AH battery for
extended battery backup.

Electronic Limit System
Simple-to-set electronic limit
system allows limit setting with
just the push of a button.

Electronic Braking System
Innovative brake design keeps

brake engaged with or without
power when the gate is in closed
position. Only open input or
selectable auto open feature will
override braking system. Operator
uses electromotive technology to
power brake upon power loss/battery
depletion or in solar applications.

External Manual Disconnect Switch

Simply press manual disconnect switch to push gate
open. No need to drop drive chain to manually open
gate. Operator retains open/close limit setting when
resuming normal operation. No special tools required.

OPTIONAL FEATURES
Solar Ready

Operator can be solar powered by adding optional solar
panel. EverCharge® Power Management System delivers

power when needed most for operating a gate while
conserving power at all other times for best solar
performance. Solar gate operators and accessories
qualify for 30%6 tax credit through 2016. See
www.liftmaster.com for more details.

The Protector System® Safety Sensors
50-220**

Prevents the gate from closing onto people, pets or
objects. Includes mounting brackets.

**0Only 50-220 photo eyes go into power save mode and minimize
powerdraw when gate is not opening

Go to www.liftmaster.com for full list of accessories

Request for Proposal (Rev. March 2011)
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Inherent Obstruction Sensing

This unit’s internal obstruction sensing system
offers force adjustment for the

open and closed directions. If the

gate strikes an obstruction, a

closing gate will reverse to open

and an opening gate will stop.

External Obstruction
Sensing

To meet UL325 safety standards,
secondary entrapment devices
must be added. Inputs are
provided to simplify adding
secondary non-contact or contact
sensors such as photo-eyes and
edge devices. Installer will be able
to recommend best secondary
entrapment device for the
application.

Clear Impact Resistant
Poly Carbonate Control Box
Cover Allows clear view to key
diagnostic LEDs, speeds
troubleshooting, and saves time
and money. Includes fuse holders.

Control Inputs

Control inputs allow for the

connection of external devices.

Accessories include; loop detectors, LiftMaster®
photo eyes, free exit probe, wireless access control
equipment, and solenoid lock.

LED Indicators
Operator input, status and diagnostic LEDs simplify
setup and troubleshooting.

Recommended Capacities
e Cycles per day - 120
e Gates up to 800 Ibs. and 25 ft. in length

Battery Backup Operation
(16 ft. / 650 Ibs. slide gate. Stand alone system)

Battery Cycles

1-7AH 40

2 —7AH 100
1 — 33AH* 275

Low Power draw safety sensors and accessories
recommended for best performance on battery backup

*33AH battery not available in combination with
heater option

Water Department Security Upgrade Design—Build Contract

SPECIFICATIONS

Power
110v/60Hz or solar power

Operator Weight
100 lbs.

Power
12VDC/500 mA Accessory Power

UL Listed
UL325 & UL991 Listed Class | & 11

Construction

Gear Reduction:
10:1 Reducer in synthetic
oil bath

Motor:
Heavy-Duty 12VDC

Chassis:
Zinc coated steel

Cover:
UV stabilized cover

Dimensions

N }7 TRV, — 15316 ————]|

REAR VIEW SIDE VIEW

ADDITIONAL FEATURES
Universal controller with
multiple inputs

Timer-to-close: 0-180 seconds
Surge/spike protection

Dual gate compatible

Right- or left-handed operation

Ability to auto-open or failsecure
when power fails/battery depletion

Heater model available

3-YEAR WARRANTY

324 | Page



RESIDENTIAL & LIGHT COMMERCIAL
SWING GATE OPERATOR WITH BATTERY BACKUP
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DC-POWERED SWING GATE OPERATOR
WITH BUILT-IN BATTERY BACKUP

Our most advanced residential and light commercial pad On-Board Receiver
mounted swing gate operator. Features a powerful DC = Exclusive from Chamberlain,
motor with soft start/stop operation for quiet and r 1 ; a single remote control
reliable performance and rated for gates up to 600 lbs. I ",’E solution for gate access and
or 16 ft. in length and cycling up to 250 times per day. | -((fﬂ_mé additional access points.
The RSW also utilizes the EverCharge® Power Management y Ability to add up to 50
System to provide industry leading power efficiency maximizing - ! remote controls.

cycles when running on battery backup or optional solar power

while maintaining optimum battery integrity. LiftMaster® Elite

Series® gate operators offer innovative features to meet a

variety of applications and feature a 3 year warranty.

tMaster

Request for Proposal (Rev. March 2011) ELITE SERIEST
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STANDARD FEATURES
DC Motor — soft start/stop operation

Inherent Obstruction Sensing

SPECIFICATIONS

Power
110v/60Hz or solar power

Operator Weight

Reduces the stress and shock to the gate system This unit’s internal obstruction sensing system 180 Ibs.
by slowly ramping up gate speed on open offers force adjustment for the open and
and ramping down gate speed on closed directions. If the gate strikes an Power
close. This type of operation obstruction, a closing gate will reverse 12VDC/500 mA Accessory Power
promotes longer gate and operator to open and an opening gate will stop. )
UL Listed

life and quieter operation.

Battery Backup

Provides complete operation of gate
and all DC control devices and sensing
devices in the event of power loss.
12V 7AH battery standard, upgrade to

External Obstruction Sensing
To meet UL325 safety standards,
secondary entrapment devices must be
added. Inputs are provided to simplify
adding secondary non-contact or
contact sensors such as photo-eyes

UL325 & UL991 Listed Class I & II

Construction

Gear Reduction:
Equipped with two heavy-duty
gear reducers in synthetic oil bath

2nd 7AH battery or 33AH battery for and edge devices. Installer will be able Motor:
extended battery backup. to recommend best secondary Heavy-Duty 12VDC
entrapment device for the application. Chassis:

Electronic Limit System
Simple-to-set electronic limit system
allows limit setting with just the push
of a button.

Bi-Part Delay

Allows for swing gate designs where

the wings overlap by letting one wing
open or close before the other wing.
Unique patent pending synchronized
close feature monitors the speed and
position of each wing, detects any
change and adjusts the speed as
necessary to ensure primary gate closes
last avoiding potential damage to the gate.

Clear Impact Resistant Poly
Carbonate Control Box Cover
Allows clear view to key diagnostic
LEDs, simplifies set-up, speeds
troubleshooting, and saves time and
money. Includes fuse holders.

Control Inputs

Control inputs allow for the connection
of external devices. Accessories
include; loop detectors, LiftMaster®
photo eyes, free exit probe, wireless

access control equipment, and solenoid lock.

Zinc coated steel

Cover:
UV stabilized polyethylene

Dimensions

OPTIONAL FEATURES

Solar Ready
Operator can be solar powered by adding optional solar
panel. EverCharge® Power Management System delivers

Recommended Capacities
e Cycles per day - 250

power when needed most for operating a gate while 800 lbs. I~
conserving power at all other times for best solar a i [
performance. Solar gate operators and accessories 600 Ibs. |- 600 13.60° }_n,oo-'_|
qualify for 3026 tax credit through 2016. See 500 e —
www.liftmaster.com for more details. w00 o e

400 Ibs. = ADDITIONAL FEATURES
MAGLOCK Universal controller with multiple
MG1300 200 Ibs. - inputs
Additional security from forced entry or exit by firmly Timer-to-close: 0-180 seconds
holding the gate in the closed position.

|

The Protector System® Safety Sensors

50-220**
Prevents the gate from closing onto people, pets or

12 ft. 14 ft. 16 ft.

Battery Backup Operation
(16 foot / 400 Ibs. swing gate)

Surge/spike protection
Dual gate compatible

Right- or left-handed operation

objects. Includes mounting brackets.

Battery Cycles Ability to auto-open or fail-secure
; A 1 - 7AH 20 when power fails/battery deletion
**0Only 50-220 photo eyes go into power save mode and minimize
powerdraw when gate is not opening 2 -7AH 100 Heater model available
1 - 33AH 275

3-YEAR WARRANTY

Low Power draw safety sensors and accessories recommended

Go to www.liftmaster.com for full list of accessories for best performance on battery backup

LiftMaster

Gate Access Systems

THE CHAMBERLAIN GROUP, INC.
845 Larch Avenue ¢ Elmhurst, IL 60126

www.liftmaster.com
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2500 Series

Applications

® Mounting brackets available for gates, garage doors, freezers

® Rugged construction for long life

® Convenient surface mounting

® 2507AH is polarity-sensitive with reference to magnet direction

General Specifications

Enclosure

Temperature Range

Environmental

NEMA Rating
Protection Class
Response Time
Life Cycles

Lead Types/O.D.

Brushed anodized aluminum with ABS
plastic end caps (L)

-40°F to 150°F (-40°C to 65°C)
Hermetically Sealed Reed Switch
Encapsulated in Polyurethane
1,2,3,4, 4%, 5,6,12

IP 67

1 msec max.

100,000 Under Full Load,
10,000,000 Under Dry Circuit
Stainless Steel Armored Cable

c us
LISTED with #22 wire / (0.28") (0.71cm)
UL/ULC Listed Most Models
Mounting Kits for 2500 Series
1092A Garage Door Track 1094A Curtain Door

Mounting Kit for Model 2505A

Includes:
1- 1940 bracket
1-1912 bracket

1-2505A contact,

mounting screws

and instructions

Mounting Kit for Model 2507AH

Includes:

1- 1941 bracket
1-1942 bracket
1-2507AH contact,
mounting screws

and instructions

Order Information Electrical Specifications

Part Numb Contact' Load Rating  Switching Voltage  Switching Current Contact Sense Range? Lead =)
art Number Configuration (AC/DC) (AC/DC) (AC/DC) Resistance Nominal Length (=)
2505A-L N.O. 71.5W/VA 100V 0.5A 0.2 Ohms 3.0"(7.6cm) 3 ?'
2507A-L SPDT 3W/VA 30V 0.25A 0.25 Ohms 3.0"(7.6cm) 3 5
2507AD*-L DPDT 3W/VA 30V 0.25A 0.25 Ohms 1.5"(3.8cm) Min 3 2
2507AH3*-L SPDT 3W/VA 30V 0.25A 0.25 Ohms 0.8" (1.9cm) Min 3 m
=2
Warning— Each electrical rating is an individual maximum and cannot be exceeded! \n
T Configuration with actuator away from the switch g
2 Proximity of ferrous materials usually reduces sense range — typically by 50%. The shape and type of material cause a wide diversity of effects. (7,)
Testing is required to determine actual sense range for specific applications. As measured on a nonferrous surface.
Gap distances are nominal make distance +20%. Gap Specifications are for switch to make. Break distance is approximately 1.1 to 1.5 times make.
3 Note: 2507AH biased type temperature rating: -20°F to 150°F (-28°C to 65°C).
4 Not ULC Listed
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SOFTWARE HOUSE

A Tyco International Company

DATA SHEET

The space-saving Software House iISTAR Pro 2U Rack Mount
controls up to 16 readers and supports most types of Wiegand
and RM output card readers. Coupled with removable wire
connectors that enable quick installation, iISTAR Pro Rack
Mount reduces the space requirements and costs associated
with installing a panel on the wall, making it a desirable solution
for IT professionals.

The patent-pending rack design allows administrators to
centrally install and monitor the panel in a standard depth
4-post IT rack or a standard 2-post Telco rack, saving valuable
wall space. When used with an external 2U lock power supply
that requires minimal wiring, installation costs are further
reduced while taking advantage of the controlled environment
of an IT server room. The stable temperature and ideal
environmental conditions of the IT server room help to preserve
the life of the unit, thereby saving maintenance and replacement
costs over the long term.

iISTAR Pro Rack Mount supports Dynamic Host Configuration
Protocol (DHCP) to simplify and expedite installation. For easy
setup, this device also supports Domain Name Services (DNS),
Windows Internet Naming Service (WINS), Fully Qualified
Domain Naming (FQDN), and provides a comprehensive
approach to network management.
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iISTAR Pro 2U Rack Mount

Rack-mountable access controller

Features That Make a Difference:

= Saves wall space and lowers installation costs

= | everages standard [T server racks

= Controls up to 16 readers using space-saving 2U enclosure

= Patent-pending design allows fast field wiring using quick connects

= Front panel LCD and LEDs enable quick diagnostics and
troubleshooting

= |ndustrial handles and slide rails ensure easy installation

= Hinged cover provides easy access to diagnostic port

= Dual network LAN ports for redundant network connection

= Compatible with CeCURE 800/8000 and CeCURE 9000

= Optional external 2U rack power supply can provide lock power
= Supports multiple cards per cardholder and multiple card

formats, including FIPS 201 extended formats, for a highly
secure, flexible solution

A front panel LCD displays real-time system diagnostics for
quick troubleshooting. LED status lights indicate power and
high temperature. With external diagnostics and status lights,
administrators and IT staff can view and easily handle system
duress without having to open the enclosure. These security
features significantly reduce the risk of system downtime and,
with remote web diagnostics, you can find and fix performance
issues remotely from anywhere in your facility.

Each controller has front and rear tamper switches to ensure

it is not accessed by unauthorized personnel. With encrypted
communications, protection against network intrusion, dual
network paths, and optional dial-up secondary communications,
iISTAR Pro Rack Mount is a highly secure network device that
even the most cautious IT manager will trust.
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SOFTWARE HOUSE

A Tyco International Company

SPECIFICATIONS

Physical Reader, Inputs and Outputs
Dimensions (HxW xD)......... 8.9x48.3x58.4cm ReaderPorts . ................ 16

(8.56x19.0x23.0in) Reader Support. .............. RM readers or RM reader modules, or
Rack Space Requirements .. .. .. 2U (standard rack units) Wiegand output readers
Environmental . ............... 0° to 50°C (32° to 122°F)

i - Reader Technologies Supported
5 to 95% relative humidity,

non-condensing . Multil»TgchnoIogy . Smart Card « Magnetic Stripe
Weight .o 15 kg (33 Ibs) * Proximity * Wiegand
High Temperature Alarm .. ... ... 60° +/- 6°C (140° +/- 10°F) Maximum Distance to Door. . . . .. RM: 1,219 m (4,000 ft)
Wiegand: 150 m (500 ft)
Electrical RM Bus Communications . . . . . . . RS-485 half duplex, two wire, plus
Power Requirements . . .. ....... 90/264 VAC, 50/60 Hz optional two wires for device power
Input Protection. . . ............ 4A/250V fuse Supervised Inputs . .. ... ... 32, double-resistor
Power (Max). . . .o vereenn ., 75W Input Expansion. .............. Up to 128 additional inputs using 18
Heat Dissipation (Typical). . . . . . . . 320 BTU/h input modules on RM bus
Memory and RTC Backup . . . . . .. Onboard, rechargeable NimH batteries Outputs ... 16 dry contact relay outputs
provide minimum 12 hrs retention of OutputRating ................ 30V AC/DC, 2.5A inductive, 5.0A
RAM and RTC non-inductive
Network Communications. . . . . . . 10/Base-T Ethernet onboard Output Expansion . ............ Up to 128 additional Form C Relay
Second LANPort. ............. Using optional 10/100 PCMCIA outputs using R8 output modules on
network card RM bus
Tamper Switches. . ............ Two, front and rear cover
Indicators and Switches
LED for power, high temp Model Numbers
LCD for diagnostics STAROO8-2URM .. ............ iISTAR Pro 2U Rack Mount, supports
eight RM readers (16 inputs and eight
System Memory outputs included)
64 MB RAM standard; expandable to 128 MB STARO16-2URM. .. ............ iISTAR Pro 2U Rack Mount, supports
16 RM readers (32 inputs and 16
Regulatory outputs included)
Tested and certified by ETL per ANSI/UL standard 294-2004 STAROOB-2UW e ISTAR Pro 2U Rack Mount, supports
CSA 22.2 by cETL eight Wiegand readers (16 inputs and
CE eight outputs included)
FCC Part 15 Class B STARO16-2UW. . .. ... . ... iISTAR Pro 2U Rack Mount, supports
RoHS 16 Wiegand readers (32 inputs and 16
Power supply certified to CSA C22.2 No. 60950-1-03 outputs included)

Controller Controller Typical Rear Wiring per Typical Rear Wiring per

Capacity Capacity Door, RM Models Door, Wiegand Models
64 MB 128 MB ) +12v )| wiEGs
Number of personnel records
with one clearance, one card/ 525,000 1,200,000 J| D+ 1| GND
person, ten-digit cards J| b- [J| DATAO
Nurmber of | q ]| GND [ ]| DATA1
umber of personnel records
with ten clearances, one card/ 295,000 680,000 (J| SHIELD J| RED
person, ten-digit cards J )| GREEN
L] IN1 L] IN1
Number of personnel records
with one clearance, five cards/ 170,000 375,000 Jf N N1
person, ten-digit cards [ IN2 )] IN2
[ IN2 | IN2
Number of personnel records ]| LOCKC ]| LOCKC
with ten clearances, five cards/ 110,000 250,000
person, 40-digit cards J] LockNO J| Lock NO

The trademarks, logos, and service marks displayed on this document are registered in the United States [or other countries]. Any misuse of the trademarks is strictly prohibited and Tyco International Ltd. will aggressively enforce its
intellectual property rights to the fullest extent of the law, including pursuit of criminal prosecution wherever necessary. All trademarks not owned by Tyco International Ltd. are the property of their respective owners, and are used
with permission or allowed under applicable laws.

Product offerings and specifications are subject to change without notice. Actual products may vary from photos. Not all products include all features. Availability varies by region; contact your sales representative.

© 2010 Tyco International Ltd. and its respective companies. All rights reserved. SH0145-DS-2010-06-R02-A4-EN €
www.swhouse.com ISV/Software Solutions ROHS
GOLD CERTIFIED A . 3138024
— Networking Infrastructure Solutions
Partner
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NICE Situator
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NICE I

Unified Management,
Centralized Control

Growing expectations for continuously improving, cost-effective
operations have dramatically increased the scope of new technologies
and information in the control room. Now, along with the pressures
of managing safety, security, and operations, personnel must also
oversee multiple systems while complying with expanding regulations
and policies.

NICE Situator effectively addresses these challenges by merging all
of your cameras, sensors, communication systems, data sources and
operating procedures into a single unified platform. It is able to identify
potential — or unfolding — situations by intelligently connecting the
dots between seemingly unrelated events.

Furthermore, NICE Situator enforces processes, automates specific
tasks and complex workflows, and intelligently adapts them as an
event unfolds to reduce the risk of human error. This ensures that the
right action is taken at the right time by empowering organizations and
their personnel to make effective and informed decisions.

The ability to identify unfolding events, manage them effectively
and mitigate their risk can potentially saves lives and cost, while
ensuring business continuity. For commercial, critical infrastructure
and Homeland Security markets, NICE Situator sets the pace for the
future of Situation Management and establishes the foundation for
your operations.

Response time improves by 75%

NICE Situator’s ability to optimize control
management allowed a major US electric utility company
to improve their incident response time by 75%. Having
detection, verification, automated response and workflows
in place for real-time action dramatically reduced their
safety, security and operational risks.

room

WHAT IS HAPPENING

HOW TO RESPOND

Corporate complex reduces
drain on manpower

Almost 2,000 weekly ‘gate access denied’ alerts consumed
the time and resources of security personnel at a large
corporate complex. NICE Situator made instant verification
of these alerts possible, and reduced them by 75%, allowing
personnel to focus on essential activities.

Solution Highlights

Faster, more efficient response

NICE Situator correlates all of your incoming data and analyzes an
unfolding event for immediate Situational Awareness. By automatically
presenting all relevant information, procedures and workflows, a
consistent, pre-defined response is always followed mitigating the
risk of human error, while enabling optimal Situation Management no
matter who is sitting in the control room.

Future proof, with past investment protection

You’ve already invested heavily in your existing technology, making
rip-and-replace costs a real barrier to improved operations. As an
open, overlay solution, NICE Situator protects past investments and
even boosts their functionality. At the same time, it is future-ready
for new technologies, providing the platform to continuously improve
operations.

Ensure and sustain compliance

In an increasingly regulated environment, non-compliance is not only
costly but it can increase risk. Through automated workflows and
reporting, NICE Situator ensures that policies and procedures are
followed uniformly, helping organizations sustain compliance at any
given time.

WHERE IT’S HAPPENING
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Situator customer saves $1.4M
annually in labor costs

NICE Situator’s ability to effectively monitor remote facilities
24/7, allowed one customer to save $1.4M in labor costs
by consolidating the management of those remote locations.
Not only did the customer gain a huge savings, the actual
monitoring of all locations substantially improved.

1. Gas sensor sends alert to Situator

2. Situator checks for pressure changes and pops
up relevant video feeds to verify the alert

3. Situator accesses relevant information sources

4. Situator correlates data with rate of pressure
change and environmental information and
displays GIS plume model

5. Situator locates and sends task assignments to
people best equipped to respond. Using mobile
devices, Situator procedure asks responders:
“Initiate Evacuations?” If responder answers
“Yes” Situator activates evacuation procedures
and displays relevant GIS layers

Extensive reporting and debriefing capabilities

Crucial to compliance, debriefing, investigation and prosecutorial
actions, reporting is also extremely time-consuming and damaging
when done inaccurately. NICE Situator’s automated and customizable
reporting capabilities save time and cost, in addition to providing
accurate and complete accounts of every action taken related to
an incident.

Visualizing the situation effectively

NICE Situator presents a Common Operating Picture with real-time
alerts and information from all integrated systems in an intuitive multi-
layered Geographical Information System (GlS)-based display. With
the relevant GI