
.E~hilJit BInternal Control Items with a Direct Impact on Financial Reporting - IT 

F..Umated 
Remediation Oar~ Com pletlon 

Item 
Number 

Descrlptlon of Finding Soun:t 
Coruplet~ p~r 

Management? 
RemediAl AcCions taktD by M~n9Rernenc Ir I R~poricd a~ 

Remedlated 
Ollte per 

Managemenll( 
Te.Ccd by InCtrnal Audit? 

III Remediation 
Nor Complete 

ln~ppropriate access \0 modiry uS<:T application 200) KPMG Yes 11'e user security access for the three inappropriaJe Jun-04 NA Yes - Reviewed a memo 10 Jay Goldstone. 
security in Ihe OI'IS procuremenl syslem. Rcpol1 uscr, was removed immodiulely when discovered CFO from Malt ;"'lcGarvey. C10 dared June 

by KPMG. The Cily has scheduled regular. sem i­ 19. 200, thallhc above mcnttonod ilems were 
annual reviewg of Ihis Iype or syslem aec<;ss 10 reported as "implemenled." Oblained and 
ensure conlinued compliance. reviewed a list from purchasing ~Iarr Ihal 

shows who is aUlhorized 10 crcale vendors. 
Oblained and reviewed a lisl from purchasing 
slarr of all accounlanls and Iheir prolilCS-. 
ConlacK-d Purchasing Division and 
Complroilcr Department slerr 10 oblain 
doculTK-'1ltation regardinl; Ihe semi anoual 

I reviews the dcpanmcnls 8rc supposed to 

conduci I~el hcr. 

Access profiles h3'" been changcd 10 ensure 
there is u se~rcgalion ofduli... . The r.rsl 
semi-annual review wilh Purchasing of 
authorized l!Scrs is schcduled 10 be complelcd 
before Ihe end of calendar year 2007. 
rollowed by June 2008 and so rorlh. This 
item has bccJl accepled by Inlemal Audit as 

remediatcd. 

Exhibit B Page I of 16 



ExhIbit B 
Internal Controlltems with a Direct Impact on financial Reporting ~ IT 

llem 
Numl;ter 

Deserlpllon of finding Sourc~ 

RcmC1lI91lon 
Complcle per 
MRna~ement? 

Remedial Actions taken by M anagcmcnllll 

I)att 

Reporicd as 
RcmedlBlcd 

III 

E~tim9ted 

Completion 
/)ate J1<'r 

Managemenl If 
Remedlallon 

Not Complele 

Tested by Internsl Audit? 

2 

Lack of review of VOS exception reports in the 
(tisk Management DcpanmcnL 

2003 KJ'MG 
Rcpon 

Yes For all claim payments Ihat arc sueecssfu lIy 
lransferred fmm VOS to Accounts Payable (AI') 
Ihere is already a prcx:=~ in place to balance and 
rccol)ciic the VOS report to Ihe AI' run. There is 

also an eITor repon ge-neralcd for Ihose claim 

payml·"t, not ~ucc""sfully lransferred from VOS to 
AI'. ThaI report is generated on Monday and 
Wednesday nights. Effective June 1.2004, the 

Risk Management lnfonnalion Systems AnDlysl 

(ISA) provides this error repon to the Senior Clerk 

Typisl on Ihe morning follow ins its run. The 
Senior Clerk Typist reconciles the payments Ihat 

erred and makes the necessary payment 
corrections. This w(1I ensure thai the City's datu is 

accurale, complete and \'lIlid. 

Jun..()4 NA Ycs - rer Risk Management, Ihe review 

process is as follows: 
Daily reconciliations for bill payments. A 
"paYlIlenl 10lal brll «.-view" repan is prinled 
from vas and each payment is reconci led 10 

ensure information is accurule. Notation is 
made for Bny payment not generaled due to 

inadequalc vendor information on this report. 

Additionally, each night the VOS system 

gcncl1lles an "exception" repon identifYing 

any paymcnls with inadequale vendor 

informalion. This "exception" reporl mirror's 

the infomlation in the "paym~ltotal bill 

review" repon. 

Daily when the audit of the bi lis for impon 10 

the AP syst~1n is complelc, Ihe clerk will look 
at the "exception" rcpon 10 con firm Ihe bills 

with inadequole vendor informalion are Ihe 

same vendors on the "paymenltolal bill 

review" repon. The "exceplio"" rCfXlrl is 

shredded once complete. 

Reviewed a sample of the Bill Review rcpon 

and veri lied Ihallhe r~-port included notations 
for invalid cnlries and Ihe clerk's initial Dnd 

dUle. This ilem has been acc~"ted by Internal 

Audil as remediated. 
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Exhibit BInternal Control Items with a Direct Impact on Financial Reporting - IT 

Iltm 
Numbtr 

Oescrlptlon of Finding Source 

Remediation 
Comple.e per 
Managemenl? 

R~medlal Acrlons lakD br Mallagement III 

Oat. 
Reported as 
Rcmedlaled 

121 

£ ••Ima.cd 

Complclion 
I)ale per 

ManagemC"1 if 
Remedl3t1on 

Not Complele 

Tesll'd by InlHnlll Audit? 

3 

Innppropriate user aecess - FAMIS (fixed asset) 
application . 

2003 KPM(j 
Report 

Yes The "ALL" profile was remowd ror alllhrec users 
in June 2004. In addition. the Comptroller's Office 

staned preparing and distributing a Quallerly U!>Cr 

S~'Curity Rcpon 10 uscr dcp0rHnents in April 2007 
list ing the stalT, including profile Iype, wilh 

security access to the FAMIS application, The 

department's Deputy Directo r or designee is 

required 10 review. make appropriale changes to 
and sign olTon the security !'Cporl and return to the 

Financial Systems Division orthe Comptroller'S 
Office. 

Jun-04 NA Yes - Reviewed acopy orehe Quarlerly Uscr 

Security ReflOrI ror the Fixed Asset 
Department (Comptrollers Office) and 

verified that tllCrc are no employees with nn 
" ALL" profile and Ihal all employees wilh 
ac;c;ess are current City employees wilhin Ihe 

Comptroller's Office. This item has been 

ac;c;epted by Internal Audit as remediated. 

4 

The change manage.."enl sys tem within th" City 

lack~ electro"ie controls to ensure Ihat programs 

arc modified by one programmer at 8 time and Ihat 
programs are not tnodi fied a Oer approval and prior 
to thcir move into the production syslem. 

2005 MGO Report 
on n' 

Yes [he City's rr S<!curity Guidelines and Standard. 

rc-quirc a scpanllion of dUlies bel ween development 

and production en vironments. The City an<! 
Snorc use an established Change Managoncnt 

process for approval (~f\er customer .C;Ccpt.llce 
testing) and notification wh.:n movine applications 

from development into production. 

Sep4)4 NA Yes - Verified lheseparatio" ordutics 
requirement per the IT Security GuidelinC1! 
and Standards and revi ewed Ihe Change 

Msnagement !'rocess .nd the levels or 
approval requIred in ,his proe"';$, This item 

has bC('i\ accepted by Inlefnal Audit as 

reOledi.led. 

Exhibit B Page) or 16 



Exhibit B
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E~tlmated 

R~medlatlon Date Compl~tlon 

It~m 

,'\lumber 
D~scrlptlon of Findlnl! Source 

Complete per 

Management? 
Remedial Actions take.. hy Management III 

Reported 15 

Remedlated 

Date per 

Mansgcmentlf 
T ... ted by Internal Audit? 

121 Remediatlon 

Nnt Complete 

Lack ofdocumcntod policies and procodures rnr 100) KPMG Yes The City's draft Admin istrative Regulat ion (AR) Sep-04 NA Yc:; • Yerilicd, per the Inlonnation Sc-curity 

in fonnat ion security. Report 90.63, "Security and Acceptable Use" and the 'n Commlltee Wcbpage, Ikalthc commiuL'C has 

Securily Gu idelines lind Siandards" were been mccling monthly. 10 addition, reviewed 

dCllclopod 10 Include Ihis recommendation. ' Ihe d ....nAR 90.63 aod the IT Security 

drao. AR was rCI'kwed by the Office or tile CIO Guidehnes ond Standards and v(:rilicd the 

Bnd additionallanguagc pertaining 10 privacy WHS inclusion of this recommendation . Although 

~ubsequenlly included in FebmDlY 2006. 11,c limn Ihe draft AR 90.63 s till needs linol approval, 

AR was routcO ror opproval signatures to this ilem has been aeeepletl by Intemal Audit 

appropri8tc departmcnts nnd the City Attorney's us remediatcd. 

onice. The IT Security Guidelines and Standards 

wcrc approved by the Information Technology 

Governance Commillee (ITGC) and distributed to 

department directors ror implementation on 

Seplember IS, 2()04. 
5 

An rI Security Advisory Corrunillcc h3S OOcn 

meeting monthly since December 2004, to 

mainlain and implemenl the IT SL'<:Urity Guidelines 

and SlandllTds. Additionally, 0 web page has been 

established on the City's Intf1lllel sile, so all City 

employees can !lee the lalest security practices and 

Ihe City's IT Security Guidelines and Standards 

and the pendinG AR, at Ihis URL: 
hllp://Cilynet .SlI.ndicgo.gQv/informalionsccurity/poli 

des/ index .sklml. 
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Exhibit B Internal Control Items with a Direct Impact on Financial Reporting - IT 

Item 

Number 
Dutrtpllon or FIJ.dlc.& SOUl"Cf 

Remediation 

Complete per 

,"Ianagemenl? 
Remedial Ae'lons I. ken by M anagemenl III 

Dalt 

Reported as 
Remcdl~ted 

121 

Estim3.tcd 

Con.plulon 

Dale per 
Management Ir 

Remediation 

Not Complele 

Tested by Inlerul Audit? 

6 

In,ppll'pri,tc RA(T (security soflware) 

administrator access. 
200) KPMG 

Report 

Yes SDOpe reviewed the number of AdminiSlnllors 

with this pri vilege and round o nly Ihrl"e SDDPC 

l'l1lployel"S with RACF "system-SPECIAL" 

admini~tralOr rights. or these, two represenr the 

prim!ll)' and hackup administrators. n.e Lhird was 8 

second backup. This Ihird "systt:'n ·SPECIAL" 
adminis tratOI righls were removed by November 2, 

2004. Our view i$ that two specific users wilh this 

level of adminiSlral il'e authorilY arc acceplublc for 

an operation Ihe size of the City's . However, we 

will monitor Ihis sitwrlion and may find il 

neccsSOl)' 1(1 add an addilionallD with "system-

SPECIAL" Tights if we find Ihal a ~ingle backup is 

not sufflci~nt. 

Nov-04 NA Yes - Verified, per. scr"'-'1l print, that there 

are only 2 cmployee.-< with D<:Cess to the 

System Administrato r o r "system-SPECIAL" 

functions with in RACF. There i~ a 3rd, 

RACf MDster 10 Ihal WQ.< used to install the 

system. Howevcr, the 3rd can only he used 

by eithe l one or the 2 employees with access 

and is used only as a clnCf1:cney ID, should il 
c\'er be nceded. '1l,;S item ha< been accepted 

by Inlcrnsl Audil as ....,nediatcd. 

7 

Laek of scgregal ion of dUlies in the 

payroll/personnel departmenls. 
2003 KPMG 
Report 

Yes Screens J0230, .1023 I, J0232 and J0233 are USl-d 

for lime input/cdil in Ihe Cily Automated Pl:Tsonncl 

Payroll System (CAPPS) on a daily, weekly or bi­

weekly basis (depending on inPUI screen). All 

Personnel Departmenl staff profiles have been 

enangcdlo " look" only access on the above 
menlioned screens, effecli ve Fa ll 2004. In 8dduioll , 

the Complroller's Office is now preparing and 

dis tribuling a QU3rlcrly Uscr Security Report to 

user dcparlmenlS liSlin~ thc st~ cr, including profile 

type. with security access 10 Ihe C:APPS 

appliealion. 111e deparlmenl' s Depuly Direclor or 

designee ;s required II) review , make appropriate 

chUIIgcs to and sign offon Ihe security repon and 

relurn to the Financial Systems Division of Ih" 

Comptroller's Office. 

Jan-05 NA Ycs - 'llIe drafl KPMG repon wenl into more 

detail regarding Ihis finding as follows: 

" Payroll/Personnel have sct;regation of dUlics 

connicts. Personnel has "wrile" access 10 

screens thai should only be ''wrile'' acce:<sible 
by Ihe Payroll Department. Specifically, Ihe 

uscr profile "J PER" has "wr;!e" acec.<s (0 Ihe 

following screens: J0230, JOD I , J0232, lind 

J0233 ." 

lllcrefore, tesling included verilYing lhat thc 

"JPER" prof,le has been changed to "Look" 
or "Browse" on Iy access for screens J0230, 

J02J I, J02J2 and J0233 . This item has been 

accepted by Inlemal Audil as remediated. 
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Exhibit B
Internal Control Items witb a Direct Impact on Financial Reporting ~ IT 

I 

Estimated 

Reme<llallon Dal~ Completlon 
Ilem 

NUDlber 
IJCjcrlptlon of !'"Jndlng Souroe 

Complete pcr 

Managemenc'! 
Remedial Aclionl IlIken by MaDagement III 

Reported 8S 

RemcdiRtro 

Date per 

Management If 
Tested by Internal Audit? 

12J R~medlaflon 

Not Complete 

Segregalion ofduties con OiclS for procun.:menl 2003 KPMG Yes E'uployces in Ihe Comptroller's Omoe no longer Jan'()6 NA Yes • ~c"je\Ved a memo 10 Jay Goldstone, 

activit ies. Report have acec:gs to modi fy or crcale v~,.,dor$ used in the CFO from Mati McGarvcy, C10 dated June 

OPIS system. Onhe Auditor employees, none 19, 2()07 thai the above mentioned items were 

have access to process nil Ihree of the following rcponod as "imp1cmenloo." Obillined and 

functions: create vendors.. approved Purchase reviewed a list from purchasing slaiTtha\ 

Orders, and enlcr invoices . In addition, none haye shows who i< Buthorized to crcalc vendo~ . 

dulies or acee.'<.< Ihat would be in conOiCI wilh each Obtained and I'Cviewed a Ii" from purchasinl: 
S olher. stafTof all accountanlS Bnd Iheir profiles. 

Access profiles nD"e been changed 10 ensure 
there is a segregation of dUlies. 'Ihis item has 

been accepted by Inlernal Audi( as 
renlediated . 
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Exhibit B 
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Item 
Number l)"crJplloo of Find log Source 

Remedlallon 

Complele per 
Management? 

Rcmed I~I AcHOII$ taken by Manllgcmcn! III 

I)at~ 

R~por11.'d u 
Rcml.'dlatcd 

(21 

Eillmaled 

Completion 

Dale per 
Managunent If 

Remediation 

Nol Complete 

Tc5led by Inlemal Audlf? 

9 

!'Iappropriatc sce= to Cfe<lte vendors in OI'IS 

procuremenl system). 
2003 KPMG 

R':PQft 

Yes n 

stdfhllS 3<:<:= 10 create vel'ldors in 01'15, effective 

January 2006. Am:lilor employees have access 10 

only vicw vcmlors. in OPIS. To ensure proper 

access securilY, the ComplrolleT'~ Office and 

I'urchasing Division have scheduled regular. semi­

annual reviews of UUlhorized u..<crs. 

Jul..o6 NA Yes - Reviewed Ii memo 10 Jay Goldstone, 

CFO from Malt McGarvey, CIO dated June 

19.2007 Ihal Ihe above menlioned items were 

reported 3S "impicmenled." Obtained and 

reviewed a lisl from purchasing slaff!hal 

shows who is authorized 10 creale vendors. 

Oblained and reviewed a list from purchasing 

staff orall aecounlanlS and their prolites. 

Conlacted Purchasing Dilll$iol'l and 

CQmplrolier Deparlmcnl $Iaff 10 obtain 

documental ion regarding Ihe semi annual 

n:'.'iews Ihe dcpartments lire supposed 10 

comlucllogclher. 

Access profiles have been changed 10 ensure 

lht.,c is a scgreg3t ion ofdUlies. l11e first 

semi-mnunl review with PllTchasilll,t or 
DUlhorizai users is scheduled 10 be <:omplelOO 

before Ihe end or caicndar year 2007. 
rollowed by June 1008 and so fOr1h. TIlis 

ilem has b""n accepled by Inl<.:rnal Audit as 

remcdiulcd. 
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Exhibit nInternal Control Items with a Oirect Impact on Financial RcportIng ~ IT 

hem 
Number 

I)~crlp!lon of Flnd!ng Sou...,. 

Remed!atlon 

Complete pe~ 
MaDagement? 

RemedloJ Actions taken by M"nAgemcntlll 

Date 
Reponed as 
Rtmedlated 

12) 

Eslimsted 
Completloo 

nate per 

l\'lanagement if 
Remedbtion 

Not Complete 

Tested by Internal Audit'! 

10 

By June 30. 2007. evaluale Ille infonnation 

lechnolocy needs or the CilY, includine 

benchmarking ofex iSlins s}'!'tems against availDble 
sYSI~ms suitnblc for man8gement of (he Cily~ 

finances and the preparation oflimciy and accurate 
C A FIts and budget3. 

Mayor'5 &12~ /06 

Response 10 

Remedial 
Rccommcndationg 

Found in the Kroll 
Report 

Yes Complete. On January 5, 2007 San Diego Uata 

Process ins CO'T'oralion (SOOPC) i....ued 0 Requesl 
for Proposals (RFP) for Ihe Enterprise Re-;ource 

Planning (ERP) SYlltem so ftware. Prior (0 is~uln!; 

the RfP, the information technology needs of the 
Cit)' were evalualed. including benchmarking its 

~'1< jgtint; systems asainst available syslems in the 
market. Two quali fled prop0l;als were rt.'cei vcd by 

(he proposal due dnte of February 9. 2007. On 
May 12, 2007 the SD!)PC Board of DitCClors 

authori=l the n(:gotiation and cx«ution or a 
contract with SAP AG to provide soflware and 
mainlenanee support fo r the City's EltP Projecl. 

On June 12. 2007 SDOPC executed a contraci w ith 
SAl' AG 10 provide the ERP soflware and 

maintenance for the ERP Project . 

Apr-07 NA YC'\ - On May 15. 2007. thc C'ily('ouncil 
adopled Ordinoncc No. 0-19618. authorizing 

the Mayor to cnler 3 leao;e·purchasc 
agreement with IBM Credit UC' to establish 

a credit Fac ility (IBM Credit Facitity) to 
linane~ Ihe implementation oflhe City ' s ER.' 
Projc<:t. On June II. City Council passed 
Resolution No. R·J027I 0 uuthori7.ing the 

Mayor 10 draw againsl the IBM Credil 

FncililY ror (he pU'T'osc of DCqui ring the 
equipment. soOwarc. and services selecled by 
SUl)rc for the implementation of the Ci'Y's 

ERP Project. and to add CII' #92-000.0, 

Enterprise Resource Planning System Core 

Capital Project, filOd 500711. to the eY07 
Capitat Improvements Program. On June 12. 
2007. SDOpr executed n contmel wilh SAP 
AG to provide the ERP sofhvare and 

ITlainten3llCe for the ER? Projecl. This item 
has boen accepted by tnlemal Audit a~ 

remediatod . 
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II 

EXhibit B 
Internal Control Items with a Direct Impact on Financial Reporting - IT 

Estimated 

Remcdlallon Complcllon 


Item 


Dale 
Date perReported alComplete per Tc&ted by Internal Audit?Renll.'tUftl Actions tft ken by Management IJIDescrlpllon of FindIng Source Management If 

121 

RcmedlaledNumber MRnagenlent? 
Remedlallon 

""ot Complete 

Yes - nrc A~ountinc Operations Manager 

accounts payable system. 

May-07 NAYes Gentrie accounls arc no longer used and each user Inappropriate aecess to enter invoices in the 2003 KPMG 
in the Comptroller's omce provided auditor 

Additionally, Auditors staiTno longer has the 
now logs in with 3 unique user ID and password. Report 

with the AP Receiving User Security Repon. 

capab,lity to enter recciving rcports for outside Each user has a unique uscr 10 I n add ilion, 

departments. the Ops Manager also provided audiwr with a 

screen printout rroln each uscr in the 
Cornptrnller'$ Office showing that access is 

denied to the C7503 screen - the screen to 
~'flter rcc~iving reports (invoices) mto the AP 

system. 

Note: 2 employees have thc authority to 

override Ihe C7503 access. Thi~ is the 
Accounting Op~'Tat ions Managl'r and Ihe 

Accountant I V in Accounting OpCl'llt ions. 
This overridc capability is required 10 adjust 

the "received by dale" in thc AP system ~t 
I 

liscal year end when Ihc receiving department 

has input i, into Ihe AP system incorreclly. 
The correction is nceded 10 ensure expenses 

are captured in the correct FY. When an 

o"crride is done, a "Supcr-User AClivity 
Rcpon" is generated and is sent to \i1lC'nlD\ 

Audit. This item has been accepted by 
Intemal Audit as remediated. 
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~xhlblt B
Internal Control Items with a Direct Impact on Financial Reporting - IT 

EUlmftled 

Remedialion 1)"10 Completion 
Iteno 

Numher 
l>eocrlplion of ~' iodlng Source 

Complete pu 
Man"l:emcot? 

Remedial AetJons tnken h y ."Ianagement II I Reported as 
RemcdlRled 

Ihle per 
ManRl!:ementlr 

Tested by Internal Audit? 

121 Remedlallon 
1'\01 Complete 

Yes - lni5 ilem consisls of 4 

$Ummnrile, reconcile, and repon perlinenl 

NAOcI-07 Business processes in places 10 id enlHy, A&C Inlemal The City has assisncd qualified personnel 10 serve Yes 
recommendalions, 3 of which were lested and 

linancial data were nOI fonmeli7.ed or documented 
in the capacity of DiTeclor of Financial Reponing. Control Repon 

included on Ihe Conlrol Environment Exhibit 

and generally did nOI contain necessary controls 10 

This position r.pons direclly 10 Ihe Comptroller, 
(line ilem 9) . The remain ing 

adequQtely assure the accuracy of dala reported in 
who in lum repons 10 Ihe cro. In addition . Ihe 

recommendation involves Ihe creation ofa 

the Cily's C AFR or the elf.C8C)' and ease or access 
Director of Financial Reporting is Ihe manager or 

new Financial Repor1ing System. n,is 

to management dalB o Si~nir;e8nt impooi'nellts to 
the Financial Reponing Division wilhin the 

involves Ihe RFP process, which has been 

the accessibility ofdata inh~'fent in the CilY's 
Comptroller's ('Ilice . This Division is responsiblc 

complele. Contracls have been ~ignell wilh 

financial accounling and repcninl; syslem, logelhc 
lor C AFR prep..-alion. The day 10 oay runclions of 

SAP for Ihe purchase orthe new system and 

wilh a general lack of aUlomal.:d P/OCCS!!C.S , 

City-wide accounl ing opera I ions is nolV handled by 
wilh AXON for implementation orthe new 

resulting in Ihe numerous manually inlens i ve, 
Ihe Ac.:ount ing Operalions end DisbursemCTlts 

syslcm, 1·lowc"cr, in the inlerim, Simpler 

ledious processes. n,c rcsu lis include increased 
Division withm the Complroller's ofliee. 

Sys lem~, a web l>ascd mallagemenl 

workloads, morc 0pporlunities for human error infonnalion syslem Ibal allows users to 

which is inherent in all manual processes. lind 
A new Financi.1 Reponing Syslem will need 10 go 

retrieve financial infonnation concerning Ihe 

signi(,amt delays in meeting deadline dates. 
through Ihe RFP Bnd Council approval process . 

City ofSan Diego in a user-friendly and ea..y 

lnerefore, a combination ortke following should to read ronnal. has been implemented. lhis 

l>c implemented: 3 FilWleiel Reponing Dlvi~ion item has been accepted b)' lntemal Audit 3S 

should be est~bl ished. vatious duties among the remcdialed . 

Auditor & Comptroller operating division should 
be ro-nllocllted, a Chicf aceoulllnni po$ition should 
be crealed, 8Jld n new ['inancial Reponing System 
should be crealed. 

Dec-OJ Yes - Revicwed a signell con Inlet hctIVeen 

new infonnalion system and taken 011 sleps 
Within 18 monlhs, the City shal l have <elecled a NAMayor's 8124106 SAP conlract signed 6113/07. A<on (System Yes 

SDOPC and SAP for the purchase of license 

necessary for the systcm's implemental ion . 
Response 10 Integrator) contract sisnod 9/28107. 

ror the use of solhvare and a signed contraci 

Recommendations 
Remedial 

between SDDPe and AXON for purchase of 
IJ servic<:s regarding impiemcniailon or new 

Report 
Found in Ihe Kroll 

sysle.ns This item has been aoceptcd by 
[Olema 1Audit as t"emedialed _ 
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Exhibit B
Internal Control Items with a Direct Impact On Financial Reporting -IT 

lien! 
Number 

L>cserlptlon of Finding Source 

R~medj .. tion 

Complete per 
Man.g~ment1 

Remedial Action. tak,n by i'''''nagemcnt III 

Ollt' 

Rcport~ ~s 

RcnlCdlRted 

121 

~:.lIm.t~d 

Compl.Uon 
[)ate per 

Manag.m,nt If 

Remediation 

Not Complelc 

'fested b)' Inlernal Audit? 

14 

Inappropriate user nccess of ves (workers 

compensation daim systcm) applicat ions in the 
Risk Managcment Dcpartment. 

2003 KPMG 
Rcport 

Yes Overnll,the Risk Management Department is 
confide·nt lhot it has adequate, mull i-level security 

controls in place for Lhe ves application and took 

aCI ion (removed or modi fied access) 10OOrrc<:t the 
specific user accounts nOled by KPMG . Since its 

implcmCfllDtion in 1003. every user oCthe ves 
3pplication has 8 un iquc user J 0 and password. 
Additionally. each user ha~ a specilically idenlilied 

user role, delined within the system that enables 

Ihem to perfonn only the syslem tasks associated 
wilh Ihcir specific job functions . Lastly. a ll 
eleclronic trnnsaelions ICIl ve an audit train within 

the system; they arc documented and lraeeable 

back to the individual perrorming the transact ion . 

Jun..()4 NA No 

15 

SDDPC should conduct a disaster rccovc,y tCSI on 
Ihe mainframe appliC<llions 10 enSUre Ihat existing 
proccdurec" are sufficlcnt 10 reslore thc City'S 
financial data in Ihe evenl or a disasler. Findings 

from the 1~ling should be incOrp<Jrnlcd inlO Ihe 
SDDI'C"s disasler ,eeovet)' plan lor Ihe moinframe 
finaracial applications. 

2006 MGO Report 
on IT 

Yes A complete Icsting of the finaucial sy.terns that run 

on Ihe m~inrrnme \\'as donc on o..-':clnber 13·14. 
2006. nrc tesl wa.. ~uccc" ('ul , and Icsson~ learned 

were incorporated into SDDPC's Disasler Plan. 

Doc-06 NA No 
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Exhibit B 
Internal Control Items with a Direct Impact on Financial Reporting - IT 

ESlhnalcd 

Rem,-dlatlon Date Completion 

lien! 
 1).le perRcporlcd uComplele per

l)e~crlption of Finding Tesled by Internal Au~f1?Sonree Rem~diBI Action. I~ken by ,\hnagemenl III
Number Rem.dlaled M an.genren I If 

11J 
Management? 

Remediation 

NOI Complete 

The CilY should implemenl and ulilize an NoMayor'$ 8/24/06 Per 2121 /07 41h Mayor Kro ll Slatus report : Shorl ­ Feb-07 NAYes , 
aUlomalL"d financial reporting s~lem 10 prepare Response 10 term pillfl complL1c. To raeilil~lc aulomalcd 

Ihe fin~neial slatcmcnls and wmplcte Ihe year-cnd 
Remedial financial reponing and fin~ncial documental ion. 

closins. The Cily should mainlain documental ion 
 R()O(}onmendal iOllS the City compleled the produel ion phase of the data 

supponing adjustmcms 10 f.cililate the re view of 
 Found in the K.roll warehousins and bu~iness illlelligcncc projcct on 

financial data . 
 Report January 5, 2007. The application can be oc<;essed 

via the follow ing link: 
16 

htlp:/Iintra.sanncl .gov/bus incssobjcctsilogon.do 

The long-term pl~n to remed iate Kroll ilem 71 is 

Ihe implementation of an Enlerprise RC'!Ource 

Planning (ERP) system. Refer 10 item 67. 

-
lillie co ntrol ovcr the creation of unlim ited vcndor No 
Dod contractor idcnl ifical ions. 

2003 KP~IG In Process SDI)PC added a new field to the Uscr II) Requcst NA Jan-08 

Rcpon syslem (REQID) for an expiration dOle on all 

contraclor/vendor User lOs: w ith Q default of6 

IYlonlh<; implemented in Oct. 2005. 

17 
Olher network User IDs for wntraelor/vcndoT 

accoonts will be set to expire every 6 months. wilh 

the completion of the migr;uion frOln Novell NDS 

10 Microsoft. AClive i)lreclory. 

There is nO fannal policy Il/ld Il5soeinted NA Jan-08 No 

procedur~ in place 10 ensure all sySlem and 
2005 MOO Rcport In Process Procedures were implemented in March 2007 10 

on IT require Appoinling Authorities 10 qual1erly review 

appl ieation access lil',llIS are up-to.<Jatc and 31 an 
 and ccrt ify Ihe list of their cmplOYL'CS wilh a~css 


nppropri.te level. 
 10 cenain n"oncial and IIRJPayroll systems; 

updating and/or removing occ(:ss a< nceded . 

18 A ncw Adlnt'llistretive RegUlation is in final review 

lOr "Protection of Scns itive Inforlllolion and Oal,," 

thut funher details Ihe policy and procl'tlurcs for 

ensuring appropriate system access IVith regular 

11:\'iC"'5. Est. Compler ion date is Jnn . 200!! 
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Exhibit B 
Internal Control Items with a Direct Impact on Financial Reporting - IT 

Item 
Number 

Description of Finding Source 

Rernwlallon 
Complete pH 
Management? 

Remedial Actions taken by Management III 

i)ate 

Reported as 
Remedlatcd 

12) 

EsllmalW 
Completion 

Dale per 
Management If 

Rented iatlon 
Not Complete 

Teoted by Intemnl Audit? 

19 

lack of fom)al process for adding/delcting users 

from enlieal systems. 
2003 KPIvIG 
Report 

In Process SDDPC implcmenlod a policy and procedure in 
Nov. 2005 Ihal requires specific, authorized City 
department eontaCiS to approve requcsts for crit jea I 
syslem nccess; logs ofall requests are mainlained 
by the syslem odminiSlrntor 

As Ihe Cily migrates from Novcll NDS to 

M icrosoll. Active Directory, ond with a new 

AdmInistrative RCb'Ulation on "I'rotection of 
Sensitive Infonnation and Data," additional 

policies and procodu"" wi II be implemented for 

City stoll 

NA Feb-OS No 

20 

Inappropriate syslem odm inistrator access in (he 

City Automoted Personnel Payroll System 
(CAPPS). 

2003 KPMG 

Reporl 

In Process City fvlanagemenl does not concur with tlus 

finding. 

Syslem Administrator access for two Payroll sta rr 
is required for proper managemenl ofC'API'S; 
Complroller is developing a repor1 to identi fy all 

aClions taken in CAPPS by a System 
Administrator, for Internal Auditor review. 

NA Mar-08 No 

21 

Inadcquale network and application password 
controls. 

There is no fonnal policy in pJace defining the 

COn liguralion standard and expirulion period lor 
passwords. An offiCial. City-Wide.. logical security 

policy should define the minimum ncceplable 

password conflguration for cllaructer length, mixed 
alpha-numerics., and expiralion period. 

2003 KPMG 

Repon 

2005 MGO Repon 
on IT 

In Process IT Security (i uidelincs & S!llndards, issued Sep\. 

2004, define minimum password stand!llds; 

password$ expire every 90 days; system sell ings 
lockout a user aflcr 5 failed login attempts: 

mainframe ",illiogoul a user aAer 30 minutes 
without aelivity; ncw, stricter password standards 

will be implemenled ofler the migralion from 

Novell NI)S 10 Microsofl Active Direc(ol)', using a 

single, cenlral directory for user aulhentication. 
Est. Completion dale is March 2008. 

NA Mar-OS No 
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Exhibit B 
Internal Control Items with a Direct Impact on Financial Reporting - IT 

Esllm~ted 

RemedlaUon Date Completion 

lt~m 
l>escriptlon of Finding Source 

Complete pH 
RemediAl Actions taken b~ Management III 

Reponed a< Date per 

Number Msnsgement? Remedlated l\1an9gem~nt If 

PI Remediation 

Not Complete 

Tested by 'ntemal Alldlt? 

Inad~-quate al'plicution change control policlcs and 2003 KPMG 'n Process SDDPC has had a formal Change Management NA Jun-08 

procedures. Report Process in place s ince July 2002; reviewed 

annually and upd:lted as nceded . 

22 
The ('i( y Will be working wilh SDDPC to dcvelop a 
consis tent policy and procedun:s lor City starr. 

No 

'l11erc is no format policy and ossociated 2005 MGO Repol1 In PToccss The IT StandaTds & Guidelines (Sept. 2004) NA JUII-08 

procedures in placc to ensure that system and on IT requirc supcrvi.ors 10 promptly notify departm.:.nl 

applicarion access is rescinded for inactive users . payroll SHIrr when employees leave (r","sfer Or 

This should be done as .'iOon as the deparrurc is terminate): payroll staffare 10 norify Ihe 

realized . appropriate IT contacrs 10 make necessary uscr 
23 account changes (r<:",oke ace~s) . Additional 

capabililies arc planned ane. the m igralion lrom 

Novcll NOS to Micmso/l Acrive Directory_ 

allowiJl b Payroll starr dircct access 10 requesr user 

aceollllt ehatlges. 

No 

A signi f,cant impediment 10 the accurate and A&(' Intemal In Process SAP is being implcmenrcd in the Ciry. Projecl NA CY08. qllancr 4 
limely preparn(ion of the CAFR as well as limely Conlrol Report scope ineludes period and year end proc=ing 8n,I 

monitoring and analysis of budgelcd expeodirures reporting '-' well as analyl ics Ibal inc lude reporting 

and revenucs is the absence of computerized and drill down capabilities. 

financial sysrem thlll prov ides easy access 10 and 

adequate documentation of perllnent data. 

24 
Therefore. the City should design and implemenl8 

rinaneial Reponing System using Web based stale 

of-Ihe-srt rcchnology to pro vid e user-friendly 

acecss to 0 promplly updaled budsel and operoting 

r=JllS to the City's financial. policy-makinc. and 

operational departmt:flts. 

No 

I 
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Exhibit B
Internal Control Jtems with a Direct Impact on Financial Reporting - IT 

Item 

Number 
De~crlptlon of FInding Source 

RemedIation 

Complete per 

.""'oagement?' 
Remedial Action~ tftken b)' Managen'ent III 

DlIt~ 

Reported a~ 

Rcmedia tc-d 

121 

E~tlmllled 

Completion 

Date pu 
Management If 

RemedIation 

Not Complete 

Tested by hllcmal Audit? 

25 

The City should invest in capital assel infonnution 

systems Ihal accommodale CIP to reduce Ihe 

current reliance on manually prepared 

spreadsheets. These modi roC3.tions will reduce the 

time and expcnse related 10 gathering this 

inrormation. reduce errors, and improve the 

accuracy of tracking CIP and recording. 

depreciation on completed projects. 

Mayor's 8124/06 
Response to 

Remedial 

Recommendations 

Found in the Kroll 
Report 

In Process SAP is being im plemented in Ihe City. rroject 

scope includes implementation of SAP ProJCCI 

Systems to include: Create Capital Project & WI3S 

Structure. Plan Project Costs, Capture Project 

Cost!;. Sellic rrojcet Cost5. Periodic Selilemcntto 

Asset Under Construction, Close Project. 

NA CYOS. quarter 4 No 

26 

The City should updale ils chart oraccount,. 

including elimination ofunncccssary accounts and 

funds. This chart of accountS should be consistenl 

across all functions and funds and consolidate 

funds where possible n'e Comptroller should 

review the current policies and procedures related 

to creating funds and 'lCcounts. Ifnec<:ssary, the 

ability 10 create funds and accounts shou Id be 

limited. The Comptroller should considcr using 

cost centers, index cotlcs. Or projects to achieve 

separate grant, program, and project tracking. 

n,c Chan of Accounts in the Ilnancial system has 

not been maintained with a strategic long-tenn 

focus. Speci ficaliy, each deparlment's framework 

for tracking costs is unique. 'nlis makes the 

app I i cation 0 f con s is t en t business ru les for I he 

develnpmenl of management reports and Citywide 

financial analysis vcry difficult. As a result. Ihe 

production of financial statements and acecss to 

data (or meaningful management decisions is 

limited. 

Mayor's 8124/06 

Response to 

Remedial 

Recomlllcndations 

Found in Ihc Kroll 

Report 

A&C Inlcmal 

Control Repon 

In Process SAP is being implemenled in the City. 11,e updated 

Chan of Accounts wi II follow best pmCl ices for 

Public Sector. Preliminary update is complete and 

is review. Chari will be finali7.ed during Blueprint 

and Realization. (Est. Compiction Date: Q4 CYOS) 

NA CY08, quarter 4 No 

.--
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Exhlblt BInternal Control Items with a Direct Impact on Financial Reporting - IT 

Estimated 

110m 
NumlJcr 

Ducrlptloo of Finding SolU''Ct 

Rrmtdlllllon 
Complete per 
M&IlKgemcnl1 

Re-medlill Actions rake.. by M!lnBg~m~1I11I1 

I)lIl. 

Reponed H. 
Rernedla led 

121 

Compie/lon 
Dale per 

Management if 
RcmedLuloll 

NOI Complete 

Tested by 11I1(,nllll Audit? 

27 

Within 36 monlh<, the Ci!y's IlC\V financial 

infonnalion syslem shall have been fully tcsted 10 

ellSu", c£rocl; veness and cllidcl'lcy and will be 
implemented" 

Mayor's 8124/06 
Response 10 

Remedial 
Recommendations 
Found", the Kroll 

Repol'l 

In Process Release I is III mucpnnt Phase" Rderu:e2 is in 
Planning Phase, 

NA :\ relC;!) sc stagcs 
with various 
estimated 
completion dales" 
I~deas;; 3· 
estimated 
completion date 
of(' Y09. quarter 
2, 

No 

FM/.nolel: 

II J ?er infQrOlalioo providc£l to lmernul Audit by Mal1agcm~flt SI~lhnd informlliion provided via Ihe Mayornl Kroll Stalus IIp(jales" 


PloDalc Reported" refers 10 IOC dale the finding was report",] ns fcmediated via: 1) Mell10s (rom Mal1agcmenl. 2) Mayoral Kroll Slams Rcp{\r!.<. J) Stalus 

RCjlQrls 10 Imernal Audit from Process Owners, 4) Independenl Audilor's Rcpons and 5) Report from John Dyer. Mayo,.,.1 C()flsullanl, 10 Inlernal AudiL 
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