Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Remediation Date Completion
lem Comnplete per Reported as Date per
De i ; i i Texicd by Int I?
Nisriber scription of Finding Source AR——‘ Remedial Actions taken by Management |f] Remedsated | Management If extcd by Internal Aud
(2] Remedlation
Not Camgplete
lnuppropriate aceess o modify user application 2003 KPMG Yes The user security access for the three inappropriale Jun-04 NA Yes - Reviewed a memo 10 Jay Goldslonc.
secunty in the OPIS procurement sysiem. Repont users was removed immedislely when discovered CFO from Maut McGarvey, C10 dated June

by KPMG. The City has scheduled regular, sani-
annual reviews of this lype of syslamn aceess to
ensure conlinued compliance.

|remedialed.

19, 2007 that the above mentioned items were
reporied &s “implemenied.” Oblained and
reviewed a list from purchasing stalT that
shows who is authorized lo create vendors.
Obizined and reviewed a list from purchasing
s12fT of all accounianis and their profiles.
Contacted Purchasing Division and
Compirollcr Departiment sialf (o obtain
documentation regarding the semi annual
reviews the deparimenis arc supposed 1o
conduct together.

Access profles have been changed 1o ensure
there is a segregalion of duties, ‘The first
semi-annual review with Purchasing of
authorized users is scheduled 1o be complelcd
beforc the end of calendar year 2007,
followed by June 2008 and so forth. 'This
item has been accepled by Internal Audit as
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Internal Coutrol ltems with a Direct Impact on Financial Reporting - IT

Exhibit B

Extimated
Remedlation Date Complction
Nl’l::l’;:!.‘l’ Deseription of Finding Source :I':l:‘ap;::\:eﬁ; Remedial Actions taken by Management [ 1] 22::1:7:1:; Ml:::;:l:;t 5 Tested by Internal Andii?
2} Remediation
Not Complete
Lack of review of VOS cxeception reporis in the  [2003 KPMG Yes For all claim paymentis that are successfully Jun-04 NA Yes - Per Risk Management, the review
Risk Management Departmen. Repont iransferred from VOS (o Accounts Payable (AP) |process is as [ollows:
Ihere is already a process in place Lo balance and Daily reconciliations for bill payments. A
reconcile the VOS report to the AP run. There is "paymenl Lotal bill review” repont is printed
also an error report generaled for (hose claim from VOS and each payment is reconciled to
paymunts not suceessfully Iransfened from VOS to ensyre informalion is accurale. Notation is
AP. Thal report is generated on Monday and madc for any paymeni nol generaled due lo
Wednesday nights. Effective June 7, 2004, the linadequate vendor information on this report.
Risk Managenient Informalion Systems Analyst
{ISA) provides this error report to the Scnior Clerk Additionally, each night the VOS sysiem
Typist on the morning foltowing its run. The |gencrales an “exceplion” report identifying
Senior Clerk Typist reconciles the paymenis that any paymenis with inadequate vendor
erred and makes (he necessary paymenl information, This "exceplion” reperl mirror's
corrections. This will ensure thal the City's data is the information in the “"payment total bill
accurate, complete and valid. review” report.
2

Daily when the audit of the bills for impon to
the AP systein is complele, the clerk will look
al the "exceplion” repon o confirm the bills
with inadequote vender informalion are the
samc vendors on the "paymenl lotal bilt
review" repori. The "exceplion” report is
shredded once complete.

Reviewed a samplc of the Bill Review repont
and verified thai the ceport included notations
for invalid enirics and the clerk’s iniial and
date. I'his item has been accepted by Iniemal
Audil as remediated.
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Internal Control Items with a Direct Impact on Financial Reporting - I'T

Exhibit B

Extimated
Remediation Date Completion
Nll]!;l:“ Description of Finding Source ;:lzr:apgl:::::’i; Remedlal Actlons taken by Management |1] E::::Jle:t:; M.:::gl:r::" if Tested by Internal Audie?
121 Remediation
Not Complete
Inappropriate user access - FAMIS (fixed asset)  |2003 KPMG Yes The "ALL" profile was removed for all threc uscrs Jun-04 NA Yes - Reviewed a copy of the Quarterly User
application. Report in June 2004, In addition, the Comptroller's Office Securily Report for the lixed Asset
staried preparing end distributing a Quarterly User Depaniment (Complroller's Officc) and
Sceurily Report (o user deparimenis in April 2007 verified that there are no employees wilh an
listing the siafY] including profile lype, with “ALL" profile and that all employees wilh
secunty access (o the FAMIS application. The access are current Cily employees within the
3 depariment’s Deputy Director or designee is Complrollcr’s Ofice. This ilem has been
required to review, make appropriaic changes to accepled by Inlernal Audil as remediated.
and sign ofT'on (he security repori and return 1o the
Financial Sysiems Division of the Comptroller's
Office.
The change management system within the City (2005 MGO Repori Yes e City's I'T Security Guidelines and Standards Sep-04 NA Yes - Verified the separation ol dutics
lacks clectronic controls to ensure that proprams  |on IT require a separstion of dulies belween development requircinent per the T Security Guidelines
arc modiflied by one prograininer al a time and that and produclion cavir The City and and Siandards and reviewed the Change
programs are nol inedificd aler approval and prior SDDPC use an established Change Management Menagement Mrocess and the levels of
4 process for approval (afler customer ecceplance approval required in this process. This itan

1o their move into the production syslem.

testing) and notification when moving applicalions
from develop into prod

has been aceepled by Internal Audit as
remediated.

Exhibit B Page 3 of 16




Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Remediatlon Date Completion
bibn Description of Findin s Complete per | b medial Actions taken by M jj |Dewuitedas) DAteME Tested by tnternal Audit?
Number cscription o g ource MEAnRgEERL emedial Actlons taken by Management |1] Semedlaied | Munsgensent if y ?
121 Remediation
Not Complete

Lack of documented policics and procedures for  |2003 KPMG Yes The City’s dralt Administrative Regulation (AR) Sep-04 NA Yes - Verified, per the Inlormation Securily

information security. Repont 90.63, "Security and Acceptable Use” and the "IT Commiltee Webpage, thal the commitice has
Security Guidelines and Siandards” were been meeting monthly. [n addition, reviewed
developed 10 1include 1his recommendation. ‘The drafl AR 90.63 and the IT Securily
dra AR was revicwed by the Ofce of the CIO Guidelines and Standards and verilied the
and additional language pertaining to privacy wus inclusion of this recommendation. Although
subsequently included in February 2006. The draft the draft AR 90.63 still needs final approval,
AR was rouled for approval signatures lo this item has been accepted by Internal Audit
appropriate departments and the City Atorney's o5 remediated.
office. The IT Security Guidelines and Standards
were approved by Lhe Information ‘l'echnology
Govemnance Commiliee (ITGC) and disiributed 10
depanment directors for implemeniation on
Seplember 15, 2004,

5

An I'l Security Advisory Commilice has been
mecling monthly sinee December 2004, 1o
maintain and implement the IT Seewrity Guidelines
and Standards. Additionally, o web page has been
cstablished on the City’s Intranet sile, so all Cuy
employees can sec the laiest security praclices and
the City's 1T Security Guidelines and Standards
and (he pending AR, at this URL:

hitp://citynct. sandicgo.gov/in formalionsecurity/poli
cies/index shiml.
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Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Remedlation Date Completion
N::::" Description of Findlug Source ;‘::T;::::‘; Remedial Actlons taken by Management |1] ﬁ:':t_::ft:; Ma:?:;:nl::;t a Tested by Internal Audit?
12] Remediation
Not Complete
Inappropriate RACF (security software) 2003 KPMG Yes SDDPC reviewed the number of Administralors Nov-04 NA Yes - Verified, per a screen print, that there
adminisirator access. Repont with this privilege and found only three SDDPC arc only 2 employees with access (o the
employees with RACT “system-SPECIAL" Systern Adminisirator or “system-SPECIAL”
administralor rights. OF these, two represent the functions within RACF. There isa 3rd,
primary aned hackup administrators. The third was 5 RACF Master ID that was used 10 install the
sccand backup. ‘This third “systen-SPECIAL" system. However, the 3rd can only he used
administrator rights were removed by NMovember 2, by either one of the 2 cmployees with access
6 2004. Our view is that two specific users with this and is used only as a emergencey 1D, should i
level of administralive authority arc acceplable for cver be needed. This item has been acoepled
an operation the size of the City's. However, we by Intemal Audil as remediated.
will monitor this siluation and may find il
necessory 1o add an additional 1D with “sysiem-
SPECIAL" rights if we find thai a single backup is
nol suflicient.
Lack of scgregation of dutics in the 2003 KPMG Yes Screens J0230, 10231, J0232 and J0233 are used Jan)5 NA Yes - The dralt KPMG repon went into more
payroll/persunnel departments. Report for time input/edit in the City Aulomaled Iersonncl delail regarding this finding as follows:
Payroll System (CAPPS) on a daily, weekly or bi- “Payroll/Personne! have segregation of dutics
weekly basis (depending on inpul screen). All conflicts. Personnel has “wrile” access to
Personnel Department siaff profiles have been sercens that should only be “write” accessible
changed 10 “look™ only aceess on the above by the Payroll Department. Speeifically, the
mentioned screens, effective Fall 2004, In addiion, user profile “JPER"™ has “write” access o the
the Compiroller’s OfMice is now preparing and following screens: J0230. J0231, 30232, and
. distributing a Quanerly User Seeurity Report (o 10233

user depanments listing (he staff, including profile
type, with security access to the CAPI'S
application. The depariment’s Deputy Director or

|designee is required W review, make appropriate

changes to and sign olT on Ihe security repon and
relurn to the Financial Systems Division of the
Compisoller”s OMice.

Therefore, lesting included verifying thal the
“JPER" profile has been changed 10 “Look"”
or “Browsc" only access for screens J0230,
J0231, JU232 and JO233. "This item has been
accepled by Intemal Audil as remedialcd.
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Internal Control ltems with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Hemedlation Date Completlan
NIIII:I“I‘.IIer Deseription of Finding Source &(l:::‘::::eft; Remecdial Actions taken by Management | (] :::':;::l:j Mn?:;:u'::;t i Tested by Infernal Audit?
12) Remedlation
Not Complete
Segrcgation of duties conlicts for procuranent (2003 KPMG Yes Ewployees in the Comptroller's Office no longer Jan-06 NA Yes - Reviewed a memo to Jay Goldstone,
aclivilies. Report have acecss lo modily or create vendors used in the CCFO from Matt MeGarvey, CIO daled Junc
OPIS system. Ofthe Auditor employees, none 19, 2007 thai the above mentioned items were]
have access 10 process all three of the following reported as “implemented.” Obtained and
funclions: creale vendors, approved Purchase reviewed a list from purchasing staf¥ that
Orders, and cnter invoices. In addition, none have |shows who is suthorized ta ceeate vendors.
duties or access that would be n conflict with each Obtained and reviewed e lisi from purehasing
§ other. stafT of all accounianis snd Iheir profiles.

Access profiles have been changed lo ensurc
therce is a segrepalion of dulies. This item has
been aceepted by Intemal Audic as
remediated.
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Internal Control Items with a Direct Impact on Fipancial Reporting - IT

Exhibit B

Estimated
Remedtatlon Date Completion
anx:\.:er Description of Finding Source 5:2‘:;::::3; Remedial Actions taken by Management {1} gz;oe:::‘:; Mal::;f:;( ir Tested by Internal Audi?
{2} Remedlation
Mot Complete
tnappropriate sccess (o create vendors in OPIS 2003 KPMG Yes Cnly specifically designated Purchesing Division Julé NA Yes - Reviewed a memo io Jay Goldsione,
{procurcinent system). Ruport s1afT has access 1o create vendors in OPIS, effective CFO from Maut McGarvey, CIO dated June
January 2006. Auditor cmployees have access (o 19, 2007 that the above mentioned items were
only view veadors in OPIS. To ensure proper reported as “implemenied.” Oblained and
access security, the Compirolier’s Office and reviewed a fist from purchasing stall that
Purchasing Division have scheduled regular, semi- shows who is authorized to create vendors,
annual reviews of awthorized uscrs. Obiained and reviewed a list from purchasing
staff of alf accountants and their profites.
Contacted Purchasing Division and
Compiroller Department staif 1o obtain
documentation regarding the serni annual
9 reviews the depariments are supposed o

conduct together.

Aceess profiles have been changed to ensure
there is 3 segregation of dutics. The Heat
serni-gnnual review with Purchasing of
suthorized users is scheduled (o be completed
before the end of calendar year 2007,
foflowed by June 2008 and 30 forth. This
item has been accepled by Internal Audit as
remediated.
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Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Remediatlon Date Completion
N::::" Description of Finding Souree h(':l:::::: ::. e:; Remedial Actfons taken by Management |1] ::I::;T:‘:; Mn::;:;:;l i Tested by Internal Audie?
12) Remediation
Not Complete
By June 30. 2007, evaluate the infonnation Mayor's 8/24/06 Yes Complete. On January 5, 2007 San Diego Data Apr-07 NA Yes - On May 15, 2007, the City Council
technology needs of the City, in¢luding Response 1o Processing Cory (SDDPC) i d a Request adopicd Ordinance No. O-19618, avthorizing
benchmarking of existing sysiems againsi availoblel Remedial for Proposals (RFP) for the Enterprise Resource the Mayor 1o enler a lease-purchase
sysiems suitnble for manag Lol the Cily's Recommendalions Planning (ERP) system software, Prior to issuing agrecinenl with IBM Credit LLC 1o cslablish
(inances and the preparation of timely and accurate| Found in the Kroll the RFP, the informalion technology necds of the a credil Facility (IBM Credil Facility) to
CAFTRs and budgets. Report City were evaluated, including benchmarking its finance the implamentation of the Cily's ERP
cxisling syslems against available sysiems io the Project. On June 11, City Councit passed
markel. Two qualificd proposals werc reccived by Resolution No. R-302710 authorizing the
the proposal duc date of February 9, 2007. On Mayor 1o draw sgainst the 1BM Credn
May 12, 2007 the SDDPC Board of Dircctors Facility for the purpose ol scquiring (he
authorized the negotiation and execution of a equipment. sollware, and scrvices sclecied by
" SLDTC for the implementalion of the Ciry's

conlrzct with SAP AG 1o provide software and
maintenance support for the Cily's ERP Project.
On June 12, 2007 SDDPC exccuted a contract with
SAP AG 10 provide the ERP software and
maintenance for the ERP Project,

ERP Project, and 1o add CIP #92-000.0,
Enterprisc Resource Planning Sysiem Core
Capital Project, fund S00711, 1o the CY0?
Caupital hnprovemenis Program. On June 12,
2007, SDDPC executed o contract with SAP
AG to provide the ERP soltware and
maintenance for the ERP Project. This item
has been aceepted by Imternal Audil as
remediated.
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Internal Control {tems with a Direct Impact on Financial Reporting - IT

Exhihit B

Estimated
Remedlation Date Completion
N;(::er Description of Finding Source h(i::‘n:gl::t:c; Remedlal Actlons taken by Management |} ::E?;T:l:r: Ml:::‘::::n it Tested by Internal Audit?
12] Remedlation
Not Complete
|Inappropriate access (o entes invoices in the 2003 KPMG Yes Generic accounis are no longer used and each user May-07 NA Yes - The Accounting Operations Manager
accounis payable system. Report now logs in with # unique user 1D and password. in the Comptroller's Office provided auditor
Additionally, Auditors s1aiT no longer has the with the AP Recciving User Security Repon.
capabulity to enter recciving reporls for oulside Fach user as a unique user 1D In addition,
depaniments. the Ops Manager also provided auditor with a
sereen printout from each user in the
Compirolier's OMice showing thal access is
denicd 10 the C7503 screen ~ the screen (o
enter receiving reports (invoices) into the AP
System.
Note: 2 employees have the authority 10
override the (7303 access. This is the
1 Accounting Opcralions Manazer and (he

Accountant 1V in Accounting Operations.
This override capability is required 1o ndjust
the “reccived by date’ in the AP system al
fiscal year end when the receiving deparimen
has input it into the AP system incorrectly.
The correction is needed 1o ensurc expenscs
are caplured in the comrect FY. When an
override is done, a “Super-User Activily
Repon” is generated and is senl (0 fnternnl
Audit. This item has been accepted by
Internal Audil as remediated.
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Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

ltem
Number

Description of Finding

Source

Remediation
Complete per
Management?

Remedinl Actlons tnken hy Management |1]

Dnte
Reporied as
Remcdiated

12]

Estimated
Completlon
Date per
Management if
Remcdiation
Nat Complete

Tested by Intermal Audh?

Business processes in places to identily,
summarize, reconcile, and repon pertinent
financial data were not 1 or doc |
and generally did not contain necessary conirols 1o
adequately assurc the accuracy of dala reported in
the City's CAFR or the cfficacy and ease ol access
o management data. Significant impediments o
the accessibility of dala inheren) in the City's
financial accounting and reporting sysiem, logethen
with a general lack of aulomnated processes,
resuliing in the numerous manually inlensive,
tedious processes. The resulis include increased
workloads, more opportunities for human error
which is inherent in all manua) proccsses, and
significont delays in mecting deadline dates.
Therefore, a combinution of the following should
bu implemented: a Financial Reporting Divigion
should be established, various dutics among the
Auditor & Comptroller opernting division should
be re-allocated, a Chief accountant position should
be created, and o new Financial Reporting Sysiem
should be crealed.

A&C Internal
Conirol Repon

Yes

The City has assigned qualificd personnel 1o serve
in the capacity of Director of Financial Reponing.
This position repons directly to the Compiroller,
who in lum reporis to the CFO. In addition. the
Director of Financial Reporting is the manager ol
the Financial Reponting Division within the
Compiroller's oilice. This Division is responsible
lor CAFR preparation. The day to day funclions of
City-wide accounling operations is now handled by
the Accounting Operations and Disbursements
Divigion within the Compiroller's office.

A new Financinl Reponing System will need o go
through the RFP and Council approval process.

Oc1-07

NA

Yes - This ilem consisis of 4
recomimendations, 3 of which were icsted and
inciuded on the Control Cavironment Exhibit
(line item 9). The remaining
recommendstion involves the creation ol a
ncw Financial Reponing System. This
involves the RFP process, which has been
complete. Contracts have been signed with
SAP for ihe purchase of (he new sysicm and
with AXON for implementation of the new
system. However, in the interim, Simpler
Systems, a web based management
informalion syslem Ihal allows users (0
retricve financial information concerning the
Cily of San Diego in a user-friendly and easy
1o read fonnal, has been implemented. This
ilem has been accepled by Intemal Audit as
remedialed.

Within 18 months, the City shall have selected a
new information system and taken all sleps
necessary for the systan's implementalion.

Mayov's 8/24/06
Response (0
Remedial
Recommendations
Found in the Kroll
Report

Yes

SAP contract signed 6/13/07. Axon (Sysiem
Integrator) coniract signed 9/28/07.

Dec-07

NA

Yex - Reviewed a signed contract hetween
SDDPC and SAP for the purchase of license
for the use of soflware and a signed contracl
between SDDPC and AXON for purchase of
services regarding implementalion of new
systems This ylem has been accepled by
Internal Audit as remedialed.
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Internal Control Items with a Direct Impact on Financial Reporting - 1T

Exhibit B

Item
Number

Descerlption of Finding

Source

Remediation
Complete per
Management?

Remedial Actions taken by Management |1]

Date
Reported as
Remediated

12

Estimated
Completion
Date per
Management If
Remediation
Not Complete

‘I'ested by Internal Audit?

Inappropriate user access of VOS (workers
compensation claim systen) applicalions in the
Risk Management Department,

2003 KPMG
Report

(verall, the Risk Managemeni Deparimeni is
fident (that il has adequate, multi-level security

conlrols in place for Lhe VOS application and took
action (removed or modificd aceess) to correel the
specific user accounts noted by KPMG. Since ils
implementotion in 2003, every user of the VOS
application has a unique user |D and password.
Additionally, each user has a specifically idenbiied
user role, defined within the sysiem Ihal enables
them Lo perform only the sysicm lasks associated
with their specific job lunctions. Lasily, all
clecironic transachions lcave an audit train within
the system; they arc documented and Iraccable
back 1o the individual performing the transaction,

Jun-04

NA

SDDPC should conducl a disaster recovery (sl on
the mainframe applications (o ensure thal cxisling
procedures are sufTicicnl Lo restore the City's
financial data in the event of a disasier. Findings
from the testing should be incorporated into the
SDDPC's disaster recovery plan for the moinframe
financial applicalions.

2006 MGO Repont
on 1T

Yes

A complete testing of the financial systems (hat run
on Ihe mainirome was donc on Deceinber 13-14,
2006. The test was successtul, and lessons learned
were incorporaled into SDDPC's Disaster Plan.

Dec-06

NA

No
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Internal Control [tems with a2 Direct Impact on Financial Reporting - IT

Exhibit B

Esthnated
Remediatlon Date Completion
Item : Camplete per Reported as Date per »
Number Description of Finding Soarce Maxagement? Remedial Actions taken by Management |1] Remediated | Ma ntif Tested by Internal Audt?
12) Remediation
Not Complete
The City should implement and utilize an Mayor's 8/24/06 Yes Per 2/21/07 4ih Mayor Kroll Status report: Short- Feb-07 NA No
automated financial reporting syslem (o prepare  |Response 1o term plan complete. To facilitale autormaled
the financial statcimenls and complele the year-end |Remedia) financial reponting and financial documentation,
closing. The Cily should maintain documentation |Recommendalions the City compleied the production phase of the data
supporting adjustmenis to facilitale the review of  [Found in the Kroll warchousing and business intelligence projeet on
financial dala. Report January S, 2007. The application can be accessed
via the following link:
1]
hitp://inira.sanncl.gov/businessobjeeis/logon.do
The long-lerm plan 10 remediate Kroll item 71 is
the implementation of an Enlerprisc Resource
Planning (ERP) sysicm. Refer 10 ilem 67,
Little control over the creation of unlimited vendor | 2003 KPMG In Process  [SDDPC added a new field to the User 1D Request NA Jan-08 No
ond coniractor idenlificalions. Report systan (REQID) for an expirntion dote on all
conlractor/vendor User IDs; with a default of 6
months; implemenied in Oct. 2008,
17
Other nciwork User 1Ds for contraclor/vendor
accounts will be set 10 expire every 6 months, with
the completion of the migration frown Novell NDS
to Microsoft Active Direclory,
There 15 no formel policy and associated 2005 MGO Report | In Process | Procedures were implemented in March 2007 1o NA Jan-08 No
procedures in place to ensurc all sysiem and on Il require Appointing Authorilics (o quarierly review
application access rights are up-lo-daic and at an and certify the lisi of their employees wilh access
appropriale level, 1o cenain Minanciol and HR/Payroll sysiems;
updaling and/or removing access as needed.
18 A new Administrative Regulation is in final review

for “Protcction of Sensitive Information and Dala”
thot further details the policy and procedures for
cnsuring apprapriale system access with regular
reviews. Est. Completion date is Jan, 2008
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Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

ltem
Number

Deseription of Finding

Source

Remcdlation
Complete per
Management?

Remedial Actlons taken by Management |1}

Date
Reported as
Remedlated

12}

Estimated
Completion
Date per
Management If
Remediation
Nat Complete

Terted by Internal Audit?

Lack of formal process for adding/delcting users
fromn critical sysiems.

2003 KPMG
Report

In Process

SDDIC implemented a policy and procedure in
Nov. 2005 thal requires specific, autharized City
deparimenl conlacls Lo 2pprove requests for critical
syslem access; logs of all requests are maintained
by the sysiem adminisirator

As the Cily migrates from Novell WNDS 1o
Microsoll Active Direciory, ond with a new
Administrative Regulation on "Protection ol
Sensitive Informaiion and Data,” addilional
policies and procedures will be implemented Tor
Cily staff.

NA

Feb-08

20

Inappropriale system administrator access in {he
City Auntomaled Personnc! Payroll System
(CAPPS).

2003 KPMG
Repori

In Process

City Managemenl does not concur with this
finding.

Syslem Administralor access for lwo Paytoll stalf
is required for proper managemenl of CAPPS;
Compiroller is developing 2 repari to identify al)
actions taken in CAPPS by a System
Administrator, for Internal Audilor review.

NA

Mar08

Mo

21

Inadequate network and application password
contruls,

There is no formal policy in place defining the
conliguralion siandard and expiralion period for
passwords. An oflicial, City-Wide, logical sccurily|
policy should define the minimum acceptable
password configuration for character length, mixed
alpha-numericg, and expiration period.

2003 KPMG
Repon

2005 MGO Repon
onIT

In Process

IT Security Guidelines & Siandards, issued Sept.
2004, define minimuin password standards;
passwards expire every 90 days; sysiem scilings
lockoul a user aller § failed login atiempts:
mnainframe will logoul a user efer 30 minutes
without aclivity; new, stricter password standards
will be implemented afler the migralion from
Novell NDS to Microsofl Active Directory, using a
single, cenlral directory for user aulhentication,
Esi. Completion date is Mareh 2008,

NA

Mar-08

No

Exhibit B Page 13 of 16




Internal Control Items with a Direct Impact on Financial Reporting - IT

Exhibit B

Estimated
Remediation Date Completlon
N:[;TEU Description of Finding Source ;:T:[::::ET‘; Remedial Actions taken by Management | 1] E:fnoe:::t:; Mm?:;::i:lt " Tested by Interust Audit?
1] Remediation
Not Complete

Ilnadequale application change control policies and 2003 KPMG In Process  |SDDPC has had a formal Change Management NA Jun-08 No
procedures, Report Process in place since July 2002; reviewed

annuelly and updated as nceded.

2

The City will be working with SDDPC 10 develop a

consisten! policy and procedures for City stafl.
‘There is no formal policy and ossociated 2005 MGO Repornt|  In Proceas | The IT Standards & Guidelines (Sept. 2004) NA Jun-08 No
procedures in place 1o ensure that svstem and onll require supervirors to promptly notify department
application access is rescinded lor inaclive users. payroll siaff when employees leave (iransfer or
‘I'his should be done as soon as the depariure is terminale); payroll siafT are 10 notify the
rcalized. appropriate 1T contacls lo make necessary user

23 account changes (revoke access). Additional

capabililies are planned aller the migralion lrom

Novell NDS 10 Microsoft Active Directory,

allowing Payroll siaff direct access o reques! user

account changes.
A significan! impediment 1o the accurale and A&C Internal In Process  |SAP is being implemenied in the City. Project NA CYO08, quancr 4 No
timely preparation of the CAFR as well as timely | Control Report scope includes peniod and year end processing and

monitoring and analysis of budgeted expendilures
and revenucs is the at e of comp d
financial sysiem that provides easy access o and
adequate documeniation of pertinent data.
Therefore, the City should design and implement 8
Financial Reporting System using Web bascd slate-
of-the-art 1echnology 1o provide vser-fricndly
access o o promptly updated budget and opersting
results to the City's financial, policy-making, and
operalional departments.

reporting as wcll as analylics (hat include reporling
and drill down capobilities.
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Exhibit B

Estimated
Remedlation Date Completion
N:lr:l::er Description of Finding Source 5221:;2::::';; Reredial Actions taken by Mansgement |1] 2;?;:::{:: Mm?:;::a:u i Tested by Internal Audit?
121 Remediation
Not Complete
The City should inves! in capilal assel information | Mayor's 8/24/06 In Process  |SAP is being implemented in the City. Projeci NA CY(8. quarter 4 No
systems thal accommodate CIP (o reducce (he Response 1o scope includes implementalion of SAT Project
current reliance on manually preparcd Remedial Systems to include: Create Capital Project & WBS
spreadshects. These modifications will reduce the | Recommendationy Steucture, Plan Project Costs, Capture Project
liine and expense related 1o gathering this Found in the Kroll Cosis. Settle Project Costs, Periodic Settlernent to
25 information, reduce errors, and improve the Report Asset Under Construction, Close Project.
accuracy of lracking CIP and recording
depreciation on compleled projecis.
The City should updale its chart ol accounts, Mayor's 8/24/06 In Process  [SAP is being implemented in the City. The updated NA CYO08§, quarier 4 No
including eliminalion of unnccessary accounts and |Response o Chan of Accounls will follow best practices for
funds. This chart of accounts should be congislent |Remedial Public Sector. Preliminary updalc is complelc and
across all funclions and funds and consolidate Recommendalions is revicw, Charl will be finalized during Blueprint
funds where possible  The Complroller should Found in 1he Kroll and Realization. (Esl. Campletion Date; Q4 CY08)
review the current policies and procedures related | Repon
1o crealing funds and accounts. |1 necessary, the
ability 10 ¢reate Tunds and accounts should be
limited. The Compiroller should consider using
cosl cenlers, index codes. or projecis (o achicve
separale grant, program, and project iracking,
26

The Chart of Accounls in the linancial system has
not been maintaincd with a stratcgic long-term
focus. Specifically, cach depariment’s framework
for tracking cosls is unique, This makes the
application ol consisient business rules for the
develnpmeni of management reports and Cilywide
financial analysis very difTicult. As a resull, the
produclion of financial slatemenis and acccss 10
data for meaningful managemen decisions is
limited.

A&C Intcmal
Control Repon
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Exhibit B

Estimated
Remediation Date Completion
N:’:"}‘w Description of Finding Sonrce 5‘;;":;:::::’{; Remedlal Actlons taken by Mansgement |1] ﬁif{:’:lf:‘:; Ma‘::;‘;r:i;i . Tested by Internal Angie?
124 Remedintion
Not Complete
Within 36 months, the City's acw financial Mayor's 8724/06 In Process  |Relcase | s o Blucpnnt Phasc. Release 2 is in NA 3 release stages No
information system shall have been fully tested o | Response 1o Planning Phasc. with various
ensure effectiveness and efficiency and will be Remedial cstimated
implemented. Recommendations completion daies.
Found in the Kroll Release 3 -
27 Repornt estimated

completion date
of Y09, quartes
2.

Foatnates:

{!] Per information provided to Internu) Audit by Managament S1afT and information provided via the Mayora! Kroll Siatug updates.

[2] "Dare Repornted” refers 1o the dale the linding was reported 2s remediated via: 1) Memos from Management, 2) Mayoral Krof! Status Reporis, 3) Status

Repods to Intemnal Audit from Process Qwners, 4} Independent Auditor's Reports and 5) Report froms Johin Dyer, Mayoral Consuliant, to Internal Audit.
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