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1. PURPOSE 

1.1 To establish rules that govern the use of smart phones, personal digital assistants 
(PDA' s), tablets, and other wireless devices to protect the confidentiality of data, 
integrity of data and applications, and the availability of services. 
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1.2 To protect the Mobile Device, data on the Mobile Device and continuity of services 
provided by the City of San Diego. 

1.3 The standards set forth in this regulation are minimum standards for City Departments. 
Departments may develop rules and procedures regarding department-specific use of 
information and communications technology resources in order to implement this policy. 
Departments may also develop more restrictive rules for the particular department, when 
required to comply with state or federal laws or regulations. 

1.4 The City'S information and communications technologies are provided for the benefit of 
City Depmiments in providing public services. 

2. SCOPE 

2.1 This administrative regulation applies to City issued and personally owned smart 
phones, PDA's, Tablets and other Mobile Devices that access City of San Diego email 
system or internal City network resources through the use of cached logins, passwords or 
server settings. Users should refer to the Mobile Device compatibility matrix on the 
Department of Information Technology website for a list of synchronization 
technologies used by the City of San Diego. The compatibility matrix can be found on 
CITYNET under Departments - Information technology - IT Security - Mobile Device 
Security Standards PDF. 

2.2 This administrative regulation applies to all City employees, volunteers, contractors, 
consultants and other agents, sometimes collectively referred to as "Users," using mobile 
devices to synchronize with the City email system or internal City network resources 
through the use of cached logins, passwords or server settings. 
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2.3 This administrative regulation does not apply to devices that only access City email 
tlU'ough Outlook Web Access (OWA) from a Web browser where logins, passwords and 
server settings are not cached. 

3. DEFINITIONS 

3.1 "Automated Security Policy" is a standard set of security settings that are automatically 
applied to mobile devices that connect to the City of San Diego mail system. 

3.2 "Bluetooth and Infrared" mean wireless technologies that enable wireless 
communication between compatible devices . These technologies are used for short­
range connections between desktop and laptop computers, mobile devices, digital 
cameras, scanners, wireless headsets and printers. 

3.3 "Email" (Electronic Mail) is a method of composing, storing, sending, and 
receiving( electronic transfer of information) electronic messages, memoranda, and 
attached documents from a sender to one or more recipients via a telecommunications 
network. 

3.4 "Mobile Devices" means smali phones, PDA' s, tablets and other electronic devices that 
have access to email and other applications over the Internet usually via a wireless 
connection. 

3.5 "Outlook Web Access (OWA)" means Web access to the City email system using either 
SANNET or over the Internet via a Web browser through a URL; OW A does not 
require device configuration or password caching. 

3.6 "PDA" means a Personal Digital Assistant which is a handheld device that combines 
computing, telephone/fax, Internet and networking features and which can typically 
function as a wireless phone, fax sender, Web browser and personal organizer. 

3.7 "SANNET" is the City of San Diego ' s internal network. 

3.8 "Smali phone" means a wireless phone that has the ability to access email and City 
applications over the Internet via a calTier' s wireless network or via Wi-Fi. Smart 
phones can access network resources via Web browsers or over synchronization 
technologies. 

3.9 "Tablet" means a tablet PC that is a wireless, portable personal computer with a touch 
screen interface and which typically has a form factor that is smaller than a notebook 
computer but larger than a smali phone. 
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3.10 "Users" means City employees, volunteers, contractors, consultants, interns and other 
approved agents who have approval to access City resources from a mobile device. 

3.11 "Wi -Fi" is a mechanism for connecting electronic devices wirelessly. 

4. GENERAL POLICY 

4.1 Mobile Devices synchronizing with the City Email system or accessing internal City 
network resources must support the automated deployment of City security policies. 
These automated policies will enforce security controls including: 

4.1.1 Inacti vity timeout of no more than 60 seconds to lock the device. 

4.1.2 Requiring a PIN, or password, to unlock the device. 

4.1.3 Requiring that a PIN, or password, must be at least four characters in length. 

4.1.4 Resetting the device to factory default after a PIN, or password, is entered 
incorrectly ten consecutive times. 

4.1.5 Supporting remote wipe functionality to ensure that devices that are lost or 
stolen can be reset to factory default remotely. 

4.1.6 Establishing encrypted communication between the mobile device and the City 
network resources. 

Users should refer to the compatibility matrix on the Department ofInformation 
Technology website for a list of mobile devices that support the City security policies. 

4.2 The City reserves the right to disable or deactivate access to the City network for any of 
the following reasons: unauthorized user, Mobile Device is not accepting automated 
security policies, mobile device infected with mal ware, device that is having a negative 
impact on the confidentiality, integrity or availability of the City network or services. 

4.3 The act of configuring and synchronizing a Mobile Device with City resources provides 
consent to the City to deploy automated security policies to that mobile device. This 
includes the authorization to remotely wipe the device in the event that it is lost or 
stolen. Wiping of the device restores the device to factory default which removes all 
data from the device. 
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4.4 Users accessing City email system from mobile devices must adhere to email acceptable 
use guidelines as outlined in the City of San Diego acceptable use policy AR 90.62. 

4.5 Bluetooth and Infrared (IR) services must be properly configured or disabled. These 
services pose a security risk to devices, data and voice conversations. 

4.5.1 Users must switch the Bluetooth devices to use non discoverable mode after 
initial device pairing. This significantly reduces the risk of an unauthorized 
individual eavesdropping on a conversation being held over a Bluetooth 
connection. Users should refer to their Bluetooth headset documentation for 
more details on how to set the device to non-discoverable mode. 

4.5.2 Users should disable Bluetooth and Infrared use on the mobile device if the 
service is not needed or is not actively used. Users should refer to their mobile 
device documentation for instructions on how to disable these features. 

4.6 Users must not modify security configurations without written approval from the 
Department of Information Technology. Failure to comply with this policy may trigger 
disciplinary procedures. Unauthorized actions include: 

4.6.1 Removing or tampering with root certificates from certificate stores. 

4.6.2 Conducting any intentional actions leading to an interruption of City services. 

4.6.3 Disabling security controls that are applied from the automated security policy. 

4.7 A handheld device shall not be used to enter or store sensitive City information 
including passwords, safe/door combinations, personal identification numbers, credit 
card numbers, sensitive or proprietary information. Users should refer to the City of San 
Diego policy AR 90.64 for additional information on the handling of sensitive 
information. 

4.8 Users should be aware that City information on City and employee owned mobile 
devices may be subject to the California Public Records Act (California Government 
Code sections 6250 et seq.). Employees must comply with public records requests 
related to City data on City or employee owned mobile devices. 

4.9 Users must call the Service Desk immediately if their Mobile Device is lost or stolen. 
This ensures that connectivity between the device and the City network can be 
terminated in a timely manner and that the device can be wiped remotely. Users with 
City-provided mobile devices are also required to follow the lost or stolen repOliing 
process as outlined by the City Communications Division on the City's internal website. 
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4.10 Users must change their network (i.e. Active Directory/Email) password immediately if 
their mobile device is lost or stolen. Changing the network password ensures that 
mobile devices can no longer access City resources. Passwords can be changed from 
any PC that is connected to SANNET, or by calling the City of San Diego Information 
Technology Helpdesk. 

5. EMPLOYEE AND SUPERVISOR RESPONSIBILITIES 

5.1 Communications Division 

5.1.1 Destruction of data and settings on the City issued Mobile Device prior to 
recycling, disposing or returning of the Mobile Device to the vendor. 

5.1.2 With the approval of the Department oflnforrnation Technology, establish and 
publish mobile device standards list for City provided Mobile Devices. 

5.2 Information Technology Department 

5.2.1 Establish Mobile Device policy, review the policy yearly and make necessary 
updates as appropriate. 

5.2.2 Develop, deploy, manage and audit Mobile Device security policy to ensure that 
approved devices have appropriate security controls in place. 

5.2.3 Develop and maintain a list of Mobile Device operating systems that support 
deployment of automated security settings. 

5.3 Users 

5.3.1 InfOlm Service Desk and Communications Departments if mobile device is lost 
or stolen. 

5.3.2 Adhere to Mobile Device and acceptable use policies. 

5.3.3 Ensure destruction of data and settings on user owned Mobile Device prior to 
recycling, disposing or returning of the Mobile Device to the vendor. 

5.4 City IT Service Provider 

5.4.1 Remotely wipe lost and stolen Mobile Devices. 
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5.4.2 Disable access for users at the direction of the Department ofInformation 
Technology. Access will be disabled for users who have Mobile Devices that 
are not accepting automated security policies, are infected with malware or are 
having a negative impact on the City-provided service. 

5.4.3 Reset user passwords as required to ensure that lost and stolen Mobile Devices 
are unable to access or synchronize with City resources. 

APPENDIX 

Legal References AR 90.20, "Office and Wireless Telephones" 
AR 90.63 "Information Security Policy" 
AR 90.64, "Protection of Sensitive Information and Data" 
AR 95 .05, "Cell Phone and Other Handheld Communication 
Device Use Policy" 

Subject Index Information Technology 
Mobile Device Security Policy 

Distribution Department Heads 
Department IT Administrators & Analysts 
System Administrators 

Administering Department Department of Information Technology 
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This list outlines minimum mobile device hardware and operating system standards for devices that are covered under the 

mobile device security policy. Older versions do not accept automated security policies and are not authorized to syncronize 

with City resources. 

Mobile DeviCes 
-

- - - - . -- -
Manufacturer Operating System Hardware Version Notes 

Microsoft Windows Mobile Any Manufacturer Version 6.0 and greater 

Apple iOS Apple iPhone and iPad Versions 2.0 and greater 

Google Android Any Manufacturer Versions 2.2 and greate r 

-

Blackberry Blackberry Blackberry All Blackberry infrastructure w ill not be supported 

after IT sourcing strategy is implemented 

This list outlines syncronization technologies in use at the City of San Diego that leverage cached users names, passwords and 

server settings. Mobile devices syncronizing using cached credentials are covered under the mobile device security policy. 

Synchronization Technologies 
- - - - - .. . 

I 
Standard Manufacturer Access Type Notes 

ActiveSync Microsoft Email Synchronization 
Used for Email access on mobile devices 

Used for Email access on mobile devices. Blackberry 

Blackberry BES Blackberry Email Synchronization infrastructure will not be supported after IT sourcing 

strategy is implemented 


