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Nearly all businesses experience some employee theft. Most of it is undetected. It’s estimated that less than 10
percent of a businesses’ employees are responsible for more that 95 percent of the losses. One way of controlling
employee theft is to develop a good relationship with your employees. Make them feel respected and reward them
for doing their jobs well. Make sure they never feel wronged or slighted and might want to “get back™ at your
business. Provide good career opportunities. Businesses with the lowest turnover rates have been found to have the
lowest employee theft rates. However, don’t assume that long-term employees are incapable of embezzlement or
other thefts. Other ways to prevent employee theft are outlined in this paper. They deal with personnel policies,
cash handling, computer security, document protection, inventory control, mail room security, trash control,
purchasing and accounting procedures, bank deposits, key control, access control cards, shipping and receiving
procedures, property identification, selecting contractors, and technology solutions. After implementing these theft-
prevention measures look to see if there are still ways for someone to steal from the business or otherwise harm it.
Take additional measures if necessary.

Despite your best efforts, dishonest employees can usually find ways to steal. If you suspect theft, call your security
or loss prevention manager and then the SDPD at (619) 531-2000 or (858) 484-3154. Don't play detective and try to
solve the crime. And don’t jump to unwarranted conclusions. Be extremely careful about making accusations and
conducting investigations. A false accusation could result in serious civil liability. Verify suspicions by careful
investigations. If you can identify the responsible employee, terminate his or her employment and then consider
further legal action. There should be no tolerance of employee theft or fraud, no matter how small. Don’t allow
embezzlers or other thieves to leave your employment without pursuing a conviction. If the extent of the theft is
large and complex, consider involving legal counsel who can assist in finding experts such as forensic accountants.



PERSONNEL POLICIES

In addition to theft, employees can do a great deal of damage to a business by ignorance of security policies,
negligence in protecting business secrets, deliberate acts of sabotage, embezzlement, and the public release of
sensitive information. The following measures will help prevent this.

o The first step in controlling employee theft is effective pre-employment screening. Conduct a comprehensive
background check on prospective employees. Check references, credit reports, schools attended, licenses, civil
judgments, citizenship, criminal records, and personality traits. Unless your business has sufficient in-house
expertise and resources for this, you should contract with a knowledgeable and reputable Consumer Reporting
Agency (CRA) that is familiar with and will comply with the federal Fair Credit Reporting Act (FCRA),
California Investigative Consumer Reporting Agencies Act (UCRAA), Consumer Credit Reporting Agencies
Act (CCRAA), and other laws enacted to protect consumers and job applicants. Here a consumer report is
defined as any report by a third-party agency bearing on a consumer’s credit worthiness, credit standing, credit
capacity, character, general reputation, personal characteristics, or mode of living. For checks on foreigners,
look for a CRA with a presence in the candidate’s country of citizenship. And test the CRA by giving it an
“applicant” whose background is known so it’s the thoroughness and accuracy of its report can be assessed.
You should also consult with legal counsel to ensure compliance with federal, state, and local laws. And with so
many foreigners being employed, it is also necessary to comply with the laws governing a candidate’s country of
citizenship. Background checks are heavily regulated and even unintentional mistakes can lead to liability
exposure. Care must be taken to achieve compliance with all relevant laws any time an employer starts to
investigate the background of a job applicant. Here are some tips to avoid legal liability.

o Don’t randomly require background checks. Inconsistency in their use invites claims of discrimination.

o Get the applicant’s written consent for the background check in a stand-alone document that clearly states
the intent of each report.

o Make sure you use the correct forms.

Don’t assume you can search public records and avoid liability.

o Obtain reports from trusted sources. Extra care should be exercised when gathering information from
unknown or unverifiable online repositories.

o Don’t ask applicants to self-identify criminal history. More and more jurisdictions are banning early requests
for criminal background. In some jurisdictions, including a number of larger cities, employers cannot even
ask about arrest history except in limited circumstances. The requirements also vary by type of employer.

o Don’t seek protected data, such as medical data, genetic information, or family status. If it is impermissible
to ask for such information in an interview, it is likely impermissible for a CRA to obtain.

o Don’t seek data that is too old. Consumer reports should not extend past the last 10 years. Any other
information more than seven years old except criminal convictions is also usually off limits.

o Keep all background check reports and other documents. There are special rules for disposing of a
consumer report.

o Review each report carefully to determine if there’s a job-related basis to disqualify an applicant.

o Don’t rush through the process or cut corners.

e A criminal record check should include arrests, convictions, and outstanding warrants. In considering this
information in making employment decisions, follow the U.S. Equal Employment Opportunity Commission
(EEOC) Enforcement Guidance No. 915.002 dated 4/25/2012 regarding the prohibition of discrimination under
Title VII of the Civil Rights Act of 1964, as amended, 42 U.S.C. § 2000e et seq. Best practices for employers
include the following:

o Eliminate policies or practices that exclude people from employment based on any criminal record.

o Train managers and hiring officials in the EEOC Enforcement Guidance.

o Develop a policy and narrowly-tailored procedures for screening applicants and employees for criminal

conduct.

Identify essential job requirements and the actual circumstances under which the jobs are performed.

Determine the specific offenses that may demonstrate unfitness for performing such jobs.

Identify the criminal offenses based on all available evidence.

Determine the duration of exclusions for criminal conduct based on all available evidence.

Include procedures for individualized assessments.
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Check the applicant’s references. This can be very useful when done right because other checks may not reveal
any potential problems in the applicant’s background. Then because applicants tend to name people who they
believe will give you favorable information about them, you should ask each reference to give you the name of
someone else who has worked with the applicant. These secondary references will likely give you more
objective information about the applicant. A good hiring policy would be to check three references named by
the applicant and also three secondary references. Also, if you have anyone in your organization who has
worked with the applicant, you should have an off-the-record conversation with them about the applicant.

Test applicants for personality traits as well as job skills. Look for those who can work well with others, show
compassion to and for others, respond well to criticism, and communicate frustrations effectively. Applicants
that exhibit the following traits are worrisome:

An exaggerated view of their abilities, achievements, and potential value to an organization

Intolerant of criticism

Minimizes the significance of the work of others

Need for attention and approval

Excessively emotional

Overly moralistic

Strong beliefs on how things should be done

Unable to compromise, things are black or white and never gray, has the correct problem solution
Antisocial

Dishonest in background details and capabilities

Many job changes

Lawsuits with prior employers

o Never had difficulties is past relationships

Interview prospective employees. Seek to hire individual who are team-oriented, can respond well to criticism,
and can deal well with conflicts, i.e., ones unlikely to become insider threats. Note that California employers are
now prohibited from demanding usernames, passwords, and information related to social media accounts from
job applicants and employees. The law also bans employers from firing or disciplining employees who refuse to
divulge their social media information. This includes videos, photographs, blogs, podcasts, text messages, e-
mail, online accounts, and website profiles. However, this prohibition does not apply to information used to
access employer-issued electronic devices and is not intended to infringe on the existing rights and obligations of
employers to investigate employee workplace misconduct or employee violations of other laws or regulations.
Continue to run complete background and credit checks on employees who handle money

Provide all employees with an employment manual and have them sign a strict code of ethics and conduct. This
will help promote a culture of trustworthiness and integrity. The code should include rules regarding times for
lunch and breaks, purchases of business merchandise, use of supplies, etc.

Talk to all employees about fraud detection and internal controls. Inform them about business security
measures, e.g., surveillance and inventory checks, and the likelihood and consequences of being caught stealing.
Many employees steal because they think they can easily get away with it.

Keep a record of all employee purchases, exchanges, and refunds. Employees should not be permitted to ring up
their own transactions.

Provide lockers for employees. Require that employee’s personal property and any store purchases be kept in
their lockers during working hours.

Prohibit employees from wearing or using store merchandise without purchasing it.

Limit employee access to the building to the hours that they are scheduled to work.

Have employees change jobs periodically. Do not announce changes in advance.

Know your employees. Get views from people in various departments. Be alert to key indicators that an
employee may become an insider threat. These include the following:

Sudden, apparent devotion to work and working late and alone

Accessing data not needed or never used in the past

Asking about things they are not involved with

Excessive use of “I” in writings and speech

Frustration with position and failure to get promoted

Lifestyle well above salary level

Financial debt

Strong objections to procedural changes related to financial, inventory or supply matters
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o Drugs and alcohol abuse

o Moonlighting with materials available at the business

o Evidence of compulsive gambling, persistent borrowing or bad check writing

Embezzlers are often regular employees who are smart, well-liked, and those you’d least expect to steal. They

may be under severe financial pressure at home and feel they have no other option. They will have a job that

gives them opportunities to steal. They will have the skills and knowledge to commit fraud. And they may start

with the intention of replacing the stolen funds but when they aren’t caught, they continue to steal. Embezzlers

may possess one or many of the following attributes.

o Intelligent and inquisitive. Always wants to know how everything works.

o Bigspender. Living beyond their means or makes sudden large purchases.

o Egotistical risk-taker. Is rule breaker in and out of work, e.g., overusing sick time to getting speeding
tickets.

o Hard worker. Is in early, out late, and takes no vacation. Seems immune to stress.

o Disgruntled. Unable to relax. Exhibits drastic behavioral changes.

See www.hiscox.com/small-business-insurance/newsroom/press/2016/hiscox-embezzlement-study for more

about preventing embezzlement.

Make employees aware of insider threats and encourage employees to observe and collect information that

indicates stress, and report suspicious behavior. The goal should be to catch an employee in the early stages of

stress so they can be helped and prevented from harming themselves or the business.

Develop protocols that will prevent a departing employee from stealing anything or later harming the business.

Remind the employee of the agreements regarding confidentiality, non-disclosure of business information or

data, and non-competition that were signed on employment.

EMPLOYEE DISMISSAL

The dismissal of an employee can be a very stressful action. It is not easy and can be uncomfortable for everyone
involved. It can also can lead to violence. Here are six things to consider in dismissing an employee.

1.

2.

Involve security in the planning and the walkout. Dismissals are usually known in advance and can be planned
carefully. First thing in the morning is generally the best time.

The walkout doesn’t stop at the building door. Many times the danger comes from what’s in the employee’s
vehicle. Sometimes the vehicle itself can be dangerous.

Constantly assess the employee’s emotional state throughout the dismissal process. This person has been an
employee at your company so you should know his or her history. Are any behavioral changes evident? Ask his
or her co-workers.

Don’t rush, but don’t dawdle either. The tendency is to hurry the process along because you want the discomfort
to end quickly. Rushing can lead to bad decisions. A short, efficient process that is well planned is the most
effective.

Safety outweighs embarrassment. You may feel it is embarrassing to have security watching while an employee
packs up their desk, but safety of other employees is paramount. Or personal items can be packed by co-workers
and sent to the dismissed employee later. Security staff members should have active shooter training because
first minutes before law enforcement arrives on the scene are the most critical.

Safety outweighs convenience. Letting the employee walk to his or her vehicle to go home is the easiest. If you
are worried, call a cab. The employee can make arrangements to pick up the vehicle later.

The benefits of having well-trained security officers who can detect and react to situations cannot be overstated.

CASH HANDLING

Use serially, pre-numbered sales slips for every transaction. Encourage customers to expect a receipt by posting
signs at each register.

Conduct weekly audits. Have someone other than the sales clerk balance sales slips and register receipts.

Make unannounced informal internal audits, and have a yearly audit performed by an outside firm.

Put one employee in charge of setting up cash drawers. Have another double-check the cash count.


http://www.hiscox.com/small-business-insurance/newsroom/press/2016/hiscox-embezzlement-study

Make each employee responsible for his/her cash drawer. Issue one cash drawer to each on-duty employee. No
other employee should be allowed to open or use another's cash drawer at any time. At the end of each shift
each cash drawer should be balanced by the employee and double-checked by another.

Require that the cash register drawer be closed after each transaction. Never leave a register unlocked when not
attended. And never leave the key with a register.

Identify each over-ring and under-ring. Managers should sign off all voids and over-rings.

Check signatures against those on file.

Limit the amount of cash accumulated in any register. Use a drop-safe for excess cash.

Check cash-to-sale ratios. These, along with unusually frequent refund transactions, can indicate employee theft.
Keep tendered bills on the register until the transaction is concluded. Short-change artists frequently pay with
large bills.

Conduct only one transaction at a time. Do not be intimidated into rushing.

Check for counterfeit currency. The look of the paper and its "feel" are usually the most obvious signs. A
common counterfeiting practice is to "cut corners” off large bills and affix them to small-denomination bills.
Inexpensive devices are available to aid detection of counterfeit bills.

Make mail-opening and posting separate functions. Record checks and cash in appropriate registers, and stamp
checks FOR DEPOSIT ONLY.

COMPUTER SECURITY

Understand your computer systems and software. Have them designed so they cannot be used to divert money

or inventory.

Restrict access to computer terminals and records.

Change entry codes periodically.

Check regularly to ensure that security procedures are in effect.

Include computer records in audits.

Cyber deception is a new kind of fraud. You should beware of the Business E-mail Compromise (BEC) scam or

CEO fraud if your business works with foreign suppliers or regularly makes wire-transfer payments. In one

version of this scam the e-mail account of a high-level executive is compromised and a request for a wire

transfer to the scammer’s account is made from it to the employee responsible for wiring money to overseas
banks. In April 2016 the FBI warned about a dramatic increase in these scams and estimated that they scams
have cost organizations more than $2.3 billion in losses over the past three years. For more information on BEC
scams see FBI Public Service Announcement, Alert No. 1-012215-PSA dated Jan. 22, 2015 at
www.ic3.gov/media/2015/150122.aspx. The IC3 suggests the following measures to help protect you and your
business from becoming victims of a BEC scam.

o Avoid free, web-based e-mail. Establish a business website domain and use it to establish business e-mail
accounts.

o Be careful what is posted to social media and business websites, especially job duties and descriptions,
hierarchal information, and out of office details.

o Be suspicious of requests for secrecy or pressure to take action quickly.

o Consider additional IT and financial security procedures and Two-Factor Authentication (TFA), for
example: verify significant transactions with telephone calls, use digital signatures, delete e-mail from
unknown parties without opening it or attachments or clicking on links in it, and use Forward instead of
Reply to respond to any business e-mails with the correct e-mail address typed in or selected from your e-
mail address book to ensure the intended recipient’s correct e-mail address is used.

o Beware of sudden changes in business practices, e.g., if a current business contact suddenly asks to be
contacted via their personal e-mail address when all previous official correspondence has been on a business
e-mail.

o Always verify via other channels that you use with a legitimate business partner.

For more information on computer security open the paper entitled Cyber Security for Businesses on the

Prevention Tips page of the SDPD website at www.sandiego.gov/police/services/prevention/tips.


http://www.ic3.gov/media/2015/150122.aspx

DOCUMENT PROTECTION

Shred all potentially sensitive materials including customer lists, price lists, medical prescription receipts,
invoices, computer outputs, and documents with signatures.

Require that all desks be cleared of important or confidential documents each night.

Require that all file cabinets be locked when not in use.

INVENTORY CONTROL

Separate receiving, storekeeping, and shipping functions.

Conduct inventories often and at irregular intervals. Also make routine spot checks. Use new and more efficient
inventory technologies, e.g., Radio Frequency ldentification (RFID) tags that enable inventories to be done in
hours instead of days.

Inventories should be done annually by persons who are not responsible for inventory records.

Inspect records of purchases and sales at the beginning and end of each shift.

Define individual employee responsibilities for inventory control. This establishes a climate of accountability.
Post signs to indicate areas that are open to the public and those that are for employees only. Install locks on all
doors to interior work areas to control public and employee access. Doors to storage and supply rooms, and
individual offices should be locked to limit access.

Have all employees wear ID badges or some other means of distinguishing them from visitors, customers, and
others on the premises. Businesses with restricted areas should give their employees photo-ID badges that are
color-coded to indicate the areas that the employee is authorized to enter. Offices, storage and supply rooms,
and other work areas should be checked periodically for the presence of unauthorized persons.

Have all visitors in restricted areas be escorted by an employee who is authorized to be in those areas.

MAIL CENTER SECURITY

Limit access to authorized, screened employees. Install access controls for employees, including cleaning and
maintenance personnel.

Give the Post Office a list of employees authorized to accept mail. Keep the list up to date as employees change
over time.

Make all work areas visible to supervisors. Use one-way glass, cameras, or elevated work stations for
supervisors.

Eliminate desk drawers and other places mail could be concealed.

Have employees pick up their mail from a counter or desk that is separate from the area where incoming and
outgoing mail is handled.

Keep a log to establish accountability of registered and certified mail.

Keep petty cash and postage stamps in a locked drawer.

Restrict access to postage meters and keep it locked when not being used. Keep a record of meter register
readings to detect possible unauthorized after-hours use.

Prohibit employees from receiving personal mail.

For ways to prevent mail theft, etc., see U.S. Postal Inspection Service Guide to Mail Center Security at
https://about.usps.com/publications/pub166.pdf

TRASH CONTROL

Keep trash dumpsters inside during business hours.

Check bins at random times for pilfered goods that might have been placed in them for pick-up after the trash is
taken out.

Use clear plastic trash bags. Inspect bag contents for pilfered goods.

Break down all cardboard boxes before putting them in dumpsters.

Keep lids of outside trash dumpsters locked during non-business hours. If practical, keep the lids locked
whenever the dumpsters are not being filled or emptied.

Have employees work in pairs in emptying trash. Or have different employees empty the trash from day to day.
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PURCHASING AND ACCOUNTING PROCEDURES

These measures can help prevent outright funds theft and fraud involving checks, credit cards, vendor invoicing and
billing, and payrolls.

Implement checks and balances. Don’t give end-to-end accounting and bookkeeping responsibilities to a single
person.

Centralize purchasing but keep it separate it from receiving and accounting.

Separate control of accounts payable and accounts receivable.

Control purchase orders by pre-numbering them in sequence.

Require supporting documentation for each purchase or expense invoice.

Use pre-numbered checks in sequence. Type or print payees and amounts in permanent ink.

Account for all checks in bank statements. Review cancelled checks that come directly from the bank.

Lock blank checks and a signature machine, if you have one, in a secure place.

Don’t allow the same employee to write checks and manage the books. Use two employees for these tasks or
outsource the bookkeeping.

Outsource some of your internal systems so red flags can be raised without the guilty employee’s knowledge and
ability to manipulate the system.

Inform employees that there can be spot checks and audits at any time. Question expenditures that are
unfamiliar or look out of line.

Conduct background checks on all vendors you do business with. Verify that new vendors in the books are
legitimate. Have different people should approve and vet vendor selection and the authorization of payments.
Conduct regular review of payroll records. Functions for issuing payroll checks or deposits and reconciling
deposits should be separate. Changes should require approval from multiple levels of management.

Have the mail room deliver bank and credit card statements to you before they are opened, or have them mailed
to your home for review before reconciliation.

BANK DEPOSITS

Use an armored car service if possible. Otherwise assign two employees to make deposits. And vary the assignments
over time.

KEY CONTROL

Appoint a key control officer to manage the key and lock system.

Keep keys in a locked cabinet or a secured area when they are not in use. Access can be by personal
identification codes on keypads, card or fob readers, or biometric sensors. A key management system can
restrict employee access to certain times, keep track of who has which keys, when keys should be returned, etc.
Do not have a master key for all doors. Individual offices and restricted work areas should have separate keys.
Issue as few keys as possible. Issue them only for areas the employee is authorized to be in. Keep up-to-date
records of keys issued.

Caution employees not to leave keys with parking lot attendants, in a topcoat hanging in a restaurant, or in their
offices or work areas. This helps prevent keys from being taken and duplicated.

Stamp keys DO NOT DUPLICATE.

Code each key so that it does not need an identifying tag.

Require departing employees to turn in all issued keys.

Investigate all key losses.

Re-key locks whenever a key is lost or when an employee leaves the business.

Consider installing locks that are inexpensive to re-key. Or better to have a key-card system in which codes can
be changed easily when a card is lost, entries and exits are recorded, etc.

Seek advice from professional access control system designers.



ACCESS CONTROL

o Replace keys with access cards, fobs, or individual keypad codes where practical. With these individual access
means you can do the following:
o Keep arecord of their use
o Deactivate a card, fob, or code when an employee leaves
o Deactivate a card or fob if one is reported lost or stolen
o Trace the use of a fob, card, or code to the employee it was issued to
o Restrict their use by day of the week, hours of the day, and period of time
e Check periodically that employees have their cards or fobs

SHIPPING AND RECEIVING PROCEDURES

o Establish receiving procedures that specify where vendors are allowed to park and enter the business.

¢ Do not permit trucks on the dock until they are ready to load or unload.

e Check all shipments against bills-of-lading. Number shipping orders in sequence to prevent padding or
destruction.

e Recheck all incoming goods to prevent collusive thefts between the driver and the employees who handle the
receiving.

e Do not permit drivers to load their own trucks or take goods from stock.

o Consider installing video cameras on the loading platforms. Locate the monitors where they can easily be seen
by supervisors.

PROPERTY IDENTIFICATION

o Place the name of the business or some identification number on all business-owned items, e.g., office
equipment, electronics, etc. This can be done by engraving or etching, using a permanent adhesive, or by
attaching microdots. The owner’s driver license number preceded by “CA” is suggested as a property identifier.

e  Obtain an Owner Applied Number (OAN) for large vehicles, heavy equipment, and valuable tools. This number
is usually stamped or engraved on your property and stored in a database in the National Crime Information
Center (NCIC). Property with your OAN on it can be returned to you if it is recovered after being stolen. For an
application, go to the website of the Tulare County District Attorney at www.da.tulareco.org and under DA’s
OFFICE click on Publications, then under Brochures click on the word English after Owner Applied
Numbering. The brochure entitled What is an OAN? contains an OAN APPLICATION and several theft
prevention tips.

o Keep a detailed, up-to-date record of your valuables. Include type, model, serial number, fair market value, etc.
Photograph or videotape all valuables.

SELECTING CONTRACTORS

Businesses also have to be concerned with possible theft by contractor’s employees. In selecting a contractor you
should check its references and make sure it is insured and bonded. Insurance will protect you from damage caused
by the contractor’s employees. A surety bond will guarantee that the work will be performed as stated in the
contract. For janitorial contractors you can require a janitorial services bond which will cover theft or other losses
resulting from dishonest acts committed by an employee acting alone or in collusion with other persons. Some
bonds require that the employee be prosecuted and convicted of the crime. Others require evidence of employee
dishonesty. The conditions for coverage would be negotiated in drafting the bond.

You should also check that the contractor is licensed to work in the City of San Diego, i.e., that it has a Business Tax
Certificate. This can be done on the Master Business Listing page of the City’s website at
www.sandiego.gov/treasurer/taxesfees/btax/nblactive.shtml. Construction contractors should be licensed by the
State of California. You can check the status of a contractor’s license on the Contractors State License Board’s
website at www?2.cslb.ca.gov/OnlineServices/CheckLicensell/CheckLicense.aspx.


http://www.da.tulareco.org/
http://www.sandiego.gov/treasurer/taxesfees/btax/nblactive.shtml

You can also require that the contractor conduct a background investigation on each employee that will work in your
business. For this you will need to specify the following: (1) information an employee will have to provide, e.g.,
personal history, references, fingerprints, etc., (2) kinds of checks to be made, e.g., employee’s name and SSN,
criminal history, DMV record, credit record, civil action history, etc., and (3) criteria for passing each check, e.g., no
criminal convictions or outstanding warrants, no bankruptcies, no civil judgments, etc. The contractor should also be
prohibited from substituting a cleared employee with one that is not cleared, or subcontracting any of the services.

The opportunities for employee theft can be reduced by having the contract work done during normal business hours.
This is the best option. Otherwise you’ll have to give the contractor’s employees means to enter the business when it
is closed, or if the business is in an office building, both the building and its office suite, i.e., keys, door codes, or
individual access cards, as well as the codes to any alarm systems that are installed. And the employee will have to
lock all doors and turn on the alarm(s) when he or she leaves.

TECHNOLOGY SOLUTIONS

Employee theft involving gift cards is growing because the cards are like cash and it is a lot easier to leave a store
with a card than an item of merchandise. Cashiers can fake refunds and then use their registers to fill in a gift card,
which they take. Or when shoppers buy a card, they give them a blank card and divert the money into a card for
themselves. However, the most common type of employee theft is “sweethearting,” where cashiers fail to ring up or
scan goods their friends or relatives bring to their register. Technology solutions to these problems involve data
mining programs and surveillance cameras. Data mining is used to determine whether one cashier is refunding far
more items than other cashiers. And cameras can show whether a cashier repeatedly gave refunds to the same friend
or relative, or whether a cashier failed to run merchandise over the scanner.



